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Abstract

We formalize a probabilistic noninterference for a multi-threaded
language with uniform scheduling, where probabilistic behaviour comes
from both the scheduler and the individual threads. We define notions
probabilistic noninterference in two variants: resumption-based and
trace-based. For the resumption-based notions, we prove composition-
ality w.r.t. the language constructs and establish sound type-system-
like syntactic criteria.

This is a formalization of the mathematical development presented
in the papers [1, 2]. Tt is the probabilistic variant of the Possibilistic
Noninterference AFP entry.
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Simple While Language with probabilistic choice
and parallel execution

theory Language-Semantics
imports Interface
begin

1.1 Preliminaries
Trivia
declare zero-le-mult-iff [simp]

declare split-mult-pos-le[simp]
declare zero-le-divide-iff [simp]

lemma in-minus-Un[simp]:

assumes i € [

shows I — {i} Un{i} =T and {i} Un (I — {i}) =1
(proof)

lemma less-plus-cases|case-names Left Right]:
assumes

«: (i::nat) < nl = phi and

sk N\ 92. 0 = nl + i2 = phi

shows phi

(proof)

lemma less-plus-elim[elim!, consumes 1, case-names Left Right]:
assumes i: (i:: nat) < nl + n2 and

*: 1 < nl = phi and

sk N\ 2. [i2 < n2; i = nl + 2] = phi

shows phi

(proof)



lemma nth-append-singl]simp]:
i < length al = (al Q [a]) ! i =al!i

(proof)

lemma take-append-singl[simp]:
assumes n < length al shows take n (al Q [a]) = take n al
(proof )

lemma length-unique-prefiz:
all < al = al2 < al = length all = length al2 = all = al2
(proof )

take:

lemma take-length[simpl:
take (length al) al = al

(proof)

lemma take-le:
assumes n < length al
shows take n al @ [al ! n] < al

(proof)

lemma list-less-iff-prefix: a < b <— strict-prefiz a b
(proof)

lemma take-lt:
n < length al = take n al < al

(proof)

lemma le-take:
assumes nl < n2
shows take nl1 al < take n2 al

(proof)

lemma inj-take:
assumes nl < length al and n2 < length al
shows take nl1 al = take n2 al +— nl = n2

(proof)

lemma lt-take: n1 < n2 = n2 < length al = take nl al < take n2 al
(proof)

lsum:
definition lsum :: (‘a = nat) = 'a list = nat where

lsum f al = sum-list (map f al)

lemma lsum-simps[simpl:
lsum f[| =0



Isum f (al @Q [a]) = lsum fal + fa
(proof)

lemma lsum-append:
lsum f (al @Q bl) = lsum f al + lsum f bl

(proof)

lemma lsum-cong[fundef-cong|:
assumes \ a. a € setal = fa=ga
shows lsum f al = lsum g al

(proof)

lemma [sum-gt-0[simp]:
assumes al # [Jand A\ a. a € set al = 0 < fa
shows 0 < lsum f al

(proof)

lemma lsum-mono|[simp]:
assumes al < bl
shows lsum f al < lsum f bl

(proof)

lemma [sum-mono2[simp):
assumes f: A\ b. b € set bl = fb > 0 and le: al < bl
shows lsum f al < lsum f bl

(proof)

lemma lsum-take[simpl:
Isum f (take n al) < lsum f al

(proof)

lemma less-lsum-nchotomy:

assumes f: \ a. a € set al = 0 < fa

and i: (i:nat) < lsum f al

shows 3 nj. n < length al AN j < f (al! n) A i = lsum f (take n al) + j
(proof)

lemma less-lsum-unique:

assumes A\ a. a € set al = (0::nat) < fa

and n! < length al A j1 < f (al! nl)

and n2 < length al A j2 < f (al ! n2)

and lsum f (take nl al) + j1 = lsum f (take n2 al) + j2
shows n1 = n2 A j1 = j2

(proof)

definition locate-pred where
locate-pred f al (i::nat) n-j =
fst n-j < length al N

snd n-j < f (al'! (fst n-j)) A



i = lsum f (take (fst n-j) al) + (snd n-j)

definition locate where
locate f al i = SOME n-j. locate-pred f al i n-j

definition locatel where locatel f al i = fst (locate f al 7)
definition locate2 where locate? f al i = snd (locate f al )

lemma locate-pred-ex:

assumes A a. a € setal = 0 < fa
and i < lsum f al

shows 3 n-j. locate-pred f al i n-j

(proof)

lemma locate-pred-unique:

assumes /\ a. a € setal = 0 < fa

and locate-pred f al i n1-j1 locate-pred f al i n2-j2
shows n1-j1 = n2-j2

(proof)

lemma locate-locate-pred:

assumes /A a. a € set al = (0::nat) < fa
and i < lsum f al

shows locate-pred f al i (locate f al 7)

(proof)

lemma locate-locate-pred-unique:

assumes /A a. a € set al = (0::nat) < fa
and locate-pred f al i n-j

shows n-j = locate f al ¢

{(proof)

lemma locate:

assumes A\ a. a € setal = 0 < fa

and ¢ < lsum f al

shows locate! f al i < length al A

locate2 fal i < f (al ! (locatel f al 7)) A

i = lsum f (take (locatel f al i) al) + (locate? f al i)

(proof)

lemma locate-unique:

assumes A a. a € setal = 0 < fa

and n < length al and j < f (al ! n) and i = lsum [ (take n al) + j
shows n = locate! fal i N j = locate2 f al i

(proof)
sum:

lemma sum-2[simp]:
sum f {.< 2} =f0 + f (Suc 0)



(proof)

lemma inj-Plus|simp]:
inj ((+) (a:nat))
(proof)

lemma inj-on-Plus[simp]:
inj-on ((4+) (a::nat)) A
(proof)

lemma Plus-int][simp]:

fixes a :: nat

shows (+) b ‘{.<a} ={b.< b+ a}
(proof)

lemma sum-minus|simp]:

fixes a :: nat

shows sum f {a .< a + b} = sum (%x. f (a + z)) {..< b}
(proof )

lemma sum-Un-introL:

assumes Al = Bl Un C1 and z = z1 + 22
finite A1 and

B1 Int C1 = {} and

sum f1 Bl = z1 and sum f1 C1 = z2
shows sum f1 A1 =z

(proof)

lemma sum-Un-intro:

assumes Al = B! Un C1 and A2 = B2 Un C2 and
finite A1 and finite A2 and

Bi Int C1 = {} and B2 Int C2 = {} and

sum f1 Bl = sum f2 B2 and sum fI C1 = sum f2 C2
shows sum f1 A1 = sum f2 A2

(proof)

lemma sum-UN-introL:

assumes A1: A1 = (UNn: N. Bl n) and a2: a2 = sum b2 N and
fin: finite N \ n. n € N = finite (B1 n) and

int: A mn. {m,n} CNAm%#n= Bl mn Bl n={}and

sss An.n€N = sumfl (Bln)=">0b2n

shows sum f1 A1 = a2 (is ?L = a2)

(proof)

lemma sum-UN-intro:

assumes Af: A1l = (UNn:N. Bl n)and A2: A2 = (UNn: N. B2n) and
fin: finite N \ n. n € N = finite (B1 n) A finite (B2 n) and

int: Amn.{m,n} CNAm#n= BImnNBIln={} Amn. {m n} CN
= B2m N B2n = {} and



ss: A n.n€ N = sum fl (Bl n)=sum f2 (B2n)
shows sum f1 A1 = sum f2 A2 (is ?L = ?R)
(proof)

lemma sum-Minus-intro:

fixes f1 :: ‘al = real and f2 :: 'a2 = real

assumes Bl = Al — {al} and B2 = A2 — {a2} and
al : A1 and a2 : A2 and finite A1 and finite A2

sum f1 A1 = sum f2 A2 and f1 al = f2 a2

shows sum f1 B1 = sum f2 B2

(proof)

lemma sum-singl-intro:

assumes b = fa

and finite A and a € A

and A o’ Ja'€ 4; 0’ # a] = fa' =0
shows sum fA = b

(proof)

lemma sum-all0-intro:
assumes b = 0
and Na.a € A= fa=0
shows sum fA = b

(proof)

lemma sum-1:

assumes [: finite I and ss: sum fI =1 and i: i€ 1 — If and I1: I1 C 1
and f: \i. i € [ = (0=real) < fi

shows fi < 1 — sum f 11

(proof)

1.2 Syntax

datatype ('test, ‘atom, 'choice) cmd =
Done
| Atm 'atom
| Seq ('test, 'atom, 'choice) ecmd ('test, 'atom, 'choice) cmd (¢~ ;; - [60, 61] 60)
| While 'test ('test, ‘atom, 'choice) emd
| Ch 'choice ('test, 'atom, 'choice) emd ('test, ‘atom, 'choice) cmd
| Par ('test, 'atom, 'choice) cmd list
| ParT ('test, 'atom, 'choice) cmd list

fun noWhile where
no While Done <— True
| noWhile (Atm atm) <+— True
| noWhile (cl1 ;; ¢2) <— noWhile ¢ N noWhile c2
| noWhile (While tst ¢) «— False
| noWhile (Ch ch ¢l ¢2) «— noWhile cI N noWhile c2



| noWhile (Par cl) <— (V¥ ¢ € set cl. noWhile c)
| noWhile (ParT cl) <— (V¥ ¢ € set cl. noWhile c)

fun finished where
finished Done <— True
| finished (Atm atm) <— False
| finished (c1 ;; ¢2) <— False
| finished (While tst ¢) +— False
| finished (Ch ch cl c2) +— False
| finished (Par cl) <— (V¥ ¢ € set cl. finished c)
| finished (ParT cl) <— (V ¢ € set cl. finished c)

definition no WhileL where
noWhileL ¢l =V ¢ € set cl. noWhile ¢

lemma fin-Par-no WhileL[simp]:
noWhile (Par cl) <— noWhileL cl
(proof)

lemma fin-ParT-noWhileL[simp]:
noWhile (ParT cl) <— noWhileL cl
(proof)

declare noWhile.simps(6) [simp del]
declare noWhile.simps(7) [simp del]

lemma no WhileL-intro[intro]:
assumes /\ c. ¢ € set ¢l = noWhile ¢
shows noWhileL cl

{(proof)

lemma no WhileL-fin[simp]:
assumes noWhileL cl and ¢ € set cl
shows noWhile ¢

(proof)

lemma noWhileL-update]simp]:
assumes cl: noWhileL cl and c¢": noWhile ¢’
shows noWhileL (cl[n := ¢'])

(proof)

definition finishedL where
finishedL cl =V ¢ € set cl. finished ¢

lemma finished-Par-finishedL[simp]:
finished (Par cl) «— finishedL cl
(proof)



lemma finished-ParT-finishedL|simp]:
finished (ParT cl) «— finishedL cl
(proof)

declare finished.simps(6) [simp del]
declare finished.simps(7) [simp del]

lemma finishedL-intro[introl:
assumes /\ c¢. ¢ € set ¢l = finished ¢
shows finishedL cl

(proof)

lemma finishedL-finished|simp):
assumes finishedL cl and ¢ € set cl
shows finished c

(proof)

lemma finishedL-update[simpl:

assumes cl: finishedL cl and c”: finished ¢’
shows finishedL (cl[n := ¢7])

(proof )

lemma finished-fin[simp):
finished ¢ = noWhile c
(proof)

lemma finishedL-no WhileL[simp]:
finishedL ¢l = noWhileL cl
(proof )

locale PL =
fixes
aval :: 'atom = 'state = 'state and
tval :: 'test = 'state = bool and
cval :: 'choice = 'state = real
assumes
properCh: N\ ch s. 0 < cval ch s A\ cval ch s < 1
begin

lemma [simp]: (n:nat) < N = 0 < 1 / N (proof)
lemma [simp]: (n:nat) < N = 1 / N < 1 (proof)
lemma [simp]: (n:nat) < N = 0 <1 — 1 / N {proof)

lemma sum-equal: 0 < (N:nat) = sum (A n. I/N) {.< N} =1

{(proof)

fun proper where



proper Done <— True
| proper (Atm z) <+— True
| proper (Seq c1 ¢2) <— proper c1 A proper c2
| proper (While tst ¢) «— proper c
| proper (Ch ch c1 ¢2) «— proper c1 A proper c2
| proper (Par cl) +— cl #[| A (V ¢ € set cl. proper ¢)
| proper (ParT cl) «— cl # ] A (V ¢ € set cl. proper c)

definition properL where
properL cl = cl # [| A (V ¢ € set cl. proper c)

lemma proper-Par-properL[simp):
proper (Par cl) <— properL cl
(proof)

lemma proper-ParT-properL[simp]:
proper (ParT cl) «— properL cl
(proof)

declare proper.simps(6) [simp del]
declare proper.simps(7) [simp del]

lemma properL-introlintrol:
el # [); N\ c. ¢ € set el = proper ¢] = properL cl
(proof)

lemma properL-notEmp[simp]: properL cl = cl # [

(proof)

lemma properL-proper|simp]:
[properL cl; ¢ € set cl] = proper c

(proof)

lemma properL-update[simp]:

assumes cl: properL cl and c’: proper ¢’
shows properL (cl[n := ¢'])

(proof)

lemma proper-induct[consumes 1, case-names Done Atm Seq While Ch Par ParT):
assumes x: proper c

and Done: phi Done

and Atm: A\ atm. phi (Atm atm)

and Seq: A\ c1 c2. [phi c1; phi c2] = phi (c1 ;; ¢2)

and While: \ tst c. phi ¢ = phi (While tst c)

and Ch: A ch ¢l ¢2. [phi c1; phi c2] = phi (Ch ch c1 c2)

and Par: A cl. [properL cl; \ c. ¢ € set ¢l = phi ¢] = phi (Par cl)

and ParT: A cl. [properL cl; \ c. ¢ € set cl = phi ¢] = phi (ParT cl)
shows phi c

(proof)

10



1.2.1 Operational Small-Step Semantics
definition theFT cl = {n. n < length ¢l A finished (clln)}

definition theNFT cl = {n. n < length cl A = finished (clln)}

lemma finite-theF'T[simp]: finite (theFT cl)
(proof)

lemma theFT-length[simp]: n € theFT ¢l = n < length cl
(proof)

lemma theFT-finished[simp]: n € theF'T ¢l = finished (clln)
(proof)

lemma finite-theNFT[simp|: finite (the NFT cl)
(proof)

lemma theNFT-length[simp]: n € theNFT ¢l = n < length cl
{proof)

lemma theNFT-notFinished|[simp|: n € theNFT cl = — finished (clln)
(proof)

lemma theFT-Int-theNFT[simp]:
theF'T cl Int theNFT cl = {} and theNFT cl Int theF'T cl = {}

(proof)

lemma theFT-Un-the NFT[simp]:
theF'T ¢l Un theNFT cl = {..< length cl} and
the NFT cl Un theFT cl = {..< length cl}

(proof)

lemma in-theFT-theNF T [simp]:
assumes nl € theFT cl and n2 € theNFT cl
shows ni1 # n2 and n2 # ni

(proof)

definition WtFT cl = sum (X (n:nat). 1/(length cl)) (theF'T cl)

definition WiNFT cl = sum (A (n:nat). 1/(length cl)) (theNFT cl)

lemma WiFT-WtNFT][simp):
assumes 0 < length cl
shows WtFT ¢l + WiNFT cl =1 (is A= 1)

(proof)

11



lemma WINFT-1-WtFT: 0 < length cl = WINFT cl =1 — WtFT cl
{proof )

lemma WiNFT-WtFT-1[simp]:

assumes 0 < length cl and WtFT cl # 1

shows WINFT ¢l / (1 — WtFT cl) =1 (is YA/ YB=1)
(proof)

lemma WitFT-ge-0[simpl: WtFT ¢l > 0
(proof)

lemma WitFT-le-1[simp]: WtFT ¢l < 1 (is ?L < 1)
(proof)

lemma le-1-WtFT[simp]: 0 < 1 — WtFT cl (is 0 < ?R)
(proof)

lemma WiFT-lt-1[simp|: WtFT cl # 1 = WitFT cl < 1
(proof)

lemma [t-1-WitFT[simp]: WtFT cl # 1 = 0 < 1 — WitFT cl
(proof)

lemma notFinished- WtFT [simp]:
assumes n < length ¢l and — finished (cl ! n)
shows 1 / length ¢l < 1 — WitFT cl

(proof)

fun brn :: ('test, 'atom, 'choice) cmd = nat where
brn Done = 1

| brn (Atm atm) = 1

| brn (¢l ;5 ¢2) = brn cl

| brn (While tst ¢) = 1

| brn (Ch ch ¢l c2) = 2

| brn (Par cl) = lsum brn cl

| brn (ParT cl) = lsum brn cl

lemma brn-gt-0: proper ¢ = 0 < brn ¢
(proof)

lemma brn-gt-0-L: [properL cl; ¢ € set cl] = 0 < brn ¢

(proof)

definition locateT = locatel brn definition locatel = locate2 brn

definition brnL cl n = lsum brn (take n cl)

12



lemma brnL-lsum: brnL cl (length cl) = lsum brn cl
(proof)

lemma brnL-unique:

assumes properL cl and nl < length cl A j1 < brn (cl ! nl)

and n2 < length ¢l A j2 < brn (¢l ! n2) and brnL cl nl + j1 = brnL cl n2 + j2
shows n1 = n2 A j1 = j2

(proof)

lemma brn-Par-simp[simp): brn (Par c¢l) = brnL cl (length cl)

(proof)

lemma brn-ParT-simp[simp]: brn (ParT cl) = brnL cl (length cl)
(proof)

declare brn.simps(6)[simp del] declare brn.simps(7)[simp del]

lemma brnL-0[simp]: brnL cl 0 = 0
(proof)

lemma brnL-Suc[simp]: n < length ¢l = brnL cl (Suc n) = brnL cln + brn (cl
'n)
(proof)

lemma brnL-mono[simp|: n1 < n2 = brnL cl nl < brnL cl n2

(proof)

lemma brnL-mono2[simp:
assumes p: properL cl and n: nl < n2 and [: n2 < length cl
shows brnL ¢l nl < brnL ¢l n2 (is ?L < ?R)

{(proof)

lemma brn-index|simp):
assumes n: n < length ¢l and i: ¢ < brn (cl ! n)
shows brnL cln + ¢ < brnL cl (length cl) (is YL < ?R)

(proof)

lemma brnL-gt-0[simp]: [properL cl; 0 < n] = 0 < brnL cln
(proof)

lemma locateTI:

assumes properL cl and it < brn (Par cl)
shows

locateT cl i < length cl A

locatel cl it < brn (cl! (locateT cl i) A
it = brnL cl (locateT cl i) + locatel cl it

{(proof)

lemma locate TI-unique:

13



assumes properL cl and n < length cl
and i < brn (cl ! n) and @ = brnL cln + i
shows n = locateT cl it N\ i = locatel cl i

(proof)

definition pickFT-pred where pickF'T-pred cl n = n < length cl A\ finished (clln)
definition pickF'T where pickF'T cl = SOME n. pickE'T-pred cl n

lemma pickFT-pred:
assumes WiFT cl = 1 shows 3 n. pickF'T-pred cl n
(proof)

lemma pickEF'T-pred-pickF'T: WtFT cl = 1 = pickF'T-pred cl (pickF'T cl)
{proof )

lemma pickF T-length[simp): WFT cl = 1 = pickFT cl < length cl
(proof)

lemma pickFT-finished[simp): WtFT cl = 1 = finished (cl ! (pickFT cl))
(proof)

lemma pickF'T-theFT[simp]: WtFT cl = 1 = pickF'T cl € theF'T cl
(proof)

fun wt-cont-eff where
wt-cont-eff Done s i = (1, Done, s)
|
wt-cont-eff (Atm atm) s i = (1, Done, aval atm s)
|
wt-cont-eff (¢l 33 ¢2) si =
(case wt-cont-eff ¢l s i of
(z, cl’, s") =
if finished c1' then (z, 2, s') else (z, c1';; ¢2, s'))

|
wt-cont-eff (While tst ¢) s i =
(if tval tst s

then (1, ¢ ;; (While tst c), s)

else (1, Done, s))
|
wt-cont-eff (Ch ch ¢l c2) si =
(if i = 0 then cval ch s else 1 — cval ch s,

if i = 0 then c1 else c2,

)
|
wt-cont-eff (Par cl) s @ =
(if cl ! (locateT cl i) € set cl then
(case wt-cont-eff

14



cl ! (locateT cl ii))

(
s
(locatel cl ii) of
, ¢ s) =
(1 / (length cl)) * w,
Par (cl [(locateT cl ii) := c']),
s'))
else undefined)
|
wt-cont-eff (ParT cl) s i =
(if el ! (locateT cl i) € set cl
then
(case wt-cont-eff
(el ! (locateT cl it))
s
(locatel cl ii) of
(w, ¢’, s') =
(if WFT ¢l = 1
then (if locateT cl i = pickFT cl A locatel cl it = 0
then 1
else 0)
else if finished (cl! (locateT cl ii))
then 0
else (1 / (length cl))
/(1 — WtFT cl)
* W,
ParT (cl [(locateT cl i) := c)),
)
else undefined)

(w
(

definition wt where wt ¢ s i = fst (wt-cont-eff ¢ s 1)
definition cont where cont ¢ s i = fst (snd (wt-cont-eff ¢ s 7))
definition e¢ff where eff ¢ s i = snd (snd (wt-cont-eff ¢ s 7))

lemma wt-Done[simpl: wt Done s i = 1

(proof)

lemma wt-Atm[simp]: wt (Atm atm) s i = 1
(proof)

lemma wt-Seq[simp]:

wt (¢l 55 ¢2) s=wtcls

(proof)

lemma wt- While[simp]: wt (While tst ¢) s i = 1
(proof)

15



lemma wt-Ch-L[simp]: wt (Ch ch ¢l ¢2) s 0 = cval ch s
(proof)

lemma wt-Ch-R[simp]: wt (Ch ch ¢l ¢2) s (Suc n) = 1 — cval ch s
(proof)

lemma cont-Done[simp]: cont Done s i = Done
(proof)

lemma cont-Atm[simp]: cont (Atm atm) s i = Done

(proof)

lemma cont-Seq-finished[simp): finished (cont ¢l s i) = cont (c1 ;; c2) si = c2

(proof)

lemma cont-Seg-notFinished|simp]:
assumes — finished (cont c1 s 1)
shows cont (c1 ;; ¢2) s i = (cont cl s1)3; c2

(proof)

lemma cont-Seg-not-eq-finished[simp|: — finished c2 = — finished (cont (Seq c1
c2) s i)
(proof)

lemma cont- While-False[simp]: tval tst s = False = cont (While tst ¢) s i =
Done

(proof)

lemma cont- While- True[simp]: tval tst s = True = cont (While tst ¢) s i = ¢ 3;
(While tst c)

(proof)

lemma cont-Ch-L]simp]: cont (Ch ch c1 ¢2) s 0 = cl
(proof)

lemma cont-Ch-R[simp]: cont (Ch ch c1 ¢2) s (Suc n) = c2
(proof)

lemma eff-Done[simp]: eff Done s i = s

(proof)

lemma eff-Atm[simp]: eff (Atm atm) s i = aval atm s
(proof)

lemma eff-Seq[simp]: eff (c1 ;; ¢2) s =eff ¢l s
(proof)
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lemma eff- While[simp|: eff (While tst ¢) si=s
(proof)

lemma eff-Chlsimp]: eff (Ch ch ¢l c2) si=s
(proof)

lemma brnL-nchotomy:

assumes properL cl and i < brnL cl (length cl)

shows 3 ni. n < length ¢l A i < brn (cl! n) A it = brnL cln + i
(proof )

corollary brnL-cases[consumes 2, case-names Local, elim]:
assumes properL cl and i < brnL cl (length cl) and

A ni. [n < length cl; i < brn (cl! n); @i = brnL cln + i] = phi
shows phi

(proof)

lemma wt-cont-eff-Par[simp]:

assumes p: properL cl

and n: n < length cl and i: i < brn (cl ! n)
shows

wt (Par cl) s (brnL cln + i) =

1 / (length cl) * wt (cl ! n) si

(is PwL = ?wR)

cont (Par cl) s (brnL cln + i) =
Par (cl [n := cont (cl ! n) s i)
(is #mL = ?mR)

eff (Par cl) s (brnL cln + i) =

eff (cl!n)si
(is %eL = %eR)
(proof)

lemma cont-eff-ParT[simp):

assumes p: properL cl

and n: n < length ¢l and i: ¢ < brn (cl ! n)
shows

cont (ParT cl) s (brnL cln + i) =

ParT (cl [n:= cont (cl! n) si])

(is #mL = ?mR)

eff (ParT cl) s (brnL cln + i) =

eff (cl!n)si
(is 2eL = %eR)
(proof)
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lemma wi-ParT-WtFT-pickFT-0|simp]:
assumes p: properL cl and WitFT: WtFT cl = 1
shows wt (ParT cl) s (brnL cl (pickF'T cl)) = 1
(is PwL = 1)

(proof)

lemma wt-ParT-WtFT-notPickF'T-0[simp]:

assumes p: properL cl and n: n < length cl and i: ¢ < brn (cl ! n)
and WtFT: WitFT cl = 1 and ni: n = pickFT ¢l — ¢ # 0
shows wt (ParT cl) s (brnL cln 4+ i) = 0 (is wL = 0)

(proof)

lemma wt-ParT-not WtEF'T-finished|simp]:

assumes p: properL ¢l and n: n < length cl and i: i < brn (¢l ! n)
and WtFT: WtFT cl # 1 and f: finished (¢l ! n)

shows wt (ParT ¢l) s (brnL ¢l n + i) = 0 (is 2wl = 0)

(proof)

lemma wt-cont-eff-ParT-not WtFT-notFinished|simp]:
assumes p: properL ¢l and n: n < length cl and i: i < brn (cl ! n)
and WtFT: WtFT cl # 1 and nf: - finished (cl ! n)
shows wt (ParT ¢l) s (brnL cln + i) =

(1 / (length cl)) / (1 — WiFT ¢l) x wt (cl! n) s i (is wL = YwR)
(proof)

lemma wt-ge-0[simpl:
assumes proper ¢ and i < brn ¢
shows 0 < wtcsi

(proof)

lemma wt-le-1[simpl:
assumes proper ¢ and i < brn c
shows wt ¢ s 7 < 1

(proof)

abbreviation fromPlus («(1{-..<+-}))) where
{a .<+ b} ={a.<a+ b}

lemma brnL-UN:

assumes properL cl

shows {..< brnL cl (length cl)} = (U n < length cl. {brnL cln ..<+ brn (clln)})
(is ?L = (U n < length cl. ?R n))

{proof)

lemma brnL-Int-it:

assumes ni2: nl < n2 and n2: n2 < length cl

shows

{brnL clnl ..<+ brn (cl'nl)} N {brnL cl n2 ..<+ brn (cl!n2)} = {}
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(proof)

lemma brnL-Int:

assumes nl # n2 and nl < length cl and n2 < length cl

shows {brnL cl nl ..<+ brn (cl'ni)} N {brnL cI n2 ..<+ brn (cl!n2)} = {}
(proof)

lemma sum-wt-Par-sub[simp]:
assumes cl: properL ¢l and n: n < length ¢l and I: I C {..< brn (¢l ! n)}
shows sum (wt (Par cl) s) ((+) (brnL ¢l n) ‘I) =
1 /(length cl) = sum (wt (¢l ! n) s) I (is 2L = ?wSch * ?R)
(proof)

lemma sum-wt-Par|simp]:
assumes cl: properL cl and n: n < length cl
shows sum (wt (Par cl) s) {brnL cl n ..<+ brn (clln)} =
1 /(length cl) x sum (wt (cl!n)s) {.< brn (cl! n)} (is L = ?W * ?R)
(proof)

lemma sum-wt-ParT-sub-WtFT-pickF'T-0[simp):

assumes cl: properL cl and nf: WtFT cl = 1

and I: I C {..< brn (cl ! (pickFT cl))} 0 € I

shows sum (wt (ParT cl) s) ((+) (brnL cl (pickFT cl)) ‘I) =1 (is L = 1)
(proof)

lemma sum-wt-ParT-sub-WtFT-pickF'T-0-2[simp]:

assumes cl: properL cl and nf: WtFT cl = 1

and II: II C {..< brnL cl (length cl)} brnL cl (pickF'T cl) € II
shows sum (wt (ParT cl) s) I = 1 (is 2L = 1)

(proof)

lemma sum-wt-ParT-sub-WtFT-notPickFT-0[simp):

assumes cl: properL cl and nf: WtFT cl = 1 and n: n < length cl
and I: I C {.< brn (cl ! n)} and nl: n = pickFT ¢l — 0 ¢ I
shows sum (wt (ParT cl) s) ((+) (brnL ¢ln) ‘1) = 0 (is ?L = 0)
(proof)

lemma sum-wt-ParT-sub-not WtFT-finished|simp]:

assumes cl: properL cl and nf: WtFT cl # 1

and n: n < length ¢l and cln: finished (clln) and I: I C {.< brn (cl ! n)}
shows sum (wt (ParT cl) s) ((+) (brnL ¢l n) ‘1) = 0 (is L = 0)

(proof)

lemma sum-wt-ParT-sub-not WtFT-notFinished|simp]:

assumes cl: properL cl and nf: WtF'T cl # 1 and n: n < length cl
and cin: - finished (clln) and I: I C {..< brn (¢l ! n)}

shows

sum (wt (ParT cl)

s) ((4) (brnL ¢l n) ‘I) =
(1 / (length cl)) / (1 —

WEFT cl) x sum (wt (¢l n) s) I
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(is 7L = %w / (1 — ?wF) * ?R)
(proof)

lemma sum-wt-ParT-WtFT-pickFT-0[simp]:

assumes cl: properL cl and nf: WtFT cl = 1

shows sum (wt (ParT cl) s) {brnL cl (pickFT cl) ..<+ brn (cl ! (pickF'T cl))} =
1

(proof)

lemma sum-wt-ParT-WtFT-notPickFT-0[simp:
assumes cl: properL cl and nf: WtF'T ¢l = 1 and n: n < length cl n # pickF'T
cl

shows sum (wt (ParT cl) s) {brnL cln ..<+ brn (clln)} = 0
(proof)

lemma sum-wt-ParT-not WtF T-finished[simp]:

assumes cl: properL cl and WtFT cl # 1

and n: n < length ¢l and cln: finished (clln)

shows sum (wt (ParT cl) s) {brnL cln ..<+ brn (clln)} = 0

(proof)

lemma sum-wt-ParT-not WtFT-notFinished[simp):
assumes cl: properL cl and nf: WtFT cl # 1

and n: n < length ¢l and cln: — finished (clln)
shows

sum (wt (ParT cl) s) {brnL cl n ..<+ brn (clln)} =
(1 / (length cl)) / (1 — tFT cl) =

sum (wt (el ! n) s) {.< brn (cl! n)}

(proof)

lemma sum-wt[simpl:
assumes proper c
shows sum (wt ¢ s) {..< brn ¢} = 1

(proof)

lemma proper-cont[simp:
assumes proper ¢ and i < brn c
shows proper (cont ¢ s i)

(proof)

lemma sum-subset-le-1[simp]:
assumes *: proper ¢ and *x: [ C {..< brn c}
shows sum (wt ¢ s) I < 1

(proof)

lemma sum-le-1[simp):
assumes *: proper ¢ and xx: ¢ < brn c
shows sum (wt ¢ s) {..i} < 1

(proof)

20



1.2.2 Operations on configurations

definition cont-eff c¢f b = snd (wt-cont-eff (fst cf) (snd cf) b)

lemma cont-eff: cont-eff cf b = (cont (fst ¢f) (snd cf) b, eff (fst cf) (snd cf) b)
(proof)

end

end

2 Resumption-Based Noninterference

theory Resumption-Based
imports Language-Semantics
begin

type-synonym ’‘a rel = ('a x'a) set

2.1 Preliminaries

lemma int-emp[simpl:
assumes i > (

shows {..<i} # {}
(proof)

lemma inj-on-inv-into[simp|:
assumes inj-on F P

shows inv-into P F * (F ‘' P) = P
(proof)

lemma inj-on-inv-into2[simp]:
inj-on (inv-into P F) (F ‘ P)
(proof)

lemma refi-gfp:
assumes I1: mono Retr and 2: \ theta. refl theta = refl (Retr theta)
shows refl (gfp Retr)

(proof )
lemma sym-gfp:

assumes I: mono Retr and 2: \ theta. sym theta —> sym (Retr theta)
shows sym (gfp Retr)

(proof)

lemma trancl-trans[simp]:
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assumes trans R
shows P "+ CR+— PCR
(proof)

lemma trans-gfp:
assumes 1: mono Retr and 2: \ theta. trans theta = trans (Retr theta)
shows trans (gfp Retr)

(proof)

lemma O-subset-trans:
assumes r O r C r
shows trans r

(proof)

lemma trancl-imp-trans:
assumes r + C r
shows trans r

(proof)

lemma sym-trans-gfp:

assumes 1: mono Retr and 2: A theta. sym theta A trans theta = sym (Retr
theta) A trans (Retr theta)

shows sym (gfp Retr) A trans (gfp Retr)

(proof)

2.2 Infrastructure for partitions

definition part where
part J P =

Union P = J A

(V J1J2.J1 e PANJ2 € PAJL#J2 — JlnNJ2={})

inductive-set gen

for P :: 'a set set and I :: 'a set where

incl[simpl: i € ] = { € gen P I

|ext[simp]: [J € P; j0 € J;j0 € gen PI;j € J] = j € gen P I

definition partGen where
partGen P = {gen PI | 1.1 € P}

definition finer where
finer P Q =
VJe@ J=Union{l €P.ICJ})A

P#{— Q#1{}
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definition partJoin where
partJoin P Q = partGen (P U Q)

definition compat where
compat I theta f =V ij. {i, j} CTINi#j— (fi, fj) € theta

definition partCompat where
partCompat P theta f =
V I € P. compat I theta f

definition lift where
lift PFII = Union {FI|I.Ie€PANICII}

part:

lemma part-emp|[simpl:
part J (insert {} P) = part J P
(proof)

lemma finite-part[simp:
assumes finite I and part I P
shows finite P

(proof)

lemma part-sum:

assumes P: part {..<n:nat} P

shows (> i<n. fi) = (D peP. > iep. f1i)
(proof)

lemma part-Un[simp:
assumes part I1 P1 and part 12 P2 and I1 Int 12 = {}
shows part (I1 Un I2) (P1 Un P2)

{proof)

lemma part- Un-singl|simp]:
assumes part K Pand AN I. I € P= I0Int I = {}
shows part (10 Un K) ({10} Un P)

(proof)

lemma part-Un-singl2:

assumes K01 = 10 Un K1

and part KI Pand N I. I e P=10Int I = {}
shows part K01 ({10} Un P)

(proof)

lemma part-UN:
assumes A\ n. n € N = part (I n) (P n)
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and A nI n2. {n1,n2} CNAnl #n2 = InlNIn2={}
shows part (UNn : N.In) (UNn: N.Pn)

(proof)
gen:
lemma incl-gen|[simp]:

I CgenPI
(proof)

lemma gen-incl-Un:
gen P I C I U (Union P)
(proof)

lemma gen-incl:
assumes [ € P
shows gen P I C Union P

(proof)

lemma finite-gen:
assumes finite P and A J. J € P = finite J and finite [
shows finite (gen P I)

(proof)

lemma subset-gen|simp):
assumes J € Pand gen PI N J # {}
shows J C gen P I

(proof)

lemma gen-subset-gen[simp):
assumes J € P and gen PI N J # {}
shows gen P J C gen P I

(proof)

lemma gen-mono[simp]:
assumes [ C J
shows gen PI C gen P J

(proof)

lemma gen-idem|[simp]:
gen P (gen PI) = gen P I
(proof )

lemma gen-nchotomy:
assumes J € P
shows J C gen PIV gen PINJ={}

(proof)

lemma gen-Union:
assumes [ € P
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shows gen P I = Union {J € P.J C gen P I}
(proof)

lemma subset-gen2:
assumes x: {I,J} C P and *x: gen P I N gen P J # {}
shows I C gen P J

(proof)

lemma gen-subset-gen2][simp):
assumes {I,J} C P and gen PI N gen P J # {}
shows gen PI C gen P J

(proof)

lemma gen-eq-gen:
assumes {I,J} C P and gen PI N gen P J # {}
shows gen P I = gen P J

(proof)

lemma gen-empty|simpl:
gen P {} ={}

(proof)

lemma gen-empty2[simp):
gen {} I =1

(proof)

lemma emp-gen[simpl:
assumes gen P I = {}
shows I = {}

(proof)

partGen:

lemma partGen-ex:
assumes [ € P
shows 3 J € partGen P. I C J

(proof)

lemma ex-partGen:
assumes J € partGen P and j: j € J
shows 3 I ¢ P.jel

(proof)

lemma Union-partGen: |J (partGen P) =J P
(proof)

lemma Int-partGen:
assumes *: {[,J} C partGen P and *x: I N J # {}
shows [ = J

(proof)

25



lemma part-partGen:
part (Union P) (partGen P)

(proof)

lemma finite-partGen[simp):
assumes finite P
shows finite (partGen P)

(proof)

lemma emp-partGen|simp]:
assumes {} ¢ P
shows {} ¢ partGen P

(proof)

finer:

lemma finer-partGen:
finer P (partGen P)

(proof)

lemma finer-nchotomy:

assumes P: part I0 P and Q: part 10 @) and PQ: finer P Q
and I: I € Pand II: I € @

shows I CIT vV (INII ={})

(proof)

lemma finer-ex:

assumes P: part 10 P and Q: part I0 @ and PQ: finer P Q
and I: [ € P

shows 3 II. [T € QNI C1II

(proof)

partJoin:

lemma partJoin-commute:
partJoin P @ = partJoin Q P
{(proof)

lemma Union-partJoin-L:
Union P C Union (partJoin P Q)

(proof)

lemma Union-partJoin-R:
Union Q C Union (partJoin P Q)
(proof)

lemma part-partJoin[simp]:
assumes part I P and part I Q
shows part I (partJoin P Q)

(proof)
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lemma finer-partJoin-L]simp]:
assumes x: part I P and xx*: part I Q
shows finer P (partJoin P Q)

(proof)

lemma finer-partJoin-R[simpl:
assumes x: part [ P and xx: part I @
shows finer @ (partJoin P Q)

{(proof)

lemma finer-emp[simpl:
assumes finer {} @

shows Q C { {} }
(proof)

compat:

lemma part-emp-R[simpl:
part I {} «— I ={}
(proof)

lemma part-emp-L[simp:
part {} P=—= P C {{}}
{proof)

lemma finite-partJoin[simp]:
assumes finite P and finite Q)
shows finite (partJoin P Q)

(proof)

lemma emp-partJoin[simpl:
assumes {} ¢ P and {} ¢ @
shows {} ¢ partJoin P Q

(proof)

partCompat:

lemma partCompat-Un[simpl:
partCompat (P Un Q) theta f +—
partCompat P theta f A partCompat Q theta f

(proof)

lemma partCompat-gen-auz:

assumes theta: sym theta trans theta

and fP: partCompat P theta f and I: [ € P
and i: 7€ [ and j: j € gen P I and 4j: ¢ # j
shows (f 4, fj) € theta

(proof )

lemma partCompat-gen:
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assumes theta: sym theta trans theta
and fP: partCompat P theta f and I: [ € P
shows compat (gen P I) theta f

(proof)

lemma partCompat-partGen:

assumes sym theta and trans theta
and partCompat P theta f

shows partCompat (partGen P) theta f

{(proof)

lemma partCompat-partJoin[simpl:

assumes sym theta and trans theta

and partCompat P theta f and partCompat @Q theta f
shows partCompat (partJoin P Q) theta f

(proof)
lift:

lemma inj-on-lift:

assumes P: part I0 P and Q: part I0 @) and PQ: finer P Q

and F: inj-on F P and FP: part JO (F ‘ P) and emp: {} ¢ F ‘P
shows inj-on (lift P F) Q

(proof)

lemma part-lift:

assumes P: part I0 P and Q: part 10 @ and PQ: finer P Q

and F: inj-on F P and FP: part JO (F ‘P) and emp: {} ¢ P{} ¢ F ‘P
shows part JO (lift P F © Q)

{proof )

lemma finer-lift:

assumes finer P Q

shows finer (F *P) (lift P F * Q)
(proof)

2.3 Basic setting for bisimilarity

locale PL-Indis =
PL aval tval cval
for aval :: 'atom = 'state = ’'state and
tval :: 'test = 'state = bool and
cval :: 'choice = 'state = real +
fixes
indis :: 'state rel
assumes
equiv-indis: equiv UNIV indis
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context PL-Indis
begin

no-notation egpoll (infixl =) 50)

abbreviation indisAbbrev (infix =) 50)
where s1 =~ s2 = (sl, s2) € indis

lemma refl-indis: refl indis
and trans-indis: trans indis
and sym-indis: sym indis

(proof)

lemma indis-refi[intro]: s ~ s

(proof)

lemma indis-trans[trans]: [s = s'; s' = §'] = s = s
(proof)

!/ !

lemma indis-sym[sym]: s = s

(proof)

= S

~ s

2.4 Discreetness

coinductive discr where

iniro:

(Asi.i<bmec— sxeffcsiA discr (cont ¢ s 1))
= discr ¢

definition discrL where
discrL ¢l =V ¢ € set cl. discr ¢

lemma discrL-intro[intro):
assumes )\ c¢. ¢ € set ¢l = discr ¢
shows discrL cl

(proof)

lemma discrL-discr|simp]:
assumes discrL ¢l and ¢ € set cl
shows discr ¢

(proof)

lemma discrL-update[simp]:
assumes cl: discrL ¢l and c¢': discr ¢
shows discrL (cl[n := ¢'])

(proof)

Coinduction for discreetness:

lemma discr-coind|[consumes 1, case-names Hyp, induct pred: discr]:
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assumes *: phi ¢ and
wk: \ ¢ si. [ phic; i< brn (]

= s~ eff csi A (phi (cont ¢ s i)V discr (cont ¢ s 1))
shows discr c

(proof)

lemma discr-raw-coind[consumes 1, case-names Hypl:

assumes *: phi ¢ and

sk \ e si. i < brnoe; phic] = s~ eff ¢ si A phi(cont csi)
shows discr ¢

(proof)

Discreetness versus transition:

lemma discr-cont[simp]:
assumes *: discr ¢ and *x: { < brn ¢
shows discr (cont ¢ s )

(proof)

lemma discr-eff-indis[simp]:
assumes x: discr ¢ and *x: § < brn ¢
shows s =~ eff c s ¢

(proof)

2.5 Self-isomorphism

coinductive siso where
iniro:
[N si. i< brnc= siso (cont c s i);
N sti.
i<bnchs~t—=
effcsimeffcti Nwtesi=wtctiA contcsi= contcti
= §is0 ¢

definition sisol where
sisoL ¢l =V ¢ € set cl. siso ¢

lemma sisoL-intro[intro]:
assumes )\ c. ¢ € set ¢l = siso ¢
shows sisoL cl

(proof)

lemma sisoL-siso[simpl:
assumes sisoL cl and ¢ € set cl
shows siso ¢

(proof)
lemma sisoL-update[simp]:

assumes cl: sisoL cl and ¢’ siso ¢’
shows sisoL (cl[n := ¢'])
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(proof)

Coinduction for self-isomorphism:

lemma siso-coind[consumes 1, case-names Obs Cont, induct pred: siso):
assumes *: phi ¢ and
sk \ e st [i <brne phics~it] =

effcsi~effcti Nwtcsi=wtctiA contcsi= contctiand
skk: \ ¢ s 0. [0 < brn ¢; phi ¢] = phi (cont ¢ s 7) V siso (cont ¢ s 7)
shows siso ¢
(proof)

lemma siso-raw-coind[consumes 1, case-names Obs Cont):

assumes *: phi ¢ and

skk: \ ¢ sti. [i < brnc; phic; s~ t] =
effcsimeffctiNwtcsi=wtctiA contcsi=contctiand

sk N\ e s i [i < brn ¢; phi ¢] = phi (cont ¢ s 7)

shows siso ¢

(proof)

Self-Isomorphism versus transition:

lemma siso-cont[simp]:
assumes *: siso ¢ and *x: ¢ < brn c
shows siso (cont ¢ s 1)

(proof)

lemma siso-cont-indis[simp]:
assumes *: siso c and *x: s ~ t i < brn ¢
shows eff csim effcti Nwtcsi=wtctiNcontcsi=contcti

(proof)

2.6 Notions of bisimilarity

Matchers

definition mC-C-part where
mC-C-part cd P F =

(ygPA{}EF PA
part {..< brn ¢} P A part {..< brn d} (F ¢ P)

definition mC-C-wt where
mC-C-wtcdstPF =Y 1&P. sum(wtcs)I=sum (wtdt)(FI)

definition mC-C-eff-cont where
mC-C-eff-cont theta c d st P F =
v Iij.
lePANiclINjeFI —
effcsimeffdtjA (contcsi, contdtj) € theta

definition mC-C where
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mC-C theta cd st P F =
mC-C-part ¢ d P F N\ inj-on F P AN mC-C-wt ¢ d s t P F N mC-C-eff-cont theta
cdstPF

definition matchC-C where
matchC-C theta c d =V st. st — (3 PF. mC-CthetacdstPF)

definition mC-ZOC-part where

mC-ZOC-part cd st I0 P F =
{J¢P—-{I0}N{}¢ F(P—{I0}) NIO € PA
part {..< brn ¢} P A part {..< brn d} (F ¢ P)

definition mC-ZOC-wt where
mC-ZOC-wt cd st I0 P F =
sum (wt ¢ s) I0 < 1 A sum (wtdt) (FI10) <1 —
(Vv IeP—{In}.
sum (wt ¢ s) I /(1 — sum (wt ¢ s) I0) =
sum (wt dt) (FI)/ (1 — sum (wtdt)(FI10)))

definition mC-ZOC-eff-cont0 where
mC-ZOC-eff-cont0 theta ¢ d s t I0 F =
(Vield. s=effcsiA (contcsi,d) e theta) A
VjeFI0.t~effdtjA (c, cont dtj) € theta)

definition mC-ZOC-eff-cont where
mC-ZOC-eff-cont theta ¢ d st I0 P F =
v Iij.
ITeP-{I0}ni€clINje FI —
effcsi~effdtjN
(cont ¢ s i, cont d t j) € theta

definition mC-ZOC where

mC-ZOC theta ¢ dstI0 P F =
mC-ZOC-part ¢ d st I0 P F N

inj-on FF' P A\

mC-ZOC-wt ¢ d st I0 P F N
mC-ZOC-eff-cont0 theta ¢ d s t I0 F' N\
mC-ZOC-eff-cont theta ¢ d st 10 P F

definition matchC-LC where

matchC-LC theta ¢ d =

Vst.s~t— (3 I0PF. mC-ZOC theta ¢ d s t I0 P F)
lemmas m-defs = mC-C-def mC-ZOC-def

lemmas m-defsAll =

mC-C-def mC-C-part-def mC-C-wt-def mC-C-eff-cont-def
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mC-ZOC-def mC-ZOC-part-def mC-ZOC-wt-def mC-ZOC-eff-cont0-def mC-ZOC-eff-cont-def

lemmas match-defs =
matchC-C-def matchC-LC-def

lemma mC-C-mono:
assumes mC-C theta ¢ d st P F and theta C theta’
shows mC-C theta’ ¢ d st P F

(proof)

lemma matchC-C-mono:
assumes matchC-C theta ¢ d and theta C theta’
shows matchC-C theta’ ¢ d

(proof)

lemma mC-ZOC-mono:
assumes mC-ZOC theta ¢ d s t 10 P F and theta C theta’
shows mC-ZOC theta’ ¢ d st I0 P F

(proof)

lemma matchC-LC-mono:
assumes matchC-LC theta ¢ d and theta C theta’
shows matchC-LC theta’ ¢ d

(proof)

lemma Int-not-in-eq-emp:
Pn{l.I¢ P}=1{}
(proof)

lemma mC-C-mC-ZOC:

assumes mC-C theta cdst P F

shows mC-ZOC theta ¢ d st {} (P Un { {} }) (%I.if I € P then F I else {})
(is mC-ZOC theta ¢ d s t 210 ?2Q ?G)

(proof)

lemma matchC-C-matchC-LC:
assumes matchC-C theta ¢ d
shows matchC-LC theta ¢ d

(proof )
Retracts:

definition Sretr where
Sretr theta =
{(¢, d). matchC-C theta ¢ d}

definition ZOretr where
ZOretr theta =
{(¢,d). matchC-LC theta ¢ d}
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lemmas Retr-defs =
Sretr-def
ZOretr-def

lemma mono-Retr:
mono Sretr
mono ZOretr

(proof)

lemma Retr-incl:
Sretr theta C ZQOretr theta

(proof)

The associated bisimilarity relations:

definition Sbis where Sbis = gfp Sretr
definition ZObis where ZObis = gfp ZOretr

abbreviation Sbis-abbrev (infix (=s> 55) where ¢ ~s d = (¢, d) : Sbis
abbreviation ZObis-abbrev (infix <=01» 55) where ¢ =01 d = (¢, d) : ZObis

lemmas bis-defs = Sbis-def ZObis-def

lemma bis-incl:
Sbis < ZObis
(proof)

lemma bis-imp[simp]:
N cl c2. cl =sc2 = cl =01 c2
(proof )

lemma Sbis-prefiz:
Sbis < Sretr Sbis

(proof)

lemma Sbis-fix:
Sretr Sbis = Sbis

(proof)

lemma Sbis-mC-C':
assumes ¢ ~s d and s ~ ¢

shows 3P F. mC-C Sbiscdst P F
(proof)

lemma Sbis-coind:
assumes theta < Sretr (theta Un Sbis)
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shows theta < Sbis
(proof)

lemma Sbis-raw-coind:
assumes theta < Sretr theta
shows theta < Sbis

(proof)

lemma mC-C-sym:

assumes mC-C theta c d st P F

shows mC-C (theta "—1) d cts (F ‘ P) (inv-into P F)
(proof )

lemma matchC-C-sym:
assumes matchC-C theta c d
shows matchC-C (theta "—1) d ¢

(proof)

lemma Sretr-sym:
assumes sym theta
shows sym (Sretr theta)

(proof)

lemma sym-Sbis: sym Sbis

(proof)

lemma Sbis-sym: ¢ =s d = d ~s ¢
(proof)

lemma mC-C-trans:
assumes *: mC-C thetal ¢ d s t P F and *x: mC-C theta2 detu (F ‘P) G
shows mC-C (thetal O theta2) cesu P (G o F)

(proof)

lemma mC-C-finer:
assumes *: mC-C theta cd st P F
and theta: trans theta

and @: finer P Q finite Q {} ¢ Q part {..<brn ¢} Q
and c: partCompat Q indis (eff ¢ s) partCompat Q theta (cont c s)

shows mC-C theta ¢ d st Q (lift P F)
(proof)

lemma mC-C-partCompat-eff:
assumes x: mC-C theta c d st P F
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shows partCompat P indis (eff ¢ s)
(proof)

lemma mC-C-partCompat-cont:
assumes x: mC-C theta c d st P F
and theta: sym theta trans theta
shows partCompat P theta (cont ¢ s)

(proof)

lemma matchC-C-sym-trans:

assumes *: matchC-C theta c1 ¢ and xx: matchC-C theta ¢ c2
and theta: sym theta trans theta

shows matchC-C theta c1 ¢2

(proof)

lemma Sretr-sym-trans:
assumes sym theta A trans theta
shows trans (Sretr theta)

(proof)

lemma trans-Sbis: trans Sbis

(proof)

lemma Sbis-trans: [c =s d; d ~s e] = c=s e
(proof)

lemma ZObis-prefix:
Z0bis < ZOretr ZObis

(proof)

lemma ZObis-fix:
ZOretr ZObis = ZObis

(proof)

lemma Z0bis-mC-ZOC"
assumes ¢ ~01 d and s =~ ¢
shows 310 P F. mC-ZOC ZObis cd st I0 P F

(proof)

lemma ZQObis-coind:
assumes theta < ZOretr (theta Un ZObis)
shows theta < ZObis

(proof)

lemma ZObis-raw-coind:
assumes theta < ZQOretr theta
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shows theta < ZObis
(proof)

lemma mC-ZOC-sym:
assumes theta: sym theta and x: mC-ZOC theta ¢ d st I0 P F
shows mC-ZOC theta d ¢ t s (F 10) (F * P) (inv-into P F)

(proof)

lemma matchC-LC-sym:
assumes x: sym theta and matchC-LC theta ¢ d
shows matchC-LC theta d c

(proof)

lemma ZOretr-sym:
assumes sym theta
shows sym (ZOretr theta)

(proof)

lemma sym-ZObis: sym ZObis
(proof )

lemma ZObis-sym: ¢ ~01 d = d =01 ¢
(proof)

2.7 List versions of the bisimilarities

definition SbisL where
SbisL cl dl =
length cl = length dl A (VY n < length cl. ¢l ! n ~s dl ! n)

lemma SbisL-intro[intro:

assumes length cl = length dl and

A n. [n < length cl; n < length dl] = cl! n~sdl!n
shows SbisL cl dl

(proof)

lemma SbisL-length[simp]:
assumes SbisL cl dl
shows length cl = length dl

(proof)
lemma SbisL-Sbis[simp]:

assumes SbisL cl dl and n < length ¢l V n < length dl
shows ¢l ! n~sdl!n

(proof)

lemma SbisL-update[simp]: