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Abstract

In 1975, Pratt introduced a proof system for certifying primes [1].
He showed that a number p is prime iff a primality certificate for p
exists. By showing a logarithmic upper bound on the length of the
certificates in size of the prime number, he concluded that the decision
problem for prime numbers is in NP. This work formalizes soundness
and completeness of Pratt’s proof system as well as an upper bound
for the size of the certificate.
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1 Pratt’s Primality Certificates
theory Pratt-Certificate

imports
Complex-Main
Lehmer .Lehmer

keywords
check-pratt-primes :: thy-defn

begin

This work formalizes Pratt’s proof system as described in his article “Every
Prime has a Succinct Certificate”[1].
The proof system makes use of two types of predicates:

• Prime(p): p is a prime number
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• (p, a, x): ∀ q ∈ prime-factors(x). [a^((p − 1 ) div q) 6= 1 ] (mod p)

We represent these predicates with the following datatype:
datatype pratt = Prime nat | Triple nat nat nat

Pratt describes an inference system consisting of the axiom (p, a, 1) and the
following inference rules:

• R1: If we know that (p, a, x) and [a^((p − 1 ) div q) 6= 1 ] (mod p) hold
for some prime number q we can conclude (p, a, qx) from that.

• R2: If we know that (p, a, p − 1) and [a^(p − 1 ) = 1 ] (mod p) hold,
we can infer Prime(p).

Both rules follow from Lehmer’s theorem as we will show later on.
A list of predicates (i.e., values of type pratt) is a certificate, if it is built
according to the inference system described above. I.e., a list x # xs is a
certificate if xs is a certificate and x is either an axiom or all preconditions
of x occur in xs.
We call a certificate xs a certificate for p, if Prime p occurs in xs.
The function valid-cert checks whether a list is a certificate.
fun valid-cert :: pratt list ⇒ bool where

valid-cert [] = True
| R2 : valid-cert (Prime p#xs) ←→ 1 < p ∧ valid-cert xs
∧ (∃ a . [a^(p − 1 ) = 1 ] (mod p) ∧ Triple p a (p − 1 ) ∈ set xs)

| R1 : valid-cert (Triple p a x # xs) ←→ p > 1 ∧ 0 < x ∧ valid-cert xs ∧ (x=1 ∨
(∃ q y. x = q ∗ y ∧ Prime q ∈ set xs ∧ Triple p a y ∈ set xs
∧ [a^((p − 1 ) div q) 6= 1 ] (mod p)))

We define a function size-cert to measure the size of a certificate, assum-
ing a binary encoding of numbers. We will use this to show that there is
a certificate for a prime number p such that the size of the certificate is
polynomially bounded in the size of the binary representation of p.
fun size-pratt :: pratt ⇒ real where

size-pratt (Prime p) = log 2 p |
size-pratt (Triple p a x) = log 2 p + log 2 a + log 2 x

fun size-cert :: pratt list ⇒ real where
size-cert [] = 0 |
size-cert (x # xs) = 1 + size-pratt x + size-cert xs

1.1 Soundness

In Section 1 we introduced the predicates Prime(p) and (p, a, x). In this sec-
tion we show that for a certificate every predicate occurring in this certificate
holds. In particular, if Prime(p) occurs in a certificate, p is prime.
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lemma prime-factors-one [simp]: shows prime-factors (Suc 0 ) = {}
using prime-factorization-1 [where ? ′a = nat] by simp

lemma prime-factors-of-prime: fixes p :: nat assumes prime p shows prime-factors
p = {p}

using assms by (fact prime-prime-factors)

definition pratt-triple :: nat ⇒ nat ⇒ nat ⇒ bool where
pratt-triple p a x ←→ x > 0 ∧ (∀ q∈prime-factors x . [a ^ ((p − 1 ) div q) 6= 1 ]

(mod p))

lemma pratt-triple-1 : p > 1 =⇒ x = 1 =⇒ pratt-triple p a x
by (auto simp: pratt-triple-def )

lemma pratt-triple-extend:
assumes prime q pratt-triple p a y

p > 1 x > 0 x = q ∗ y [a ^ ((p − 1 ) div q) 6= 1 ] (mod p)
shows pratt-triple p a x

proof −
have prime-factors x = insert q (prime-factors y)

using assms by (simp add: prime-factors-product prime-prime-factors)
also have ∀ r∈. . . . [a ^ ((p − 1 ) div r) 6= 1 ] (mod p)

using assms by (auto simp: pratt-triple-def )
finally show ?thesis using assms

unfolding pratt-triple-def by blast
qed

lemma pratt-triple-imp-prime:
assumes pratt-triple p a x p > 1 x = p − 1 [a ^ (p − 1 ) = 1 ] (mod p)
shows prime p
using lehmers-theorem[of p a] assms by (auto simp: pratt-triple-def )

theorem pratt-sound:
assumes 1 : valid-cert c
assumes 2 : t ∈ set c
shows (t = Prime p −→ prime p) ∧

(t = Triple p a x −→ ((∀ q ∈ prime-factors x . [a^((p − 1 ) div q) 6= 1 ]
(mod p)) ∧ 0<x))
using assms
proof (induction c arbitrary: p a x t)

case Nil then show ?case by force
next
case (Cons y ys)
{ assume y=Triple p a x x=1

then have (∀ q ∈ prime-factors x . [a^((p − 1 ) div q) 6= 1 ] (mod p)) ∧ 0<x
by simp

}
moreover
{ assume x-y: y=Triple p a x x∼=1

3



hence x>0 using Cons.prems by auto
obtain q z where x=q∗z Prime q ∈ set ys ∧ Triple p a z ∈ set ys

and cong:[a^((p − 1 ) div q) 6= 1 ] (mod p) using Cons.prems x-y by
auto

then have factors-IH :(∀ r ∈ prime-factors z . [a^((p − 1 ) div r) 6= 1 ] (mod
p)) prime q z>0

using Cons.IH Cons.prems ‹x>0 › ‹y=Triple p a x›
by force+

then have prime-factors x = prime-factors z ∪ {q} using ‹x =q∗z› ‹x>0 ›
by (simp add: prime-factors-product prime-factors-of-prime)

then have (∀ q ∈ prime-factors x . [a^((p − 1 ) div q) 6= 1 ] (mod p)) ∧ 0 < x
using factors-IH cong by (simp add: ‹x>0 ›)

}
ultimately have y-Triple:y=Triple p a x =⇒ (∀ q ∈ prime-factors x .

[a^((p − 1 ) div q) 6= 1 ] (mod p)) ∧ 0<x by
linarith

{ assume y: y=Prime p p>2 then
obtain a where a:[a^(p − 1 ) = 1 ] (mod p) Triple p a (p − 1 ) ∈ set ys

using Cons.prems by auto
then have Bier :(∀ q∈prime-factors (p − 1 ). [a^((p − 1 ) div q) 6= 1 ] (mod p))

using Cons.IH Cons.prems(1 ) by (simp add:y(1 ))
then have prime p using lehmers-theorem[OF - -a(1 )] ‹p>2 › by fastforce
}

moreover
{ assume y=Prime p p=2 hence prime p by simp }
moreover
{ assume y=Prime p then have p>1 using Cons.prems by simp }
ultimately have y-Prime:y = Prime p =⇒ prime p by linarith

show ?case
proof (cases t ∈ set ys)

case True
show ?thesis using Cons.IH [OF - True] Cons.prems(1 ) by (cases y) auto

next
case False

thus ?thesis using Cons.prems(2 ) y-Prime y-Triple by force
qed

qed

corollary pratt-primeI :
assumes valid-cert xs Prime p ∈ set xs
shows prime p
using pratt-sound[OF assms] by simp

1.2 Completeness

In this section we show completeness of Pratt’s proof system, i.e., we show
that for every prime number p there exists a certificate for p. We also give
an upper bound for the size of a minimal certificate
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The prove we give is constructive. We assume that we have certificates for
all prime factors of p− 1 and use these to build a certificate for p from that.
It is important to note that certificates can be concatenated.
lemma valid-cert-appendI :

assumes valid-cert r
assumes valid-cert s
shows valid-cert (r @ s)
using assms

proof (induction r)
case (Cons y ys) then show ?case by (cases y) auto

qed simp

lemma valid-cert-concatI : (∀ x ∈ set xs . valid-cert x) =⇒ valid-cert (concat xs)
by (induction xs) (auto simp add: valid-cert-appendI )

lemma size-pratt-le:
fixes d::real
assumes ∀ x ∈ set c. size-pratt x ≤ d
shows size-cert c ≤ length c ∗ (1 + d) using assms
by (induction c) (simp-all add: algebra-simps)

fun build-fpc :: nat ⇒ nat ⇒ nat ⇒ nat list ⇒ pratt list where
build-fpc p a r [] = [Triple p a r ] |
build-fpc p a r (y # ys) = Triple p a r # build-fpc p a (r div y) ys

The function build-fpc helps us to construct a certificate for p from the
certificates for the prime factors of p− 1. Called as build-fpc p a (p − 1 ) qs
where qs = q1 . . . qn is prime decomposition of p− 1 such that q1 · · · · · qn =
p − 1, it returns the following list of predicates:

(p, a, p− 1), (p, a,
p− 1

q1
), (p, a,

p− 1

q1q2
), . . . , (p, a,

p− 1

q1 . . . qn
) = (p, a, 1)

I.e., if there is an appropriate a and and a certificate rs for all prime factors
of p, then we can construct a certificate for p as

Prime p # build-fpc p a (p − 1 ) qs @ rs

The following lemma shows that build-fpc extends a certificate that satisfies
the preconditions described before to a correct certificate.
lemma correct-fpc:

assumes valid-cert xs p > 1
assumes prod-list qs = r r 6= 0
assumes ∀ q ∈ set qs . Prime q ∈ set xs
assumes ∀ q ∈ set qs . [a^((p − 1 ) div q) 6= 1 ] (mod p)
shows valid-cert (build-fpc p a r qs @ xs)
using assms

proof (induction qs arbitrary: r)
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case Nil thus ?case by auto
next

case (Cons y ys)
have prod-list ys = r div y using Cons.prems by auto
then have T-in: Triple p a (prod-list ys) ∈ set (build-fpc p a (r div y) ys @ xs)

by (cases ys) auto

have valid-cert (build-fpc p a (r div y) ys @ xs)
using Cons.prems by (intro Cons.IH ) auto

then have valid-cert (Triple p a r # build-fpc p a (r div y) ys @ xs)
using ‹r 6= 0 › T-in Cons.prems by auto

then show ?case by simp
qed

lemma length-fpc:
length (build-fpc p a r qs) = length qs + 1 by (induction qs arbitrary: r) auto

lemma div-gt-0 :
fixes m n :: nat assumes m ≤ n 0 < m shows 0 < n div m

proof −
have 0 < m div m using ‹0 < m› div-self by auto
also have m div m ≤ n div m using ‹m ≤ n› by (rule div-le-mono)
finally show ?thesis .

qed

lemma size-pratt-fpc:
assumes a ≤ p r ≤ p 0 < a 0 < r 0 < p prod-list qs = r
shows ∀ x ∈ set (build-fpc p a r qs) . size-pratt x ≤ 3 ∗ log 2 p using assms

proof (induction qs arbitrary: r)
case Nil
then have log 2 a ≤ log 2 p log 2 r ≤ log 2 p by auto
then show ?case by simp

next
case (Cons q qs)
then have log 2 a ≤ log 2 p log 2 r ≤ log 2 p by auto
then have log 2 a + log 2 r ≤ 2 ∗ log 2 p by arith
moreover have r div q > 0 using Cons.prems by (fastforce intro: div-gt-0 )
moreover hence prod-list qs = r div q using Cons.prems(6 ) by auto
moreover have r div q ≤ p using ‹r≤p› div-le-dividend[of r q] by linarith
ultimately show ?case using Cons by simp

qed

lemma concat-set:
assumes ∀ q ∈ qs . ∃ c ∈ set cs . Prime q ∈ set c
shows ∀ q ∈ qs . Prime q ∈ set (concat cs)
using assms by (induction cs) auto

lemma p-in-prime-factorsE :
fixes n :: nat
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assumes p ∈ prime-factors n 0 < n
obtains 2 ≤ p p ≤ n p dvd n prime p

proof
from assms show prime p by auto
then show 2 ≤ p by (auto dest: prime-gt-1-nat)

from assms show p dvd n by auto
then show p ≤ n using ‹0 < n› by (rule dvd-imp-le)

qed

lemma prime-factors-list-prime:
fixes n :: nat
assumes prime n
shows ∃ qs. prime-factors n = set qs ∧ prod-list qs = n ∧ length qs = 1
using assms by (auto simp add: prime-factorization-prime intro: exI [of - [n]])

lemma prime-factors-list:
fixes n :: nat assumes 3 < n ¬ prime n
shows ∃ qs. prime-factors n = set qs ∧ prod-list qs = n ∧ length qs ≥ 2
using assms

proof (induction n rule: less-induct)
case (less n)

obtain p where p ∈ prime-factors n using ‹n > 3 › prime-factors-elem by
force

then have p ′:2 ≤ p p ≤ n p dvd n prime p
using ‹3 < n› by (auto elim: p-in-prime-factorsE)

{ assume n div p > 3 ¬ prime (n div p)
then obtain qs

where prime-factors (n div p) = set qs prod-list qs = (n div p) length qs ≥
2

using p ′ by atomize-elim (auto intro: less simp: div-gt-0 )
moreover
have prime-factors (p ∗ (n div p)) = insert p (prime-factors (n div p))

using ‹3 < n› ‹2 ≤ p› ‹p ≤ n› ‹prime p›
by (auto simp: prime-factors-product div-gt-0 prime-factors-of-prime)
ultimately
have prime-factors n = set (p # qs) prod-list (p # qs) = n length (p#qs) ≥

2
using ‹p dvd n› by simp-all

hence ?case by blast
}
moreover
{ assume prime (n div p)

then obtain qs
where prime-factors (n div p) = set qs prod-list qs = (n div p) length qs =

1
using prime-factors-list-prime by blast

moreover
have prime-factors (p ∗ (n div p)) = insert p (prime-factors (n div p))

7



using ‹3 < n› ‹2 ≤ p› ‹p ≤ n› ‹prime p›
by (auto simp: prime-factors-product div-gt-0 prime-factors-of-prime)
ultimately
have prime-factors n = set (p # qs) prod-list (p # qs) = n length (p#qs) ≥

2
using ‹p dvd n› by simp-all

hence ?case by blast
} note case-prime = this
moreover
{ assume n div p = 1

hence n = p using ‹n>3 › using One-leq-div[OF ‹p dvd n›] p ′(2 ) by force
hence ?case using ‹prime p› ‹¬ prime n› by auto

}
moreover
{ assume n div p = 2

hence ?case using case-prime by force
}
moreover
{ assume n div p = 3

hence ?case using p ′ case-prime by force
}
ultimately show ?case using p ′ div-gt-0 [of p n] case-prime by fastforce

qed

lemma prod-list-ge:
fixes xs::nat list
assumes ∀ x ∈ set xs . x ≥ 1
shows prod-list xs ≥ 1 using assms by (induction xs) auto

lemma sum-list-log:
fixes b::real
fixes xs::nat list
assumes b: b > 0 b 6= 1
assumes xs:∀ x ∈ set xs . x ≥ b
shows (

∑
x←xs. log b x) = log b (prod-list xs)

using assms
proof (induction xs)

case Nil
thus ?case by simp

next
case (Cons y ys)

have real (prod-list ys) > 0 using prod-list-ge Cons.prems by fastforce
thus ?case using log-mult Cons.prems(1−2 ) Cons by simp

qed

lemma concat-length-le:
fixes g :: nat ⇒ real
assumes ∀ x ∈ set xs . real (length (f x)) ≤ g x
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shows length (concat (map f xs)) ≤ (
∑

x←xs. g x) using assms
by (induction xs) force+

lemma prime-gt-3-impl-p-minus-one-not-prime:
fixes p::nat
assumes prime p p>3
shows ¬ prime (p − 1 )

proof
assume prime (p − 1 )
have ¬ even p using assms by (simp add: prime-odd-nat)
hence 2 dvd (p − 1 ) by presburger
then obtain q where p − 1 = 2 ∗ q ..
then have 2 ∈ prime-factors (p − 1 ) using ‹p>3 ›

by (auto simp: prime-factorization-times-prime)
thus False using prime-factors-of-prime ‹p>3 › ‹prime (p − 1 )› by auto

qed

We now prove that Pratt’s proof system is complete and derive upper bounds
for the length and the size of the entries of a minimal certificate.
theorem pratt-complete ′:

assumes prime p
shows ∃ c. Prime p ∈ set c ∧ valid-cert c ∧ length c ≤ 6∗log 2 p − 4 ∧ (∀ x ∈

set c. size-pratt x ≤ 3 ∗ log 2 p) using assms
proof (induction p rule: less-induct)

case (less p)
from ‹prime p› have p > 1 by (rule prime-gt-1-nat)
then consider p = 2 | p = 3 | p > 3 by force
thus ?case
proof cases

assume [simp]: p = 2
have Prime p ∈ set [Prime 2 , Triple 2 1 1 ] by simp
thus ?case by fastforce

next
assume [simp]: p = 3
let ?cert = [Prime 3 , Triple 3 2 2 , Triple 3 2 1 , Prime 2 , Triple 2 1 1 ]

have length ?cert ≤ 6∗log 2 p − 4 ←→ 3 ≤ 2 ∗ log 2 3 by simp
also have 2 ∗ log 2 3 = log 2 (3 ^ 2 :: real) by (subst log-nat-power) simp-all
also have . . . = log 2 9 by simp
also have 3 ≤ log 2 9 ←→ True by (subst le-log-iff ) simp-all
finally show ?case

by (intro exI [where x = ?cert]) (simp add: cong-def )
next

assume p > 3
have qlp: ∀ q ∈ prime-factors (p − 1 ) . q < p using ‹prime p›
by (metis One-nat-def Suc-pred le-imp-less-Suc lessI less-trans p-in-prime-factorsE

prime-gt-1-nat zero-less-diff )
hence factor-certs:∀ q ∈ prime-factors (p − 1 ) . (∃ c . ((Prime q ∈ set c) ∧

(valid-cert c)
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∧ length c ≤ 6∗log 2 q − 4 ) ∧ (∀ x ∈
set c. size-pratt x ≤ 3 ∗ log 2 q))

by (auto intro: less.IH )
obtain a where a:[a^(p − 1 ) = 1 ] (mod p) ∧ (∀ q. q ∈ prime-factors (p − 1 )

−→ [a^((p − 1 ) div q) 6= 1 ] (mod p)) and a-size: a > 0 a < p
using converse-lehmer [OF ‹prime p›] by blast

have ¬ prime (p − 1 ) using ‹p>3 › prime-gt-3-impl-p-minus-one-not-prime
‹prime p› by auto

have p 6= 4 using ‹prime p› by auto
hence p − 1 > 3 using ‹p > 3 › by auto

then obtain qs where prod-qs-eq:prod-list qs = p − 1
and qs-eq:set qs = prime-factors (p − 1 ) and qs-length-eq: length qs ≥ 2

using prime-factors-list[OF - ‹¬ prime (p − 1 )›] by auto
obtain f where f :∀ q ∈ prime-factors (p − 1 ) . ∃ c. f q = c

∧ ((Prime q ∈ set c) ∧ (valid-cert c) ∧ length c ≤ 6∗log 2 q − 4 )
∧ (∀ x ∈ set c. size-pratt x ≤ 3 ∗ log 2 q)

using factor-certs by metis
let ?cs = map f qs
have cs: ∀ q ∈ prime-factors (p − 1 ) . (∃ c ∈ set ?cs . (Prime q ∈ set c) ∧

(valid-cert c)
∧ length c ≤ 6∗log 2 q − 4
∧ (∀ x ∈ set c. size-pratt x ≤ 3 ∗ log 2 q))

using f qs-eq by auto

have cs-cert-size: ∀ c ∈ set ?cs . ∀ x ∈ set c. size-pratt x ≤ 3 ∗ log 2 p
proof

fix c assume c ∈ set (map f qs)
then obtain q where c = f q and q ∈ set qs by auto
hence ∗:∀ x ∈ set c. size-pratt x ≤ 3 ∗ log 2 q using f qs-eq by blast
have q < p q > 0 using qlp ‹q ∈ set qs› qs-eq prime-factors-gt-0-nat by auto
show ∀ x ∈ set c. size-pratt x ≤ 3 ∗ log 2 p
proof

fix x assume x ∈ set c
hence size-pratt x ≤ 3 ∗ log 2 q using ∗ by fastforce
also have . . . ≤ 3 ∗ log 2 p using ‹q < p› ‹q > 0 › ‹p > 3 › by simp
finally show size-pratt x ≤ 3 ∗ log 2 p .

qed
qed

have cs-valid-all: ∀ c ∈ set ?cs . valid-cert c
using f qs-eq by fastforce

have ∀ x ∈ set (build-fpc p a (p − 1 ) qs). size-pratt x ≤ 3 ∗ log 2 p
using cs-cert-size a-size ‹p > 3 › prod-qs-eq by (intro size-pratt-fpc) auto

hence ∀ x ∈ set (build-fpc p a (p − 1 ) qs @ concat ?cs) . size-pratt x ≤ 3 ∗ log
2 p

using cs-cert-size by auto
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moreover
have Triple p a (p − 1 ) ∈ set (build-fpc p a (p − 1 ) qs @ concat ?cs) by (cases

qs) auto
moreover
have valid-cert ((build-fpc p a (p − 1 ) qs)@ concat ?cs)
proof (rule correct-fpc)

show valid-cert (concat ?cs)
using cs-valid-all by (auto simp: valid-cert-concatI )

show prod-list qs = p − 1 by (rule prod-qs-eq)
show p − 1 6= 0 using prime-gt-1-nat[OF ‹prime p›] by arith
show ∀ q ∈ set qs . Prime q ∈ set (concat ?cs)

using concat-set[of prime-factors (p − 1 )] cs qs-eq by blast
show ∀ q ∈ set qs . [a^((p − 1 ) div q) 6= 1 ] (mod p) using qs-eq a by auto

qed (insert ‹p > 3 ›, simp-all)
moreover
{ let ?k = length qs

have qs-ge-2 :∀ q ∈ set qs . q ≥ 2 using qs-eq
by (auto intro: prime-ge-2-nat)

have ∀ x∈set qs. real (length (f x)) ≤ 6 ∗ log 2 (real x) − 4 using f qs-eq by
blast

hence length (concat ?cs) ≤ (
∑

q←qs. 6∗log 2 q − 4 ) using concat-length-le
by fast

hence length (Prime p # ((build-fpc p a (p − 1 ) qs)@ concat ?cs))
≤ ((

∑
q←(map real qs). 6∗log 2 q − 4 ) + ?k + 2 )

by (simp add: o-def length-fpc)
also have . . . = (6∗(

∑
q←(map real qs). log 2 q) + (−4 ∗ real ?k) + ?k +

2 )
by (simp add: o-def sum-list-subtractf sum-list-triv sum-list-const-mult)

also have . . . ≤ 6∗log 2 (p − 1 ) − 4 using ‹?k≥2 › prod-qs-eq sum-list-log[of
2 qs] qs-ge-2

by force
also have . . . ≤ 6∗log 2 p − 4 using log-le-cancel-iff [of 2 p − 1 p] ‹p>3 ›

by force
ultimately have length (Prime p # ((build-fpc p a (p − 1 ) qs)@ concat ?cs))

≤ 6∗log 2 p − 4 by linarith }
ultimately obtain c where c:Triple p a (p − 1 ) ∈ set c valid-cert c

length (Prime p #c) ≤ 6∗log 2 p − 4
(∀ x ∈ set c. size-pratt x ≤ 3 ∗ log 2 p) by blast

hence Prime p ∈ set (Prime p # c) valid-cert (Prime p # c)
(∀ x ∈ set (Prime p # c). size-pratt x ≤ 3 ∗ log 2 p)

using a ‹prime p› by (auto simp: Primes.prime-gt-Suc-0-nat)
thus ?case using c by blast

qed
qed

We now recapitulate our results. A number p is prime if and only if there
is a certificate for p. Moreover, for a prime p there always is a certificate
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whose size is polynomially bounded in the logarithm of p.
corollary pratt:

prime p ←→ (∃ c. Prime p ∈ set c ∧ valid-cert c)
using pratt-complete ′ pratt-sound(1 ) by blast

corollary pratt-size:
assumes prime p
shows ∃ c. Prime p ∈ set c ∧ valid-cert c ∧ size-cert c ≤ (6 ∗ log 2 p − 4 ) ∗ (1

+ 3 ∗ log 2 p)
proof −

obtain c where c: Prime p ∈ set c valid-cert c
and len: length c ≤ 6∗log 2 p − 4 and (∀ x ∈ set c. size-pratt x ≤ 3 ∗ log 2

p)
using pratt-complete ′ assms by blast

hence size-cert c ≤ length c ∗ (1 + 3 ∗ log 2 p) by (simp add: size-pratt-le)
also have . . . ≤ (6∗log 2 p − 4 ) ∗ (1 + 3 ∗ log 2 p) using len by simp
finally show ?thesis using c by blast

qed

1.3 Efficient modular exponentiation
locale efficient-power =

fixes f :: ′a ⇒ ′a ⇒ ′a
assumes f-assoc:

∧
x z. f x (f x z) = f (f x x) z

begin

function efficient-power :: ′a ⇒ ′a ⇒ nat ⇒ ′a where
efficient-power y x 0 = y
| efficient-power y x (Suc 0 ) = f x y
| n 6= 0 =⇒ even n =⇒ efficient-power y x n = efficient-power y (f x x) (n div 2 )
| n 6= 1 =⇒ odd n =⇒ efficient-power y x n = efficient-power (f x y) (f x x) (n div
2 )

by force+
termination by (relation measure (snd ◦ snd)) (auto elim: oddE)

lemma efficient-power-code:
efficient-power y x n =

(if n = 0 then y
else if n = 1 then f x y
else if even n then efficient-power y (f x x) (n div 2 )
else efficient-power (f x y) (f x x) (n div 2 ))

by (induction y x n rule: efficient-power .induct) auto

lemma efficient-power-correct: efficient-power y x n = (f x ^^ n) y
proof −

have [simp]: f ^^ 2 = (λx. f (f x)) for f :: ′a ⇒ ′a
by (simp add: eval-nat-numeral o-def )

show ?thesis
by (induction y x n rule: efficient-power .induct)
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(auto elim!: evenE oddE simp: funpow-mult [symmetric] funpow-Suc-right
f-assoc

simp del: funpow.simps(2 ))
qed

end

interpretation mod-exp-nat: efficient-power λx y :: nat. (x ∗ y) mod m
by standard (simp add: mod-mult-left-eq mod-mult-right-eq mult-ac)

definition mod-exp-nat-aux where mod-exp-nat-aux = mod-exp-nat.efficient-power

lemma mod-exp-nat-aux-code [code]:
mod-exp-nat-aux m y x n =

(if n = 0 then y
else if n = 1 then (x ∗ y) mod m
else if even n then mod-exp-nat-aux m y ((x ∗ x) mod m) (n div 2 )
else mod-exp-nat-aux m ((x ∗ y) mod m) ((x ∗ x) mod m) (n div 2 ))

unfolding mod-exp-nat-aux-def by (rule mod-exp-nat.efficient-power-code)

lemma mod-exp-nat-aux-correct:
mod-exp-nat-aux m y x n mod m = (x ^ n ∗ y) mod m

proof −
have mod-exp-nat-aux m y x n = ((λy. x ∗ y mod m) ^^ n) y

by (simp add: mod-exp-nat-aux-def mod-exp-nat.efficient-power-correct)
also have ((λy. x ∗ y mod m) ^^ n) y mod m = (x ^ n ∗ y) mod m
proof (induction n)

case (Suc n)
hence x ∗ ((λy. x ∗ y mod m) ^^ n) y mod m = x ∗ x ^ n ∗ y mod m

by (metis mod-mult-right-eq mult.assoc)
thus ?case by auto

qed auto
finally show ?thesis .

qed

definition mod-exp-nat :: nat ⇒ nat ⇒ nat ⇒ nat
where [code-abbrev]: mod-exp-nat b e m = (b ^ e) mod m

lemma mod-exp-nat-code [code]: mod-exp-nat b e m = mod-exp-nat-aux m 1 b e
mod m

by (simp add: mod-exp-nat-def mod-exp-nat-aux-correct)

lemmas [code-unfold] = cong-def

lemma eval-mod-exp-nat-aux [simp]:
mod-exp-nat-aux m y x 0 = y
mod-exp-nat-aux m y x (Suc 0 ) = (x ∗ y) mod m
mod-exp-nat-aux m y x (numeral (num.Bit0 n)) =

mod-exp-nat-aux m y (x2 mod m) (numeral n)
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mod-exp-nat-aux m y x (numeral (num.Bit1 n)) =
mod-exp-nat-aux m ((x ∗ y) mod m) (x2 mod m) (numeral n)

proof −
define n ′ where n ′ = (numeral n :: nat)
have [simp]: n ′ 6= 0 by (auto simp: n ′-def )

show mod-exp-nat-aux m y x 0 = y and mod-exp-nat-aux m y x (Suc 0 ) = (x ∗
y) mod m

by (simp-all add: mod-exp-nat-aux-def )

have numeral (num.Bit0 n) = (2 ∗ n ′)
by (subst numeral.numeral-Bit0 ) (simp del: arith-simps add: n ′-def )

also have mod-exp-nat-aux m y x . . . = mod-exp-nat-aux m y (x^2 mod m) n ′

by (subst mod-exp-nat-aux-code) (simp-all add: power2-eq-square)
finally show mod-exp-nat-aux m y x (numeral (num.Bit0 n)) =

mod-exp-nat-aux m y (x2 mod m) (numeral n)
by (simp add: n ′-def )

have numeral (num.Bit1 n) = Suc (2 ∗ n ′)
by (subst numeral.numeral-Bit1 ) (simp del: arith-simps add: n ′-def )

also have mod-exp-nat-aux m y x . . . = mod-exp-nat-aux m ((x ∗ y) mod m)
(x^2 mod m) n ′

by (subst mod-exp-nat-aux-code) (simp-all add: power2-eq-square)
finally show mod-exp-nat-aux m y x (numeral (num.Bit1 n)) =

mod-exp-nat-aux m ((x ∗ y) mod m) (x2 mod m) (numeral n)
by (simp add: n ′-def )

qed

lemma eval-mod-exp [simp]:
mod-exp-nat b ′ 0 m ′ = 1 mod m ′

mod-exp-nat b ′ 1 m ′ = b ′ mod m ′

mod-exp-nat b ′ (Suc 0 ) m ′ = b ′ mod m ′

mod-exp-nat b ′ e ′ 0 = b ′ ^ e ′

mod-exp-nat b ′ e ′ 1 = 0
mod-exp-nat b ′ e ′ (Suc 0 ) = 0
mod-exp-nat 0 1 m ′ = 0
mod-exp-nat 0 (Suc 0 ) m ′ = 0
mod-exp-nat 0 (numeral e) m ′ = 0
mod-exp-nat 1 e ′ m ′ = 1 mod m ′

mod-exp-nat (Suc 0 ) e ′ m ′ = 1 mod m ′

mod-exp-nat (numeral b) (numeral e) (numeral m) =
mod-exp-nat-aux (numeral m) 1 (numeral b) (numeral e) mod numeral m

by (simp-all add: mod-exp-nat-def mod-exp-nat-aux-correct)

1.4 Executable certificate checker
lemmas [code] = valid-cert.simps(1 )

context

14



begin

lemma valid-cert-Cons1 [code]:
valid-cert (Prime p # xs) ←→

p > 1 ∧ (∃ t∈set xs. case t of Prime - ⇒ False |
Triple p ′ a x ⇒ p ′ = p ∧ x = p − 1 ∧ mod-exp-nat a (p−1 ) p = 1 ) ∧

valid-cert xs
(is ?lhs = ?rhs)

proof
assume ?lhs thus ?rhs by (auto simp: mod-exp-nat-def cong-def split: pratt.splits)

next
assume ?rhs
hence p > 1 valid-cert xs by blast+
moreover from ‹?rhs› obtain t where t ∈ set xs case t of Prime - ⇒ False |

Triple p ′ a x ⇒ p ′ = p ∧ x = p − 1 ∧ [a^(p−1 ) = 1 ] (mod p)
by (auto simp: cong-def mod-exp-nat-def cong: pratt.case-cong)

ultimately show ?lhs by (cases t) auto
qed

private lemma Suc-0-mod-eq-Suc-0-iff :
Suc 0 mod n = Suc 0 ←→ n 6= Suc 0

proof −
consider n = 0 | n = Suc 0 | n > 1 by (cases n) auto
thus ?thesis by cases auto

qed

private lemma Suc-0-eq-Suc-0-mod-iff :
Suc 0 = Suc 0 mod n ←→ n 6= Suc 0
using Suc-0-mod-eq-Suc-0-iff by (simp add: eq-commute)

lemma valid-cert-Cons2 [code]:
valid-cert (Triple p a x # xs) ←→ x > 0 ∧ p > 1 ∧ (x = 1 ∨ (

(∃ t∈set xs. case t of Prime - ⇒ False |
Triple p ′ a ′ y ⇒ p ′ = p ∧ a ′ = a ∧ y dvd x ∧
(let q = x div y in Prime q ∈ set xs ∧ mod-exp-nat a ((p−1 ) div q) p 6=

1 )))) ∧ valid-cert xs
(is ?lhs = ?rhs)

proof
assume ?lhs
from ‹?lhs› have pos: x > 0 and gt-1 : p > 1 and valid: valid-cert xs by simp-all
show ?rhs
proof (cases x = 1 )

case True
with ‹?lhs› show ?thesis by auto

next
case False
with ‹?lhs› have (∃ q y. x = q ∗ y ∧ Prime q ∈ set xs ∧ Triple p a y ∈ set xs
∧ [a^((p − 1 ) div q) 6= 1 ] (mod p)) by auto

then obtain q y where qy:
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x = q ∗ y
Prime q ∈ set xs
Triple p a y ∈ set xs
[a ^ ((p − 1 ) div q) 6= 1 ] (mod p)
by blast

hence (∃ t∈set xs. case t of Prime - ⇒ False |
Triple p ′ a ′ y ⇒ p ′ = p ∧ a ′ = a ∧ y dvd x ∧
(let q = x div y in Prime q ∈ set xs ∧ mod-exp-nat a ((p−1 ) div q) p 6= 1 ))

using pos gt-1 by (intro bexI [of - Triple p a y])
(auto simp: Suc-0-mod-eq-Suc-0-iff Suc-0-eq-Suc-0-mod-iff cong-def mod-exp-nat-def )
with pos gt-1 valid show ?thesis by blast

qed
next

assume ?rhs
hence pos: x > 0 and gt-1 : p > 1 and valid: valid-cert xs by simp-all
show ?lhs
proof (cases x = 1 )

case True
with ‹?rhs› show ?thesis by auto

next
case False
with ‹?rhs› obtain t where t: t ∈ set xs case t of Prime x ⇒ False
| Triple p ′ a ′ y ⇒ p ′ = p ∧ a ′ = a ∧ y dvd x ∧ (let q = x div y

in Prime q ∈ set xs ∧ mod-exp-nat a ((p − 1 ) div q) p 6= 1 ) by auto
then obtain y where y: t = Triple p a y y dvd x let q = x div y in Prime q

∈ set xs ∧
mod-exp-nat a ((p − 1 ) div q) p 6= 1

by (cases t rule: pratt.exhaust) auto
with gt-1 have y ′: let q = x div y in Prime q ∈ set xs ∧ [a^((p − 1 ) div q) 6=

1 ] (mod p)
by (auto simp: cong-def Let-def mod-exp-nat-def Suc-0-mod-eq-Suc-0-iff Suc-0-eq-Suc-0-mod-iff )
define q where q = x div y
have ∃ q y. x = q ∗ y ∧ Prime q ∈ set xs ∧ Triple p a y ∈ set xs

∧ [a^((p − 1 ) div q) 6= 1 ] (mod p)
by (rule exI [of - q], rule exI [of - y]) (insert t y y ′, auto simp: Let-def q-def )

with pos gt-1 valid show ?thesis by simp
qed

qed

declare valid-cert.simps(2 ,3 ) [simp del]

lemmas eval-valid-cert = valid-cert.simps(1 ) valid-cert-Cons1 valid-cert-Cons2

end

The following alternative tree representation of certificates is better suited
for efficient checking.
datatype pratt-tree = Pratt-Node nat × nat × pratt-tree list
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fun pratt-tree-number where
pratt-tree-number (Pratt-Node (n, -, -)) = n

The following function checks that a given list contains all the prime factors
of the given number.
fun check-prime-factors-subset :: nat ⇒ nat list ⇒ bool where

check-prime-factors-subset n [] ←→ n = 1
| check-prime-factors-subset n (p # ps) ←→ (if n = 0 then False else

(if p > 1 ∧ p dvd n then check-prime-factors-subset (n div p) (p # ps)
else check-prime-factors-subset n ps))

lemma check-prime-factors-subset-0 [simp]: ¬check-prime-factors-subset 0 ps
by (induction ps) auto

lemmas [simp del] = check-prime-factors-subset.simps(2 )

lemma check-prime-factors-subset-Cons [simp]:
check-prime-factors-subset (Suc 0 ) (p # ps) ←→ check-prime-factors-subset (Suc

0 ) ps
check-prime-factors-subset 1 (p # ps) ←→ check-prime-factors-subset 1 ps
p > 1 =⇒ p dvd numeral n =⇒ check-prime-factors-subset (numeral n) (p # ps)
←→

check-prime-factors-subset (numeral n div p) (p # ps)
p ≤ 1 ∨ ¬p dvd numeral n =⇒ check-prime-factors-subset (numeral n) (p # ps)
←→

check-prime-factors-subset (numeral n) ps
by (subst check-prime-factors-subset.simps; force)+

lemma check-prime-factors-subset-correct:
assumes check-prime-factors-subset n ps list-all prime ps
shows prime-factors n ⊆ set ps
using assms

proof (induction n ps rule: check-prime-factors-subset.induct)
case (2 n p ps)
note ∗ = this
from 2 .prems have prime p and p > 1

by (auto simp: prime-gt-Suc-0-nat)

consider n = 0 | n > 0 p dvd n | n > 0 ¬(p dvd n)
by blast

thus ?case
proof cases

case 2
hence n div p > 0 by auto
hence prime-factors ((n div p) ∗ p) = insert p (prime-factors (n div p))
using ‹p > 1 › ‹prime p› by (auto simp: prime-factors-product prime-prime-factors)
also have (n div p) ∗ p = n

using 2 by auto
finally show ?thesis using 2 ‹p > 1 › ∗
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by (auto simp: check-prime-factors-subset.simps(2 )[of n])
next

case 3
with ∗ and ‹p > 1 › show ?thesis

by (auto simp: check-prime-factors-subset.simps(2 )[of n])
qed auto

qed auto

fun valid-pratt-tree where
valid-pratt-tree (Pratt-Node (n, a, ts)) ←→

n ≥ 2 ∧
check-prime-factors-subset (n − 1 ) (map pratt-tree-number ts) ∧
[a ^ (n − 1 ) = 1 ] (mod n) ∧
(∀ t∈set ts. [a ^ ((n − 1 ) div pratt-tree-number t) 6= 1 ] (mod n)) ∧
(∀ t∈set ts. valid-pratt-tree t)

lemma valid-pratt-tree-code [code]:
valid-pratt-tree (Pratt-Node (n, a, ts)) ←→

n ≥ 2 ∧
check-prime-factors-subset (n − 1 ) (map pratt-tree-number ts) ∧
mod-exp-nat a (n − 1 ) n = 1 ∧
(∀ t∈set ts. mod-exp-nat a ((n − 1 ) div pratt-tree-number t) n 6= 1 ) ∧
(∀ t∈set ts. valid-pratt-tree t)

by (simp add: mod-exp-nat-def cong-def )

lemma valid-pratt-tree-imp-prime:
assumes valid-pratt-tree t
shows prime (pratt-tree-number t)
using assms

proof (induction t rule: valid-pratt-tree.induct)
case (1 n a ts)
from 1 have prime-factors (n − 1 ) ⊆ set (map pratt-tree-number ts)

by (intro check-prime-factors-subset-correct) (auto simp: list.pred-set)
with 1 show ?case

by (intro lehmers-theorem[where a = a]) auto
qed

lemma valid-pratt-tree-imp-prime ′:
assumes PROP (Trueprop (valid-pratt-tree (Pratt-Node (n, a, ts)))) ≡ PROP

(Trueprop True)
shows prime n

proof −
have valid-pratt-tree (Pratt-Node (n, a, ts))

by (subst assms) auto
from valid-pratt-tree-imp-prime[OF this] show ?thesis by simp

qed
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1.5 Proof method setup
theorem lehmers-theorem ′:

fixes p :: nat
assumes list-all prime ps a ≡ a n ≡ n
assumes list-all (λp. mod-exp-nat a ((n − 1 ) div p) n 6= 1 ) ps mod-exp-nat a

(n − 1 ) n = 1
assumes check-prime-factors-subset (n − 1 ) ps 2 ≤ n
shows prime n
using assms check-prime-factors-subset-correct[OF assms(6 ,1 )]
by (intro lehmers-theorem[where a = a]) (auto simp: cong-def mod-exp-nat-def

list.pred-set)

lemma list-all-ConsI : P x =⇒ list-all P xs =⇒ list-all P (x # xs)
by simp

ML-file ‹pratt.ML›

method-setup pratt = ‹
Scan.lift (Pratt.tac-config-parser −− Scan.option Pratt.cert-cartouche) >>
(fn (config, cert) => fn ctxt => SIMPLE-METHOD (HEADGOAL (Pratt.tac

config cert ctxt)))
› Prove primality of natural numbers using Pratt certificates.

The proof method replays a given Pratt certificate to prove the primality of
a given number. If no certificate is given, the method attempts to compute
one. The computed certificate is then also printed with a prompt to insert
it into the proof document so that it does not have to be recomputed the
next time.
The format of the certificates is compatible with those generated by Mathe-
matica. Therefore, for larger numbers, certificates generated by Mathemat-
ica can be used with this method directly.
lemma prime (47 :: nat)

by (pratt (silent))

lemma prime (2503 :: nat)
by pratt

lemma prime (7919 :: nat)
by pratt

lemma prime (131059 :: nat)
by (pratt ‹{131059 , 2 , {2 , {3 , 2 , {2}}, {809 , 3 , {2 , {101 , 2 , {2 , {5 , 2 ,

{2}}}}}}}}›)

The following command allows to check certificates in bulk and note the
resulting theorems under a chosen name.
The certificates can use an abbreviated format, e.g. one can write 3 instead
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of {3 , 2 , {2}} as long as the latter certificate is also part of the batch.
Option full presents the full certificates. Conversely, option reduce presents
the abbreviated certificates.
ML ‹Outer-Syntax.command command-keyword ‹check-pratt-primes›

Check Pratt certicates and note resulting theorems
Pratt.check-certs-parser

›

check-pratt-primes (reduce) more-primes ‹
{3 , 2 , {2}}
{5 , 2 , {2}}
{7 , 3 , {2 , {3 , 2 , {2}}}}
{13 , 2 , {2 , {3 , 2 , {2}}}}
{29 , 2 , {2 , {7 , 3 , {2 , {3 , 2 , {2}}}}}}

›
thm more-primes

check-pratt-primes (full) even-more-primes ‹
2
{3 , 2 , {2}}
{5 , 2 , {2}}
{7 , 3 , {2 , 3}}
{13 , 2 , {2 , 3}}
{29 , 2 , {2 , 7}}

›
thm even-more-primes

end

theory Pratt-Certificate-Code
imports
Pratt-Certificate
HOL−Library.Code-Target-Numeral

begin

1.6 Code generation for Pratt certificates

The following one-time setup is required to set up code generation for the
certificate checking. Other theories importing this theories do not have to
do this again.
setup ‹

Context.theory-map (Pratt.setup-valid-cert-code-conv
(@{computation-check

terms: Trueprop valid-pratt-tree 0 ::nat 1 ::nat 2 ::nat 3 ::nat 4 ::nat
datatypes: pratt-tree list nat × nat × pratt-tree list nat}))

›

We can now evaluate the efficiency of the procedure on some examples.
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lemma prime (131059 :: nat)
by (pratt (code))

lemma prime (100000007 :: nat)
by (pratt (code))

lemma prime (8504276003 :: nat)
by (pratt (code))

lemma prime (52759926861157 :: nat)
by (pratt (code))

lemma prime (39070009756439177203 :: nat)
by (pratt (code)

‹{39070009756439177203 , 2 ,
{2 , {3 , 2 , {2}}, {197 , 2 , {2 , {7 , 3 , {2 , {3 , 2 , {2}}}}}},
{11018051256751037 , 2 , {2 , {19 , 2 , {2 , {3 , 2 , {2}}}},
{1249 , 7 , {2 , {3 , 2 , {2}}, {13 , 2 , {2 , {3 , 2 , {2}}}}}},
{116072344789 , 2 , {2 , {3 , 2 , {2}},
{3067 , 2 , {2 , {3 , 2 , {2}}, {7 , 3 , {2 , {3 , 2 , {2}}}},
{73 , 5 , {2 , {3 , 2 , {2}}}}}},
{3153797 , 2 , {2 , {788449 , 11 ,
{2 , {3 , 2 , {2}}, {43 , 3 ,
{2 , {3 , 2 , {2}}, {7 , 3 , {2 , {3 , 2 , {2}}}}}},

{191 , 19 , {2 , {5 , 2 , {2}}, {19 , 2 , {2 , {3 , 2 , {2}}}}}}}}}}}}}}}}›)

lemma prime (933491553728809239092563013853810654040043466297416456476877
:: nat)

by (pratt (code)
‹{933491553728809239092563013853810654040043466297416456476877 ,

2 , {2 , {38463351105299604725411 , 6 ,
{2 , {5 , 2 , {2}}, {13 , 2 , {2 , {3 , 2 , {2}}}},
{295871931579227728657 , 5 ,
{2 , {3 , 2 , {2}}, {26041 , 13 ,
{2 , {3 , 2 , {2}}, {5 , 2 , {2}}, {7 , 3 , {2 , {3 , 2 , {2}}}},
{31 , 3 , {2 , {3 , 2 , {2}}, {5 , 2 , {2}}}}}},
{29009 , 3 , {2 , {7 , 3 , {2 , {3 , 2 , {2}}}},
{37 , 2 , {2 , {3 , 2 , {2}}}}}},
{39133 , 5 , {2 , {3 , 2 , {2}},
{1087 , 3 , {2 , {3 , 2 , {2}},
{181 , 2 , {2 , {3 , 2 , {2}}, {5 , 2 , {2}}}}}}}},

{208511 , 7 , {2 , {5 , 2 , {2}}, {29 , 2 , {2 , {7 , 3 , {2 , {3 , 2 , {2}}}}}},

{719 , 11 , {2 , {359 , 7 ,
{2 , {179 , 2 , {2 , {89 , 3 , {2 , {11 , 2 , {2 , {5 , 2 , {2}}}}}}}}}}}}}}
}}}}, {6067409149902371339956289140415169329 , 3 ,

{2 , {11 , 2 , {2 , {5 , 2 , {2}}}},
{103 , 5 , {2 , {3 , 2 , {2}}, {17 , 3 , {2}}}},
{7955023343 , 7 , {2 , {7 , 3 , {2 , {3 , 2 , {2}}}},
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{79 , 3 , {2 , {3 , 2 , {2}}, {13 , 2 , {2 , {3 , 2 , {2}}}}}},
{1451 , 2 , {2 , {5 , 2 , {2}}, {29 , 2 , {2 , {7 , 3 , {2 , {3 , 2 , {2}}}}}}}},

{4957 , 2 , {2 , {3 , 2 , {2}}, {7 , 3 , {2 , {3 , 2 , {2}}}},
{59 , 2 , {2 , {29 , 2 , {2 , {7 , 3 , {2 , {3 , 2 , {2}}}}}}}}}}}},

{8108847767 , 5 , {2 , {4054423883 , 2 ,
{2 , {2027211941 , 2 , {2 , {5 , 2 , {2}}, {13 , 2 , {2 , {3 , 2 , {2}}}},
{29 , 2 , {2 , {7 , 3 , {2 , {3 , 2 , {2}}}}}},
{268861 , 6 , {2 , {3 , 2 , {2}}, {5 , 2 , {2}},
{4481 , 3 , {2 , {5 , 2 , {2}}, {7 , 3 , {2 , {3 , 2 , {2}}}}}}}}}}}}}},

{5188630976471 , 13 , {2 , {5 , 2 , {2}},
{518863097647 , 5 , {2 , {3 , 2 , {2}},
{67 , 2 , {2 , {3 , 2 , {2}}, {11 , 2 , {2 , {5 , 2 , {2}}}}}},
{17881 , 7 , {2 , {3 , 2 , {2}}, {5 , 2 , {2}},
{149 , 2 , {2 , {37 , 2 , {2 , {3 , 2 , {2}}}}}}}},
{24061 , 10 , {2 , {3 , 2 , {2}}, {5 , 2 , {2}},
{401 , 3 , {2 , {5 , 2 , {2}}}}}}}}}}}}}}

›)

The bulk command can now also use code generation. As an example, we
prove some constants from FIPS 186-4 to be prime.
check-pratt-primes (code) fips-186-4-primes ‹
{3 , 2 , {2}}
{5 , 2 , {2}}
{7 , 3 , {2 , 3}}
{11 , 2 , {2 , 5}}
{13 , 2 , {2 , 3}}
{17 , 3 , {2}}
{19 , 2 , {2 , 3}}
{23 , 5 , {2 , 11}}
{29 , 2 , {2 , 7}}
{31 , 3 , {2 , 3 , 5}}
{37 , 2 , {2 , 3}}
{41 , 6 , {2 , 5}}
{43 , 3 , {2 , 3 , 7}}
{47 , 5 , {2 , 23}}
{53 , 2 , {2 , 13}}
{59 , 2 , {2 , 29}}
{61 , 2 , {2 , 3 , 5}}
{67 , 2 , {2 , 3 , 11}}
{71 , 7 , {2 , 5 , 7}}
{73 , 5 , {2 , 3}}
{79 , 3 , {2 , 3 , 13}}
{89 , 3 , {2 , 11}}
{97 , 5 , {2 , 3}}
{101 , 2 , {2 , 5}}
{103 , 5 , {2 , 3 , 17}}
{107 , 2 , {2 , 53}}
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{109 , 6 , {2 , 3}}
{113 , 3 , {2 , 7}}
{127 , 3 , {2 , 3 , 7}}
{131 , 2 , {2 , 5 , 13}}
{139 , 2 , {2 , 3 , 23}}
{149 , 2 , {2 , 37}}
{151 , 6 , {2 , 3 , 5}}
{157 , 5 , {2 , 3 , 13}}
{163 , 2 , {2 , 3}}
{173 , 2 , {2 , 43}}
{179 , 2 , {2 , 89}}
{181 , 2 , {2 , 3 , 5}}
{191 , 19 , {2 , 5 , 19}}
{193 , 5 , {2 , 3}}
{197 , 2 , {2 , 7}}
{199 , 3 , {2 , 3 , 11}}
{211 , 2 , {2 , 3 , 5 , 7}}
{223 , 3 , {2 , 3 , 37}}
{227 , 2 , {2 , 113}}
{229 , 6 , {2 , 3 , 19}}
{233 , 3 , {2 , 29}}
{239 , 7 , {2 , 7 , 17}}
{241 , 7 , {2 , 3 , 5}}
{251 , 6 , {2 , 5}}
{257 , 3 , {2}}
{263 , 5 , {2 , 131}}
{269 , 2 , {2 , 67}}
{271 , 6 , {2 , 3 , 5}}
{277 , 5 , {2 , 3 , 23}}
{281 , 3 , {2 , 5 , 7}}
{283 , 3 , {2 , 3 , 47}}
{293 , 2 , {2 , 73}}
{311 , 17 , {2 , 5 , 31}}
{313 , 10 , {2 , 3 , 13}}
{317 , 2 , {2 , 79}}
{331 , 3 , {2 , 3 , 5 , 11}}
{337 , 10 , {2 , 3 , 7}}
{347 , 2 , {2 , 173}}
{349 , 2 , {2 , 3 , 29}}
{373 , 2 , {2 , 3 , 31}}
{397 , 5 , {2 , 3 , 11}}
{421 , 2 , {2 , 3 , 5 , 7}}
{439 , 15 , {2 , 3 , 73}}
{491 , 2 , {2 , 5 , 7}}
{509 , 2 , {2 , 127}}
{521 , 3 , {2 , 5 , 13}}
{547 , 2 , {2 , 3 , 7 , 13}}
{569 , 3 , {2 , 71}}
{593 , 3 , {2 , 37}}
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{599 , 7 , {2 , 13 , 23}}
{607 , 3 , {2 , 3 , 101}}
{619 , 2 , {2 , 3 , 103}}
{631 , 3 , {2 , 3 , 5 , 7}}
{641 , 3 , {2 , 5}}
{653 , 2 , {2 , 163}}
{659 , 2 , {2 , 7 , 47}}
{661 , 2 , {2 , 3 , 5 , 11}}
{683 , 5 , {2 , 11 , 31}}
{727 , 5 , {2 , 3 , 11}}
{757 , 2 , {2 , 3 , 7}}
{811 , 3 , {2 , 3 , 5}}
{877 , 2 , {2 , 3 , 73}}
{881 , 3 , {2 , 5 , 11}}
{907 , 2 , {2 , 3 , 151}}
{919 , 7 , {2 , 3 , 17}}
{937 , 5 , {2 , 3 , 13}}
{1031 , 14 , {2 , 5 , 103}}
{1033 , 5 , {2 , 3 , 43}}
{1051 , 7 , {2 , 3 , 5 , 7}}
{1087 , 3 , {2 , 3 , 181}}
{1117 , 2 , {2 , 3 , 31}}
{1187 , 2 , {2 , 593}}
{1201 , 11 , {2 , 3 , 5}}
{1237 , 2 , {2 , 3 , 103}}
{1283 , 2 , {2 , 641}}
{1297 , 10 , {2 , 3}}
{1303 , 6 , {2 , 3 , 7 , 31}}
{1319 , 13 , {2 , 659}}
{1373 , 2 , {2 , 7}}
{1381 , 2 , {2 , 3 , 5 , 23}}
{1433 , 3 , {2 , 179}}
{1511 , 11 , {2 , 5 , 151}}
{1531 , 2 , {2 , 3 , 5 , 17}}
{1543 , 5 , {2 , 3 , 257}}
{1553 , 3 , {2 , 97}}
{1579 , 3 , {2 , 3 , 263}}
{1613 , 3 , {2 , 13 , 31}}
{1663 , 3 , {2 , 3 , 277}}
{1693 , 2 , {2 , 3 , 47}}
{1889 , 3 , {2 , 59}}
{2063 , 5 , {2 , 1031}}
{2089 , 7 , {2 , 3 , 29}}
{2153 , 3 , {2 , 269}}
{2213 , 2 , {2 , 7 , 79}}
{2389 , 2 , {2 , 3 , 199}}
{2411 , 6 , {2 , 5 , 241}}
{2437 , 2 , {2 , 3 , 7 , 29}}
{2477 , 2 , {2 , 619}}
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{2707 , 2 , {2 , 3 , 11 , 41}}
{2731 , 3 , {2 , 3 , 5 , 7 , 13}}
{3023 , 5 , {2 , 1511}}
{3191 , 11 , {2 , 5 , 11 , 29}}
{3253 , 2 , {2 , 3 , 271}}
{3407 , 5 , {2 , 13 , 131}}
{3433 , 5 , {2 , 3 , 11 , 13}}
{3517 , 2 , {2 , 3 , 293}}
{3677 , 2 , {2 , 919}}
{3739 , 7 , {2 , 3 , 7 , 89}}
{3769 , 7 , {2 , 3 , 157}}
{4127 , 5 , {2 , 2063}}
{4349 , 2 , {2 , 1087}}
{5449 , 7 , {2 , 3 , 227}}
{6043 , 5 , {2 , 3 , 19 , 53}}
{6317 , 2 , {2 , 1579}}
{6829 , 2 , {2 , 3 , 569}}
{8191 , 17 , {2 , 3 , 5 , 7 , 13}}
{8389 , 6 , {2 , 3 , 233}}
{8699 , 2 , {2 , 4349}}
{9227 , 2 , {2 , 7 , 659}}
{9547 , 2 , {2 , 3 , 37 , 43}}
{10861 , 2 , {2 , 3 , 5 , 181}}
{10909 , 2 , {2 , 3 , 101}}
{14461 , 2 , {2 , 3 , 5 , 241}}
{15601 , 23 , {2 , 3 , 5 , 13}}
{16657 , 5 , {2 , 3 , 347}}
{16879 , 3 , {2 , 3 , 29 , 97}}
{16979 , 2 , {2 , 13 , 653}}
{17293 , 7 , {2 , 3 , 11 , 131}}
{17449 , 14 , {2 , 3 , 727}}
{17467 , 3 , {2 , 3 , 41 , 71}}
{18169 , 11 , {2 , 3 , 757}}
{20341 , 2 , {2 , 3 , 5 , 113}}
{20599 , 3 , {2 , 3 , 3433}}
{21407 , 5 , {2 , 7 , 11 , 139}}
{23609 , 6 , {2 , 13 , 227}}
{28793 , 3 , {2 , 59 , 61}}
{30859 , 2 , {2 , 3 , 37 , 139}}
{34429 , 2 , {2 , 3 , 19 , 151}}
{37447 , 3 , {2 , 3 , 79}}
{38189 , 2 , {2 , 9547}}
{38557 , 2 , {2 , 3 , 7 , 17}}
{42641 , 3 , {2 , 5 , 13 , 41}}
{49481 , 3 , {2 , 5 , 1237}}
{51419 , 2 , {2 , 47 , 547}}
{51481 , 17 , {2 , 3 , 5 , 11 , 13}}
{53197 , 2 , {2 , 3 , 11 , 13 , 31}}
{54251 , 2 , {2 , 5 , 7 , 31}}
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{54623 , 5 , {2 , 31 , 881}}
{60449 , 3 , {2 , 1889}}
{61681 , 29 , {2 , 3 , 5 , 257}}
{64901 , 2 , {2 , 5 , 11 , 59}}
{65537 , 3 , {2}}
{65677 , 2 , {2 , 3 , 13 , 421}}
{78283 , 3 , {2 , 3 , 4349}}
{85999 , 3 , {2 , 3 , 11 , 1303}}
{87739 , 7 , {2 , 3 , 7 , 2089}}
{92581 , 6 , {2 , 3 , 5 , 1543}}
{104471 , 11 , {2 , 5 , 31 , 337}}
{126241 , 7 , {2 , 3 , 5 , 263}}
{133279 , 3 , {2 , 3 , 97 , 229}}
{145091 , 2 , {2 , 5 , 11 , 1319}}
{149309 , 2 , {2 , 163 , 229}}
{155317 , 5 , {2 , 3 , 7 , 43}}
{161969 , 3 , {2 , 53 , 191}}
{166571 , 2 , {2 , 5 , 16657}}
{166823 , 5 , {2 , 239 , 349}}
{248431 , 3 , {2 , 3 , 5 , 7 , 13}}
{274177 , 5 , {2 , 3 , 7 , 17}}
{275729 , 3 , {2 , 19 , 907}}
{312289 , 14 , {2 , 3 , 3253}}
{330563 , 2 , {2 , 19 , 8699}}
{336757 , 2 , {2 , 3 , 7 , 19 , 211}}
{363557 , 2 , {2 , 97 , 937}}
{370471 , 3 , {2 , 3 , 5 , 53 , 233}}
{379787 , 2 , {2 , 11 , 61 , 283}}
{409891 , 14 , {2 , 3 , 5 , 13 , 1051}}
{455737 , 11 , {2 , 3 , 17 , 1117}}
{490463 , 14 , {2 , 7 , 53 , 661}}
{495527 , 5 , {2 , 41 , 6043}}
{568151 , 17 , {2 , 5 , 11 , 1033}}
{704251 , 2 , {2 , 3 , 5 , 313}}
{723127 , 3 , {2 , 3 , 191 , 631}}
{777241 , 7 , {2 , 3 , 5 , 17 , 127}}
{858001 , 17 , {2 , 3 , 5 , 11 , 13}}
{1276987 , 2 , {2 , 3 , 29 , 41 , 179}}
{2995763 , 2 , {2 , 7 , 11 , 397}}
{2998279 , 3 , {2 , 3 , 166571}}
{3969899 , 2 , {2 , 19 , 104471}}
{5746001 , 15 , {2 , 5 , 13 , 17}}
{6051631 , 6 , {2 , 3 , 5 , 13 , 59 , 263}}
{6700417 , 5 , {2 , 3 , 17449}}
{6937379 , 2 , {2 , 7 , 495527}}
{7623851 , 6 , {2 , 5 , 13 , 37 , 317}}
{8196883 , 2 , {2 , 3 , 79 , 17293}}
{8413201 , 29 , {2 , 3 , 5 , 19 , 41}}
{8463023 , 5 , {2 , 113 , 37447}}
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{8620289 , 3 , {2 , 151 , 223}}
{9211861 , 2 , {2 , 3 , 5 , 7 , 2437}}
{9350987 , 2 , {2 , 17 , 229 , 1201}}
{9863677 , 5 , {2 , 3 , 311 , 881}}
{10577321 , 17 , {2 , 5 , 13 , 20341}}
{10924559 , 7 , {2 , 59 , 92581}}
{11105363 , 2 , {2 , 509 , 10909}}
{11393611 , 10 , {2 , 3 , 5 , 379787}}
{13928737 , 15 , {2 , 3 , 145091}}
{15716741 , 2 , {2 , 5 , 13 , 60449}}
{19353437 , 2 , {2 , 277 , 17467}}
{34110701 , 15 , {2 , 5 , 13 , 19 , 1381}}
{46245989 , 2 , {2 , 1693 , 6829}}
{51920273 , 3 , {2 , 61 , 53197}}
{103840547 , 2 , {2 , 51920273}}
{105957871 , 3 , {2 , 3 , 5 , 19 , 211 , 881}}
{154950581 , 2 , {2 , 5 , 17 , 455737}}
{186406729 , 7 , {2 , 3 , 61 , 157 , 811}}
{187019741 , 2 , {2 , 5 , 9350987}}
{191039911 , 3 , {2 , 3 , 5 , 41 , 155317}}
{204061199 , 11 , {2 , 11 , 23 , 107 , 3769}}
{246608641 , 19 , {2 , 3 , 5 , 21407}}
{252396031 , 3 , {2 , 3 , 5 , 8413201}}
{272109983 , 5 , {2 , 19 , 73 , 233 , 421}}
{290064143 , 5 , {2 , 79 , 491 , 3739}}
{308761441 , 17 , {2 , 3 , 5 , 13 , 49481}}
{311245691 , 2 , {2 , 5 , 7 , 17 , 29 , 311}}
{513928823 , 5 , {2 , 11 , 59 , 599 , 661}}
{532247449 , 7 , {2 , 3 , 61 , 363557}}
{622491383 , 5 , {2 , 311245691}}
{821796863 , 5 , {2 , 37 , 11105363}}
{1458105463 , 3 , {2 , 3 , 11 , 311 , 877}}
{2400573761 , 3 , {2 , 5 , 13 , 347 , 1663}}
{2534364967 , 3 , {2 , 3 , 7 , 8620289}}
{2862218959 , 3 , {2 , 3 , 157 , 1373 , 2213}}
{24098228377 , 7 , {2 , 3 , 109 , 9211861}}
{34282281433 , 17 , {2 , 3 , 7 , 204061199}}
{53448597593 , 3 , {2 , 13 , 513928823}}
{65427463921 , 17 , {2 , 3 , 5 , 7 , 13 , 2995763}}
{66417393611 , 6 , {2 , 5 , 53 , 173 , 197 , 3677}}
{101785224689 , 3 , {2 , 7 , 131 , 6937379}}
{228572385721 , 23 , {2 , 3 , 5 , 7 , 272109983}}
{455827231987 , 2 , {2 , 3 , 7 , 43 , 252396031}}
{674750394557 , 2 , {2 , 7 , 24098228377}}
{807145746439 , 3 , {2 , 3 , 47 , 2862218959}}
{1002328039319 , 19 , {2 , 126241 , 3969899}}
{1436833069313 , 3 , {2 , 16979 , 330563}}
{11290956913871 , 13 , {2 , 5 , 17 , 66417393611}}
{23314383343543 , 3 , {2 , 3 , 17 , 228572385721}}
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{37344768852931 , 3 , {2 , 3 , 5 , 7 , 11 , 149 , 9863677}}
{43800962361397 , 6 , {2 , 3 , 41 , 10861 , 8196883}}
{44925942675193 , 5 , {2 , 3 , 3517 , 532247449}}
{67280421310721 , 3 , {2 , 5 , 47 , 373 , 2998279}}
{108140989558681 , 17 , {2 , 3 , 5 , 13 , 683 , 1433 , 23609}}
{145295143558111 , 7 , {2 , 3 , 5 , 7 , 13 , 2534364967}}
{432621809776543 , 3 , {2 , 3 , 87739 , 821796863}}
{7244839476697597 , 2 , {2 , 3 , 239 , 54623 , 46245989}}
{7532705587894727 , 5 , {2 , 29 , 43 , 331 , 4127 , 51419}}
{46076956964474543 , 5 , {2 , 23 , 18169 , 704251 , 78283}}
{55942463741690639 , 7 , {2 , 7 , 107 , 37344768852931}}
{60018716061994831 , 7 , {2 , 3 , 5 , 7 , 19 , 777241 , 19353437}}
{108341181769254293 , 2 , {2 , 17 , 43 , 2477 , 54251 , 275729}}
{208150935158385979 , 2 , {2 , 3 , 11 , 43 , 127 , 3023 , 191039911}}
{361725589517273017 , 17 , {2 , 3 , 7 , 3191 , 674750394557}}
{1357291859799823621 , 2 , {2 , 3 , 5 , 67 , 6317 , 53448597593}}
{5933177618131140283 , 2 , {2 , 3 , 723127 , 455827231987}}
{88599952463812275001 , 11 , {2 , 3 , 5 , 19 , 281 , 1187 , 186406729}}
{426632512014427833817 , 11 , {2 , 3 , 13 , 89 , 659 , 23314383343543}}
{529709925838459440593 , 3 , {2 , 7 , 181 , 105957871 , 246608641}}
{3473195323567808068309 , 2 , {2 , 3 , 13 , 19 , 59 , 9227 , 65677 , 10924559}}
{4239602065187190872179 , 2 , {2 , 3 , 61 , 193 , 60018716061994831}}
{35581458644053887931343 , 5 , {2 , 17 , 41 , 568151 , 44925942675193}}
{120699720968197491947347 , 3 , {2 , 3 , 13 , 34429 , 290064143 , 154950581}}
{1647781915921980690468599 , 13 , {2 , 17 , 547 , 88599952463812275001}}
{9564682313913860059195669 , 2 , {2 , 3 , 7 , 15716741 , 7244839476697597}}
{136401162692544977256234449 , 3 , {2 , 31 , 30859 , 20599 , 432621809776543}}
{173308343918874810521923841 , 3 , {2 , 5 , 13 , 28793 , 361725589517273017}}
{288626509448065367648032903 , 6 , {2 , 3 , 19 , 37 , 607 , 5933177618131140283}}
{1124679999981664229965379347 , 2 , {2 , 3 , 1553 , 120699720968197491947347}}
{1495199339761412565498084319 , 6 , {2 , 3 , 64901 , 426632512014427833817}}
{2624747550333869278416773953 , 7 , {2 , 3 , 1297 , 16879 , 208150935158385979}}
{3433859179316188682119986911 , 13 , {2 , 5 , 439 , 103840547 , 7532705587894727}}
{17942392077136950785977011829 , 6 , {2 , 3 , 1495199339761412565498084319}}
{23964610537191310276190549303 , 5 , {2 , 336757 , 35581458644053887931343}}
{862725979338887169942859774909 , 2 , {2 , 3 , 23964610537191310276190549303}}
{20705423504133292078628634597817 , 5 , {2 , 3 , 862725979338887169942859774909}}
{34646440928557194402992574983797 , 2 , {2 , 3 , 61 , 347 , 136401162692544977256234449}}
{144471089338257942164514676806340723 , 11 ,
{2 , 3 , 11 , 109 , 14461 , 133279 , 3473195323567808068309}}
{7427946019382605513260578233234962521 , 3 ,
{2 , 5 , 43800962361397 , 4239602065187190872179}}
{375503554633724504423937478103159147573209 , 19 ,
{2 , 3 , 2707 , 166823 , 34646440928557194402992574983797}}
{413244619895455989650825325680172591660047 , 5 ,
{2 , 17 , 97 , 6051631 , 20705423504133292078628634597817}}
{12397338596863679689524759770405177749801411 , 2 ,
{2 , 3 , 5 , 413244619895455989650825325680172591660047}}
{774023187263532362759620327192479577272145303 , 3 ,
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{2 , 3 , 2411 , 11290956913871 , 34282281433 , 46076956964474543}}
{835945042244614951780389953367877943453916927241 , 11 ,
{2 , 3 , 5 , 774023187263532362759620327192479577272145303}}
{15994076126984618329123851002118749004583184815459808099 , 2 ,
{2 , 10577321 , 101785224689 , 7427946019382605513260578233234962521}}
{6277101735386680763835789423176059013767194773182842284081 , 3 ,
{2 , 5 , 2389 , 9564682313913860059195669 , 3433859179316188682119986911}}
{6277101735386680763835789423207666416083908700390324961279 , 11 ,
{2 , 59 , 149309 , 11393611 , 108341181769254293 , 288626509448065367648032903}}
{50520606258875818707470860153287666700917696099933389351507 , 2 ,
{2 , 89 , 631 , 85999 , 13928737 , 375503554633724504423937478103159147573209}}
{1059392654943455286185473617842338478315215895509773412096307 , 2 ,
{2 , 251 , 248431 , 8463023 , 55942463741690639 , 17942392077136950785977011829}}
{26959946667150639794667015087019625940457807714424391721682722368061 ,

2 ,
{2 , 3 , 5 , 17 , 2153 , 50520606258875818707470860153287666700917696099933389351507}}
{26959946667150639794667015087019630673557916260026308143510066298881 ,

22 ,
{2 , 3 , 5 , 17 , 257 , 641 , 65537 , 274177 , 6700417 , 67280421310721}}
{115792089210356248762697446949407573529996955224135760342422259061068512044369 ,

7 ,
{2 , 3 , 71 , 131 , 373 , 3407 , 17449 , 38189 , 1002328039319 , 187019741 , 622491383 ,

2624747550333869278416773953}}
{115792089210356248762697446949407573530086143415290314195533631308867097853951 ,

6 ,
{2 , 3 , 5 , 17 , 257 , 641 , 1531 , 65537 , 490463 , 6700417 ,

835945042244614951780389953367877943453916927241}}
{3055465788140352002733946906144561090641249606160407884365391979704929268480326390471 ,

12 ,
{2 , 3 , 5 , 151 , 347 , 1276987 , 1436833069313 ,

1059392654943455286185473617842338478315215895509773412096307}}
{19173790298027098165721053155794528970226934547887232785722672956982046098136719667167519737147526097 ,
3 , {2 , 11 , 8389 , 38557 , 312289 , 1357291859799823621 , 529709925838459440593 ,

12397338596863679689524759770405177749801411}}
{3636410625392624440351547907325502812950802686368714273274221490761556277859337865760708490235892541081304511 ,

19 ,
{2 , 5 , 19 , 263 , 5449 , 15601 , 370471 , 144471089338257942164514676806340723 ,

15994076126984618329123851002118749004583184815459808099}}
{39402006196394479212279040100143613805079739270465446667946905279627659399113263569398956308152294913554433653942643 ,

2 , {2 , 3 , 7 , 13 , 1124679999981664229965379347 ,
3055465788140352002733946906144561090641249606160407884365391979704929268480326390471}}

{39402006196394479212279040100143613805079739270465446667948293404245721771496870329047266088258938001861606973112319 ,
19 ,
{2 , 19 , 67 , 807145746439 ,
19173790298027098165721053155794528970226934547887232785722672956982046098136719667167519737147526097}}

{3615194794881930010216942559103847593050265703173292383701371712350878926821661243755933835426896058418509759880171943 ,
3 , {2 , 3 , 11 , 31 , 161969 ,

3636410625392624440351547907325502812950802686368714273274221490761556277859337865760708490235892541081304511}}
{6864797660130609714981900799081393217269435300143305409394463459185543183397655394245057746333217197532963996371363321113864768612440380340372808892707005449 ,
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3 , {2 , 7 , 11 , 1283 , 1458105463 , 1647781915921980690468599 ,
3615194794881930010216942559103847593050265703173292383701371712350878926821661243755933835426896058418509759880171943}}

{6864797660130609714981900799081393217269435300143305409394463459185543183397656052122559640661454554977296311391480858037121987999716643812574028291115057151 ,
3 , {2 , 3 , 5 , 11 , 17 , 31 , 41 , 53 , 131 , 157 , 521 , 1613 , 2731 , 8191 , 61681 ,

51481 , 42641 ,
409891 , 858001 , 7623851 , 5746001 , 34110701 , 308761441 , 2400573761 ,

65427463921 ,
108140989558681 , 145295143558111 , 173308343918874810521923841}}

›
thm fips-186-4-primes

Two more primes from PKCS #1 v2.2.
check-pratt-primes (code reduce) pkcs-1-primes ‹

2
{3 , 2 , {2}}
{5 , 2 , {2}}
{7 , 3 , {2 , 3}}
{11 , 2 , {2 , 5}}
{13 , 2 , {2 , 3}}
{17 , 3 , {2}}
{19 , 2 , {2 , 3}}
{23 , 5 , {2 , 11}}
{29 , 2 , {2 , 7}}
{31 , 3 , {2 , 3 , 5}}
{37 , 2 , {2 , 3}}
{43 , 3 , {2 , 3 , 7}}
{47 , 5 , {2 , 23}}
{53 , 2 , {2 , 13}}
{61 , 2 , {2 , 3 , 5}}
{67 , 2 , {2 , 3 , 11}}
{71 , 7 , {2 , 5 , 7}}
{73 , 5 , {2 , 3}}
{79 , 3 , {2 , 3 , 13}}
{89 , 3 , {2 , 11}}
{97 , 5 , {2 , 3}}
{101 , 2 , {2 , 5}}
{107 , 2 , {2 , 53}}
{109 , 6 , {2 , 3}}
{127 , 3 , {2 , 3 , 7}}
{131 , 2 , {2 , 5 , 13}}
{137 , 3 , {2 , 17}}
{139 , 2 , {2 , 3 , 23}}
{151 , 6 , {2 , 3 , 5}}
{157 , 5 , {2 , 3 , 13}}
{163 , 2 , {2 , 3}}
{179 , 2 , {2 , 89}}
{191 , 19 , {2 , 5 , 19}}
{199 , 3 , {2 , 3 , 11}}
{211 , 2 , {2 , 3 , 5 , 7}}

30



{239 , 7 , {2 , 7 , 17}}
{241 , 7 , {2 , 3 , 5}}
{251 , 6 , {2 , 5}}
{269 , 2 , {2 , 67}}
{281 , 3 , {2 , 5 , 7}}
{283 , 3 , {2 , 3 , 47}}
{293 , 2 , {2 , 73}}
{307 , 5 , {2 , 3 , 17}}
{331 , 3 , {2 , 3 , 5 , 11}}
{359 , 7 , {2 , 179}}
{367 , 6 , {2 , 3 , 61}}
{383 , 5 , {2 , 191}}
{419 , 2 , {2 , 11 , 19}}
{443 , 2 , {2 , 13 , 17}}
{449 , 3 , {2 , 7}}
{457 , 13 , {2 , 3 , 19}}
{509 , 2 , {2 , 127}}
{557 , 2 , {2 , 139}}
{601 , 7 , {2 , 3 , 5}}
{607 , 3 , {2 , 3 , 101}}
{641 , 3 , {2 , 5}}
{659 , 2 , {2 , 7 , 47}}
{839 , 11 , {2 , 419}}
{857 , 3 , {2 , 107}}
{881 , 3 , {2 , 5 , 11}}
{887 , 5 , {2 , 443}}
{1019 , 2 , {2 , 509}}
{1171 , 2 , {2 , 3 , 5 , 13}}
{1229 , 2 , {2 , 307}}
{1291 , 2 , {2 , 3 , 5 , 43}}
{1381 , 2 , {2 , 3 , 5 , 23}}
{1459 , 3 , {2 , 3}}
{1699 , 3 , {2 , 3 , 283}}
{1747 , 2 , {2 , 3 , 97}}
{1973 , 2 , {2 , 17 , 29}}
{2039 , 7 , {2 , 1019}}
{2129 , 3 , {2 , 7 , 19}}
{2203 , 5 , {2 , 3 , 367}}
{3251 , 6 , {2 , 5 , 13}}
{3271 , 3 , {2 , 3 , 5 , 109}}
{3943 , 3 , {2 , 3 , 73}}
{4259 , 2 , {2 , 2129}}
{4519 , 3 , {2 , 3 , 251}}
{4801 , 7 , {2 , 3 , 5}}
{4817 , 3 , {2 , 7 , 43}}
{5059 , 2 , {2 , 3 , 281}}
{5233 , 10 , {2 , 3 , 109}}
{6011 , 2 , {2 , 5 , 601}}
{6029 , 2 , {2 , 11 , 137}}
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{7937 , 3 , {2 , 31}}
{8461 , 6 , {2 , 3 , 5 , 47}}
{8741 , 2 , {2 , 5 , 19 , 23}}
{10069 , 2 , {2 , 3 , 839}}
{10781 , 10 , {2 , 5 , 7 , 11}}
{11617 , 10 , {2 , 3 , 11}}
{11777 , 3 , {2 , 23}}
{13219 , 3 , {2 , 3 , 2203}}
{20411 , 6 , {2 , 5 , 13 , 157}}
{25763 , 5 , {2 , 11 , 1171}}
{28807 , 11 , {2 , 3 , 4801}}
{30133 , 5 , {2 , 3 , 31}}
{35023 , 5 , {2 , 3 , 13 , 449}}
{40277 , 2 , {2 , 10069}}
{45191 , 11 , {2 , 5 , 4519}}
{84407 , 5 , {2 , 7 , 6029}}
{86249 , 3 , {2 , 10781}}
{176201 , 6 , {2 , 5 , 881}}
{180799 , 21 , {2 , 3 , 30133}}
{210139 , 10 , {2 , 3 , 35023}}
{212923 , 3 , {2 , 3 , 3943}}
{249341 , 2 , {2 , 5 , 7 , 13 , 137}}
{350677 , 2 , {2 , 3 , 17 , 191}}
{352403 , 2 , {2 , 176201}}
{396623 , 5 , {2 , 61 , 3251}}
{542293 , 2 , {2 , 3 , 45191}}
{589921 , 11 , {2 , 3 , 5 , 1229}}
{704807 , 5 , {2 , 352403}}
{920021 , 3 , {2 , 5 , 157 , 293}}
{2837741 , 3 , {2 , 5 , 23 , 31 , 199}}
{3112331 , 2 , {2 , 5 , 13 , 89 , 269}}
{15400183 , 3 , {2 , 3 , 7 , 61 , 6011}}
{22701929 , 3 , {2 , 2837741}}
{31276283 , 2 , {2 , 607 , 25763}}
{40391489 , 3 , {2 , 457 , 1381}}
{61600733 , 2 , {2 , 15400183}}
{68248303 , 7 , {2 , 3 , 17 , 383 , 1747}}
{88441439 , 7 , {2 , 5059 , 8741}}
{109949893 , 2 , {2 , 3 , 13 , 704807}}
{161083613 , 2 , {2 , 1973 , 20411}}
{195931763 , 2 , {2 , 13 , 19 , 396623}}
{1056462481 , 29 , {2 , 3 , 5 , 37 , 13219}}
{7458868649 , 3 , {2 , 7 , 11 , 71 , 199 , 857}}
{13200511703 , 5 , {2 , 7 , 641 , 210139}}
{14917737299 , 2 , {2 , 7458868649}}
{16835504321 , 3 , {2 , 5 , 211 , 249341}}
{19461802343 , 5 , {2 , 1459 , 2039 , 3271}}
{96535658711 , 14 , {2 , 5 , 239 , 40391489}}
{166735574953 , 7 , {2 , 3 , 23 , 557 , 542293}}
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{754709471627 , 2 , {2 , 11 , 367 , 11777 , 7937}}
{856319303093 , 3 , {2 , 11 , 19461802343}}
{33536916362861 , 2 , {2 , 5 , 101 , 151 , 109949893}}
{41835914247601 , 17 , {2 , 3 , 5 , 11 , 1056462481}}
{51184406731973 , 2 , {2 , 19 , 367 , 5233 , 350677}}
{5132211217498247 , 5 , {2 , 7 , 79 , 28807 , 161083613}}
{8131809253228537 , 5 , {2 , 3 , 359 , 4817 , 195931763}}
{100573763533812059 , 2 , {2 , 7 , 23 , 163 , 84407 , 22701929}}
{579919627931177411 , 6 , {2 , 5 , 71 , 8461 , 96535658711}}
{2491720775491575139 , 3 ,
{2 , 3 , 7 , 19 , 61 , 307 , 166735574953}}
{10163916980269616149 , 2 , {2 , 3 , 13 , 131 , 659 , 754709471627}}
{52856068572087867403 , 2 , {2 , 3 , 887 , 589921 , 16835504321}}
{61103715085640312453 , 2 , {2 , 37 , 31276283 , 13200511703}}
{1015333458682019563399 , 3 ,
{2 , 3 , 13 , 19 , 23 , 131 , 331 , 11617 , 3112331}}
{1565243214961520886947 , 2 , {2 , 7 , 11 , 10163916980269616149}}
{615467116782935078317613149 , 2 ,
{2 , 3 , 88441439 , 579919627931177411}}
{12053184052872121075016965213807 , 5 ,
{2 , 3 , 17 , 68248303 , 212923 , 8131809253228537}}
{15761351183449477214527581079861 , 6 ,
{2 , 3 , 5 , 51184406731973 , 5132211217498247}}
{749550393984295722148648633509624127063 , 3 ,
{2 , 3 , 920021 , 856319303093 , 52856068572087867403}}
{913520378031647627719628067438521435803 , 3 ,
{2 , 3 , 2491720775491575139 , 61103715085640312453}}
{185430166316437744381147685635450956186364344774618775987236932440497693888277 ,

5 , {2 , 3 , 37 , 67 , 86249 , 61600733 , 1565243214961520886947 ,
749550393984295722148648633509624127063}}

{211370681965313945919700505464502129825342085259834493668100047798606905530671 ,
3 , {2 , 3 , 5 , 241 , 1291 , 40277 , 615467116782935078317613149 ,

913520378031647627719628067438521435803}}
{12838306333613466081342206156413564928317847531272891268867950693768039860692780471261470864893925814981313129184529468512637147111897684113005751175960887 ,

5 , {2 , 3 , 7 , 19 , 1699 , 4259 , 180799 , 100573763533812059 ,
41835914247601 , 15761351183449477214527581079861 ,

185430166316437744381147685635450956186364344774618775987236932440497693888277}}
{12941401691266935282755640351590197563239229277655726246109613956195402922911737425132415889814716917409772155696641574604392302302177068799538311778540171 ,

6 , {2 , 5 , 14917737299 , 33536916362861 ,
1015333458682019563399 ,
12053184052872121075016965213807 ,

211370681965313945919700505464502129825342085259834493668100047798606905530671}}
›
thm pkcs-1-primes

end
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