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Abstract

The “Modular Assembly Kit for Security Properties” (MAKS) is a framework for both the
definition and verification of possibilistic information-flow security properties at the specification-
level. MAKS supports the uniform representation of a wide range of possibilistic information-
flow properties and provides support for the verification of such properties via unwinding results
and compositionality results. We provide a formalization of this framework in Isabelle/HOL.
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1 Introduction

This is a formalization of the Modular Assembly Kit for Security Properties (MAKS) [2, 3] in
its version from [3]. We provide a more detailed explanation on how key concepts of MAKS are
formalized in Isabelle/HOL in [1].

2 Basic Definitions

In the following, we define the notion of prefixes and the notion of projection. These definitions are
preliminaries for the remaining parts of the Isabelle/HOL formalization of MAKS.

theory Prefix
imports Main
begin

definition prefiz :: ‘e list = 'e list = bool (infix] «X» 100)
where
(i1 < 12) = (313. 11 @13 = 12)

definition prefizclosed :: (e list) set = bool
where
prefizclosed tr = (V11 € tr.VI2.12 211 — 12 € tr)

lemma empty-prefiz-of-all: [| <1
(proof)

lemma empty-trace-contained: [ prefixclosed tr ; tr # {} | =[] € tr

(proof )

lemma transitive-prefiz: [ 11 <12 ;12 18] =11 <13
(proof)

end

theory Projection
imports Main
begin

definition projection:: ‘e list = ‘e set = e list (infixl <> 100)
where
I1E = filter (A .z € E)I

lemma projection-on-union:
MMY=]=11XUuY)=I11X
(proof)



lemma projection-on-empty-trace: [| 1 X =[] {proof)
lemma projection-to-emptyset-is-empty-trace: 1 1{} =[] (proof)
lemma projection-idempotent: 1 | X= (1 1X) 1X (proof)

lemma projection-empty-implies-absence-of-events: 1 | X = [| = X N (set 1) = {}
(proof)

lemma disjoint-projection: X N Y ={} = (11 X)1 Y =]
(proof )

lemma projection-concatenation-commute:
(lrar)y1x=>111X)Q (21 X)
(proof)

lemma projection-subset-eq-from-superset-eq:

(s 1 (XU Y))=(ys 1 (XUY))) = ((ws ] X) = (ys 1 X))
(is (?L1 = ?L2) => (?L3 = ?L}))

(proof)

lemma list-subset-iff-projection-neutral: (set 1 C X) = ((11 X) = 1)
(is ?A = ?B)
(proof )

lemma projection-split-last: Suc n = length (71 X) =
Fpra(zeXAT=QlQanal X =[] An=length (8 Qa)l X))
(proof )

lemma projection-rev-commute:
rev (11 X)=(revl)1 X
(proof)

lemma projection-split-first: [ (11 X) =z # azs] =T apf. (t=aQz]Q@QFAa]l X =)
(proof )

lemma projection-split-first-with-suffix:
[T X)=z#zs] =T af. (tr=aQz]@Aal X=[]ABT]X=uzs)
(proof)



lemma projection-split-arbitrary-element:
[F1X=(a@]@p)| XizeX]
= Ja'B. . (r=a’Q@r]@B AN’ X=alXAB'1X=81X)
(proof)

lemma projection-on-intersection: | | X =[] =11 (X NY) =]
(is 701 = | = ?2L2 =)
(proof )

lemma projection-on-subset: [ Y C X; 11 X =[] =11Y =
(proof )

lemma projection-on-subset2: [ set I C L; 11 X' =[; XNLC X' | =11 X =
(proof )

lemma non-empty-projection-on-subset: X C Y AL 1Y =0L1Y= L1 X=01X
(proof )

lemma projection-intersection-neutral: (set Il C X) = (11 (X NY)=11Y)
(proof )

lemma projection-commute:
1 X)1Yy=01Y)1X
{proof)

lemma projection-subset-elim: ¥ C X —= (11 X)1 Y =11Y

(proof )

lemma projection-sequence: (xzs1 X) 1Y = (zs 1 (X N Y))
(proof)

fun merge :: ‘e set = ‘e set = e list = ‘e list = e list

where
merge A B[] t2 = t2 |
merge A B t1 [| = t1 |

merge A B (el # t1') (e2 # t2') = (if el = e2 then
el # (merge A B t1't2’)
else (if el € (AN B) then
e2 # (merge A B (el # t1') t27)
else el # (merge A B t1' (e2 # t2))))



lemma merge-property: [set t1 C A; set t2 C B;t1 | B=1t21A]
= lett = (merge ABt1t2)in (t1 A=1t1 ANt] B=12 A sett C ((set t1) U (set t2)))
(proof)

end

3 System Specification

3.1 Event Systems

We define the system model of event systems as well as the parallel composition operator for event
systems provided as part of MAKS in [3].

theory FEventSystems

imports ../Basics/ Prefix ../ Basics/ Projection
begin

record ‘e ES-rec =

E-ES :: e set
I-ES :: e set
O-ES :: e set

Tr-ES :: (‘e list) set

abbreviation ESrecEES :: 'e ES-rec = 'e set
(<E-» [1000] 1000)

where

Epg = (E-ES ES)

abbreviation ESrecIES :: ‘e ES-rec = 'e set
(<I-> [1000] 1000)

where

]ES = (I—ES ES)

abbreviation ESrecOES :: ‘e ES-rec = 'e set
(<0 [1000] 1000)
where

abbreviation ESrecTrES :: ‘e ES-rec = (‘e list) set
(«Tr-> [1000] 1000)

where

Trpg = (Tr-ES ES)

definition es-inputs-are-events :: ‘e ES-rec = bool
where
es-inputs-are-events ES = I pg C Epg



definition es-outputs-are-events :: 'e ES-rec = bool
where
es-outputs-are-events ES = Opg C Egg

definition es-inputs-outputs-disjoint :: ‘e ES-rec = bool
where
es-inputs-outputs-disjoint ES = Igpg N Opg = {}

definition traces-contain-events :: 'e ES-rec = bool
where
traces-contain-events ES = V1 € Trpg. Ve € (setl). e € Egg

definition traces-prefizclosed :: 'e ES-rec = bool
where
traces-prefixclosed ES = prefixclosed Trpg

definition ES-valid :: e ES-rec = bool

where

ES-valid ES =
es-inputs-are-events ES N es-outputs-are-events ES
A es-inputs-outputs-disjoint ES N traces-contain-events ES
A traces-prefizclosed ES

definition total :: ‘e ES-rec = 'e set = bool
where
total ESE=FE C Egg N (V7 € Trgg. Ve € E. 7 Q [e] € Trgg)

lemma totality: [ total ES E; t € Trgg; sett' CE] =t Q t' € Trgg
(proof)

definition composeES :: ‘e ES-rec = 'e ES-rec = 'e ES-rec
where
composeES ES1 ES2 =
(
E-ES = EESI U EESQ’
I-ES = (Igs; — Opsg) U (Igsz — Ogsi),
O-ES = (Ogs; — Igsg) U (Opse — Igsy),
Tr-BES = {7 . (71 Egg1) € Trgs; N (71 Egsg) € Trgge
A (set 7 C Eggr U Eggg)}
D

abbreviation composeESAbbrv :: ‘e ES-rec = ‘e ES-rec = 'e ES-rec
(- || -+[1000] 1000)

where

ES1 || ES2 = (composeES ES1 ES2)



definition composable :: ‘e ES-rec = 'e ES-rec = bool
where
composable ES1 ES2 = (EESI N EES?) - ((OESI N IES,Q) U (OESQ N IESI))

lemma composeES-yields-ES:
[ ES-valid ES1; ES-valid ES2 | = ES-valid (ES1 || ES2)
(proof)

end

3.2 State-Event Systems

We define the system model of state-event systems as well as the translation from state-event sys-
tems to event systems provided as part of MAKS in [3]. State-event systems are the basis for the
unwinding theorems that we prove later in this entry.

theory StateEventSystems

imports EventSystems
begin

record ('s, 'e) SES-rec =

S-SES :: s set
s0-SES :: s

E-SES :: e set
I-SES :: e set
O-SES :: e set

T-SES :: 's="'e —~'s

abbreviation SESrecSSES :: ('s, 'e) SES-rec = 's set
(<S-> [1000] 1000)

where

Seps = (S-SES SES)

abbreviation SESrecsOSES :: (s, 'e) SES-rec = 's
(<s0-» [1000] 1000)

where

s0gps = (s0-SES SES)

abbreviation SESrecESES :: ('s, 'e) SES-rec = 'e set
(<E-> [1000] 1000)

where

ESES = (E—SES SES)

abbreviation SESrecISES :: (s, 'e) SES-rec = e set
(<I.» [1000] 1000)
where



abbreviation SESrecOSES :: ('s, 'e) SES-rec = e set
(02> [1000] 1000)

where

Ospg = (O-SES SES)

abbreviation SESrecTSES :: (s, 'e) SES-rec = (s = ‘e = 's)
(«T-> [1000] 1000)

where

TSES = (T—SES SE'S)

abbreviation TSESpred :: 's = ‘e = (’s, 'e) SES-rec = 's = bool
(¢- —_ - [100,100,100,100] 100)

where

se—gps s’ = (Tgpg s e = Some s')

definition s0-is-state :: ('s, 'e) SES-rec = bool
where
s0-is-state SES = s0gps € Sggs

definition ses-inputs-are-events :: ('s, 'e) SES-rec = bool
where
ses-inputs-are-events SES = Igpg € Egpg

definition ses-outputs-are-events :: (s, 'e) SES-rec = bool
where
ses-outputs-are-events SES = Ogps C Eggs

definition ses-inputs-outputs-disjoint :: ('s, 'e) SES-rec = bool
where
ses-inputs-outputs-disjoint SES = Igps N Ogps = {}

definition correct-transition-relation :: (s, 'e) SES-rec = bool
where
correct-transition-relation SES =

Veyz xy—gspsz — ((z € Sggs) A (y € Eggs) A (2 € Sggs))

definition SES-valid :: (s, 'e) SES-rec = bool

where

SES-valid SES =
s0-is-state SES N ses-inputs-are-events SES
A ses-outputs-are-events SES N ses-inputs-outputs-disjoint SES N
correct-transition-relation SES

primrec path :: ('s, 'e) SES-rec = 's = e list — 's
where
path-empt: path SES s1 [] = (Some s1) |



path-nonempt: path SES s1 (e # t) =
(if (3s2. s1 e—>ggg s2)
then (path SES (the (T'ggpg sl e)) t)
else None)

abbreviation pathpred :: ‘s = ‘e list = ('s, 'e) SES-rec = s = bool
(t- ==>_ - [100, 100, 100, 100] 100)

where

s t=>gpg s' = path SES s t = Some s’

definition reachable :: (s, 'e) SES-rec = 's = bool
where
reachable SES s = (3t. s0gps t=>5ESs S)

definition enabled :: ('s, 'e) SES-rec = 's = e list = bool
where
enabled SES s t = (3s’. s t=>ggg ')

definition possible-traces :: ('s, 'e) SES-rec = ('e list) set
where
possible-traces SES = {t. (enabled SES sO0gpg t)}

definition induceES :: ('s, 'e) SES-rec = 'e ES-rec
where
induceES SES =

E-ES = Egpg,

I-ES = Iggg,

O-ES = Oggs,

Tr-ES = possible-traces SES
D

lemma none-remains-none : A s e. (path SES s t) = None
= (path SES s (t Q [e])) = None

{proof)

lemma path-trans-single-neg: N\ s1. [s1 t=gpg $2; = (s2 e—rgpg sn)]
= — (sl (t Q [e])==>gEg 5n)
(proof)

lemma path-split-single: s1 (tQle])=>gpg sn
= s’ sl t=>gpg s’ Ns e—rgpg sn
(proof)



lemma path-trans-single: \s. [ s t=>ggg s; s’ e—>gpg sn |
= 5 (t Q [e])=ggg sn
(proof)

lemma path-split: A\ sn. [ s1 (t1 Q t2)=ggg sn |
e (3 s2. (81 tl=gpg 52 N 82 t2=gpg sn))
(proof)

lemma path-trans:
Asn. [ s1ll=ggg $2; s212=ggg sn | = s1 (1 Q 12)=ggg sn
(proof)

lemma enabledPrefizSingle : | enabled SES s (tQ[e]) | = enabled SES s t
(proof )

lemma enabledPrefiz : | enabled SES s (t1 Q t2) | = enabled SES s t1
(proof)

lemma enabledPrefizSingleFinalStep : [ enabled SES s (tQ[e]) | = 3 ¢’ t". t' e—>gpg t"
(proof)

lemma induceES-yields-ES:
SES-valid SES —> ES-valid (induceES SES)

(proof )

end

4 Security Specification

4.1 Views & Flow Policies
We define views, flow policies and how views can be derived from a given flow policy.
theory Views

imports Main
begin

record ‘e V-rec =
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V i e set
N :: e set
C :: e set

abbreviation VrecV :: ‘e V-rec = ’e set
(«V» [100] 1000)
where

V'UE (VU)

abbreviation VrecN :: ‘e V-rec = 'e set
(«<N-» [100] 1000)

where

Ny = (N v)

abbreviation VrecC :: ‘e V-rec = e set
(«C» [100] 1000)
where

Cv = (Cv)

definition VN-disjoint :: ‘e V-rec = bool
where
VN-disjoint v = Vy N Ny = {}

definition VC-disjoint :: ‘e V-rec = bool
where
VC-disjoint v = Vo N Cy = {}

definition NC-disjoint :: ‘e V-rec = bool
where
NC-disjoint v = Ny N Cy = {}

definition V-valid :: e V-rec = bool
where
V-valid v = VN-disjoint v A VC-disjoint v A NC-disjoint v

definition isViewOn :: ‘e V-rec = ’e set = bool
where
isViewOn V E = V-valid V A Vi) UNy U Cy =E

end

theory FlowPolicies
imports Views
begin

record 'domain FlowPolicy-rec =
D :: 'domain set
v-rel :: ("domain X 'domain) set

11



n-rel :: ("domain x 'domain) set
c-rel :: ('domain x 'domain) set

definition FlowPolicy :: 'domain FlowPolicy-rec = bool

where
FlowPolicy fp =
((v-rel fp) U (n-rel fp) U (c-rel fp) = ((D fp) x (D fp)))
A (v-rel fp) N (n-rel fp) = {}
A (v-rel fp) 0 (c-rel fp) = {}
A (nerel fp) O (c-rel fp) = {}
A (Yd € (D fp). (d, d) € (v-rel fp))

type-synonym (‘e, ‘domain) dom-type = e — 'domain

definition dom :: (e, 'domain) dom-type = 'domain set = ’e set = bool
where

dom domas dset es =

(Ve. Vd. ((domas e = Some d) — (e € es A d € dset)))

definition view-dom :: 'domain FlowPolicy-rec = 'domain = (e, 'domain) dom-type = ‘e V-rec
where
view-dom fp d domas =
(V= {e 3d" (domas e = Some d’ A (d', d) € (v-rel fp))},
N = {e. 3d’". (domas e = Some d’' A (d', d) € (n-rel fp))},
C = {e. 3d". (domas e = Some d' A (d', d) € (c-rel fp))} )

end

4.2 Basic Security Predicates

We define all 14 basic security predicates provided as part of MAKS in [3].

theory BasicSecurityPredicates
imports Views ../Basics/ Projection
begin

definition areTracesOver :: (‘e list) set = e set = bool
where
areTracesOver Tr E =

V1reTr (seet) CE

type-synonym ‘e BSP = ‘e V-rec = (('e list) set) = bool

definition BSP-valid :: 'e BSP = bool

12



where
BSP-valid bsp =
VYV Tr E. ( isViewOn V E A areTracesOver Tr E )
— 3 Tr'.Tr' 2 Tr ANbspV Tr')

definition R :: 'e BSP
where
RV Tr =
VreTr. 3r'eTr. 7' 1 Cy =[AT' 1 Vy =71 Vy

lemma BSP-valid-R: BSP-valid R
(proof )

definition D :: ‘e BSP
where
DY Tr=
Va p.VeeCy. (BQ [ Qa)e Tr/\a]CV—H)
— @a' B (B Q@a)ye TrAna1Vy =alVy Aa1Cy =]
A B1(Vy U Cy) = B1(Vy U Cy)))

lemma BSP-valid-D: BSP-valid D
(proof )

definition I :: ‘e BSP
where
1V Tr=
Va B.VceeCy. ((
— Ba’ B ('

lemma BSP-valid-I: BSP-valid I
(proof )

type-synonym ‘e Rho = ‘e V-rec = 'e set

definition
Adm :: 'e V-rec = ‘e Rho = ('e list) set = 'e list = 'e = bool
where
AdmV o Tr B e =
7. (v @le]) € Tr Ayl(e V) = Bl(e V)

definition /A :: 'e Rho = e BSP
where
IA oV Tr =

Va B.VeeCy. ((

B@a)GTr/\aC’V—[] (Adm V o Tr B ¢))
— 3 o' B (B Q]c

|@a’)y e Tr) Aa'lVy =alVy

13



ANa'lCy = AB1(Vy U Cy) =B1(Vy U Cy))

lemma BSP-valid-IA: BSP-valid (IA o)
(proof )

definition BSD :: ‘e BSP
where
BSDV Tr =
Va B.VceCy. (BQ [ Q@a)e TrAalCy =)
— @a (BQ@a')e Tr Aa'lVy =alVy AalCy =)

lemma BSP-valid-BSD: BSP-valid BSD
(proof )

definition BSI :: ‘e BSP
where
BSIY Tr =
Va B.VceCy. (BQa) € Tr AalCy =)
— @a ((BQJQ@a’)e Tr Aa1Vy =alVy AalCy =)

lemma BSP-valid-BSI: BSP-valid BSI
(proof )

definition BSIA :: ‘e Rho = ‘e BSP
where
BSIA oV Tr =
Va p.VeeCy. (BQa) € Tr NalCy =[] A (Adm 'V o Tr B ¢))
— @a ((BQJQ@a')e Tr Aa1Vy =alVy Aa'lCy =)

lemma BSP-valid-BSIA: BSP-valid (BSIA )
(proof )

record ‘e Gamma =
Nabla :: 'e set
Delta :: 'e set
Upsilon :: 'e set

abbreviation GammaNabla :: 'e Gamma = e set
(«V-» [100] 1000)

where

Vr = (Nabla T)

abbreviation GammaDelta :: 'e Gamma = 'e set
(<A-> [100] 1000)

where

Ap = (Delta T')

14



abbreviation GammaUpsilon :: ‘e Gamma = e set
(<T-» [100] 1000)

where

Y1 = (Upsilon T)

definition FCD :: ‘e Gamma = ‘e BSP
where
FCDTV Tr =
Va B.Vcee(Cy N Yp). Voe(Vy N V).
(BQe,w] @Qa)ye TrAal Cy =)
— (a’. 38" (set ') C (Ny N Ap)
A((B@d @v] @a’)e Tr
A a’l Vy =alVy A a’l OV =)

lemma BSP-valid-FCD: BSP-valid (FCD T")
(proof )

definition FCI :: 'e Gamma = ‘e BSP
where
FCITY Tr =
Va f. VCG(CV N Tp). V’UG(VV N V).
(B@@a)e TrANalCy =)
— (o’ 36" (set §') C (Ny N Ap)
A((B@[]@d @v)@a’)e Tr
N a'] Vy = o1 Vy A Oélw CV = H))

lemma BSP-valid-FCI: BSP-valid (FCI T')
(proof )

definition FCIA :: ‘e Rho = ‘e Gamma = 'e BSP
where

FCIA o TV Tr =
Va ,B.VCE(C])QTF) Vove(V Y N V).
(B@@a)e Tr AalCy =[] A (AdmV o Tr B ¢))

—>(E|oz'.§|6’ (set 6") C ( N Ar)
A(B@ld@s’ @]@al)e Tr
Al Vy = al Vy A o'l Cy = [)

lemma BSP-valid-FCIA: BSP-valid (FCIA o T')
(proof)

definition SR :: ‘e BSP
where
SRY Tr=VreTr. 71 (Vy UNy) € Ir

lemma BSP-valid SR
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(proof )

definition SD :: ‘e BSP
where
SDV Tr =
Va B.VceCy. (BQ[cJ]Qa)e TrAalCy =) —Qac Tr

lemma BSP-valid SD
(proof )

definition SI :: ‘e BSP
where
SIY Tr =
VaB.VeeCy. (BQa)e TrAalCy=][) —8Q[]Qac Tr

lemma BSP-valid SI
(proof )

definition SIA :: ‘e Rho = 'e BSP
where
SIA oV Tr =
Vap.VeeCy. (BQa)e TrAal Cy=[A(AdnV o Tr B ¢))
— (fQ[]@a)e Tr

lemma BSP-valid (SIA o)
(proof )

end

4.3 Information-Flow Properties

We define the notion of information-flow properties from [3].

theory InformationFlowProperties
imports BasicSecurityPredicates
begin

type-synonym ‘e SP = (‘e BSP) set

type-synonym ‘e IFP-type = (‘e V-rec set) x ‘e SP

definition IFP-valid :: 'e set = e IFP-type = bool
where
IFP-valid E ifp =
YV € (fstifp). isViewOn V E
A (Y BSP € (snd ifp). BSP-valid BSP)

16



definition IFPIsSatisfied :: 'e IFP-type = (e list) set = bool
where
IFPIsSatisfied ifp Tr =

Y Ve(fst ifp). V BSPe(snd ifp). BSP V Tr

end

4.4 Property Library

We define the representations of several possibilistic information-flow properties from the literature
that are provided as part of MAKS in [3].

theory PropertyLibrary
imports InformationFlowProperties ../ SystemSpecification/ EventSystems ../ Verification/ Basics/ BSP Tazonomy
begin

definition

HighInputsConfidential :: 'e set = 'e set = 'e set = 'e V-rec
where

HighInputsConfidential L H IE = (| V=L, N=H—IE, C=H N IE )

definition HighConfidential :: ‘e set = 'e set = ‘e V-rec
where
HighConfidential L H = (| V=L, N={}, C=H )

fun interleaving :: ‘e list = e list = (e list) set
where
interleaving t1 [] = {t1} |
interleaving [| t2 = {t2} |
interleaving (el # t1) (e2 # t2) =
{t. (3t t=(el # t") N t' € interleaving t1 (e2 #t2))}
U {t. (3t t=(e2 # t') A t’ € interleaving (el # t1) t2)}

definition GNI :: ‘e set = ‘e set = 'e set = e IFP-type
where
GNI L H IE = ( {HighInputsConfidential L H IE}, {BSD, BSI})

lemma GNI-valid: L N H = {} = IFP-valid (L U H) (GNI L H IE)
(proof)

definition litGNI :: ‘e set = ‘e set = ‘e set = (e list) set = bool
where
litGNI L H IE Tr =

V t1t2t3.

17



t1@t2e Trant3| (LU (H - IE)) = tgw(Lu(H—IE))
— 3 4. t1 Q¢4 € Tr Nt41(LU (H N IE)) = t31(L U (H N IE)))

definition IBGNI :: ‘e set = e set = e set = 'e IFP-type
where IBGNI L H IE = ( {HighInputsConfidential L H IE}, {D, 1})

lemma IBGNI-valid: L N H = {} = IFP-valid (L U H) (IBGNI L H IE)
(proof)

definition
IitIBGNI :: ‘e set = e set = ‘e set = (e list) set = bool
where
LitIBGNI L H IE Tr =
V r-le Tr.V t-hit.
(set t-hi) C (H N IE) At € interleaving t-hi (7-11 L)
— 3 7'eTr.7"1 (LU(HNIE)) =1t

definition FC :: ‘e set = ‘e set = ‘e set = 'e IFP-type
where
FCLHIE =
( {HighInputsConfidential L H IE},
{BSD, BSI, (FCD ( Nabla=IE, Delta={}, Upsilon=IE ),
(FCI (| Nabla=IE, Delta={}, Upsilon=IE | )})

lemma FC-valid: L N H = {} = IFP-valid (L U H) (FC L H IE)
(proof)

definition litFC :: ‘e set = e set = ‘e set = (e list) set = bool
where
LWtFC L HIE Tr =
Vi1 2.V hi € (H N IE).
(

(V li € (LN IE).

t-1Q[lll@t-2€ TrAt-21 (HNIE) =]

— 3 t-3.¢-1 @ [hz} k) @ t-3 € Tr

ANt-831L=t21LAt:31(HNIE)=]))
(t1@t2€Tr/\t2 (HNIE) =]
— (3 t-8. t-1 Q[hi] Q¢t-8 € Tr
ANt-831L=t21LAt31(HNIE)=]))

eTrAt21(HNIE) =]
lz]@ -3 € Tr
t21LAt31 (HNIE)=]))
(tl@[hz]@ TrAt-21 (HNIE) =]
— (3 3. t-1

21LALS (HNIE)=1]))
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definition NDO :: ‘e set = e set = e set = 'e IFP-type
where
NDO UI'L H =
( {HighConfidential L H}, {BSD, (BSIA (A V. Cy, U (Vy, N UI)))})

lemma NDO-valid: L N H = {} = IFP-valid (LU H) (NDO UI L H)
(proof)

definition litNDO :: ‘e set = ’e set = e set = (’e list) set = bool
where
LWINDO UI L H Tr =
Vr-le Tr.V 7-hlui € Tr. V t.
HL = 7-U|L A #1(H U (L N UID)) = 7-hiui](H U (L 0 UI)) — t € Tr

definition NF :: e set = 'e set = e IFP-type
where
NF L H = ( {HighConfidential L H}, {R})

lemma NF-valid: L N H = {} = IFP-valid (L U H) (NF L H)
(proof)

definition litNF :: ‘e set = ‘e set = (e list) set = bool
where
WNFLHTr=V7reTr. 71 LeTr

definition GNF :: ‘e set = ‘e set = ‘e set = 'e IFP-type
where
GNF L H IE = ( {HighlnputsConfidential L H IE}, {R})

lemma GNF-valid: L N H = {} = IFP-valid (L U H) (GNF L H IE)
(proof)

definition litGNF :: ‘e set = 'e set = 'e set = (’e list) set = bool
where
litGNF L H IE Tr =

Vre Tr.37' e Tr.r| (HNIE)=[|A71L=71L

definition SEP :: e set = 'e set = e IFP-type
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where
SEP L H = ( {HighConfidential L H}, {BSD, (BSIA (A V. Cy))})

lemma SEP-valid: L N H = {} = IFP-valid (L U H) (SEP L H)
{proof)

definition litSEP :: ‘e set = e set = (’e list) set = bool
where
LitSEP L H Tr =
Vr-le Tr.V 7-h € Tr.
interleaving (7-11 L) (-h 1 H) C{re€ Tr .71 L=7-11 L}

definition PSP :: e set = 'e set = e IFP-type
where
PSPL H =
( {HighConfidential L H}, {BSD, (BSIA (A V. Cy, U Ny, U Vy))})

lemma PSP-valid: L N H = {} = IFP-valid (L U H) (PSP L H)
(proof)

definition litPSP :: ‘e set = e set = ('e list) set = bool
where
litPSP L H Tr =
MreTr.71LeTr
AV ap. (BQ@a)e TrA(al H)=]
— (VheH pQpeTr— pQIJpQac Tr))

end

5 Verification

5.1 Basic Definitions

We define when an event system and a state-event system are secure given an information-flow
property.

theory SecureSystems

imports ../../SystemSpecification/ State EventSystems
../ ../ SecuritySpecification/ InformationFlowProperties

begin

locale SecureESIFP =

fixes ES :: 'e ES-rec

and IFP :: 'e IFP-type

assumes validES: ES-valid ES

and valid[FPES: IFP-valid E g IFP
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context SecureESIFP
begin

definition ES-sat-IFP :: bool
where
ES-sat-IFP = IFPIsSatisfied IFP Trgg

end
locale SecureSESIFP =
fixes SES :: (s, 'e) SES-rec

and IFP :: 'e IFP-type

assumes validSES: SES-valid SES
and valid[FPSES: IFP-valid Egpg IFP

sublocale SecureSESIFP C SecureESIFP induceES SES IFP
(proof )

context SecureSESIFP
begin

abbreviation SES-sat-I1FP
where

SES-sat-IFP = ES-sat-IFP

end

end

5.2 Taxonomy Results

We prove the taxonomy results from [3].

theory BSPTazonomy
imports ../../SystemSpecification/ EventSystems

../ ../ SecuritySpecification/ BasicSecurityPredicates
begin

locale BSPTazonomyDifferentCorrections =
fixes ES :: ‘e ES-rec
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and V :: ‘e V-rec

assumes validES: ES-valid ES
and VIsViewOnkE: isViewOn V Egg

locale BSPTazonomyDifferentViews =
fixes ES :: 'e ES-rec

and Vi :: ‘e V-rec

and Vs :: ‘e V-rec

assumes validES: ES-valid ES
and V1IsViewOnkE: isViewOn V1 Egg
and V2IsViewOnkE: isViewOn V2 Egg

locale BSPTazonomyDifferentViewsFirstDim= BSPTaxonomyDifferent Views +
assumes V2-subset-V1: sz C VV1

and N2-supset-N1: Ny, 2 Ny,

and C2-subset-C1: Cy, € Oy,

sublocale BSPTazxonomyDifferent ViewsFirstDim C BSPTaxonomyDifferent Views
(proof )

locale BSPTazxonomyDifferent ViewsSecondDim= BSP TaxonomyDifferent Views +
assumes V2-subset-Vi: Vy,, C Vy,,

and N2-supset-N1: Ny, 2 Ny,

and C2-equals-C1: Cy, = Cy,

sublocale BSPTazxonomyDifferent ViewsSecondDim C BSPTaxonomyDifferent Views
(proof )

context BSPTaxonomyDifferentCorrections
begin

lemma SR-implies-R:
SRY Trpg = RV Trgg
(proof )

lemma SD-implies-BSD :
(SD 1% TTES) — BSDV TTES
(proof )

lemma BSD-implies-D:
BSD VY TT‘ES = DV TT’ES
(proof )

lemma SD-implies-SR:
SDV Trpg = SRV Trgg
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(proof )

lemma D-implies-R:
DY Trgg = RV Trgg
(proof )

lemma SR-implies-R-for-modified-view :
HSRV TTE‘S';V/:G V= VVqu,N:{},C: OV D]]Z>RV'T'"ES
(proof)

lemma R-implies-SR-for-modified-view :
[[RV/ TTEs;V/Zq V= VVqu,NI{},CI CV D]]:>SRV Trpg
(proof )

lemma SD-implies-BSD-for-modified-view :
[[SDV TTE‘S';V/:G V= VVqu,N:{},C: CV D]]:>BSDV,T7‘ES
(proof )

lemma BSD-implies-SD-for-modified-view :
[[BSDV/TTEs;VIIG V=VyUNy , N={},C=Cy )] = SDV Trgg
(proof )

lemma SD-implies-FCD:
(SDV Trgg) = FCDT V Trgg
(proof)

lemma SI-implies-BSI :
(S[ % TTES) — BSI'V TT‘ES
(proof )

lemma BSI-implies-1:
(BS] % TTES) - (I Vv TTES)
(proof )

lemma SIA-implies-BSIA:
(SIA oV Trgg) = (BSIA oV Trpgg)
(proof )

lemma BSIA-implies-IA:
(BSIA 0V Trgg) = (IA oV Trgg)
(proof)
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lemma SI-implies-SIA:
SI'V Trpg = SIA oV Trgg
(proof)

lemma BSI-implies-BSIA:
BSI'Y T?"ES — BSIA 0 % TT'ES
(proof)

lemma [I-implies-IA:
IV Trpg = 1A oV Trgg
(proof)

lemma SI-implies- BSI-for-modified-view :
[[S]VTTEs;V/:q V= VVqu,N:{},C:OV D]]:>BSIV/TTES
(proof )

lemma BSI-implies-SI-for-modified-view :
[[BS]V/TT’ES;V/:(] V=VypUNy, , N={},C=Cy|)] = SIV Trgg
(proof )

lemma SIA-implies-BSIA-for-modified-view :
[SIAoV Trgg; VI=(V=VypUNy, , N={},C=Cy|);o0V =0 V]= BSIA o' V' Trgg
(proof)

lemma BSIA-implies-SIA-for-modified-view :
[BSIA o'V’ Trgg; /:(| V= VVUNV,N:{},C: Cy D;QVZQIV/]] = SIA oV Trgg
(proof )

end

lemma Adm-implies- Adm-for-modified-rho:
[ Adm Va2 02 Tr a €;02(V2) 2 o1(V1)] = Adm V1 o1 Tra e
(proof )

context BSPTazxonomyDifferentCorrections
begin

lemma SI-implies-FCI:
(S[ % TTES) — FCITYVY TT‘ES
(proof )

lemma SIA-implies-FCIA:
(SIA oV Trgg) = FCIA o TV Trgg
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(proof )

lemma FCIl-implies-FCIA:
(FCITYVY Trgg) = FCIA o TV Trgg

(proof )

lemma Trivially-fulfilled-SR-C-empty:
CV = {} = SRV TTES
(proof )

lemma Trivially-fulfilled- R-C-empty:
Cv:{}:RV TTES
(proof )

lemma Trivially-fulfilled-SD-C-empty:
OV:{}:>SDV TT‘ES
(proof)

lemma Trivially-fulfilled- BSD-C-empty:
CV = {} — BSDV TTES
(proof )

lemma Trivially-fulfilled-D-C-empty:
CV:{}:DVTTES
(proof)

lemma Trivially-fulfilled-FCD-C-empty:
OV:{}SFCDFV T’I’ES
(proof)

lemma Trivially-fullfilled-R-V-empty:
VV:{} — RV TTES
(proof )

lemma Trivially-fulfilled-BSD-V-empty:
VV = {} — BSDV T?"ES
(proof )

lemma Trivially-fulfilled-D-V-empty:
VV:{}:>DV TTES
(proof )

lemma Trivially-fulfilled-FCD-V-empty:
Vy = {} = FCDTV Trpg
(proof)

lemma Trivially-fulfilled-FCD-Nabla-Y -empty:
IVr={} V Ypr={}]= FCDT V Trgg



(proof )

lemma Trivially-fulfilled-FCD-N-subseteq-A-and-BSD:
HNV - AF; BSD VY TI”Es]] = FCDTV TT‘ES
(proof)

lemma Trivially-fulfilled-SI-C-empty:
CV = {} = SIV T’/‘ES
(proof)

lemma Trivially-fulfilled-BSI-C-empty:
OV = {} = BSI V TI”ES
(proof)

lemma Trivially-fulfilled-1-C-empty:
CV:{}:]VTTES
(proof )

lemma Trivially-fulfilled-FCI-C-empty:
Cy = {} = FCITV Trgg
(proof)

lemma Trivially-fulfilled-SIA-C-empty:
OV :{}:>SIAQV T'I"ES
(proof)

lemma Trivially-fulfilled- BSIA-C-empty:
Cy ={}= BSIA oV Trgg
(proof)

lemma Trivially-fulfilled-1A-C-empty:
Cv={}:>IAQV TTES
(proof )

lemma Trivially-fulfilled-FCIA-C-empty:
CV:{}SFCIAFQV TTES
(proof)

lemma Trivially-fulfilled-FCI-V-empty:
Vy = {} = FCITV Trpg
(proof)

lemma Trivially-fulfilled-FCIA-V-empty:
VV:{}:>FC]AQFV TrES
(proof)

lemma Trivially-fulfilled-BSIA-V-empty-rho-subseteq-C-N:
[[VV = {}, oV D (CV @] NV) ]] = BSIA o V Trgg
(proof )

lemma Trivially-fulfilled-1A-V-empty-rho-subseteq-C-N:
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HVV:{};QVQ(CVUNV)]]:>IAQ V Trgg
(proof )

lemma Trivially-fulfilled- BSI- V-empty-total-ES-C"
[Vy ={}; total ES C\y ] = BSI V Trgg
(proof )

lemma Trivially-fulfilled-1- V-empty-total-ES-C':
[[VV = {}, total ES CV ]] — 1V TTES
(proof )

lemma Trivially-fulfilled-FCI-Nabla-Y -empty:
[[VFI{} vV TFZ{}]]:> FCIT YV Trgg
(proof )

lemma Trivially-fulfilled-FCIA-Nabla-Y -empty:
[Ve={} V Yr={}]= FCIA o TV Trpg
(proof)

lemma Trivially-fulfilled-FCI-N-subseteq-A-and-BSI:
[[NV - AF; BSI VY TTES]] = FCIT YV TI"ES
(proof)

lemma Trivially-fulfilled-FCIA-N-subseteq-A-and-BSIA:
[[NV - AF; BSIA oV TTES]] = FCIA TV T’I’ES
(proof)

end

context BSPTaxonomyDifferentViewsFirstDim
begin

lemma R-implies-R-for-modified-view:
RV, T’I‘ES — R Vs T’I‘ES
(proof )

lemma BSD-implies- BSD-for-modified-view:
BSD V1 Trpg== BSD V2 Trgg
(proof )

lemma D-implies-D-for-modified-view:
DV, TTES — D Vs TT‘ES
(proof )

end

context BSPTaxonomyDifferent ViewsSecondDim
begin

lemma FCD-implies-FCD-for-modified-view-gamma:

HFCD Fl Vl TTES;
VngVl—‘g - VVIQVFI; NngArg B NvlﬁArl; Cv2ﬁTF2 C CvlﬂTrlﬂ
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= F'CD T's Vs TTES
(proof )

lemma SI-implies-SI-for-modified-view :
ST Vl TTES = S VQ TTES
(proof )

lemma BSI-implies- BSI-for-modified-view :
BSI V1 Trpg = BSI V2 Trgpg
(proof)

lemma [I-implies-1-for-modified-view :
IV Trgg = 1YV2 Trgg
(proof )

lemma SIA-implies-SIA-for-modified-view :
[[SIA 01 Vl TTES; QQ(VQ) ;) Ql(V1) ]] = SIA 02 VQ T'I”ES
(proof )

lemma BSIA-implies- BSIA-for-modified-view :
[BSIA 01 V1 Trpg; 02(V2) 2 01(V1) | = BSIA 02 V2 Trgg
(proof)

lemma IA-implies-1A-for-modified-view :
[[[A 01 V1 T’I‘Es; QQ(VQ) B) Ql(V1) ]] — IA 02 Vs TT'ES
(proof )

lemma FCI-implies-FCI-for-modified-view-gamma:

[FCI Ty V1 Trgg;
Vngvfg - VVIQVFI; NngAl_‘g B) NvlﬂApl; CngTFQ c Cy
— FCI I's Vo TTES

(proof )

N1, ]

lemma FCIA-implies-FCIA-for-modified-view-rho-gamma:

[FCIA 01 T1 V1 Trgg; 02(V2) 2 01(V1);
Vv2ﬂvl'*2 - Vvlﬂvl"l; Nv2ﬂAF2 B NvlﬂAr‘l; OVZQTFQ c Cy
= FCIA 02 I's Vo TTES

(proof)

end

1 ﬂTF1 H

end
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5.3 Unwinding

We define the unwinding conditions provided in [3] and prove the unwinding theorems from [3] that
use these unwinding conditions.

5.3.1 Unwinding Conditions

theory UnwindingConditions
imports ../Basics/ BSPTazonomy

../ ../ SystemSpecification/ State EventSystems
begin

locale Unwinding =
fixes SES :: (s, 'e) SES-rec
and V :: ‘e V-rec

assumes validSES: SES-valid SES
and validVU: isViewOn V Eggpg

sublocale Unwinding C BSPTaxzonomyDifferentCorrections induceES SES V
(proof)

context Unwinding
begin

definition osc :: ’s rel = bool

where

osc ur =

Vsl € Sgpg- Vs1' € Sgpg.- Vs2' € Sgpg. Ve € (Egpg — Cy).
(reachable SES s1 A reachable SES s1’
A sl e—sgpg s2' A (s, s1) € ur)
—>(E|SQ€SSE5.E|5.5] CV:[}/\M VV:[(B]] Vy
A sl 6=>gpg s2 A (s2', s2) € ur)

definition Irf :: 's rel = bool
where
Irf ur =
Vs € Sgps- Vs € Sgpg. Ve € Cy.
((reachable SES s N s c—ggg s') — (s', s) € ur)

definition Irb :: 's rel = bool
where
Irbur =Vs e Sggg. Ve e Cy.
(reachable SES s — (3s’ € Sggg. (s c—>ggg s’ A ((s, ') € ur))))
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definition ferf :: ‘e Gamma = s rel = bool
where
ferf T ur =
Vece (CV N TF). Yov e (Vv N VF). Vs € Sgps Vs’ e SsES-
((reachable SES s A s ([c] @ [v])=>spg s')
— (HSN € SSES' 34. (Vd € (set 5) d e (NV N AI“)) A
s (0@ [v])=ggg 8" A (s, 8") € ur))

definition ferb :: ‘e Gamma = 's rel = bool
where
ferb T ur =
Vece (CV N TF). Yov e (VV n VF). Vs € SSES' Vs e SSES"
((reachable SES s A s v—rgpg s”)
— (38’6 SSES' 34. (Vd € (set 5) d € (NV n AF)) N
s([c]@éQ[v)=ggg s A (s, s') €ur))

definition En :: ‘e Rho = 's = ‘e = bool
where
Enopse=
38 . EES SsEs- ds" € SsEs-
s0sps B=—sgs s N (v 1(eV)=81(eV))
A s0sps Y= SES s’ A s’ e—>SES s

definition Irbe :: ‘e Rho = 's rel = bool
where
lrbe o ur =
Vs € Sgpg.- Vee Cy .
((reachable SES s A (En ¢ s ¢))
— (3s' € Sgpg. (s c—rgpg s’ A (s, s) € ur)))

definition ferbe :: ‘e Gamma = ‘e Rho = s rel = bool
where
ferbe T o ur =
Vece (CV NTr). Vv e (Vv NVr). Vs e SsEs- Vs e SsEs-
((reachable SES s A s v—sgpg s" A (En o s c))
— (HSIG SSES' 34. (Vd € (S@t (5) d e (NV n AF)) A
s([c] @6 Q@ [v])=gpg s" A (s", s) € ur))

end

end

5.3.2 Auxiliary Results

theory AuziliaryLemmas
imports UnwindingConditions
begin
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context Unwinding
begin

lemma osc-property:
Nsl s1'. [ osc ur; s1 € Sggg; s1' € Sgpg; a1 Cy = [J;
reachable SES s1; reachable SES s1'; enabled SES s1' «; (517, s1) € ur |
= (3o’ a’'1Cy=[Aa’'"lVy=al Vy A enabled SES s1 a')
(proof)

lemma path-state-closure: [ s T=>gpg ss s € Sgps | = s’ € Sgpg
(is[?PsTs 2Ss SES] = 25 s’ SES)
(proof )

theorem En-to-Adm:

[ reachable SES s; En o s €]

= 3B. (s0sgs B==>gEs s N Adm YV ¢ Tr(qucens SES) B e)
(proof)

theorem Adm-to-En:

[ 8 € TrinduceEs sEs): AdmV ¢ Tr(paucers ses) B el
= Js € Sgpg. (s0sps B=5E5 S N\ En o0 s ¢€)

(proof )

lemma state-from-induce ES-trace:
[ (B@a)e Tr (induceES SES) ]
= Js € Sggs- s0sps B=ggs s N\ enabled SES s o A reachable SES s
(proof)

lemma path-split2:s0 gpg (8 Q o)=ggg s
= 3s' € Sgps. ( s0sps B—gps s’ N s’ a=gpg s N\ reachable SES s")
(proof)

lemma path-split-single2:

s0sps (B Q [a])==gpg s
= 35’ € Sgps. (s0gps B—>sEs s' N s' -—rggs s A reachable SES s')

(proof)
lemma modified-view-valid: isViewOn (V = (Vy U Ny), N = {}, C = Cy|) Eggg

31



(proof)

end

end

5.3.3 Unwinding Theorems

theory UnwindingResults
imports AuziliaryLemmas
begin

context Unwinding

begin

theorem unwinding-theorem-BSD:

[ Irf ur; osc ur ] = BSD V Tr (induceES SES)

(proof )

theorem unwinding-theorem-BSI:
[ lrb ur; osc ur | = BSI'V Tr (induceES SES)

(proof)

theorem unwinding-theorem-BSIA:
[ lrbe o ur; osc ur | = BSIA o V Tr('mduceES SES)

(proof)

theorem unwinding-theorem-FCD:
[ ferf T ur; osc ur | = FCD TV Tr(induceE’S SES)

(proof )

theorem unwinding-theorem-FCI:
[ ferdb T wr; osc ur | = FCIT VY Tr (induceES SES)

(proof)

theorem unwinding-theorem-FCIA:
[ ferbe T o ur; osc ur | = FCIA o T'V Tr (induceES SES)

(proof )

theorem unwinding-theorem-SD:

[VI=(V=(VyUNy), N={}, C=Cy);
Unwinding.lrf SES V' ur; Unwinding.osc SES V' ur ]
= SDV TT(induceES SES)

(proof)

theorem wunwinding-theorem-SI:

[VI=(V=(VyUNy), N={}, C=Cy);
Unwinding.lrb SES V' ur; Unwinding.osc SES V' ur |
= SIV TT(induceES SES)

(proof)
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theorem unwinding-theorem-SIA:

[V = V=(VyUNy), N={}, C=Cy D; oV =0V
Unwinding.lrbe SES V' o ur; Unwinding.osc SES V' ur |
= SIA oV TT(induceES SES)

(proof )

theorem unwinding-theorem-SR:

[[V/:(I V:(VVUNV)vN:{}’ C=0Cy D;
Unwinding.lrf SES V' ur; Unwinding.osc SES V' ur |
= SRV Tr(z'nduceES SES)

(proof )

theorem unwinding-theorem-D:
[ Irf ur; oscur ] = DV Tr (induceES SES)

(proof )

theorem unwinding-theorem-1:
[ lrb ur; oscur | = IV Tr (induceES SES)

(proof )

theorem unwinding-theorem-IA:
[ lrbe o ur; osc ur | = IA oV Tr(induceES SES)

(proof )

theorem unwinding-theorem-R:
[ lrfur; oscur ] = RV (Tr(z’nduceES SES))
(proof )

end

end

5.4 Compositionality

We prove the compositionality results from [3].

5.4.1 Auxiliary Definitions & Results

theory CompositionBase
imports ../Basics/ BSPTazonomy
begin

definition
properSeparationOf Views ::
‘e ES-rec = 'e ES-rec = e V-rec = ‘e V-rec = ‘e V-rec = bool
where
properSeparationOfViews ES1 ES2 V V1 V2 =
Vy N Egs; = Vysg
NVy N Egss = Vyg
N CynEgg; € Cyy
AN Cy N Eggy € Cyg
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A Ny; N Nyg={}

definition
wellBehavedComposition ::
‘e ES-rec = 'e ES-rec = ‘e V-rec = ‘e V-rec = ‘e V-rec = bool
where
wellBehavedComposition ES1 ES2 YV V1 V2 =
(Nys N Egsg={} ANy N Egg; ={})
VvV (Fol. ( Ny; N Eggy = {} A total ES1 (Cv] N NV,Q)
A BSIA 91 V1 Trgg;))
V (Fe2. ( Nyos N Eggy = {} A total ES2 (CV2 N NVI)
A BSIA 02 V2 Trpgo )
V (el 02T1T2.(
Vi1 € Egsi ANAry € Egsy A Try € Eggg
A Vrg C Egge AN Apg € Egsg A Trg C Epgg
N BSIA 01 V1 Trgg; N BSIA 02 V2 Trggs
A total ES1 (Cyy N Nyg) A total ES2 (Cye N Nyyg)
A FCIA 91 T1 V1 Trg; A FCIA 02 T2 V2 Trpgs
AN Vyr N Vys CVrp UVpy
A Cyp N Nys € Tpy A Cyp N Ny; © Try
ANy N App N Egge ={} ANy N Ape N Eggy ={}))

locale Compositionality =
fixes ES1 :: ‘e ES-rec
and ES2 :: ‘e ES-rec

and V :: ‘e V-rec

and V1 :: ‘e V-rec

and V2 :: ‘e V-rec

assumes validES1: ES-valid ES1
and validES2: ES-valid ES2
and composable ES1ES2: composable ES1 ES2

and validVC': isViewOn V (E(ESJ I ESQ))
and validV1: isViewOn V1 Eggy
and validV2: isViewOn V2 Eggo

and propSep Views: properSeparationOfViews ES1 ES2V V1 V2

and well-behaved-composition: wellBehavedComposition ES1 ES2 V V1 V2

sublocale Compositionality C BSPTazxonomyDifferentCorrections ES1 || ES2 V
(proof)
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context Compositionality
begin

lemma Vv-is-Vol-union-Vv2: Vy = Vy; U Vygy
(proof )

lemma disjoint-Nvl-Vv2: Ny N Vye = {}
(proof )

lemma disjoint-Nv2-Vvl: Nygs N V= {}
(proof )

lemma merge-property”: [ set t1 C Epgy; set t2 C Epgo;

t11 Egsg=1t21 Egg t1 1 Vy =[; 121 Vy =1
t11Cy=1[;121Cy=1[]
= 3t (t]1 Eggy =t ANt] Eggg=12At]1 Vy=[At]Cp=[AsettC (Egs VU Fgsy))
(proof)
lemma NvI-union-Nv2-subsetof-Nv: Ny,; U Nyp C Ny,
(proof)
end
end

theory CompositionSupport
imports CompositionBase
begin

locale CompositionSupport =
fixes ESi :: 'e ES-rec

and V :: ‘e V-rec

and Vi :: ‘e V-rec

assumes validESi: ES-valid ESi

and validVi: isViewOn Vi Egg;
and Vv-inter-Ei-is-Vvi: Vy, N Egg; = Vyy;
and Cv-inter-Ei-subsetof-Cvi: Cyy N Egg; € Cy;

context CompositionSupport
begin
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lemma BSD-in-subsystem:

[ce Cy; (BQ@a)l Eggy) € Trgg; ;s BSD Vi Trgg; |
= Ja-i". (((B1 Egs;) @ a-i') € Trgg;
A(a-i"1 Vyg) = (a1 Vyy) Aa-i"1 Cyy=1)

(proof )

lemma BSD-in-subsystem?2:
[((BQa)l Egg;) € Trgg; ;s BSD Vi Trgg; |

= 3 a-i". (((B1 Egg) Q@ a-i) € Trgg A (a-i" 1 Vyy) = (a1 Vyy) Aa-i"1 Cy; =)
(proof )

end

end

5.4.2 Generalized Zipping Lemma

theory GeneralizedZippingLemma
imports CompositionBase
begin

context Compositionality
begin

lemma generalized-zipping-lemmal: [ Ny; N Egge = {}; Nys N Egg; ={} ] =
V 7 lambda t112. ( ( set T C E(ggy || psg) A set lambda C Vy A set t1 C Eggy A set 12 C Epgy
A((T1 Egsy) @tl) € Trggy A ((T 1 Eggg) @ 12) € Trpgg A (lambda | Eggy) = (11 Vy)
A (lambda | Eggg) = (t2 1 Vy) A (t1 1 Cyyp) = [ A (121 Cypg) = 1))
— (3 t. ((T Q t) € Tr(ESI H ES?) A (t] Vv) = lambda N (tw Cv) = [])) )
(proof )

lemma generalized-zipping-lemma2: [ Ny ; N Egge = {}; total EST (Cy; N Nyyg); BSIA 91 VI Trgg; |
=
V 7 lambda t1 t2. ( ( set T C (E(ESZ I ESQ)) A set lambda C V) A set t1 C Egg; A set t2 C Epgo
AN((T1 Eggy) @tl) € Trggy A ((T 1 Eggg) @ 12) € Trggy
A (lambda} EESZ) = (tl 1 Vv) N (lambda 1 EES,Q) = (t2 1 Vv)
ALY Cyy) =1 A (21 Cpg) = 1))
— (3 t. ((r @t) € (Trgsy || Bsz)) N (E1 Vy) = lambda A (t1 Cy) =1))))
(proof)

lemma generalized-zipping-lemma3: [ Nyo N Eggy; = {}; total ES2 (Cyp N Nyyq); BSIA 02 V2 Trggs |
=
YV 7 lambda t1 t2. ( ( set T C E(ES] | ES2) N set lambda C Vy, A set t1 C Eggy N set t2 C Epgg

A((T1 Egsy) @ t1) € Trggy A (T 1 Egsg) @ 12) € Trggp
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A (lambda 1 Eggy) = (t1 1 Vy) A (lambda 1 Egge) = (t2 1 Vy)
A1 Cyp) =1 A (@21 Cpg) =1D)
— 3t ((r@y) € Tr(ESI | ES2) A (t] Vv) = lambda N (¢ Cv) =1)))

(proof )

lemma generalized-zipping-lemma :

[ Vri € Egs; Arr € Egsy Y1 € Egsss Vrg € Prsg Arg © Fpsg Tra © Epgy;
BSIA 01 V1 Trggy; BSIA 02 V2 Trgge; total ES1 (Cyy; N Nyg); total ES2 (Cye N Nyg);
FCIA QI rrvi TTESI; FCIA QQ r2vz TTESQ; VVI N VVQ - VFI @] VFQ;

Cy1 N Nyg € Trygs Cyg 0 Nyy © Trg;

Ny N Apy N Egsg ={} Nyg N Ape N Eggy; = {} | =

YV 1 lambda t1 t2. ( ( set T C (E(ESJ I ESQ)) A set lambda C Vy, A settl C Epgg;
N set t2 C Epge A ((m 1 EESI) @t1) e Trpgy A (7 1 EESQ) @ t2) € Trpge

A (lambda 1 Eggy) = (t1 1 Vy) A (lambda 1 Egge) = (t2 1 Vy)

At Cyp) = (A (12 1 Cyg) = 1)

— (3t ((r@t) e (TT(ESI I ESQ)) A (t1] Vv) = lambda N (¢ Cv) =1)))

(proof )

lemma generalized-zipping-lemma:

YV 7 lambda t1 t2. ( ( set T C E(gs1 || Bs2)

A set lambda C Vy) A set t1 C Eggy A set t2 C Eggo

A((r1 Eggy) @tl) € Trggy A (71 Eggg) @ 12) € Trggy

A (lambda 1 Eggy) = (t1 1 Vy) A (lambda 1 Egge) = (t2 1 Vy)

AT Cyp) = A (21 Cyg) =)

— (3 t. ((T Q@ t) c TT(ESI ” ESQ) N (t] Vv) = lambda N (tw Cv) = [])) )
(proof)

end

end

5.4.3 Compositionality Results

theory CompositionalityResults
imports GeneralizedZippingLemma CompositionSupport
begin

context Compositionality
begin

theorem compositionality-BSD:
[[ BSD V1 TTESI; BSD V2 TT‘ESQH = BSD VY TT(ESI | ES2)

(proof )

theorem compositionality-BSI:
[[ BSD V1 T?”ESI; BSD V2 T?”ESQ; BSI V1 TT’ESI; BSI V2 TTES?]]
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— BSI V TF(ESI ” ESQ)
(proof)

theorem compositionality-BSIA:
[ BSD V1 Trgg;; BSD V2 Trgge; BSIA o1 V1 Trggy; BSIA 02 V2 Trggs;
(e V1) S (e V) N Eggy; (e2V2) C (e V) N Eggy |
= BSIA oV (TT(ESJ I ESQ))

(proof )

theorem compositionality-FCD:
[[ BSD V1 TT‘ESI; BSD V2 TT‘ESQ;
Vr N Eggy © Vi Vr N Egge © Vg
Tr N Egs; € Yy Yo N Epge © Trg;
(Apy N Ny;UApg N Nyg) € Ar;
Ny N Apg N Egsg = {}; Nyg N Arg N Eggy = {};
FCDT1 V1 Trggy; FCD T2 V2 Trpgs |
= FCDT'V (Tr(gg; || Es2))

(proof )

theorem compositionality-FCI:
[[ BSD V1 TTESI; BSD V2 TTESQ; BSIA Q] Vi TTESI; BSIA (_)2 V2 T)”ESQ;
total ES1 (Cyy N Ypy); total ES2 (Cyg N T1o);
Vr N Egg; € Ve Vi N Eggs € Vg,
TrNEgs; € Trys Tr N Egge C Trg;
(Ap; N Nyj UApg N Nyg ) C Ap
(Ny;i N Ap; N Eggg ={} A Nys N Apg N Eggy € Try)
V(NyasNArgN Eggy ={} ANy;NAp; N Eggs € Trg) ;
FCIT1 V1 Trggy; FCIT2 V2 Trggs |
= FCIT YV (TT(ESZ ” ESQ))

(proof)

theorem compositionality-FCIA:
[ BSD V1 Trggy; BSD V2 Trgge; BSIA o1 V1 Trggy; BSIA 02 V2 Trggo;
(01 V1) C(eV)N Eggy; (02V2) C (e V)N Epgy;
total ES1 (CVI NYpr;N Nygo N AFQ); total ES2 (CVQ N Tre N Ny; N AF]);
Vr N Egsy € Vry; Vi N Eggg © Vg
Tr N Egsy € Yoy Tr N Epgy € Tro;
(Ar; N NygUApg N Nyg) € Ar;
(Ny; N Apy N Egge ={} A Nyg N Apg N Eggy € Tpy)
V(NygNApg N Eggy ={} A Ny N Apy N Egge € Trg)
FCIA o1 T1 V1 Trgy; FCIA 02 T2 V2 Trpgs |
= FCIA o'V (TT(ESJ I ESQ))

(proof )

theorem compositionality-R:
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[RVITrgg;; RV2 Trgge | = RV (Tr(gs; || Bs2))
(proof)

end
locale CompositionalityStrictBSPs = Compositionality +

assumes NV-inter-E1-is-NV1: Ny N Egg; = Nyy
and NV-inter-E2-is-NV2: Ny, N Egge = Nyg

sublocale CompositionalityStrictBSPs C Compositionality
(proof)

context CompositionalityStrictBSPs
begin

theorem compositionality-SR:
[[ SR V1 TTESI; SR V2 TT’ESQ]] = SRV (TT(ESI II ESQ))

(proof )

theorem compositionality-SD:
[[ SD V1 T’I"ESI; SD V2 TTESQ]] = SDV (TT(ESJ I ESQ))

(proof )

theorem compositionality-SI:
[SD V1 Trgsy; SD V2 Trgge; SI V1 Trggy; SI V2 Trpgs |

— SIV (Tr(gs; || Es2))
(proof )

theorem compositionality-SIA:

[SD V1 Trggy; SD V2 Trgge; SIA o1 V1 Trpgy; SIA 02 V2 Trpge;
(01 V1) C (e V)N Eggy; (02V2) C (0 V) N Eggs ]
= SIA oV (Tr(gs; | Es2))

(proof )

end

end
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