Formalization of Hyper Hoare Logic:
A Logic to (Dis-)Prove Program Hyperproperties

Thibault Dardinier
Department of Computer Science
ETH Zurich, Switzerland

September 13, 2023

Abstract

Hoare logics [5, 6] are proof systems that allow one to formally
establish properties of computer programs. Traditional Hoare logics
prove properties of individual program executions (so-called trace prop-
erties, such as functional correctness). On the one hand, Hoare logic
has been generalized to prove properties of multiple executions of a
program (so-called hyperproperties [1], such as determinism or non-
interference). These program logics prove the absence of (bad combi-
nations of) executions. On the other hand, program logics similar to
Hoare logic have been proposed to disprove program properties (e.g.,
Incorrectness Logic [8]), by proving the existence of (bad combinations
of) executions. All of these logics have in common that they specify
program properties using assertions over a fixed number of states, for
instance, a single pre- and post-state for functional properties or pairs
of pre- and post-states for non-interference.

In this entry, we formalize Hyper Hoare Logic [2], a generalization of
Hoare logic that lifts assertions to properties of arbitrary sets of states.
The resulting logic is simple yet expressive: its judgments can express
arbitrary trace- and hyperproperties over the terminating executions of
a program. By allowing assertions to reason about sets of states, Hyper
Hoare Logic can reason about both the absence and the existence of
(combinations of) executions, and, thereby, supports both proving and
disproving program (hyper-)properties within the same logic. In fact,
we prove that Hyper Hoare Logic subsumes the properties handled by
numerous existing correctness and incorrectness logics, and can express
hyperproperties that no existing Hoare logic can. We also prove that
Hyper Hoare Logic is sound and complete.
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In this file, we formalize the programming language from section III, and
the extended states and semantics from section IV of the paper [2]. We also
prove the useful properties described by Lemma 1.

theory Language

begin

imports Main

1.1 Language

Definition 1

type-synonym (‘var, "val) pstate = "var = 'val

Definition 2

type-synonym (‘var, "val) bexp = (‘var, 'val) pstate = bool



type-synonym (‘var, 'val) exp = (‘var, 'val) pstate = 'val

datatype (‘var, 'val) stmt =
Assign var ('var, 'val) exp
| Seq ("var, "val) stmt ("var, 'val) stmt
| If ("var, 'val) stmt (‘var, 'val) stmt
| Skip
| Havoc "var
| Assume ("var, 'val) bexp
| While ('var, "val) stmt

1.2 Semantics

Figure 2

inductive single-sem :: ("var, 'val) stmt = ('var, 'val) pstate = ('var, "val) pstate
= bool
((- <) = - [51,0] 81)
where
SemSkip: (Skip, o) — o
| SemAssign: (Assign var e, o) — o(var := (e o))
| SemSeq: [ (C1,0) — 01; (C2,01) = 02 ] = (Seq C1 C2, 0) — 02
| SemlIf1l: (C1,0) — o1 = (If C1 C2,0) = o1
| SemlIf2: (C2,0) - 02 = (If C1 C2, o) — 02
| SemHavoc: (Havoc var, o) — o(var := v)
| SemAssume: b 0 = (Assume b, o) — o
| SemWhilelter: | (C, o) — o’ ; (While C, ¢’y — ¢"" ] = (While C, o) — o
| SemWhileExit: (While C, o) — o

inductive-cases single-sem-Seq-elim|[elim!]: (Seq C1 C2, o) — o’
inductive-cases single-sem-Skip-elim|[elim!]: (Skip, o) — o’
inductive-cases single-sem- While-elim: {While C, o) — o'
inductive-cases single-sem-If-elim[elim!]: (If C1 C2, o) — o’
inductive-cases single-sem-Assume-elim[elim!]: (Assume b, o) — o’
inductive-cases single-sem-Assign-elim[elim!]: (Assign = e, o) — o’
inductive-cases single-sem-Havoc-elim[elim!]: (Havoc z, o) — o'

2 Extended States and Extended Semantics

Definition 3

type-synonym (‘lvar, 'lal, 'pvar, 'pval) state = ('lvar = 'lval) x ('pvar, 'pval)
pstate

Definition 5

definition sem :: (‘pvar, 'pval) stmt = (‘'lvar, 'lal, 'pvar, 'pval) state set =
("lvar, 'lal, "pvar, 'pval) state set where
sem CS={(l,o)|loc'al. (l,o)e SA(C,o) =0}



lemma in-sem:
p € sem CS +— (Fo. (fst ¢, o) € S A single-sem C o (snd ¢)) (is ?A +—
?B)
proof
assume ?A
then obtain ¢’ o | where ¢ = (I, 0’) (I, 0) € S A (C, o) — o’
using sem-def[of C S| by auto
then show ?B
by auto
next
show ?B — 74
by (metis (mono-tags, lifting) Collect] prod.collapse sem-def)
qed

Useful properties

lemma sem-seq:
sem (Seq C1 C2) S = sem C2 (sem C1 5) (is ?A = ¢B)
proof
show ?A C ?B
proof
fix 22 assume 22 € Y4
then obtain z0 where (fst 22, z0) € S single-sem (Seq C1 C2) x0 (snd z2)
by (metis in-sem)
then obtain z1 where single-sem C1 z0 z1 single-sem C2 z1 (snd x2)
using single-sem-Seg-elim[of C1 C2 z0 snd z2]
by blast
then show 22 € 7B
by (metis <(fst 2, z0) € S» fst-conv in-sem snd-conv)
qed
show ?B C 24
proof
fix 22 assume z2 € ?B
then obtain z1 where (fst 22, z1) € sem C1 S single-sem C2 x1 (snd z2)
by (metis in-sem)
then obtain z0 where (fst 22, z0) € S single-sem C1 z0 z1
by (metis fst-conv in-sem snd-conv)
then have single-sem (Seq C1 C2) z0 (snd z2)
by (simp add: SemSeq <(C2, x1) — snd z2>)
then show 22 € 74
by (meson «(fst z2, x0) € S» in-sem)
qed
qed

lemma sem-skip:
sem Skip S = §
using single-sem-Skip-elim SemSkip in-sem[of - Skip S]
by fastforce



lemma sem-union:
sem C (S1 U S2) = sem C S1 U sem C S2 (is ?A = ?B)
proof
show A C ?B
proof
fix z assume z € ?4
then obtain y where (fst z, y) € S1 U S2 single-sem Cy (snd x)
using in-sem by blast
then show z € 7B
by (metis Un-iff in-sem)
qed
show ?B C 24
proof
fix z assume z € ?B
show z € 74
proof (cases € sem C S1)
case True
then show ?thesis
by (metis IntD2 Un-Int-eq(3) in-sem)
next
case Fulse
then show ?thesis
by (metis Un-iff <x € sem C S1 U sem C S2» in-sem)
qed
qed
qed

lemma sem-union-general:
sem C (Jz. fz) = (Jz. sem C (fz)) (is A = ?B)
proof
show ?A C ?B
proof
fix b assume b € ?4

then obtain a where a € (Jz. fz) fst a = fst b single-sem C (snd a) (snd b)

by (metis fst-conv in-sem snd-conv)
then obtain =z where a € f z by blast
then have b € sem C (f z)
by (metis <(C, snd a) — snd by <fst a = fst by in-sem surjective-pairing)
then show b € ?B
by blast
qed
show ¢B C 74
proof
fix y assume y € ?B
then obtain z where y € sem C (f z)
by blast
then show y € 74
by (meson UN-I in-sem iso-tuple-UNIV-I)
qed



qed

lemma sem-monotonic:
assumes S C S’
shows sem C S C sem C S’
by (metis assms sem-union subset-Un-eq)

lemma subsetPairl:
assumes Al o. (l,0) € A= (l,0) € B
shows A C B
by (simp add: assms subrell)

lemma sem-if:
sem (If C1 C2) S = sem C1 .S U sem C2 S (is ?A = ?B)
proof
show 74 C ?B
proof (rule subsetPairl)
fix [ y assume (I, y) € 24
then obtain z where (I, z) € S single-sem (If C1 C2) z y
by (metis fst-conv in-sem snd-conv)
then show (I, y) € ?B using single-sem-If-elim
Unll Unl2 in-sem
by (metis fst-conv snd-conv)
qed
show ?B C 74
using Semlfl SemlIf2 in-sem
by (metis (no-types, lifting) Un-subset-iff subsetl)
qed

lemma sem-assume:
sem (Assume b) S ={ (l,0) [lo. (l,0) e SAbo } (is A = ?B)
proof
show ?A C ?B
proof (rule subsetPairl)
fix [ y assume (I, y) € ?A then obtain z where (I, z) € S single-sem (Assume
b) Ty
using in-sem
by (metis fst-conv snd-conv)
then show (I, y) € ?B using single-sem-Assume-elim by blast
qed
show ¢B C 74
proof (rule subsetPairl)
fix [ 0 assume asm0: (I, o) € {(I,0) |l o. (I, 0) € S A bo}
then have (I, 0) € S b o by simp-all
then show ([, o) € sem (Assume b) S
by (metis SemAssume fst-eqD in-sem snd-eqD)
qged
qed



lemma while-then-reaches:
assumes (single-sem C)** o o'’
shows single-sem (While C) o o’
using assms
proof (induct rule: converse-rtranclp-induct)
case base
then show ?case
by (simp add: SemWhileExit)
next
case (step y 2)
then show ?case
using Sem Whilelter by blast
qed

lemma in-closure-then-while:

assumes single-sem C' o o'’

shows \C. C' = While C = (single-sem C)** o o’

using assms
proof (induct rule: single-sem.induct)

case (SemWhilelter o C' o' ¢"”)

then show ?case

by (metis (no-types, lifting) rtranclp.rtrancl-into-rtrancl rtranclp.rtrancl-refl

rtranclp-trans stmt.inject(6))
next

case (SemWhileEzxit o C’)

then show ?case

by blast

qed (auto)

theorem loop-equiv:
single-sem (While C) o o' +— (single-sem C)** o o’
using in-closure-then-while while-then-reaches by blast

fun iterate-sem where
iterate-sem 0 - S = §
| iterate-sem (Suc n) C'S = sem C (iterate-sem n C S)

lemma in-iterate-then-in-trans:
assumes ([, 0'’) € iterate-sem n C' S
shows Jo. (I, 0) € S A (single-sem C)** ¢ o
using assms
proof (induct n arbitrary: o'’ S)
case (
then show ?case
using iterate-sem.simps(1) by blast
next
case (Suc n)
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then show ?case
using in-sem rtranclp.rtrancl-into-rtrancl
by (metis (mono-tags, lifting) fst-conv iterate-sem.simps(2) snd-conv)
qed

lemma reciprocal:
assumes (single-sem C)** ¢ o
and (I, 0) € §
shows 3n. (I, ¢”) € iterate-sem n C' S
using assms
proof (induct rule: rtranclp-induct)
case base
then show ?case
using iterate-sem.simps(1) by blast
next
case (step y 2)
then obtain n where (I, y) € iterate-sem n C' S by blast
then show ?case
using in-sem iterate-sem.simps(2) step.hyps(2)
by (metis fst-eqD snd-eqD)
qed

17

lemma union-iterate-sem-trans:

(I, ¢’y € (Un. iterate-sem n C' §) +— (Fo. (I, 0) € § A (single-sem C)** ¢
o) (is A +— ?B)

using in-iterate-then-in-trans reciprocal by auto

lemma sem-while:
sem (While C) S = (Un. iterate-sem n C S) (is ?A = ?B)
proof
show ?A C ?B
proof (rule subsetPairl)
fix | y assume (I, y) € ?4
then obtain z where z-def: (I, ) € S (single-sem C)** z y
using in-closure-then-while in-sem
by (metis fst-eqD snd-conv)
then have single-sem (While C) z y
using while-then-reaches by blast
then show (I, y) € ?B
by (metis z-def union-iterate-sem-trans)
qed
show ¢B C 74
proof (rule subsetPairl)
fix | y assume (I, y) € ?B
then obtain z where (I, z) € S (single-sem C)** z y
using union-iterate-sem-trans by blast
then show (I, y) € ?A
using in-sem while-then-reaches by fastforce
qed



qed

lemma assume-sem:
sem (Assume b) S = Set.filter (b o snd) S (is ?A = ?B)
proof
show ?A C ?B
proof (rule subsetPairl)
fixlo
assume asm0: (I, o) € sem (Assume b) S
then show (I, o) € Set.filter (b o snd) S
by (metis comp-apply fst-conv in-sem member-filter single-sem-Assume-elim
snd-conv)
qed
show ?B C 24
by (metis (mono-tags, opaque-lifting) SemAssume comp-apply in-sem mem-
ber-filter prod.collapse subsetl)
qed

lemma sem-split-general:
sem C (Jz. Fz) = (Jz. sem C (Fz)) (is ?A = ?B)
proof
show 74 C ?B
proof (rule subsetPairl)
fix [ o’
assume asm0: (I, o) € sem C (|J (range F))
then obtain z o where (I, o) € F z single-sem C o o’
by (metis (no-types, lifting) UN-iff fst-conv in-sem snd-conv)
then show (I, ') € (Jz. sem C (F z))
using asm0 sem-union-general by blast
qed
show ¢B C 24
by (simp add: SUP-least Sup-upper sem-monotonic)
qed

end

3 Hyper Hoare Logic

In this file, we define concepts from the logic (section IV): hyper-assertions,
hyper-triples, and the syntactic rules. We also prove soundness (theorem 1),
completeness (theorem 2), the ability to disprove hyper-triples in the logic
(theorem 4), and the synchronized if rule from appendix C.
theory Logic

imports Language
begin



Definition 4

type-synonym ‘a hyperassertion = (‘a set = bool)

definition entails where
entails A B<+— (VS. A S — BYS)

lemma entailsl:
assumes A\S. A S = B S
shows entails A B
by (simp add: assms entails-def)

lemma entailsE:
assumes entails A B
and A x
shows B z
by (meson assms(1) assms(2) entails-def)

lemma bientails-equal:
assumes entails A B
and entails B A
shows A = B
proof (rule ext)
fix S show A S=BS
by (meson assms(1) assms(2) entailsE)
qed

lemma entails-trans:
assumes entails A B
and entails B C
shows entails A C
by (metis assms(1) assms(2) entails-def)

definition setify-prop where
setify-prop b={ (I, o) |l 0. b o}

lemma sem-assume-setify:
sem (Assume b) S = S N setify-prop b (is YA = ?B)
proof —
have Alo. (I,0) € PA+— (I, 0) € ?B
proof —
fixlo
have (I, 0) € PA«— (l,0) e SANbo
by (simp add: assume-sem)
then show (I, 0) € YA «— (I, 0) € 7B
by (simp add: setify-prop-def)
qged
then show ?thesis
by auto
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qed

definition over-approx :: ‘a set = 'a hyperassertion where
over-approx P S +— S C P

definition lower-closed :: 'a hyperassertion = bool where
lower-closed P +— (VS S PSAS'CS— PS5

lemma over-approx-lower-closed:
lower-closed (over-approz P)
by (metis (full-types) lower-closed-def order-trans over-approz-def)

definition under-approz :: 'a set = 'a hyperassertion where
under-approx P S +— P C §

definition upper-closed :: 'a hyperassertion = bool where
upper-closed P +— (VS S PSANSCS — PJS)

lemma under-approx-upper-closed:
upper-closed (under-approz P)
by (metis (no-types, lifting) order.trans under-approx-def upper-closed-def)

definition closed-by-union :: 'a hyperassertion = bool where
closed-by-union P +— (VS S PSAPS — P (SUS)

lemma closed-by-unionl:
assumes Aa b. Pa = Pb=— P (a U b)
shows closed-by-union P
by (simp add: assms closed-by-union-def)

lemma closed-by-union-over:
closed-by-union (over-approzx P)
by (simp add: closed-by-union-def over-approz-def)

lemma closed-by-union-under:
closed-by-union (under-approz P)

by (simp add: closed-by-union-def sup.coboundedll under-approz-def)

definition conj where
conjPQS+—PSANQS

definition disj where
disiPQS+— PSV QS

definition ezists :: ('c = 'a hyperassertion) = 'a hyperassertion where
exists P S <— (3z. Pz S)

definition forall :: ('c = 'a hyperassertion) = 'a hyperassertion where
forall P S +— (Vx. Pz S)

11



lemma over-inter:
entails (over-approz (P N Q)) (conj (over-approx P) (over-approz Q))
by (simp add: conj-def entails-def over-approz-def)

lemma over-union:
entails (disj (over-approx P) (over-approx Q)) (over-approz (P U Q))
by (metis disj-def entailsI le-supll le-supI2 over-approz-def)

lemma under-union:
entails (under-approx (P U Q)) (disj (under-approx P) (under-approx Q))
by (simp add: disj-def entails-def under-approz-def)

lemma under-inter:
entails (conj (under-approxz P) (under-approz Q)) (under-approx (P N Q))
by (simp add: conj-def entails-def le-infI1 under-approx-def)

Notation 1

definition join :: 'a hyperassertion = 'a hyperassertion = 'a hyperassertion where
join ABS +— (3SA SB. ASANBSBAS=SAUSB)

definition general-join :: (b = 'a hyperassertion) = 'a hyperassertion where
general-join f S «— (3F. S = (Uz. Fz) AN Vz. fz (Fx)))

lemma join-closed-by-union:

assumes closed-by-union @

shows join Q Q = Q
proof

fix S

show join Q Q S +— QS

by (metis assms closed-by-union-def join-def sup-idem)

qed

lemma entails-join-entails:
assumes entails A1 B1
and entails A2 B2
shows entails (join A1 A2) (join B1 B2)
proof (rule entailsl)
fix S assume join A1 A2 S
then obtain S1 52 where A1 51 A2 5285 = S1 U 52
by (metis join-def)
then show join B1 B2 S
by (metis assms(1) assms(2) entailsE join-def)
qed

Notation 2

definition natural-partition where
natural-partition I S «— (3F. S = (Un. Fn) A (¥Yn. In (Fn)))
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lemma natural-partitionl:
assumes S = (Jn. F n)
and An. In (F n)
shows natural-partition 1 S
using assms(1) assms(2) natural-partition-def by blast

lemma natural-partitionF:
assumes natural-partition I S
obtains F where S = (Un. Fn) An. In (Fn)
by (meson assms natural-partition-def)

3.1 Rules of the Logic

Rules from figure 3

inductive syntactic-HHT ::

(("lar, 'lal, "'pvar, 'pval) state hyperassertion) = ('pvar, 'pval) stmt = (('lar,
"lval, "pvar, 'pual) state hyperassertion) = bool

(F{-}-{-} [51,0,0] 81) where

RuleSkip: - {P} Skip {P}
| RuleCons: | entails P P’ ; entails Q' @ ; F {P'} C {Q"} ] = F {P} C {Q}
| RuleSeq: [ F {P} C1 {R} ; F{R} C2{Q}] =+ {P} (Seq C1 C2) {Q}
| Rulelf: [ - {P} C1 {Q1};F {P} C2 {Q2} ] = + {P} (If C1 C2) {join Q1
Q2}
| RuleWhile: [ An.F{In} C{I (Sucn)} ]| = F {10} (While C) {natural-partition
1
| RuleAssume: = { (AS. P (Set.filter (b o snd) S)) } (Assume b) {P}
| RuleAssign: = { (A\S. P{ (I, c(z:==e o)) |lo.(l,0) € S }) } (Assign z €) {P}
| RuleHavoc:  { (AS. P{ (I, o(xz :=v)) |l o wv. (I,0) € S}) } (Havoc z) {P}
| RuleExzistsSet: [Az:('lvar, 'lal, 'pvar, 'pval) state set. - {P z} C {Q z}] =+
{exists P} C {exists Q}

3.2 Soundness

Definition 6: Hyper-Triples

definition hyper-hoare-triple (= {-} - {-} [51,0,0] 81) where
EA{P} C{Q} +— (VS.PS — Q (sem C9))

lemma hyper-hoare-triplel:
assumes A\S. P S = Q (sem C'5)

shows = {P} C {Q}
by (simp add: assms hyper-hoare-triple-def)

lemma hyper-hoare-tripleE:

assumes = {P} C {Q}
and P S

shows @ (sem C S)
using assms(1) assms(2) hyper-hoare-triple-def
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by metis

lemma consequence-rule:
assumes entails P P’
and entails Q' Q
and |- {P'} C {Q"}
shows = {P} C {Q}
by (metis (no-types, opaque-lifting) assms(1) assms(2) assms(3) entails-def hy-
per-hoare-triple-def)

lemma skip-rule:

= {P} Skip {P}

by (simp add: hyper-hoare-triple-def sem-skip)

lemma assume-rule:
E { (AS. P (Set.filter (b o snd) S)) } (Assume b) {P}
proof (rule hyper-hoare-triplel)
fix S assume P (Set.filter (b o snd) S)
then show P (sem (Assume b) S)
by (simp add: assume-sem)
qed

lemma seq-rule:
assumes = {P} C1 {R}
and = {R} C2 {Q}
shows = {P} Seq C1 C2 {Q}
using assms(1) assms(2) hyper-hoare-triple-def sem-seq
by metis

lemma if-rule:
assumes = {P} C1 {Q1}
and = {P} C2 {Q2}
shows = {P} If C1 C2 {join Q1 Q2}
by (metis (full-types) assms(1) assms(2) hyper-hoare-triple-def join-def sem-if)

lemma sem-assign:
sem (Assign x €) S = {(l, o(z :=e o)) |l 0. (I, o) € S} (is ?A = ¢B)
proof
show ?A C ?B
proof (rule subsetPairl)
fix | o’
assume (I, 0’) € sem (Assign z e) S
then obtain o where (I, o) € S single-sem (Assign z ¢) o o
by (metis fst-eqD in-sem snd-conv)
then show (I, ') € {(l, o(z:=e0)) |lo. (I, 0) € S}
by blast
qed
show ¢B C 24
proof (rule subsetPairl)

/
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fix o’

assume (I, 0’) € 7B

then obtain o where 0’ =o(z:=¢o0) (l,0) € S
by blast

then show (I, ¢’) € 74
by (metis SemAssign fst-eqD in-sem snd-conv)

qed
qed

lemma assign-rule:
E{(AS.P{(lo(z:=e0))|lo. (I,0) € S}) } (Assign z e) {P}
proof (rule hyper-hoare-triplel)
fix S assume P {(l, o(z ;== e0)) |l 0. (I, 0) € S}
then show P (sem (Assign x e) S) using sem-assign
by metis
qed

lemma sem-havoc:
sem (Havoc ) S = {(l, o(z :=v)) [l o v. (I, 0) € S} (is A = ?B)
proof
show ¢4 C ¢B
proof (rule subsetPairl)
fix [ o’
assume (I, 0’) € sem (Havoc z) S
then obtain o where (I, o) € S single-sem (Havoc z) o o’
by (metis fst-eqD in-sem snd-conv)
then show (I, o) € {(I, o(z :=v)) |l o v. (I, 0) € S}
by blast
qed
show ¢B C ¢4
proof (rule subsetPairl)
fix I o’
assume (I, ¢') € 7B
then obtain o v where ¢’ = o(z :=v) ([, 0) € S
by blast
then show (I, ¢’) € 74
by (metis SemHavoc fst-eqD in-sem snd-conv)
qed
qed

lemma havoc-rule:

E{(AS.P{(lo(z:=v)|lowv (Il,o) €S} } (Havoc z) {P}
proof (rule hyper-hoare-triplel)

fix S assume P { (I, 0(z:=v)) [lowv. (I,0) € S}

then show P (sem (Havoc x) S) using sem-havoc by metis
qed

Loops

lemma indezed-invariant-then-power:
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assumes An. hyper-hoare-triple (I n) C (I (Suc n))
and /10 S
shows I n (iterate-sem n C' §)
using assms
proof (induct n arbitrary: S)
next
case (Suc n)
then have I n (iterate-sem n C S)
by blast
then have I (Suc n) (sem C (iterate-sem n C' S))
using Suc.prems(1) hyper-hoare-tripleE by blast
then show ?case
by (simp add: Suc.hyps Suc.prems(1))
qed (auto)

lemma while-rule:
assumes An. hyper-hoare-triple (I n) C (I (Suc n))
shows hyper-hoare-triple (I 0) (While C) (natural-partition I)
proof (rule hyper-hoare-triplel)
fix S assume asm0: I 0 S
show natural-partition I (sem (While C) S)
proof (rule natural-partitionI)
show sem (While C) S = |J (range (An. iterate-sem n C S))
by (simp add: sem-while)
fix n show I n (iterate-sem n C' S)
by (simp add: asm0 assms indexed-invariant-then-power)
qed
qed

Additional rules

lemma empty-pre:
hyper-hoare-triple (A-. False) C QQ
by (simp add: hyper-hoare-triple-def)

lemma full-post:
hyper-hoare-triple P C (A-. True)
by (simp add: hyper-hoare-triple-def)

lemma rule-join:
assumes = {P} C {Q}
and hyper-hoare-triple P’ C Q'
shows hyper-hoare-triple (join P P') C (join @ Q')
proof (rule hyper-hoare-triplel)
fix S assume asm0: join P P’ S
then obtain S1 52 where S = S1 U S2 P S1 P' 52
by (metis join-def)
then have sem C S = sem C S1 U sem C 52
using sem-union by auto
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then show join @ Q' (sem C S)
by (metis <P S1» <P’ 52y assms(1) assms(2) hyper-hoare-tripleE join-def)
qed

lemma rule-general-join:
assumes Az. = {P z} C {Q =z}
shows hyper-hoare-triple (general-join P) C (general-join @)
proof (rule hyper-hoare-triplel)
fix S assume general-join P S
then obtain F' where asm0: S = (Jz. Fz) Az. Pz (F z)
by (meson general-join-def)
have sem C S = (Jz. sem C (F z))
by (simp add: asm0(1) sem-split-general)
moreover have \z. Q z (sem C (F x))
using asm0(2) assms hyper-hoare-tripleE by blast
ultimately show general-join @ (sem C S)
by (metis general-join-def)
qed

lemma rule-cony:
assumes = {P} C {Q}
and hyper-hoare-triple P’ C Q'
shows hyper-hoare-triple (conj P P") C (conj @ Q)
proof (rule hyper-hoare-triplel)
fix S assume Logic.conj P P' S
then show Logic.conj Q Q' (sem C S)
by (metis assms(1) assms(2) conj-def hyper-hoare-tripleE)
qed

Generalization

lemma rule-forall:

assumes Az. = {P z} C {Q z}
shows hyper-hoare-triple (forall P) C (forall Q)
by (metis assms forall-def hyper-hoare-triple-def)

lemma rule-disj:

assumes = {P} C {Q}
and = {P"} C{Q"}
shows hyper-hoare-triple (disj P P') C (disj @ Q)
by (metis assms(1) assms(2) disj-def hyper-hoare-triple-def)

Generalization

lemma rule-exists:

assumes Az. = {Pz} C {Q z}
shows = {exists P} C {exists Q}
by (metis assms exists-def hyper-hoare-triple-def)

corollary variant-if-rule:
assumes hyper-hoare-triple P C1 @)
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and hyper-hoare-triple P C2 Q
and closed-by-union @
shows hyper-hoare-triple P (If C1 C2) Q
by (metis assms(1) assms(2) assms(3) if-rule join-closed-by-union)

Simplifying the rule

definition stable-by-infinite-union :: ‘a hyperassertion = bool where
stable-by-infinite-union I «+— (VF. (VS € F.I1S) — I (US € F.9))

lemma stable-by-infinite-unionkE:
assumes stable-by-infinite-union I
and \S. Se F=1S
shows I (US € F. 5)
using assms(1) assms(2) stable-by-infinite-union-def by blast

lemma stable-by-union-and-constant-then-1:
assumes An. In=1'
and stable-by-infinite-union I’
shows natural-partition I = I’
proof (rule ext)
fix S show natural-partition [ S = I' S
proof
show I’ S = natural-partition I S
proof —
assume [’ S
show natural-partition 1 S
proof (rule natural-partitionl)
show S = |J (range (An. S))
by simp
fix n show I'n S
by (simp add: <I' S» assms(1))
qed
qed
assume asm0: natural-partition I S
then obtain F where S = (Un. Fn) An. In (F n)
using natural-partitionE by blast
let ?F = {F n |n. True}
have I’ (|JSe?F. 9)
using assms(2)
proof (rule stable-by-infinite-unionE]of 1'])
fix S assume S € {F n |n. True}
then show I’ S
using <An. I n (F n)> assms(1) by force
qed
moreover have (| JS€?F. §) =S
using «S = (Jn. F n)» by auto
ultimately show I’ S by blast
qed
qed
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corollary simpler-rule-while:
assumes hyper-hoare-triple I C I
and stable-by-infinite-union I
shows hyper-hoare-triple I (While C) I
proof —
let 21 = An. I
have hyper-hoare-triple (21 0) (While C) (natural-partition ?I)
using while-rule[of ?I C]
by (simp add: assms(1) assms(2) stable-by-union-and-constant-then-I)
then show ?thesis
by (simp add: assms(2) stable-by-union-and-constant-then-I)
qed

Theorem 1

theorem soundness:
assumes F {4} C {B}
shows = {A} C {B}
using assms
proof (induct rule: syntactic-HHT .induct)
case (RuleSkip P)
then show ?case
using skip-rule by auto
next
case (RuleCons P P' Q' Q C)
then show ?case
using consequence-rule by blast
next
case (RuleFEzistsSet P C Q)
then show ?case
using rule-exists by blast
next
case (RuleSeq P C1 R C2 Q)
then show ?case
using seg-rule by meson
next
case (Rulelf P C1 Q1 C2 Q2)
then show ?case
using if-rule by blast
next
case (RuleAssume P b)
then show ?case
by (simp add: assume-rule)
next
case (RuleWhile I C)
then show ?case
using while-rule by blast
next
case (RuleAssign z e)
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then show ?case
by (simp add: assign-rule)
next
case (RuleHavoc x)
then show ?case
using havoc-rule by fastforce
qed

3.3 Completeness

definition complete
where

complete P C Q «+— (F {P} C {Q} — + {P} C {Q})

lemma completel:
assumes = {P} C {Q} =+ {P} C {Q}
shows complete P C @
by (simp add: assms complete-def)

lemma completeF:
assumes complete P C' @
and = {P} C{Q}
shows + {P} C {Q}
using assms complete-def by auto

lemma complete-if-aux:

assumes hyper-hoare-triple A (If C1 C2) B

shows entails (AS’. 35. A S A S =sem C15Usem C2S5) B
proof (rule entailsl)

fix S’ assume 35. A S A S’ =sem C1 S U sem C2 S

then show B S’

by (metis assms hyper-hoare-tripleE sem-if)

qed

lemma complete-if:

fixes P @ :: ('lvar, 'lal, 'pvar, 'pval) state hyperassertion

assumes A\PI QI :: ('lvar, 'lal, 'pvar, 'pval) state hyperassertion. complete P1
C1 Q1

and AP2 Q2 : ('lvar, 'lval, 'pvar, 'pval) state hyperassertion. complete P2
C2 Q2
shows complete P (If C1 C2) Q

proof (rule completel)

assume asm0: = {P} If C1 C2 {Q}

show + {P} stmt.If C1 C2 {Q}
proof (rule RuleCons)
show t {exists (A\V S. P S NS = V)} stmt.If C1 C2 {exists (A\V. join (A\S.
S=sem C1 VAPV)(AS. S=sem C2V))}
proof (rule RuleFEzistsSet)
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fix V
show - {(AS. PS A S = V)} stmt.If C1 C2 {join (AS. S =sem C1 V AP
V) (AS. S = sem C2 V)}
proof (rule Rulelf)
show - {(AS. PSAS=V)} C1 {\S.S=sem C1 V APV}
by (simp add: assms(1) completeE hyper-hoare-triple-def)
show - {(AS. P S A S = V)} C2 {AS. S = sem C2 V}
by (simp add: assms(2) completeE hyper-hoare-triple-def)
qed
qed
show entails P (exists AV S. PS A S =1V))
by (simp add: entails] exists-def)
show entails (exists (AV. join (AS. S = sem C1 VNP V) (AS. S = sem C2
) @

proof (rule entailsl)
fix S assume ezists (A\V. join (AS. S = sem C1 VNP V) (AS. S = sem
c2V)) S
then obtain V where join (AS. S = sem C1 VAN P V) (AS. § = sem C2
V) S
by (meson exists-def)
then obtain 51 52 where S = 51 U S2S51 =sem C1 VNPV §2 = sem
c2v
by (simp add: join-def)
then show @ S
by (metis asm0 hyper-hoare-tripleE sem-if)
qged
qed
qed

lemma complete-seq-auzx:
assumes hyper-hoare-triple A (Seq C1 C2) B
shows 3 R. hyper-hoare-triple A C1 R A hyper-hoare-triple R C2 B
proof —
let PR = \S. 35" AS'ANS =sem C1S’
have hyper-hoare-triple A C1 7R
using hyper-hoare-triple-def by blast
moreover have hyper-hoare-triple YR C2 B
proof (rule hyper-hoare-triplel)
fix S assume 35’. A S'AN S = sem C1 S’
then obtain S’ where asm0: A S’ S = sem C1 S’
by blast
then show B (sem C2 S)
by (metis assms hyper-hoare-tripleE sem-seq)
qed
ultimately show ?thesis by blast
qed

lemma complete-assume:
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complete P (Assume b) Q
proof (rule completel)
assume asm0: = {P} Assume b {Q}
show + {P} Assume b {Q}
proof (rule RuleCons)
show F { (A\S. @ (Set.filter (b o snd) S)) } (Assume b) {Q}
by (simp add: RuleAssume)
show entails P (AS. Q (Set.filter (b o snd) S))
by (metis (mono-tags, lifting) asm0 assume-sem entails-def hyper-hoare-tripleF)
show entails QQ Q
by (simp add: entailsI)
qed
qed

lemma complete-skip:

complete P Skip Q

using completel RuleSkip

by (metis (mono-tags, lifting) entails-def hyper-hoare-triple-def sem-skip Rule-
Cons)

lemma complete-assign:
complete P (Assign z €) Q
proof (rule completel)
assume asm0: = {P} Assign z e {Q}
show - {P} Assign z e {Q}
proof (rule RuleCons)
show - {(AS. Q {(l, o(z:=e€e o)) |lo. (I, 0) € S})} Assign z e {Q}
by (simp add: RuleAssign)
show entails P (AS. Q {(l, o(z :=e0)) |l 0. (I, 0) € S})
proof (rule entailsl)
fix S assume P §
then show Q {(l, o(z:=e o)) |lo. (I, 0) € S}
by (metis asm0 hyper-hoare-triple-def sem-assign)
qed
show entails Q @
by (simp add: entailsI)
qged
qged

lemma complete-havoc:
complete P (Havoc z) Q
proof (rule completel)
assume asm0: = {P} Havoc z {Q}
show + {P} Havoc z {Q}
proof (rule RuleCons)
show E { (AS. Q{ (l,o(z:=v) [lowv (I,0) € S})} (Havoc z) {Q}
using RuleHavoc by fast
show entails P (AS. Q {(l, o(z :=v)) |l o v. (I, 0) € S})
proof (rule entailsl)
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fix S assume P S
then show Q {(I, o(z :=v)) |l o v. (I, o) € S}
by (metis asm0 hyper-hoare-triple-def sem-havoc)

qed

show entails @ Q
by (simp add: entailsI)

qed
qed

lemma complete-seq:
assumes AR. complete P C1 R
and AR. complete R C2 Q
shows complete P (Seq C1 C2) Q
by (meson RuleSeq assms(1) assms(2) completeE completel complete-seq-auz)

fun construct-inv
where
construct-inv P C 0 = P
| construct-inv P C (Suc n) = (AS. (35". S = sem C S’ A construct-inv P C'n

5)

lemma iterate-sem-ind:
assumes construct-inv P C n S’
shows 35. P S A S’ = iterate-sem n C S
using assms

by (induct n arbitrary: S’) (auto)

lemma complete-while-aux:

assumes hyper-hoare-triple (AS. P S N S = V) (While C) Q

shows entails (natural-partition (construct-inv (AS. PS AN S =V) C)) Q
proof (rule entailsl)

fix S assume natural-partition (construct-inv (AS. PS NS =V) C) S

then obtain F' where asm0: S = ((Jn. F n) An. construct-inv (AS. P S A S
=V)Cn (Fn)
using natural-partitionE by blast
then have P (FO)ANF 0=V
by (metis (mono-tags, lifting) construct-inv.simps(1))
then have Q (| n. iterate-sem n C (F 0))
using assms hyper-hoare-triple-def[of AS. P S NS = V While C Q] sem-while
by metis
moreover have An. F'n = iterate-sem n C 'V
proof —
fix n
obtain S’ where P S’ A S’ = V F n = iterate-sem n C' S’
using asm0(2) iterate-sem-ind by blast
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then show F n = iterate-sem n C' V
by simp
qed
ultimately show @ S
using asm0(1) by auto
qed

lemma complete-while:
fixes P Q :: ('lvar, 'lal, 'pvar, 'pval) state hyperassertion
assumes AP’ Q' :: ("lar, 'lal, 'pvar, 'pval) state hyperassertion. complete P’
cQ'
shows complete P (While C) Q
proof (rule completel)
assume asm0: hyper-hoare-triple P (While C) Q

let 21 = \V. construct-inv (AS. PSANS=V)C

have r: A V. syntactic-HHT (?I V 0) (While C) (natural-partition (?1 V))
proof (rule RuleWhile)
fix V n show syntactic-HHT (construct-inv (A\S. P S A S =V) Cn) C
(construct-inv (AS. P S A S = V) C (Suc n))
by (meson assms completeE construct-inv.simps(2) hyper-hoare-triplel)
qed

show syntactic-HHT P (While C) Q
proof (rule RuleCons)
show syntactic-HHT (exists (AV. 21V 0)) (While C) (exists (A V. ((natural-partition
(71 V)
using r by (rule RuleEzistsSet)
show entails P (exists (\V. construct-inv (AS. PS AN S =1V) C0))
by (simp add: entails] exists-def)
show entails (exists (\V. natural-partition (construct-inv (AS. P S AN S = V)
) Q
proof (rule entailsl)
fix S’ assume ezxists (AV. natural-partition (construct-inv (AS. P S A § =
V) C)) S’
then obtain V where natural-partition (construct-inv (AS. P S A S = V)
c) s’
by (meson exists-def)
moreover have entails (natural-partition (construct-inv (AS. P S AN S = V)
0) Q
proof (rule complete-while-aux)
show hyper-hoare-triple (AS. P S A S = V) (While C) Q
using asm0 hyper-hoare-triple-def[of AS. P.S AN S = V]
hyper-hoare-triple-def[of P While C' Q] by auto
qed
ultimately show @ S’
by (simp add: entails-def)
qed
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qed
qed

Theorem 2

theorem completeness:
fixes P Q :: ('lvar, 'lal, 'pvar, 'pval) state hyperassertion
assumes = {P} C {Q}
shows - {P} C {Q}
using assms
proof (induct C arbitrary: P Q)
case (Assign x1 z2)
then show ?case
using completeE complete-assign by fast
next
case (Seq C1 C2)
then show ?case
using complete-def complete-seq by meson
next
case (If C1 C2)
then show ?case
using complete-def complete-if by meson
next
case Skip
then show ?case
using complete-def complete-skip by meson
next
case (Havoc 1)
then show ?Zcase
by (simp add: completeE complete-havoc)
next
case (Assume b)
then show ?case
by (simp add: completeE complete-assume)
next
case (While C)
then show ?case
using complete-def complete-while by blast
qed

3.4 Disproving Hyper-Triples
definition sat where sat P «— (35. P S)

Theorem 4

theorem disproving-triple:

- EA{P} C{Q} +— (P’ sat P' A entails P’ P N = {P'} C {\S. - Q S}) (is
A +— ?B)
proof

assume - = {P} C {Q}
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then obtain S where asm0: P .S = @ (sem C S)
using hyper-hoare-triple-def by blast
let 2P =XS".5=25'
have entails ?P P
by (simp add: asm0(1) entails-def)
moreover have = {?P} C {\S. = Q S}
by (simp add: asm0(2) hyper-hoare-triple-def)
moreover have sat 7P
by (simp add: sat-def)
ultimately show ¢B by blast
next
assume 3 P’. sat P’ A entails P’ P A = {P'} C {\S. - Q S}
then obtain P’ where asm0: sat P’ entails P' P |= {P'} C {\S. -~ Q S}
by blast
then obtain S where P’ S
by (meson sat-def)
then show ?4
using asm0(2) asm0(3) entailsE hyper-hoare-tripleE
by (metis (no-types, lifting))
qed

definition differ-only-by where
differ-only-by a bz +— Vy. y#z — ay=1>by)

lemma differ-only-byl:
assumes A\y. y#z = ay=">by
shows differ-only-by a b x
by (simp add: assms differ-only-by-def)

lemma diff-by-update:
differ-only-by (a(z := v)) a x
by (simp add: differ-only-by-def)

lemma diff-by-comm:
differ-only-by a b © <— differ-only-by b a x
by (metis (mono-tags, lifting) differ-only-by-def)

lemma diff-by-trans:
assumes differ-only-by a b x
and differ-only-by b ¢
shows differ-only-by a ¢ x
by (metis assms(1) assms(2) differ-only-by-def)

definition not-free-var-of where

not-free-var-of P x +— (V states states’.

(Vi. differ-only-by (fst (states ©)) (fst (states’ 7)) z A snd (states i) = snd (states’
i)

— (states € P <— states’ € P))
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lemma not-free-var-ofE:
assumes not-free-var-of P x
and Ai. differ-only-by (fst (states i)) (fst (states’ i))
and Ai. snd (states i) = snd (states’ ©)
and states € P
shows states’ € P
using not-free-var-of-def[of P x| assms by blast

3.5 Synchronized Rule for Branching

definition combine where
combine from-nat x P1 P2 S «+— P1 (Set.filter (\p. fst ¢ © = from-nat 1) S)
N P2 (Set.filter (\p. fst ¢ © = from-nat 2) S)

lemma combinel:

assumes P1 (Set.filter (Ap. fst ¢ x = from-nat 1) S) A P2 (Set.filter (Ap. fst
» z = from-nat 2) S)

shows combine from-nat x P1 P2 S

by (simp add: assms combine-def)

definition modify-lvar-to where
modify-lvar-to x v ¢ = ((fst ¢)(z := v), snd @)

lemma logical-var-in-sem-same:
assumes \p. p € S = fst pz =a
and ¢’ € sem C S
shows fst o'z = a
by (metis assms(1) assms(2) fst-conv in-sem)

lemma recover-after-sem:
assumes a # b
and \p. p € Sl = fstpz=a
and \p. p € S2 = fst oz =1
shows sem C S1 = Set.filter (A\p. fst ¢ x = a) (sem C (51 U S2)) (is ?A =
?B)
proof
have r: sem C (S1 U S2) = sem C S1 U sem C 52
by (simp add: sem-union)
moreover have r1: \¢'. ¢’ € sem C S1 = fst o'z =a
by (metis assms(2) fst-conv in-sem)
moreover have r2: \p' ¢’ € sem C 52 = fst o'z =b
by (metis assms(8) fst-conv in-sem)
show ?B C 24
proof (rule subsetPairl)
fixlo
assume (I, o) € Set.filter (A\p. fst ¢ © = a) (sem C (51 U 52))
then show (I, o) € sem C S1
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using assms(1) r 2 by auto
qed
show ¢4 C B
by (simp add: r r1 subsetl)
qed

lemma injective-then-ok:
assumes a # b
and S1’ = (modify-lvar-to x a) * S1
and S2' = (modify-lvar-to z b) “ 52
shows Set.filter (Ap. fst ¢ x = a) (S1'U §2') = S1' (is YA = ¢B)
proof
show ¢B C ¢4
proof (rule subsetl)
fix y assume y € S1’
then have fst y © = a using modify-lvar-to-def assms(2)
by (metis (mono-tags, lifting) fst-conv fun-upd-same image-iff)
then show y € Set.filter (M. fst ¢ z = a) (S1'U S2)
by (simp add: <y € S1")
qed
show ¢4 C ¢B
proof
fix y assume y € 74
then have y ¢ 52’
by (metis (mono-tags, lifting) assms(1) assms(3) fun-upd-same image-iff
member-filter modify-lvar-to-def prod.sel(1))
then show y € 7B
using <y € Set.filter (\p. fst ¢ x = a) (S1'U S2')) by auto
qed
qed

definition not-free-var-hyper where
not-free-var-hyper © P «— (VS v. P S «— P ((modify-lvar-to = v) ©S5))

definition injective where
injective f +— (Va b. a b — fa# fb)

lemma sem-of-modify-lvar:
sem C ((modify-lvar-to r v) ©S) = (modify-lvar-to r v) ‘ (sem C S) (is ?A = ?B)
proof
show ¢4 C B
proof (rule subsetl)
fix y assume asm0: y € 7A
then obtain z where = € (modify-lvar-to r v) * S single-sem C (snd z) (snd
y) fstz = fsty
by (metis fst-conv in-sem snd-conv)
then obtain zx where zz € S x = modify-lvar-to r v zz
by blast
then have (fst zz, snd y) € sem C S
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by (metis <(C, snd x) — snd y» fst-conv in-sem modify-lvar-to-def prod.collapse
snd-conv)
then show y € 7B
by (metis «fst © = fst y» <x = modify-lvar-to r v xz> fst-eqD modify-lvar-to-def
prod.ezhaust-sel rev-image-eql snd-eqD)
qed
show ?B C 24
proof (rule subsetl)
fix y assume y € modify-lvar-to r v * sem C' S
then obtain yy where y = modify-lvar-to v v yy yy € sem C S
by blast
then obtain z where z € S fst © = fst yy single-sem C (snd x) (snd yy)
by (metis fst-conv in-sem snd-conv)
then have fst (modify-lvar-to r v z) = fst y
by (simp add: <y = modify-lvar-to r v yy» modify-lvar-to-def)
then show y € sem C (modify-lvar-to r v * S)
by (metis (mono-tags, lifting) «(C, snd z) — snd yy @ € S» <y = mod-
ify-lvar-to r v yy» fst-conv
image-eql in-sem modify-lvar-to-def snd-conv)
qed
qed

Proposition 15 (appendix C).

theorem if-sync-rule:
assumes = {P} C1 {P1}
and |= {P} C2 {P2}
and | {combine from-nat x P1 P2} C {combine from-nat x R1 R2}
and = {R1} C1'{Q1}
and | {R2} C2' {Q2}

and not-free-var-hyper x P1
and not-free-var-hyper © P2
and injective (from-nat :: nat = 'a)

and not-free-var-hyper x R1
and not-free-var-hyper x R2

shows = {P} If (Seq C1 (Seq C C1")) (Seq C2 (Seq C C2")) {join Q1 Q2}
proof (rule hyper-hoare-triplel)
fix S assume asm0: P S
have r0: sem (stmt.If (Seq C1 (Seq C C1")) (Seq C2 (Seq C C2"))) S
= sem C1' (sem C (sem C1 S)) U sem C2' (sem C (sem C2 S9))
by (simp add: sem-if sem-seq)
moreover have PI (sem C1 S) A P2 (sem C25)
using asm0 assms(1) assms(2) hyper-hoare-tripleE by blast

let 251 = (modify-lvar-to © (from-nat 1)) ‘ (sem C1 S)

let 252 = (modify-lvar-to © (from-nat 2)) ‘ (sem C2 S)
let ?f1 = Set.filter (\p. fst ¢ © = from-nat 1)
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let 2f2 = Set.filter (\p. fst ¢ z = from-nat 2)

have r: from-nat 1 # from-nat 2
by (metis Suc-1 assms(8) injective-def n-not-Suc-n)

have P1 251 N P2 252

by (meson «P1 (sem C1S) A P2 (sem C2S)» assms(6) assms(7) not-free-var-hyper-def)

moreover have rr1: Set.filter (Ap. fst ¢ © = from-nat 1) (951 U 952) = 251
using injective-then-ok[of from-nat 1 from-nat 2 251 x]
by (metis (no-types, lifting) assms(8) injective-def num.simps(4) one-eq-numeral-iff )
moreover have rr2: Set.filter (Ap. fst ¢ x = from-nat 2) (251 U 252) = 252
using injective-then-ok[of from-nat 2 from-nat 1 252 x]
by (metis (no-types, lifting) assms(8) injective-def one-eq-numeral-iff sup-commute
verit-eq-simplify(10))
ultimately have combine from-nat x P1 P2 (751 U 252)
by (metis combinel)
then have combine from-nat © R1 R2 (sem C (951 U ¢52))
using assms(3) hyper-hoare-tripleE by blast
moreover have ?f1 (sem C (251 U 252)) = sem C 251
using recover-after-sem[of from-nat 1 from-nat 2 251 x 252] r rr1 rr2
member-filter[of - Ap. fst ¢ x = from-nat 1] member-filter[of - Ap. fst ¢ © =
from-nat 2]
by metis
then have R1 (sem C ?51)
by (metis (mono-tags) calculation combine-def)
then have R1 (sem C (sem C1 S))
by (metis assms(9) not-free-var-hyper-def sem-of-modify-lvar)
moreover have ?f2 (sem C (251 U 252)) = sem C 252
using recover-after-sem[of from-nat 2 from-nat 1 252 x 251] r rr1 rr2 sup-commute|of

]
member-filter[of - Ap. fst ¢ & = from-nat 1 251 U 252] member-filter[of - Ap.
fst ¢ © = from-nat 2 251 U 252]
by metis
then have R2 (sem C 752)
by (metis (mono-tags) calculation(1) combine-def)
then have R2 (sem C (sem C25))
by (metis assms(10) not-free-var-hyper-def sem-of-modify-lvar)

then show join Q1 Q2 (sem (stmt.If (Seq C1 (Seq C C1')) (Seq C2 (Seq C
¢2')) 5)

by (metis (full-types) r0 assms(4) assms(5) calculation(2) hyper-hoare-tripleE
join-def)
qged

end
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4 Examples

In this file, we prove that the two examples from section IV satisfy resp.
violate GNI, using the proof outlines from appendix A.

theory Fxamples
imports Logic
begin

definition GNI where
GNIlh S +— Vol 2. p1 € SANp2€ S
— (Fp e S.snd o h=snd pl h A snd ¢ |l = snd p21))

lemma GNI-I:
assumes A\pl p2. o1 € SAp2€ S
= (Gp e S.snd o h=snd pl h A snd p | = snd p21)
shows GNI [l h S
by (simp add: GNI-def assms)

lemma program-1-sat-gni:

assumes y ZIANy#hANIL#h

shows = { (AS. True) } Seq (Havoc y) (Assign 1l (Ao. (o h ::int) + o y)) { GNI
Ih}
proof (rule RuleSeq)

let R =MXS.Vpl 2. p1 € SANp2€ S

— (Fp € S. (snd ¢ h::int) = snd pl h A snd ¢ h + snd ¢ y = snd 2 h +
snd ©2y)

show F {(AS. True)} Havoc y {?R}
proof (rule RuleCons)
show F {(AS. ?R {(l, o(y :=v)) |l o v. (I, 0) € S})} Havoc y {?R}
using RuleHavoc|of ?R] by blast
show entails (AS. True) (AS. ?R {(I, o(y :=v)) |l o (v = int). (I, o) € S})
proof (rule entailsl)
fix S
show ?R {(I, o(y :==v)) |l o (v :: int). (I, o) € S}
proof (clarify)
fixabaaballaoc o' vua
assume asm0: (I, o) € S (la, c') € S
let 2v = (c'(y == va)) h + (o'(y:=wa)) y+ — o h
let %o = (I, o(y := %v))
have snd % h = snd (I, o(y := v)) h A snd %o h + snd %0 y = snd (la,
o'(y := va)) h + snd (la, o'(y := va)) y
using assms by force
then show Jpe{(l, o(y :=v)) |l o0 v. (I, o) € S}.
snd o h = snd (I, o(y :=v)) h A snd o h + snd ¢ y = snd (la, o'(y :=
va)) h + snd (la, o'(y := va)) y
using asm0(1) by blast
qed
qed
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show entails R 7R
by (meson entailsl)
qed
show + {?R} (Assign | (Ao. o h + o y)) {GNI | h}
proof (rule RuleCons)
show  {(AS. GNI 1 h {(la, o(l :=0 h + 0 y)) |la 0. (la, 0) € S})} Assign |
(M. o h+oy) {GNIIlh}
using RuleAssign[of GNI Ll hl Ao. o h + o y] by blast
show entails (GNI 1 h) (GNI I h)
by (simp add: entails-def)

show entails R (AS. GNI L h {(la, c(l := 0 h + o y)) |la 0. (la, o) € S})
proof (rule entailsl)
fix S
assume asm0: Vol ¢2. p1 € SAp2 € S — (FpeS. snd ¢ h = snd ¢!
hAsndph+ sndoy=snd p2h+ snd p2y)
show GNIlh {(la, o(l :== 0 h + 0 y)) |la 0. (la, o) € S}
proof (rule GNI-I)
fix p1 2
assume asmli: ¢l € {(la, c(l .= 0 h 4+ o y)) |la 0. (la, 0) € S} A p2 €
{(la, c(l:=0 h 4+ o y)) |lac. (la, o) € S}
then obtain la o la’ 0’ where (la, o) € S (la’, 0’) € S 91 = (la, o(l :=
ch+oy)e2=>Ua,c'(l:=0"h+0"y))
by blast
then obtain ¢ where &S snd o h =0 hsnd o h + snd o y =0’ h +

using asm0 snd-conv by force
let %0 = (fst ¢, (snd @)(l := snd ¢ h + snd ¢ y))
have snd %o h = snd @1 h N\ snd %p | = snd 21
using «p! = (la, c(l:=0c h+ 0o y)) w2 = (la’,d'(l:=0c"h+ " y))
<snd o h + snd o y =0’ h + o’y <snd o h = o h) assms by force
then show Jpe{(la, o(l :=0 h 4+ o y)) |la 0. (la, o) € S}. snd ¢ h = snd
pl h A sndpl=sndp2l
using «p € S» mem-Collect-eq|of 7]
by (metis (mono-tags, lifting) prod.collapse)
qed
qed
qed
qed

lemma program-2-violates-gni:

assumes y ZIANy#hANIL#h

shows - { (AS. Ja € S.3be€ S. (snd a h :: nat) # snd b h) }

Seq (Seq (Havoc y) (Assume (Ao. oy > (0 :: nat) A oy < (100 :: nat)))) (Assign
I(Mo.oh+o0y))

{A(S = (("war = "lwal) x (‘a = nat)) set). -~ GNI 1 h S}
proof (rule RuleSeq)
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let 2RO = A(S :: (("lvar = 'lal) x (‘a = nat)) set).
(Bae S.3be S.sndbh>sndahAsnday>(0:nat)Asnday < 100
A snd by = 100)
let ?R1 = A(S = (("lvar = "lwal) x (‘a = nat)) set).
(Jae S.3be S . sndbh>sndahAsndby=100) AN Nc€ S. sndcy<
100)
let ?R2 = A(S :: (("lvar = 'lal) x (‘a = nat)) set).
Jae S.F3be S.Vece S.sndch=sndah— sndch+ sndcy=sndbh
+ snd by

show F {(A\S. JacS. FbeS. snd a h # snd b h)} Seq (Havoc y) (Assume (Ao. 0
<oyANoy<(100 : nat))) {?R1}
proof (rule RuleSeq)
show F {(AS. JaeS. 3beS. snd a h # snd b h)} Havoc y { RO }
proof (rule RuleCons)
show + {(AS. 2RO {(I, o(y :=v)) |l o v. (I, o) € S})} Havoc y {?R0O}
using RuleHavoc|of - y] by fast
show entails ?R0 R0
by (simp add: entailsl)
show entails (AS. Fa€S. FbES. snd a h # snd b h) (AS. 2RO {(l, o(y := v))
low (I,0) €S}
proof (rule entailsl)
fix S :: (("lvar = 'lwal) x (Ya = nat)) set
assume Ja€S. JbeS. snd a h # snd b h
then obtain a b where a € Sbec Ssndbh > sndah
by (meson linorder-neg-iff)
let %a = (fst a, (snd a)(y := 100))
let 2b = (fst b, (snd b)(y := 100))
have %a € {(I, o(y :=v)) |[lov. (I,0) € S} A2 e {(l,0(y :==v)) |l o v.
(l,0) € S}
using <a € S» <b € S» by fastforce
moreover have snd ?b h > snd ?a h A snd 2a y > (0 :: nat) A snd %a y
< 100 A snd 2b y = 100
using «snd a h < snd b hy assms by force
ultimately show ?R0 {(I, o(y := v)) [l o v. (I, o) € S} by blast
qed
qed
show F {?R0} Assume (Ao. 0 <oy Aoy < 100) {?R1}
proof (rule RuleCons)
show F {(AS. ?R1 (Set.filter (Ao. 0 < o y Aoy < 100) o snd)
S))} Assume (Ao. 0 < oy Aoy < 100) {?R1}
using RuleAssumelof - Ao. 0 < o y Aoy < 100]
by fast
show entails ?R1 ?R1
by (simp add: entailsI)
show entails RO (AS. ?R1 (Set.filter (Ao. 0 < o y Ao y < 100) o snd)
5))

proof (rule entailsl)
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fix S (("lvar = "lal) x ('a = nat)) set
assume asm0: R0 S
then obtain a b where acS beS snda h < sndbh A 0 < snd ay A snd
ay < (100 :: nat) A snd by = 100
by blast
then have a € Set.filter (Ao. 0 < oy Aoy < 100) o snd) S AN b€
Set.filter (Ao. 0 < oy Aoy <100)o snd) S
by (simp add: <a € Sy <b € 5»)
then show ?R1 (Set.filter (Ao. 0 < o y Aoy < 100) o snd) S)
using <snd a h < sndbh A0 < snday A snday< 100 A snd by =
100y by force
qed
qed
qed
show + { ?R1 } Assignl (Ao. o h + o y) {A\S. - GNI 1 h S}
proof (rule RuleCons)
show F {(AS. = GNI'lh {(la, o(l :== 0 h + o y)) |la 0. (la, 0) € S})} Assign
I (M. o h+oy){\S. = GNILh S}
using RuleAssign[of \S. = GNIlh Sl Xo. o h + o y]
by blast
show entails (AS. = GNIlh S) (AS. = GNIlh S)
by (simp add: entails-def)
show entails (AS. (Fa€S. 3beS. sndah < sndbh A sndby=100) A (VceS.
snd ¢y < 100))
(A(S =2 (("war = "Wal) x ('a = nat)) set). = GNILh {(la, o(l:=c h+ o
y)) |la o. (la, o) € S})
proof (rule entailsl)
fix S :: (("lvar = 'lal) x ("a = nat)) set
assume asm0: (3a€S. FbeS. sndah < snd b h A sndby=100) N (Vc€S.
snd ¢y < 100)
then obtain a b where asmi: a€S beS snda h < snd b h A snd by = 100
by blast
let %a = (fst a, (snd a)(l := snd a h + snd a y))
let 2b = (fst b, (snd b)(l := snd b h + snd b y))
have Ala 0. (la, 0) € S = (6(l:=0 h+ 0 y)) h = snd ?a h = (o(l :=
och+ovy))l#snd?l
using asm0 asm1(3) assms by fastforce
moreover have r: %a € {(la, o(l:=0 h+ 0 y)) |lac. (la,c) € S} AN % €
{(la, o(l:=0 h+ 0o y)) |laoc. (la, 0) € S}
using asm1(1) asm1(2) by fastforce
show = GNI'l h {(la, o(l :==0 h + o y)) |la 0. (la, o) € S}
proof (rule ccontr)
assume - - GNI [ h {(la, o(l :== 0 h + o y)) |la 0. (la, o) € S}
then have GNI I h {(la, o(l :== 0 h + 0 y)) |la 0. (la, o) € S}
by blast
then obtain ¢ where ¢ € {(la, o(l ;=0 h + 0 y)) |la 0. (la, o) € S} snd
wh=snd ?a hsnd ol =snd ?b1
using GNI-def[of L h {(la, o(l:= 0 h + o y)) |la 0. (la, o) € S}] r
by meson
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then show Fulse
using calculation by auto
qed
qed
qed
qed

end

5 Expressivity of Hyper Hoare Logic

In this file, we define program hyperproperties (definition 7), and prove
theorem 3.

5.1 Program Hyperproperties

theory ProgramHyperproperties
imports Logic
begin

Definition 7

type-synonym ‘a hyperproperty = (‘a x 'a) set = bool

definition set-of-traces where
set-of-traces C = { (0, 0') o 0’. (C, 0) = 0’}

definition hypersat where
hypersat C H «— H (set-of-traces C')

definition copy-p-state where
copy-p-state to-pvar to-lval o = to-lval (o (to-pvar x))

definition recover-p-state where
recover-p-state to-pval to-lvar 1 x = to-pval (I (to-lvar z))

lemma injective-then-exists-inverse:
assumes injective to-lvar
shows Jto-pvar. (V. to-pvar (to-lvar z) = x)
proof —
let ?to-pvar = \y. SOME x. to-lvar © = y
have Az. ?to-pvar (to-lvar z) = x
by (metis (mono-tags, lifting) assms injective-def somel)
then show ?thesis
by force
qed

lemma single-step-then-in-sem:
assumes single-sem C o o'
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and (l,0) € S
shows (I, o) € sem C S
using assms(1) assms(2) in-sem by fastforce

lemma in-set-of-traces:
(0, 0’) € set-of-traces C «+— (C, o) — o’
by (simp add: set-of-traces-def)

lemma in-set-of-traces-then-in-sem:
assumes (o, o’) € set-of-traces C
and (I,0) € S
shows (I, ') € sem C S
using in-set-of-traces assms single-step-then-in-sem by metis

lemma set-of-traces-same:
assumes Az. to-pvar (to-lvar x) = x
and Az. to-pval (to-lval z) = z
and S = {(copy-p-state to-pvar to-lval o, o) |o. True}
shows {(recover-p-state to-pval to-lvar I, o’) |l o'. (I, ¢') € sem C S} =
set-of-traces C
(is A = ?B)
proof
show ¢4 C 2B
proof (rule subsetPairl)
fix 0 o/ assume asm0: (o, o) € {(recover-p-state to-pval to-lvar 1, ') |l o’.
(I, o’) € sem C S}
then obtain [ where o = recover-p-state to-pval to-lvar | (I, o’) € sem C S
by blast
then obtain = where (I, 2) € S (C, z) — o’
by (metis fst-conv in-sem snd-conv)
then have | = copy-p-state to-pvar to-lval
using assms(3) by blast
moreover have o0 =z
proof (rule ext)
fix yshowo y=zy
by (simp add: <o = recover-p-state to-puval to-lvar Iy assms(1) assms(2)
calculation copy-p-state-def recover-p-state-def)
qed
ultimately show (o, o) € set-of-traces C
by (simp add: <(C, z) — o’y set-of-traces-def)
qed
show ¢B C 24
proof (rule subsetPairl)
fix o ¢’ assume asm0: (o, o') € set-of-traces C
let 2l = copy-p-state to-pvar to-lval o
have (%1, 0) € S
using assms(3) by blast
then have (7, 0') € sem C S
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using asm0 in-set-of-traces-then-in-sem by blast
moreover have recover-p-state to-pval to-lvar 2l = o
proof (rule ext)
fix x show recover-p-state to-pval to-lvar (copy-p-state to-pvar to-lval o) x =
oz
by (simp add: assms(1) assms(2) copy-p-state-def recover-p-state-def)
qed
ultimately show (o, o’) € {(recover-p-state to-pval to-lvar 1, ¢’) |l o'. (I, o)
€ sem C S}
by force
qed
qed

Theorem 3

theorem proving-hyperproperties:

fixes to-lvar :: 'pvar = 'lvar
fixes to-lval :: 'pval = 'lval

assumes injective to-lvar
and injective to-lval

shows 3P Q:('lvar, 'lwal, "'pvar, 'pval) state hyperassertion. (¥ C. hypersat C
H+— ={P} C{Q})

proof —

obtain to-pval :: 'lval = 'pval where r1: Az. to-pval (to-lval z) = z
using assms(2) injective-then-exists-inverse by blast

obtain to-pvar :: 'lvar = 'pvar where r2: Axz. to-pvar (to-lvar x) = x
using assms(1) injective-then-exists-inverse by blast

let 2P = \S. S = {(copy-p-state to-pvar to-lval o, o) |o. True }
let 2Q = \S. H { (recover-p-state to-pval to-lvar 1, o’) |l o’. (I, 0’) € S }

have AC. hypersat C H «— = {?P} C {?Q}
proof
fix C
assume hypersat C' H
show = {?P} C {?Q}
proof (rule hyper-hoare-triplel)
fix S assume S = {(copy-p-state to-pvar to-lval o, o) |o. True}
have {(recover-p-state to-pval to-lvar 1, o') |l o’. (I, 0') € sem C S}
= set-of-traces C
using ¢S = {(copy-p-state to-pvar to-lval o, o) |o. True}> set-of-traces-same|of
to-pvar to-lvar to-pval to-lval]
rl r2 by presburger
then show H {(recover-p-state to-pval to-lvar 1, o) |l o’. (I, ¢') € sem C S}
using <hypersat C H» hypersat-def by metis
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qed
next
fix C
let 25 = {(copy-p-state to-pvar to-lval o, o) |o. True }
assume = {?P} C {?Q}
then have ?Q) (sem C 99)
by (simp add: hyper-hoare-triple-def)
moreover have {(recover-p-state to-pval to-lvar 1, o’) |l o'. (I, 0’) € sem C
28} = set-of-traces C
using r1 r2 set-of-traces-same[of to-pvar to-lvar to-pval to-lval]
by presburger
ultimately show hypersat C H
by (simp add: hypersat-def)
qed
then show ?thesis
by auto
qed

Hypersafety, hyperliveness

definition maz-k where
maz-k k S +— finite S N\ card S < k

definition hypersafety where
hypersafety P +— (WVS. - P S — (VS§. §C S — = P§")

definition k-hypersafety where
k-hypersafety k P +— (VS. = P S — (35" S'"C S A maz-k k S' A (VS". S’
g S// - P S//)))

definition hyperliveness where
hyperliveness P +— (Vv S.38". S C S’ AP S’

lemma k-hypersafetyl:

assumes A\S. - P S = 35. S'C S Amax-kkS AKNVS" S CS"— =P
577

shows k-hypersafety k P

by (simp add: assms k-hypersafety-def)

lemma hypersafetyl:
assumes AS S - PS— SCS' = - PSS’
shows hypersafety P
by (metis assms hypersafety-def)

lemma hyperlivenessl:
assumes AS. 35 S C S'APS’
shows hyperliveness P
using assms hyperliveness-def by blast
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lemma k-hypersafe-is-hypersafe:
assumes k-hypersafety k P
shows hypersafety P
by (metis (full-types) assms dual-order.trans hypersafety-def k-hypersafety-def)

lemma one-safety-equiv:
assumes sat H
shows k-hypersafety 1 H +— (3P.VS. HS +— (V7 € S. P 1)) (is ?4 +—
?B)
proof
assume ?B
then obtain P where asm0: ANS. HS «— (V7€ S. P 1)
by auto
show ?4
proof (rule k-hypersafetyl)
fix S
assume asml: - H S
then obtain 7 where 7 € S = P 7
using asm0 by blast
let 25 = {7}
have 25 C S A maz-k 1 S AN (VS”. 2SC S”" — - HS")
using <— P 1) <7 € §» asm0 max-k-def by fastforce
then show 35'CS. maz-k 1 S’ A (VS”. §'C S"” — = HS") by blast
qed
next
assume ?A
let P = Ar. H {7}
have AS. HS +— (V7€ S. P 1)
proof
fix S assume H S
then show V7 € §. 2P 1
using <k-hypersafety 1 H) hypersafety-def k-hypersafe-is-hypersafe by auto
next
fix S assume asm0: V7 € S. ?P 7
show H S
proof (rule ccontr)
assume - H §
then obtain S’ where S’ C S A maz-k 1 S'"AN(VS". §'C S" — = HS)
by (metis <k-hypersafety 1 H> k-hypersafety-def)
then show Fulse
proof (cases S’ = {})
case True
then show ?thesis
by (metis <S' C S A maz-k 1 8" AN (¥VS". §'C 8" — = HS") assms
empty-subsetl sat-def)
next
case Fulse
then obtain 7 where 7 € S’
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by blast
then have card S’ = 1
by (metis False One-nat-def Suc-lel <S' C S A maz-k 1 S" N (VS". §' C
S — = HS")s card-gt-0-iff le-antisym maz-k-def)
then have S’ = {7}
using «r € S card-1-singletonE by auto
then show ?thesis
using «S' C S A maz-k 1 S"AN (VS”. S’ C S — = HS") asm0 by
fastforce
qed
qed
qed
then show ¢B by blast
qed

definition hoarify where
hoarify P Q S «+— (Vp € S. fstp e P — snd p € Q)

lemma hoarify-hypersafety:

hypersafety (hoarify P Q)
by (metis (no-types, opaque-lifting) hoarify-def hypersafetyl subsetD)

theorem hypersafety-1-hoare-logic:
k-hypersafety 1 (hoarify P Q)
proof (rule k-hypersafetyl)
fix S assume — hoarify P Q S
then obtain 7 where 7 € S fst 7 € Psnd 7 ¢ Q
using hoarify-def by blast
let 25 = {7}
have 25 C S A maz-k 1 25 A (VS". 25 C S” — = hoarify P Q S")
by (metis Compl-iff One-nat-def <t € S» <fst 7 € P> <snd 7 ¢ Q> card.empty
card.insert compl-le-compl-iff empty-not-insert finite.intros(1) finite.intros(2) hoar-
ify-def insert-absorb le-numeral-extra(4) maz-k-def subset-Compl-singleton)
then show 35'CS. maz-k 1 S' A (VS". §"C §" — = hoarify P Q S")
by meson
qed

definition incorrectnessify where
incorrectnessify P Q S «— (Vo' € Q.30 € P. (0,0') € 5)

lemma incorrectnessify-liveness:

assumes P # {}

shows hyperliveness (incorrectnessify P Q)
proof (rule hyperlivenessI)

fix S
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obtain ¢ where asm0: 0 € P
using assms by blast

let 25 =S5U{(0,0') |0’ 0’ € Q}

have incorrectnessify P Q 25
using asm0 incorrectnessify-def by force

then show 35'. S C S’ A incorrectnessify P Q S’
using sup.coboundedl by blast

qed

definition real-incorrectnessify where
real-incorrectnessify P Q S <— (Vo € P. 30’ € Q. (0, 0') € 5)

lemma real-incorrectnessify-liveness:

assumes Q # {}

shows hyperliveness (real-incorrectnessify P Q)

by (metis UNIV-I assms equalsOI hyperliveness-def real-incorrectnessify-def sub-
setl)

Verifying GNI

definition gni-hyperassertion :: 'n = 'n = ('n = 'v) hyperassertion where
gni-hyperassertion h 1 S +— (Vo € S.Vv.do’ € S.c' h=v Ao l=0"l)

definition semify where
semify 2 S ={(l,0)|o'cl. (l,0) € SA(0,0") e X}

definition hyperprop-hht where
hyperprop-hht P Q ¥ «— (VS. P .S — Q (semify X S))

Footnote 4

theorem any-hht-hyperprop:
E {P} C {Q} «— hypersat C (hyperprop-hht P Q) (is ?A «— ?B)
proof
have AS. semify (set-of-traces C) S = sem C S
proof —
fix S
have Al o’. (I, 0') € sem C S «— (I, ') € semify (set-of-traces C) S
proof —
fix | o’
have (I, 0’) € sem C S «— (3o. (I, 0) € S A (C, o) = o)
by (simp add: in-sem)
also have ... +— (3o. (I, 0) € S A (0, 0') € set-of-traces C)
using set-of-traces-def by fastforce
then show (I, 0’) € sem C S <— (I, 0') € semify (set-of-traces C) S
by (simp add: calculation semify-def)
qed
then show semify (set-of-traces C) S = sem C' S
by auto
qed
show ?A — ?B
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by (simp add: <\S. semify (set-of-traces C) S = sem C Sy hyper-hoare-tripleE
hyperprop-hht-def hypersat-def)
show ?B — 74
by (simp add: <\S. semify (set-of-traces C) S = sem C' S» hyper-hoare-triple-def
hyperprop-hht-def hypersat-def)
qed

end

In this file, we prove most results of section V: hyper-triples subsume many
other triples, as well as example 4.

theory FExpressivity
imports ProgramHyperproperties
begin

5.2 Hoare Logic (HL) [6]

Definition 8

definition HL where
HLPCQ+— Noo'l.(l,o) e PAN({C,0) =0y — (I,0') € Q)

lemma HLI:
assumes Ao o’ l. (I,0) e P= (C,0) o' = (l,0)) € Q
shows HL P C @Q
using assms HL-def by blast

lemma hoarifyl:
assumes Ao 0’. (0,0 )€ S=0c€c P=0'€ Q
shows hoarify P Q S
by (metis assms hoarify-def prod.collapse)

definition HL-hyperprop where
HL-hyperprop P Q S +— (VI.Vp e S. (I, fst p) € P — (I, snd p) € Q)

lemma connection-HL:
HL P C Q +— HL-hyperprop P Q (set-of-traces C) (is ?A «— ?B)
proof
assume ?A
then show ?B
by (simp add: HL-def HL-hyperprop-def set-of-traces-def)
next
assume ?B
show ?4
proof (rule HLI)
fix o ¢’ | assume asm0: (I, 0) € P (C,0) = o
then have (o, 0') € set-of-traces C
by (simp add: set-of-traces-def)
then show (I, ¢’) € Q

/
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using «HL-hyperprop P Q (set-of-traces C)» asm0(1) HL-hyperprop-def by
fastforce
qed
qed

Proposition 1

theorem HL-expresses-hyperproperties:
3H. (VC. hypersat C H «+— HL P C Q) A k-hypersafety 1 H
proof —
let ?H = HL-hyperprop P Q
have A\C. hypersat C ?H +— HL P C Q
by (simp add: connection-HL hypersat-def)
moreover have k-hypersafety 1 ?H
proof (rule k-hypersafetyl)
fix S assume asm0: = HL-hyperprop P Q) S
then obtain [ p where p € S (I, fst p) € P (I, snd p) ¢ @
using HL-hyperprop-def by blast
let 25 = {p}
have maz-k 1 2S A (VS". 25 C §" — = HL-hyperprop P Q S")
by (metis (no-types, lifting) One-nat-def <(l, fst p) € Py (I, snd p) ¢ @
card.empty card.insert
empty-iff finite.intros(1) finite.intros(2) le-numeral-extra(4) maz-k-def
HL-hyperprop-def singletonl subsetD)
then show 35'CS. maz-k 1 S"AN(VS". S C S" — = HL-hyperprop P Q S'')
by (meson «<p € Sy empty-subsetl insert-subsetl)
qed
ultimately show ?thesis
by blast
qed

Proposition 2

theorem encoding-HL:
HL P C @ <— (hyper-hoare-triple (over-approx P) C (over-approz @)) (is 74
«—— ?B)
proof (rule iffT)
show ?B = %74
proof —
assume asm0: ¢B
show 74
proof (rule HLI)
fix oo’
assume asml: (I, 0) € P (C,0) > o
then have over-approz P {(l, o)}
by (simp add: over-approz-def)
then have (over-approz Q) (sem C {(l, 0)})
using asm0 hyper-hoare-tripleE by auto
then show (I, 0’) € Q
by (simp add: asm1(2) in-mono in-sem over-approz-def)
qed

/
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qed
next
assume 7: ?A
show ?B
proof (rule hyper-hoare-triplel)
fix S assume asm0: over-approx P S
then have S C P
by (simp add: over-approz-def)
then have sem C S C sem C P
by (simp add: sem-monotonic)
then have sem C S C @
using r HL-def[of P C Q)
by (metis (no-types, lifting) fst-conv in-mono in-sem snd-conv subrell)
then show over-approz @ (sem C S)
by (simp add: over-approz-def)
qged
qed

lemma entailment-order-hoare:
assumes P C P’
shows entails (over-approxz P) (over-approx P’)
by (simp add: assms entails-def over-approx-def subset-trans)

5.3 Cartesian Hoare Logic (CHL) [9]

Notation 3

definition k-sem where
k-sem C states states’ <— (Vi. (fst (states i) = fst (states’ i) A single-sem C
(snd (states 7)) (snd (states’ ©))))

lemma k-seml:

assumes Ai. (fst (states i) = fst (states’ i) A single-sem C (snd (states i)) (snd
(states’ i)))

shows k-sem C states states’

by (simp add: assms k-sem-def)

lemma k-semFE:
assumes k-sem C states states’
shows fst (states i) = fst (states’ ©) A single-sem C (snd (states ©)) (snd (states’

i)

using assms k-sem-def by fastforce

Definition 9

definition CHL where
CHL P C @ <— (V states. states € P — (V states’. k-sem C states states’ —
states’ € Q))

lemma CHLI:
assumes /\states states’. states € P = k-sem C states states’ = states’ € Q
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shows CHL P C @
by (simp add: assms CHL-def)

lemma CHLE:
assumes CHL P C' @
and states € P
and k-sem C states states’
shows states’ € Q
using assms(1) assms(2) assms(3) CHL-def by fast

definition encode-CHL where
encode-CHL from-nat x P S <— (V states. (Vi. states i € S A fst (states i) z =
from-nat i) — states € P)

lemma encode-CHLI:
assumes /states. (Vi. states i € S A fst (states i) x = from-nat i) = states €
P
shows encode-CHL from-nat z P S
using assms(1) encode-CHL-def by force

lemma encode-CHLE:
assumes encode-CHL from-nat x P S
and \i. states i € S
and Ai. fst (states i) © = from-nat i
shows states € P
by (metis assms(1) assms(2) assms(3) encode-CHL-def)

lemma equal-change-lvar:
assumes fst ¢ T =y

shows ¢ = ((fst ¢)(z := y), snd ¢)
using assms by fastforce

Proposition 3

theorem encoding-CHL:
assumes not-free-var-of P x
and not-free-var-of Q x
and injective from-nat
shows CHL P C Q <— = {encode-CHL from-nat © P} C {encode-CHL from-nat
z Q} (is ?A +— ?B)
proof
assume ?A
show ?B
proof (rule hyper-hoare-triplel)
fix S assume encode-CHL from-nat © P S
then obtain asm0: A states states’. (\i. states i € S) = (\i. fst (states i)
z = from-nat i) = states € P
by (simp add: encode-CHLE)
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show encode-CHL from-nat x @ (sem C S)
proof (rule encode-CHLI)
fix states’
assume asml: Vi. states’ i € sem C S A fst (states’ i) x = from-nat i

let ?states = Ai. (fst (states’ i), SOME o. (fst (states’ i), o) € S A single-sem
C o (snd (states’ ©)))

show states’ € Q
using (%4>
proof (rule CHLE)
show ?Zstates € P
proof (rule asm0)
fix ¢
let %0 = SOME o. ((fst (states’ i), o) € S A (C, o) — snd (states’ i))
have r: (fst (states’ 7), %0) € S AN (C, %0) — snd (states’ 7)
using somel-ex[of Ao. (fst (states’ i), o) € S A (C, o) — snd (states’
)] asm1 in-sem by blast
then show “states i € S
by blast
show fst (?states i) x = from-nat i
by (simp add: asm1)
qged
show k-sem C ?states states’
proof (rule k-semlI)
fix 7
let %0 = SOME o. ((fst (states’ i), o) € S A (C, o) — snd (states’ 7))
have r: (fst (states’ 7), %0) € S AN (C, ?0) — snd (states’ 7)
using somel-ex[of Ao. (fst (states’ i), o) € S A (C, o) — snd (states’
)] asml in-sem by blast
then show fst (?states i) = fst (states’ i) A (C, snd (?states 7)) — snd
(states’ 7)
by simp
qed
qed
qed
qged
next

assume asm0: = {encode-CHL from-nat © P} C {encode-CHL from-nat x Q}

show CHL P C @
proof (rule CHLI)
fix states states’
assume asml: states € P k-sem C states states’

let ?states = Ai. ((fst (states i))(x := from-nat 7), snd (states 7))

let ?states’ = Ai. ((fst (states i))(z := from-nat 7), snd (states’ 7))
let 25 = range ?states
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have encode-CHL from-nat © @ (sem C ¢5)
using asm0
proof (rule hyper-hoare-tripleE)
show encode-CHL from-nat x P 25
proof (rule encode-CHLI)
fix f assume asm2: Vi. fi € 25 A fst (fi) © = from-nat i
have f = ?states
proof (rule ext)
fix 7
obtain j where j-def: f i = ((fst (states j))(z := from-nat j), snd (states
7))
using asm?2 by fastforce
then have from-nat j = from-nat i
by (metis asm2 fst-conv fun-upd-same)
then show fi = ((fst (states ©))(z := from-nat i), snd (states 7))
by (metis j-def assms(8) injective-def)
qged
moreover have ?states € P
using assms(1)
proof (rule not-free-var-ofE)
show states € P
using asm1(1) by simp
fix ¢
show differ-only-by (fst (states 7)) (fst ((fst (states ©))(z := from-nat 1),
snd (states i)))
by (simp add: differ-only-by-def)
show snd (states i) = snd ((fst (states i))(z := from-nat ©), snd (states 7))
by simp
qed
ultimately show f € P
by meson
qed
qed
then have ?states’ € Q
proof (rule encode-CHLE)
fix ¢
show fst ((fst (states 7))(z := from-nat i), snd (states’ 7)) x = from-nat i
by simp
moreover have single-sem C (snd (?states 7)) (snd (?states’ 7))
using asm1(2) k-sem-def by fastforce
ultimately show ((fst (states 7))(z := from-nat i), snd (states’ i)) € sem C
29
using in-sem by fastforce
qed
show states’ € Q
using assms(2)
proof (rule not-free-var-ofE[of Q x])
show Zstates’ € Q
by (simp add: <«(\i. ((fst (states 7))(x := from-nat i), snd (states’ ©))) € @)
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fix ¢ show differ-only-by (fst ((fst (states i))(z := from-nat i), snd (states’
1)) (fst (states’ 7)) z
by (metis asm1(2) diff-by-update fst-conv k-sem-def)
qged (auto)
qed
qed

definition CHL-hyperprop where
CHL-hyperprop P Q S +— (Vlp. (Vi.pi € S) A (Xi. (L4, fst (p i) € P—
(Ai. (14, snd (p 1) € Q)

lemma CHL-hyperpropl:

assumes Alp. (Vi.pie S) A M. (14, fst (pi))) € P= (Mi. (I, snd (p 1))
€Q

shows CHL-hyperprop P Q S

by (simp add: assms CHL-hyperprop-def)

lemma CHL-hyperpropk:
assumes CHL-hyperprop P Q S
and \i.pi € S
and (Ai. (14, fst (pi))) € P
shows (\i. (14, snd (p 7)) € Q
using assms(1) assms(2) assms(3) CHL-hyperprop-def by blast

Proposition 10

theorem CHL-hyperproperty:
hypersat C (CHL-hyperprop P Q) +— CHL P C @ (is ?A +— ¢B)
proof
assume ?A
show ?B
proof (rule CHLI)
fix states states’
assume asm0: states € P k-sem C states states’
let ?p = Xi. (snd (states i), snd (states’ 7))
let 21 = \i. fst (states i)

have range ?p C set-of-traces C
proof (rule subsetl)
fix z assume z € range ?p
then obtain | where z = (snd (states 7), snd (states’ 7))
by blast
then show z € set-of-traces C
by (metis (mono-tags, lifting) Collect] asm0(2) k-sem-def set-of-traces-def)
qed
have (\i. (214, snd (%p 7)) € Q
proof (rule CHL-hyperpropFE)
show CHL-hyperprop P @ (range ?p)
proof (rule CHL-hyperpropl)
fix [ p assume asm1: (Vi. p i € range (Ai. (snd (states 7), snd (states’ 7))))
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AN Ni. (14, fst (pi))) e P
then show (\i. (14, snd (p 1)) € Q
using CHL-hyperprop-def|of P Q set-of-traces C| <hypersat C (CHL-hyperprop
P Q)
<range (Ai. (snd (states i), snd (states’ ©))) C set-of-traces C» hypersat-def
subset-iff
by blast
qed
show (A\i. (fst (states i), fst (snd (states i), snd (states’ 7)))) € P
by (simp add: asm0(1))
fix ¢ show (snd (states i), snd (states’ 7)) € range (Ai. (snd (states i), snd
(states’ 7)))
by blast
qed
moreover have states’ = (A\i. (214, snd (?p 7)))
proof (rule ext)
fix ¢ show states’ i = (fst (states i), snd (snd (states i), snd (states’ 7)))
by (metis asm0(2) k-sem-def prod.exhaust-sel sndl)
qed
ultimately show states’ € Q
by auto
qed
next
assume asm0: CHL P C Q
have CHL-hyperprop P Q (set-of-traces C)
proof (rule CHL-hyperpropI)
fix [ p assume asm1: (Vi. p i € set-of-traces C) N (Ni. (14, fst (p 7)) € P

show (Ai. (14, snd (p 7)) € Q
using asm0
proof (rule CHLE)
show (Ai. (14, fst (p 7)) € P
by (simp add: asm1)
show k-sem C (Ai. (L4, fst (p ©))) (M. (14, snd (p 7)))
proof (rule k-seml)
fix i show fst (14, fst (p 7)) = fst (14, snd (p i)) A (C, snd (L4, fst (pi)))
— snd (1 i, snd (p 7))
using asml1 in-set-of-traces by fastforce
qed
qed
qed
then show hypersat C' (CHL-hyperprop P Q)
by (simp add: hypersat-def)
qed

theorem k-hypersafety-HL-hyperprop:
fixes P :: (i = ('lvar, 'lal, 'pvar, 'pval) state) set
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assumes finite (UNIV :: 'i set)
and card (UNIV :: 'i set) = k
shows k-hypersafety k (CHL-hyperprop P Q)
proof (rule k-hypersafetyl)
fix S
assume — CHL-hyperprop P @ S
then obtain [ p where asm0: Vi.pi € S (M. (I 4, fst (p 7)) € P
(Ni. (1, snd (p 1)) ¢ Q
using CHL-hyperprop-def by blast
let 2S = range p
have maz-k k 25
by (metis assms(1) assms(2) card-image-le finite-imagel maz-k-def)
moreover have \S’". 25 C §" = - CHL-hyperprop P Q S"
by (meson asm0(2) asm0(3) CHL-hyperprop-def range-subsetD)
ultimately show 3S'CS. maz-k k S'" A (VS”. S' C S" — = CHL-hyperprop
PQS"
by (meson asm0(1) image-subsetl)
qed

5.4 Incorrectness Logic [8] or Reverse Hoare Logic [3] (IL))

Definition 11

definition IL where
ILPCQ+— QCsem CP

lemma equiv-def-incorrectness:
ILPCQ<+— Vlo' (l,c)e @ — (Fo.(l,o0) e PA(C,0) — )
by (simp add: in-sem IL-def subset-iff)

definition IL-hyperprop where
IL-hyperprop P Q S «+— (Vlo'. (I,0') € @ — (Fo. (I, 0) € P A (0,0') € 9))

lemma IL-hyperpropl:
assumes Al o’. (I, 0') € Q = (3o. (I, 0) € P A (0,0') € 5)
shows IL-hyperprop P Q S
by (simp add: assms IL-hyperprop-def)

Proposition 11

lemma IL-expresses-hyperproperties:
IL P C Q <— IL-hyperprop P Q (set-of-traces C) (is ?A +— ?B)
proof
assume ?A
show ?B
proof (rule IL-hyperpropl)
fix [ o/ assume asm0: (I, 0’) € Q
then obtain o where (I, o) € P single-sem C o o’
using <IL P C @ equiv-def-incorrectness by blast
then show Jo. (I, 0) € P A (0, o) € set-of-traces C

50



using set-of-traces-def by auto
qed
next
assume ?B
have Q C sem C' P
proof (rule subsetPairl)
fix | o’ assume (I, ¢') € Q
then obtain o where (o, ¢') € set-of-traces C (I, o) € P
by (meson <IL-hyperprop P Q (set-of-traces C)» IL-hyperprop-def)
then show (I, 0’) € sem C P
using in-set-of-traces-then-in-sem by blast
qed
then show 74
by (simp add: IL-def)
qed

lemma IL-consequence:
assumes IL P C Q
and (I, 0’) € Q
shows Jo. (I, 0) € P A single-sem C o o’
using assms(1) assms(2) equiv-def-incorrectness by blast

Proposition 4

theorem encoding-IL:
IL P C @ <— (hyper-hoare-triple (under-approx P) C (under-approz Q)) (is 24
«—— ?B)
proof (rule iffT)
show ?B — ?4
proof —
assume ?B
then have under-approx @ (sem C P)
by (simp add: hyper-hoare-triple-def under-approz-def)
then show ?4
by (simp add: IL-def under-approx-def)
qed
assume ?A
then show ?B
by (simp add: hyper-hoare-triple-def sem-monotonic IL-def under-approx-def
subset-trans)
qed

lemma entailment-order-reverse-hoare:
assumes P C P’
shows entails (under-approx P') (under-approx P)
by (simp add: assms dual-order.trans entails-def under-approz-def)

definition incorrectify where
incorrectify p = under-approz { o |o. p o}
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lemma incorrectifyl:
assumes \c. po = o € S
shows incorrectify p S
by (metis assms incorrectify-def mem-Collect-eq subsetl under-approz-def)

lemma incorrectifyl:
assumes incorrectify p S
and p o
shows 0 € §
by (metis CollectI assms(1) assms(2) in-mono incorrectify-def under-approz-def)

lemma simple-while-incorrectness:

assumes An. hyper-hoare-triple (incorrectify (p n)) C (incorrectify (p (Suc n)))

shows hyper-hoare-triple (incorrectify (p 0)) (While C) (incorrectify (Ao. In. p
n o))
proof (rule consequence-rule)

show entails (incorrectify (p 0)) (incorrectify (p 0))

by (simp add: entailsI)
show hyper-hoare-triple (incorrectify (p 0)) (While C) (natural-partition (An.

incorrectify (p n)))
by (meson assms while-rule)

have entails (incorrectify (Ao. In. p n o)) (natural-partition (An. incorrectify (p
n)))
proof (rule entailsI)
fix S assume asm0: incorrectify (Ao. An. pn o) S
then have under-approx { o o n. pno} S
by (metis incorrectify-def)
let 2F = An. S
show natural-partition (An. incorrectify (p n)) S
proof (rule natural-partitionl)
show An. incorrectify (p n) (2F n)
by (metis asm0 incorrectifyE incorrectifyl)
show S = |J (range 2F)
by simp
qged
qed

show entails (natural-partition (An. incorrectify (p n))) (incorrectify (Ao. In. p
n o))
proof (rule entailsl)
fix S assume asm0: natural-partition (An. incorrectify (p n)) S
then obtain F where S = (Un. F n) An. incorrectify (p n) (F n)
using natural-partitionE by blast
show incorrectify (Ao. In. pn o) S
proof (rule incorrectifyl)
fix 0 assume In. pn o
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then obtain n where p n o
by blast

then have o € F'n
by (meson <A\n. incorrectify (p n) (F n)» incorrectifyF)

then show o € S
using «S = |J (range F)» by blast

qed
qed
qed

definition sat-for-l where
sat-for-ll P +— (3o. (I, 0) € P)

theorem incorrectness-hyperliveness:
assumes Al sat-for-l1 1 Q = sat-for-l 1 P
shows hyperliveness (IL-hyperprop P Q)
proof (rule hyperlivenessI)
fix S
let 2S5 =SU{(o0,0)|co’l. (l,c)e QAN(l,0)€ P}
have IL-hyperprop P Q 25
proof (rule IL-hyperpropl)
fix [ o’
assume asm0: (I, o) € Q
then obtain o where (I, o) € P
by (meson assms sat-for-l-def)
then show Jo. (I, 0) € P A (0, 0') € 25
using asm0 by auto
qed
then show 35’. § C S’ A IL-hyperprop P Q S’
by auto
qed

5.5 Relational Incorrectness Logic [7] (RIL)

Definition 11

definition RIL where
RIL P C Q +— (Vstates’ € Q. T states € P. k-sem C states states’)

lemma RILI:
assumes /\states’. states’ € Q = (I states € P. k-sem C states states’)
shows RIL P C Q
by (simp add: assms RIL-def)

lemma RILE:
assumes RIL P C Q
and states’ € Q
shows Jstates € P. k-sem C states states’
using assms(1) assms(2) RIL-def by blast
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definition RIL-hyperprop where
RIL- hyperprop P QS +— (VI states’. ()\ (l i, states i) € Q
— (I states. (Ai. (114, states ©)) € P N (Vi. (states i, states’ i) € S)))

lemma RIL-hyperpropl:
assumes A\l states’. (Ai. (I ¢, states’ 7)) € Q = (I states. (Ai. (4, states ©)) €
A (Vi. (states i, states’ 7) € S))
shows RIL-hyperprop P Q S
by (simp add: assms RIL-hyperprop-def)

lemma RIL-hyperpropE:
assumes RIL-hyperprop P Q S
and (Ai. (I 4, states’ 7)) € Q
shows Jstates. (N\i. (I i, states ©)) € P A (Vi. (states i, states’ i) € 5)
using assms(1) assms(2) RIL-hyperprop-def by blast

lemma useful:
states’ = (Ai. ((fst o states’) i, (snd o states’) i))
proof (rule ext)
fix i show states’ i = ((fst o states’) i, (snd o states’) 1)
by auto
qed

Proposition 12

theorem RIL-expresses-hyperproperties:
hypersat C (RIL-hyperprop P Q) <— RIL P C Q (is ?A «— ?B)
proof
assume ?A
show ?B
proof (rule RILI)
fix states’ assume asm0: states’ € Q
then obtain states where asm0: (Ai. ((fst o states’) i, states 7)) € P A (Vi.
(states i, (snd o states’) i) € set-of-traces C)
using RIL-hyperpropE[of P Q set-of-traces C fst o states’ snd o states’] <2A»
using hypersat-def by auto

moreover have k-sem C (\i. ((fst o states’) i, states ©)) states’
proof (rule k-seml)
fix ¢
have (C, snd ((fst o states’) i, states i)) — snd (states’ i)
using calculation set-of-traces-def by auto
then show fst ((fst o states’) i, states i) = fst (states’ i) A (C, snd ((fst o
states’) i, states 7)) — snd (states’ i)
by simp
qed
ultimately show 3 statese P. k-sem C' states states’
by fast
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qed
next
assume ?B
have RIL-hyperprop P Q (set-of-traces C)
proof (rule RIL-hyperpropl)
fix | states’
assume asm0: (\i. (1, states’ i)) € Q
then obtain states where states € P k-sem C states (\i. (1 4, states’ 7))
using <RIL P C @» RILE by blast
moreover have (\i. (I i, (snd o states) 7)) = states
proof (rule ext)
fix ¢ show (I 4, (snd o states) i) = states @
by (metis calculation(2) comp-apply fst-conv k-sem-def surjective-pairing)
qed
moreover have Ai. ((snd o states) i, states’ i) € set-of-traces C
by (metis (mono-tags, lifting) calculation(2) comp-apply in-set-of-traces
k-sem-def snd-conv)
ultimately show 3 states. (Ai. (14, states 7)) € P A (Vi. (states i, states’ i) €
set-of-traces C)
by force
qged
then show 74
using hypersat-def by blast
qed

definition k-sat-for-l where
k-sat-for-l 1 P «— (Jo. (Ai. (14, 0 1)) € P)

theorem RIL-hyperprop-hyperlive:
assumes Al k-sat-for-l1 1 Q = k-sat-for-1 1 P
shows hyperliveness (RIL-hyperprop P Q)
proof (rule hyperlivenessl)
fix S
have RIL-hyperprop P @Q UNIV
by (meson assms RIL-hyperpropl iso-tuple-UNIV-I k-sat-for-I-def)
then show 35'. S C S’ A RIL-hyperprop P Q S’
by blast
qged

definition strong-pre-insec where
strong-pre-insec from-nat z ¢ P S +— (V states € P.
(Vi. fst (states i) x = from-nat i) — (Ir. Vi. ((fst (states i))(c := r), snd (states
i) € 5)) A
(V states. (Vi. states i € S) N (Vi. fst (states i) © = from-nat ©) A
(Vij. fst (states i) ¢ = fst (states j) ¢) —> states € P)

lemma strong-pre-insecl:
assumes A states. states € P = (Y i. fst (states i) x = from-nat 7)

95



= (Ir. Vi. ((fst (states i))(c := r), snd (states 7)) € S)
and Astates. (Vi. states i € S) = (Vi. fst (states i) x = from-nat i) =
(Vij. fst (states i) ¢ = fst (states j) ¢) = states € P
shows strong-pre-insec from-nat z ¢ P S
by (simp add: assms(1) assms(2) strong-pre-insec-def)

lemma strong-pre-insecE:
assumes strong-pre-insec from-nat x ¢ P S
and \i. states i € S
and Ai. fst (states i) © = from-nat i
and Aij. fst (states i) ¢ = fst (states j) ¢
shows states € P
by (meson assms(1) assms(2) assms(3) assms(4) strong-pre-insec-def)

definition pre-insec where
pre-insec from-nat v ¢ P S <— (V states € P.
(Vi. fst (states ©) © = from-nat i)
— (3r. Vi. ((fst (states ©))(c := r), snd (states 7)) € 5))

lemma pre-insecl:
assumes A states. states € P = (V1. fst (states i) © = from-nat 7)
= (Ir. Vi. ((fst (states i))(c := r), snd (states 7)) € S)
shows pre-insec from-nat x ¢ P S
by (simp add: assms(1) pre-insec-def)

lemma strong-pre-implies-pre:
assumes strong-pre-insec from-nat x ¢ P S
shows pre-insec from-nat x ¢ P S
by (meson assms pre-insecl strong-pre-insec-def)

lemma pre-inseck:
assumes pre-insec from-nat r ¢ P S
and states € P
and Ai. fst (states i) © = from-nat i
shows Jr. Vi. ((fst (states 7))(c := r), snd (states i)) € S
by (meson assms(1) assms(2) assms(3) pre-insec-def)

definition post-insec where

post-insec from-nat x ¢ Q S +— (Vstates € Q. (Vi. fst (states i) x = from-nat
i)

— (3r. (Vi. ((fst (states 7))(c := 1), snd (states ©)) € S5)))

lemma post-insecE:

assumes post-insec from-nat © ¢ Q S
and states €
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and Ai. fst (states i) © = from-nat i
shows Jr. (Vi. ((fst (states i))(c := 1), snd (states 7)) € 5)
by (meson assms(1) assms(2) assms(3) post-insec-def)

lemma post-insecl:
assumes Astates. states € Q = (V1. fst (states i) x = from-nat )
= (Ir. (Vi. ((fst (states i))(c := 1), snd (states 7)) € S))
shows post-insec from-nat x ¢ Q S
by (simp add: assms post-insec-def)

lemma same-pre-post:
pre-insec from-nat x ¢ @Q S <— post-insec from-nat x ¢ Q S
by (simp add: post-insec-def pre-insec-def)

theorem can-be-sat:
fixes z :: 'lvar
assumes Al l'o. (Mi. (li,04) € P+— (M. (I'i,014)) € P
and injective (indezify :: (('a = (‘pvar = 'puval)) = 'lval))
and z # ¢
and injective from-nat
shows sat (strong-pre-insec from-nat x ¢ (P :: (Ya = ('lvar = 'lal) x (‘pvar
= 'pual)) set))
proof —

let 25 = | stateseP. { (((fst (states i))(z := from-nat ©))(c := indexify (\i. snd
(states 7)), snd (states 7)) |i. True}

have strong-pre-insec from-nat x ¢ P 2S5
proof (rule strong-pre-insecl)
fix states
assume asm0: states € P Vi. fst (states i) © = from-nat i
define r where r = indexify (\i. snd (states 7))
have Ai. ((fst (states i))(c := 1), snd (states 1)) € { (((fst (states i))(z =
from-nat ©))(c := indexify (\i. snd (states ©))), snd (states 7)) |i. True}
proof —
fix ¢
show ((fst (states 7))(c := ), snd (states 7)) € { (((fst (states 7))(z =
from-nat ©))(c := indexify (N\i. snd (states ©))), snd (states 7)) |i. True}
using asm0(2) r-def by fastforce
qed
then show 3 r. Vi. ((fst (states 7))(c := ), snd (states 7)) € 25
by (meson UN-I asm0(1))
next
fix states

assume asm0: Vi. states i € 95 Vi. fst (states i) © = from-nat ¢ Vi j. fst
(states ©) ¢ = fst (states j) ¢

let 7P = \i states’. states’ € P A states i € { (((fst (states’ 7))(z := from-nat
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i))(c := indexify (Ai. snd (states’ ©))), snd (states’ 7)) |i. True}

let ?states = A\i. SOME states’. ?P i states’
have r: \i. 2P i (?states i)
proof —
fix ¢
show ?P i (?states i)
proof (rule somel-ex|of 7P i])
show T states’. states’ € P A states i € { (((fst (states’ ©))(z := from-nat
i))(c := indexify (M\i. snd (states’ ©))), snd (states’ 7)) |i. True}
using asm0(1) by fastforce
qed
qed
moreover have rr: \i. fst (states i) ¢ = indexify (Nj. snd (?states i j)) A snd
(?states i i) = snd (states i)
proof —
fix ¢
obtain j where j-def: states i = (((fst ((?states @) j))(z := from-nat j))(c :=
indezify (Mk. snd ((?states ©) k))), snd ((?states ©) 7))
using r[of 7] by blast
then have r1: snd (?states i j) = snd (states i)
by (metis (no-types, lifting) snd-conv)
then have from-nat i = from-nat j
by (metis (no-types, lifting) j-def asm0(2) assms(3) fst-conv fun-upd-same
fun-upd-twist)
then have i = j
by (meson assms(4) injective-def)
show fst (states i) ¢ = indexify (Aj. snd (?states i j)) A snd (?states i 7) =
snd (states 1)
proof
show fst (states i) ¢ = indexify (Aj. snd (?states i j))
by (metis (no-types, lifting) j-def fst-conv fun-upd-same)
show snd (?states i i) = snd (states )
using <i = j» r1 by blast
qed
qed
moreover have r0: \ij. (An. snd (?states i n)) = (An. snd (?states j n))
proof —
fix ij
have indezify (An. snd (?states i n)) = indexify (An. snd (?states j n))
using asm0(3) rr by fastforce
then show (An. snd (?states i n)) = (An. snd (?states j n))
by (meson assms(2) injective-def)
qed
obtain k :: ‘a where True by blast
then have ?states k € P
using UN-iff[of - Astates. {((fst (states i))(z := from-nat i, ¢ := indexify (\i.
snd (states i))), snd (states ©)) |i. True} P]
asm0(1) somel-ex[of A\y. y € P A states k € {((fst (y 7))(z := from-nat 1,
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¢ = indezify (Ai. snd (y 7)), snd (y ©)) |i. True}]
by fast
moreover have \i. snd (?states k i) = snd (states 7)
proof —
fix ¢
have snd (?states i i) = snd (states i)
using rr by blast
moreover have (An. snd (%states i n)) i = (An. snd (?states k n)) i
by (metis 70)
ultimately show snd (?states k i) = snd (states i)
by auto
qed
moreover have (Ai. (\i. fst (?states k 7)) 4, (A\i. snd (states 7)) 7)) € P +—
(Ai. (Ni. fst (states 7)) i, (Ni. snd (states 7)) i)) € P
using assms(1) by fast
moreover have (\i. ((\i. fst (states ©)) i, (Ni. snd (states ©)) 7)) = states
proof (rule ext)
fix ¢ show (fst (states ), snd (states i)) = states @
by simp
qed
moreover have (Ai. ((\i. fst (?states k ©)) i, (Ai. snd (states 7)) 7)) = ?states
k
proof (rule ext)
fix ¢ show (Ai. (\i. fst (Zstates k 7)) 4, (Ai. snd (states ©)) 1)) i = Pstates k i
by (metis (no-types, lifting) calculation(4) prod.exhaust-sel)
qged
ultimately show states € P by argo
qed
then show sat (strong-pre-insec from-nat x ¢ P)
by (meson sat-def)
qed

theorem encode-insec:
assumes injective from-nat
and sat (strong-pre-insec from-nat x ¢ (P :: (‘a = ('lvar = 'lval) x ('pvar
= pual)) set))
and not-free-var-of P x N not-free-var-of P ¢
and not-free-var-of @ x N\ not-free-var-of @ c
and ¢ # x

shows RIL P C @ «— | {pre-insec from-nat z ¢ P} C {post-insec from-nat
zc Q} (is ?A «— ?B)
proof
assume ?A
show ?B
proof (rule hyper-hoare-triplel)
fix S assume asm0: pre-insec from-nat x ¢ P S

show post-insec from-nat z ¢ @ (sem C S)
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proof (rule post-insecl)
fix states’ assume asml: states’ € Q Vi. fst (states’ i) z = from-nat i
then obtain states where states € P k-sem C states states’
using <RIL P C @» RILE by blast
then obtain r where asm2: Ai. ((fst (states i))(c := ), snd (states 7)) € S
using pre-insecE|of from-nat x ¢ P S states]
by (metis asm0 asm1(2) k-sem-def)
then show 3. Vi. ((fst (states’ i))(c := r), snd (states’ 7)) € sem C' S
by (metis (mono-tags, opaque-lifting) <k-sem C states states’> k-sem-def
single-step-then-in-sem)
qed
qed
next
assume asm0: ?B
show 74
proof (rule RILI)
fix states’ assume asml: states’ € Q
obtain S where asm2: strong-pre-insec from-nat x ¢ P S
by (meson assms(2) sat-def)
then have asm3: post-insec from-nat x ¢ Q (sem C S)
by (meson asm0 hyper-hoare-tripleE strong-pre-implies-pre)

let ?states’ = Ni. ((fst (states’ ©))(z := from-nat i), snd (states’ 7))
have ?states’ € Q
by (metis (no-types, lifting) asm1 assms(4) diff-by-update fstI not-free-var-of-def
snd-conv)
then obtain r where r-def: Ai. ((fst (?states’ i))(c := r), snd (?states’ i)) €
sem C'S
using asm3 post-insecE|of from-nat x ¢ Q] by fastforce

let ?states = Ni. SOME o. ((fst (?states’ i))(c:= 1), 0) € S A single-sem C o
(snd (?states’ ©))

have asmj: N\i. ((fst (?states’ i))(c := r), (?states i)) € S A single-sem C
(?states i) (snd (?states’ 7))
proof —
fix ¢
have 3o. ((fst (?states’ ©))(c := 1), o) € § A single-sem C o (snd (?states’

i)
by (metis r-def fst-conv in-sem snd-conv)
then show ((fst (?states’ ©))(c := 1), (?states i)) € S A single-sem C (?states
i) (snd (?states’ 7))
using somel-ex[of Ao. ((fst (?states’ ©))(c := 1), o) € S A single-sem C o
(snd (?states’ 7))]
by blast
qed
moreover have r0: (Ai. ((fst (?states’ i))(c := r), (?states 7))) € P
using asm2
proof (rule strong-pre-insecE)
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fix ¢
show (\i. ((fst (?states’ i))(c := 1), (?states 7))) i € S
using calculation by blast
show fst (A\i. ((fst (?states’ ©))(c := r), (?states ©))) i) * = from-nat ¢
using assms(5) by auto
fix j
show fst ((Ai. ((fst (?states’ i))(c := 1), (%states 7)) i) ¢ = fst (Mi. ((fst
(Zstates’ i))(c := r), (?states 7))) j) ¢
by fastforce
qed
have r1: (Mi. (((fst (?states’ i))(c := r))(z := fst (states’ ©) z), (?states 7)) €
P
proof (rule not-free-var-ofE]of P x])
show (Ai. ((fst (%states’ ©))(c := r), (?states i))) € P
using 70 by fastforce
show not-free-var-of P z
by (simp add: assms(3))
fix ¢
show differ-only-by
(fst ((fst ((fst (states’ ©))(z := from-nat i), snd (states’ ©)))(c := r), ?states
i)
(fst ((fst ((fst (states’ ©))(z := from-nat i), snd (states’ ©)))(c = r, © :=
fst (states’ i) x), ?states i)) x
by (metis (mono-tags, lifting) diff-by-comm diff-by-update fst-conv)
qged (auto)
have (M. ((((fst (?states’ ©))(c := r))(z := fst (states’ i) x))(c := fst (states’
i) ¢), (?states 7))) € P
proof (rule not-free-var-ofE)
show (Ai. (((fst (?states’ ©))(c := r))(z := fst (states’ i) z), (?states i))) € P
using 71 by fastforce
show not-free-var-of P ¢
by (simp add: assms(3))
fix i show differ-only-by
(fst ((fst ((fst (states’ i))(x := from-nat i), snd (states’ i)))(c := r, z :=
fst (states’ i) ), ?states i))
(fst ((fst ((fst (states’ i))(x := from-nat i), snd (states’ i)))(c := r,  :=
fst (states’ @) z, ¢ := fst (states’ i) c), ?states 7))
c
by (metis (mono-tags, lifting) diff-by-comm diff-by-update fst-conv)
qed (auto)
moreover have (\i. ((((fst (?states’ ©))(c := r))(z := fst (states’ i) z))(c :=
fst (states’ i) c), (?states 7)))
= (\i. (fst (states’ i), (?states i)))
proof (rule ext)
fix i show (Ai. ((((fst (?states’ i))(c := r))(z := fst (states’ ©) x))(c := fst
(states’ @) ¢), (?states 7))) i
= (M. (fst (states’ i), (?states ©))) i
by force
qed
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moreover have k-sem C (\i. (fst (states’ i), (?states 7))) states’

proof (rule k-seml)
fix i
show (fst ((Ni. (fst (states’ i), (?states 7))) i) = fst (states’ i) A
single-sem C (snd ((Ai. (fst (states’ ), (?states ))) 7)) (snd (states’ i)))

using asm4 by auto

qed

ultimately show 3 states€ P. k-sem C states states’
by auto

qged
qged

Proposition 5

theorem encoding-RIL:
fixes z :: 'lvar
assumes All'o. (M. (li,014) € P+— (M. (I"i,0i) €P
and injective (indezify :: (('a = ('pvar = 'pval)) = 'lal))
and ¢ # z
and injective from-nat
and not-free-var-of (P :: ("a = ('lvar = 'lwal) x ('pvar = 'pval)) set) x A
not-free-var-of P ¢
and not-free-var-of Q z A not-free-var-of Q) ¢
shows RIL P C @ «— = {pre-insec from-nat © ¢ P} C {post-insec from-nat
zc Q} (is ?A «— ?B)
proof (rule encode-insec)
show sat (strong-pre-insec from-nat x ¢ (P :: (a = ('lvar = 'lval) x ('pvar =
"'pual)) set))
proof (rule can-be-sat)
show injective (indexify :: (('a = ('pvar = ’pval)) = 'lval))
by (simp add: assms(2))
show z # ¢
using assms(3) by auto
qed (auto simp add: assms)
qed (auto simp add: assms)

5.6 Forward Underapproximation (FU)

As employed by Outcome Logic [10]

Definition 12
definition F'U where
FUPCQ+— (VI.Vo.(l,0) € P — (30’. single-sem C o o’ A (I, 0') € Q))

lemma FUI:
assumes Ao . (I, 0) € P = (0. single-sem C o o' A (I, ¢’) € Q)
shows FU P C @
by (simp add: assms FU-def)

definition encode-FU where
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encode-FUP S +— PN S # {}

Proposition 6

theorem encoding-FU:
FUP C Q «— E {encode-FU P} C {encode-FU Q} (is ?A +— ?B)
proof
show 7B =— 24
proof —
assume ?B
show 74
proof (rule FUI)
fix ol
assume asm: (I, o) € P
then have encode-FU P {(I, o)}
by (simp add: encode-FU-def)
then have Q N sem C {(I, o)} # {}
using < {encode-FU P} C {encode-FU Q}> hyper-hoare-tripleE en-
code-FU-def by blast
then obtain ¢’ where ¢’ € Q ¢’ € sem C {(l, 0)}
by blast
then show Jo’. single-sem C o o’ A (I, 0’) € Q
by (metis fst-conv in-sem prod.collapse singletonD snd-conv)
qged
qed
assume ?A
show ?B
proof (rule hyper-hoare-triplel)
fix S assume encode-FU P S
then obtain [ o where (I, 0) € PN S
by (metis Expressivity.encode-FU-def ex-in-conv surj-pair)
then obtain o’ where single-sem C o o’ A (I, ') € Q
by (meson IntD1 <FU P C (> FU-def)
then show encode-FU Q (sem C S)
using Fzpressivity.encode-FU-def «(l, o) € P N Sy sem-def by fastforce
qed
qed

definition hyperprop-FU where
hyperprop-FUP Q S +— (Vlo. (l,0) € P— (3o’ (I,6) € Q A (0,0") € 9))

lemma hyperprop-FUI:
assumes Al o. (I, 0) € P= (o’ (I, 0) € Q A (0,0') € 5)
shows hyperprop-FU P @Q S
by (simp add: hyperprop-FU-def assms)

lemma hyperprop-FUE:
assumes hyperprop-FU P Q S
and (I, 0) € P
shows 3o’ (I, 0) € QAN (0,0") € S

63



using hyperprop-FU-def assms(1) assms(2) by fastforce

theorem FU-expresses-hyperproperties:
hypersat C (hyperprop-FU P Q) +— FU P C Q (is ?A «— ?B)
proof
assume ?A
show ?B
proof (rule FUI)
fix o | assume ([, 0) € P
then obtain ¢’ where asm0: (I, ¢') € Q
by (meson <hypersat C' (hyperprop-FU P
then show 3o’ ((C, o) = o) A (I, 0') €
using in-set-of-traces by blast
qed
next
assume ?B
have hyperprop-FU P @ (set-of-traces C)
proof (rule hyperprop-FUI)
fixlo
assume asm0: (I, o) € P
then show J0’. (I, 0') € Q A (0, 0') € set-of-traces C
by (metis (mono-tags, lifting) Collect] <FU P C @) FU-def set-of-traces-def)
qed
then show 74
by (simp add: hypersat-def)
qged

A (o, a') € set-of-traces C
Q) hyperpmp FUE hypersat-def)
Q

theorem hyperliveness-hyperprop-FU:
assumes Al sal-for-l 1 P = sat-for-1 1 Q
shows hyperliveness (hyperprop-FU P Q)
proof (rule hyperlivenessI)
fix S show 35". S C S’ A hyperprop-FU P Q S’
by (meson UNIV-I hyperprop-FU-def assms sat-for-I-def subsetl)
qed

No relationship between incorrectness and forward underapproximation

lemma incorrectness-does-not-imply-FU:
assumes injective from-nat
assumes P = {(l, 0) |0 l. 0 = from-nat (0 :: nat) V o x = from-nat 1}
and Q ={(l,0) |o l. 0 © = from-nat 1}
and C = Assume (Ao. o0 x = from-nat 1)
shows IL P C @
and - FUP C Q
proof —
have @ C sem C' P
proof (rule subsetPairl)
fix | o assume (I, o) € Q
then have o = = from-nat 1
using assms(3) by blast
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then have (I, o) € P
by (simp add: assms(2))
then show ([, o) € sem C' P
by (simp add: <o © = from-nat 1> assms(4) sem-assume)
qed
then show IL P C' @)
by (simp add: IL-def)
show = FU P C Q
proof (rule ccontr)
assume - - FU P C Q
then have FU P C @
by blast
obtain ¢ where o = = from-nat 0
by simp
then obtain [ where (I, o) € P
using assms(2) by blast
then obtain o’ where single-sem C o o’ (I, ¢’) € Q
by (meson «(FU P C Q> FU-def)
then have ¢’ z = from-nat 0
using (o = = from-nat 0> assms(4) by blast
then have from-nat 0 = from-nat 1
using «(C, o) — o’ assms(4) by force
then show Fulse
using assms(1) injective-def|of from-nat] by auto
qed
qed

lemma FU-does-not-imply-incorrectness:
assumes P = {(l, 0) |0 . 0 x = from-nat (0 :: nat) V o x = from-nat 1}
and Q ={(l, 0) |o l. ¢ £ = from-nat 1}
assumes injective from-nat
shows — IL @ Skip P
and FU Q Skip P
proof —
show FU @) Skip P
proof (rule FUI)
fix ol
assume ([, g) € Q
then show Jo’. ((Skip, o) = ') A (I, 0’) € P
using SemSkip assms(1) assms(2) by fastforce
qed
obtain ¢ where o = = from-nat 0
by simp
then obtain [ where (I, o) € P
using assms(1) by blast
moreover have o z # from-nat 1
by (metis <o x = from-nat 0> assms(3) injective-def one-neq-zero)
then have (I, 0) ¢ Q
using assms(2) by blast
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ultimately show — IL @ Skip P
using IL-consequence by blast
qed

5.7 Relational Forward Underapproximate logic

Definition 13

definition RFU where
RFU P C Q <— (Vstates € P. I states’ € Q. k-sem C states states’)

lemma RFUI:
assumes /\states. states € P = (I states’ € Q. k-sem C states states’)
shows RFU P C @Q
by (simp add: assms RFU-def)

lemma RFUE:
assumes RFU P C Q)
and states € P
shows Jstates’ € Q. k-sem C states states’
using assms(1) assms(2) RFU-def by blast

definition encode-RFU where
encode-RFU from-nat x P S <— (I states € P. (Vi. states i € S A fst (states 7)
z = from-nat 7))

Proposition 7

theorem encode-RFU:
assumes not-free-var-of P x
and not-free-var-of @ x
and injective from-nat
shows RFU P C Q <— [ {encode-RFU from-nat x P} C {encode-RF'U
from-nat z Q}
(is ?A «— ?B)
proof
assume ?A
show ?B
proof (rule hyper-hoare-triplel)
fix S assume encode-RFU from-nat x P S
then obtain states where asm0: states € P \i. states i € S A fst (states 7)
z = from-nat i
by (meson encode-RFU-def)
then obtain states’ where states’ € Q k-sem C states states’
using «(RFU P C @» RFUFE by blast
then have Ai. states’ i € sem C'S A fst (states’ i) © = from-nat i
by (metis (mono-tags, lifting) asm0(2) in-sem k-sem-def prod.collapse)
then show encode-RFU from-nat z @ (sem C S)
by (meson <states’ € @ encode-RFU-def)
qed
next
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assume ?B
show 74
proof (rule RFUI)
fix states assume asm0: states € P
let ?states = Ai. ((fst (states i))(x := from-nat 7), snd (states 7))

have ?states € P
using assms(1)
proof (rule not-free-var-ofE)
show states € P using asm0 by simp
fix i show differ-only-by (fst (states i)) (fst ((fst (states ©))(z := from-nat 7),
snd (states ©))) x
using diff-by-comm diff-by-update by fastforce
qged (auto)
then have encode-RFU from-nat « P (range ?states)
using encode-RFU-def by fastforce
then have encode-RFU from-nat © Q) (sem C (range ?states))
using <= {encode-RFU from-nat x P} C {encode-RFU from-nat © Q}>
hyper-hoare-tripleE by blast
then obtain states’ where states’-def: states’ € Q Ai. states’ i € sem C
(range ?states) A fst (states’ i) x = from-nat i
by (meson encode-RFU-def)

let ?states’ = Ai. ((fst (states’ i))(x := fst (states i) x), snd (states’ 7))

have ?states’ € @
using assms(2)
proof (rule not-free-var-ofE)
show states’ € @ using <states’ € Q) by simp
fix i show differ-only-by (fst (states’ i)) (fst ((fst (states’ ©))(z := fst (states
i) x), snd (states’ i)))
using diff-by-comm diff-by-update by fastforce
qed (auto)
moreover obtain to-pvar where to-pvar-def: \i. to-pvar (from-nat i) = i
using assms(3) injective-then-exists-inverse by blast
then have inj: Ai j. from-nat i = from-nat j = i = j
by metis

moreover have k-sem C states ?states’
proof (rule k-seml)
fix i
obtain o where (fst (states’ i), o) € range (\i. ((fst (states 7))(z := from-nat
i), snd (states ©))) N (C, o) — snd (states’ i)
using states’-def(2) in-sem by blast
moreover have fst (states’ i) z = from-nat i
by (simp add: states’-def)
then have r: ((fst (states (inv ?states (fst (states’ i), 0))))
(z := from-nat (inv ?states (fst (states’ i), c))), snd (states (inv ?states (fst
(states’ i), 0))))
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= (fst (states’ i), o)
by (metis (mono-tags, lifting) calculation f-inv-into-f)
then have single-sem C (snd (states 7)) (snd (states’ 7))
using <fst (states’ i) © = from-nat ©> calculation inj by fastforce
moreover have fst (?states i) = fst (states’ i)
by (metis (mono-tags, lifting)r «fst (states’ i) © = from-nat @ fst-conv
fun-upd-same inj)
ultimately show fst (states i) = fst ((fst (states’ i))(z := fst (states i) z),
snd (states’ 1)) A
(C, snd (states ©)) — snd ((fst (states’ ©))(x := fst (states i) x), snd (states’
i)

by (metis (mono-tags, lifting) fst-conv fun-upd-triv fun-upd-upd snd-conv)
qed
ultimately show 3 states’€ Q. k-sem C states states’ by blast
qed
qed

definition RFU-hyperprop where
RFU-hyperprop P Q S «— (V1 states. (Ai. (I ¢, states i)) € P
— (I states’. (Ni. (14, states’ ©)) € Q N (Vi. (states i, states’ i) € S)))

lemma RFU-hyperpropl:

assumes Al states. (A\i. (114, states i)) € P = (I states’. (\i. (I i, states’ i)) €
Q N (Vi. (states i, states’ i) € 5))

shows RFU-hyperprop P Q S

by (simp add: assms RFU-hyperprop-def)

lemma RFU-hyperpropE:
assumes RFU-hyperprop P Q S
and (Ai. (I i, states 7)) € P
shows Jstates’. (Ai. (1 i, states’ 7)) € Q N (Vi. (states i, states’ 7) € )
using assms(1) assms(2) RFU-hyperprop-def by blast

Proposition 13

theorem RF U-captures-hyperproperties:
hypersat C (RFU-hyperprop P Q) «<— RFU P C Q (is ?A «— ¢B)
proof
assume 74
show ?B
proof (rule RFUI)
fix states assume states € P
moreover have (A\i. ((fst o states) i, (snd o states) i)) = states by simp
ultimately obtain states’ where asm0: (\i. ((fst o states) i, states’ 7)) € Q
Ni. ((snd o states) i, states’ i) € set-of-traces C
using RFU-hyperpropE[of P Q set-of-traces C fst o states snd o states]
using <hypersat C (RFU-hyperprop P Q) hypersat-def by auto

moreover have k-sem C states (\i. ((fst o states) i, states’ 7))
proof (rule k-seml)
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fix ¢
have (C, snd (states i)) — states’ i
using calculation(2) in-set-of-traces by fastforce
then show fst (states i) = fst ((fst o states) i, states’ i) A (C, snd (states
i)y — snd ((fst o states) i, states’ i)
by simp
qed
ultimately show 3 states’€ Q. k-sem C states states’
by fast
qged
next
assume ?B
have RFU-hyperprop P Q (set-of-traces C')
proof (rule RFU-hyperpropl)
fix [ states
assume (\i. (I i, states i)) € P
then obtain states’ where asm0: states’ € Q k-sem C (\i. (I i, states 1))
states’
using (RFU P C @» RFUFE by blast
then have Ai. fst (states’ i) =14
by (simp add: k-sem-def)
moreover have (A\i. (I 4, (snd o states’) i)) = states’
proof (rule ext)
fix ¢ show (I i, (snd o states’) i) = states’ i
by (metis calculation comp-apply surjective-pairing)
qged
moreover have \i. (states i, (snd o states’) i) € set-of-traces C
proof —
fix i show (states i, (snd o states’) i) € set-of-traces C
using asm0(2) comp-apply|of snd states’] in-set-of-traces k-sem-def[of C' \i.
(14, states i) states’] snd-conv
by fastforce
qed
ultimately show I states’. (A\i. (I i, states’ 7)) € Q A (Vi. (states i, states’ i)
€ set-of-traces C')
using asm0(1) by force
qged
then show ?4
by (simp add: hypersat-def)
qed

theorem hyperliveness-encode-RFU:
assumes Al. k-sat-for-l 1 P = k-sat-for-1 1 Q
shows hyperliveness (RFU-hyperprop P Q)
proof (rule hyperlivenessI)
fix S
have RFU-hyperprop P Q UNIV
proof (rule RFU-hyperpropl)
fix | states assume asm0: (Xi. (I i, states i)) € P
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then obtain states’ where (Ai. (I i, states’ 7)) € Q
by (metis assms k-sat-for-l-def)
then show I states’. (Ai. (I 4, states’ i)) € Q@ A (Vi. (states i, states’ i) €
UNIV)
by blast
qed
then show 35". § C S’ A RFU-hyperprop P Q S’
by blast
qed

5.8 Relational Universal Existential (RUE) [4]

Definition 14

definition RUF where
RUEPCQ+— (V(o1,02) € P.Vol' k-sem C o1 01’ — (02’ k-sem C
0202 A (01, 02") € Q))

lemma RUE-I:

assumes Aol 02 o1’ (01,02) € P = k-sem C ol 01’ = (302’ k-sem C
a2 a2’ A (cl’,02") € Q)

shows RUE P C @

using assms RUE-def by fastforce

lemma RUE-E:
assumes RUE P C @
and (01,02) € P
and k-sem C o1 o1’
shows 302’ k-sem C 02 02’ A (01',02") € Q
using RUE-def assms(1) assms(2) assms(3) by blast

Hyperproperty

definition hyperprop-RUE where
hyperprop-RUE P Q S +— (V1112 01 62 o1’ (Ni. (114,01 4), Mk. (12 k, 02 k))
e PA
(Vi.(c1i,01'9) € 8) — Fo2'. Vk. (62k, 2" k) e S) AN Ni. (I1i,o01"1),
M. (12 k, 02 k) € Q)

lemma hyperprop-RUE-I:

assumes A1 12 01 02 o1’ (Ni. (114,01 4), X\k. (I2k,02k)) € P =

(Vi. (014, 01"%) € §) = (302" (Vk. (02, 02" k) € S) A (\i. (Il i, 01" ),
Ak (12 k, 02 k) € Q)

shows hyperprop-RUE P @ S

using assms hyperprop-RUE-def[of P Q 5]

by force

lemma hyperprop-RUE-E:
assumes hyperprop-RUE P @ S
and (\i. ({14, 0114), A\k. 12k, 02k)) € P
and Ai. (c1i,01'4%) € 8
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shows 302", (Vk. (02 k, 02" k) € 8) A (Ai. (114, 01" ), M. (12 k, 02" k)) €

Q
using assms(1) assms(2) assms(3) hyperprop-RUE-def by blast

Proposition 14

theorem RUE-express-hyperproperties:
RUE P C Q <— hypersat C' (hyperprop-RUE P Q) (is ?A «— ?B)
proof
assume asm0: ?A
have hyperprop-RUE P @ (set-of-traces C')
proof (rule hyperprop-RUE-I)
fix 11201 0201’
assume asml: (Ai. (Il i, o1 @), Xk. (12 k, 02 k)) € PVi. (61 i, 01'4) €
set-of-traces C

let 721 = Ai. (I1 7, o'1 7)
let %22 = \k. (12 k, 02 k)

let 221’ = Xi. (114, 01'1%)

have 302’ k-sem C (k. (12 k, 02 k)) 02’ A (%21, 02') € Q
using asm0 asm1(1)
proof (rule RUE-E)
show k-sem C (Ai. (I1 i, 01 4)) (Ni. (114, 01’ 7))
proof (rule k-seml)
fix ¢
have single-sem C (o1 i) (o1’ i) using asm1(2)
by (simp add: set-of-traces-def)
then show fst (11 i, 014) = fst (11 4,01’ %) AN (C, snd (11 4,01 i)) — snd
(114, 01" 1)
by simp
qed
qed
then obtain 02’ where asm2: k-sem C (Ak. (12 k, 02 k)) 02’ (%21, 02') €
Q
by blast
let %02’ = A\k. snd (02’ k)

have A\k. (02 k, 202’ k) € set-of-traces C

by (metis (mono-tags, lifting) asm2(1) in-set-of-traces k-sem-def snd-conv)
moreover have (A\k. (12 k, 202" k)) = o2’
proof (rule ext)

fix k show (12 k, snd (02’ k)) = o2k

by (metis (mono-tags, lifting) asm2(1) fst-eqD k-sem-def surjective-pairing)
qed
ultimately show 302’. (Vk. (62 Fk, 02’ k) € set-of-traces C) A (Ai. (Il i, 01’

i), \k. (12k, 02" k) € Q
using asm2(2) by fastforce
qed
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then show ?B
by (simp add: hypersat-def)
next
assume ?B then have asm0: hyperprop-RUE P @ (set-of-traces C')
by (simp add: hypersat-def)
show ?4
proof (rule RUE-I)
fixol 0201’
assume asml: (o1, 02) € Pk-sem C ol o1’
then have Ai. fst (01 4) = fst (01’ 4)
by (simp add: k-sem-def)
have 302’ (Vk. (snd (02 k), 02" k) € set-of-traces C) A (Ai. (fst (o1 1), snd
(c1"1)), Mk. (fst (c2k), 02" k) € Q
using asm0
proof (rule hyperprop-RUE-E|of P Q set-of-traces C Xi. fst (o1 ) Ai. snd (o1
i) Mk. fst (02 k) Ak. snd (02 k) Ai. snd (01’ 0)])
show (Ai. (fst (o1 14), snd (01 1©)), k. (fst (62k), snd (62 k))) € P
by (simp add: asm1(1))
fix ¢ show (snd (01 %), snd (01'1)) € set-of-traces C
by (metis (mono-tags, lifting) Collect] asm1(2) k-sem-def set-of-traces-def)
qed
then obtain 02’ where asm2: A\k. (snd (62 k), 02’ k) € set-of-traces C (\i.
(fst (o1 1i), snd (o1’ 1)), M. (fst (c2k), 02" k) € Q
by blast
moreover have k-sem C o2 (k. (fst (c2k), 02’ k))
proof (rule k-seml)
fix ¢ show fst (62 i) = fst (fst (6214), 02’ i) AN (C, snd (62 %)) — snd (fst
(0214), 02" 1)
using calculation(1) in-set-of-traces by auto
qed
ultimately show 302’ k-sem C 02 02’ A (o1, 02) € Q
using «A\i. fst (o1 i) = fst (o1’ i) by auto
qed
qed

definition is-type where
is-type type fn x t S 0 +— (Vi.o i € S A fst (0 1) t = type A fst (0 ©) x = fn i)

lemma is-typel:
assumes \i. 0 i € S
and Ai. fst (o i) t = type
and Ai. fst (o i) x = fni
shows is-type type fn x t S o
by (simp add: assms(1) assms(2) assms(3) is-type-def)

lemma is-type-E:
assumes is-type type fn x t S o
shows o i € S A fst (0 i) t = type A fst (o i) z = fni
by (meson assms is-type-def)
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definition encode-RUE-1 where

encode-RUE-1 fn fnl fn2 2t P S +— (Vk. 3o € S. fstox =2k A fstot=
fn 2)

AN (Vo o' is-type (fn 1) fnl xt S o A is-type (fn 2) fn2zt S o’

— (0,0) € P)

lemma encode-RUE-1-1:
assumes Ak. 3o € S. fstox =2k AN fstot=fn2
and Ao o’ is-type (fn 1) fnl x t S o A is-type (fn 2) fn2zt S o’
= (0,0 € P
shows encode-RUE-1 fn fnl fn2 xt P S
by (simp add: assms(1) assms(2) encode-RUE-1-def)

lemma encode-RUE-1-E1:
assumes encode-RUE-1 fn fnl fn2 2zt P S
shows Jo € S. fstox =2k N fstot = fn2
by (meson assms encode-RUE-1-def)

lemma encode-RUE-1-E2:
assumes encode-RUE-1 fn fnl fn2 xt P S
and is-type (fn 1) fnl 2t S o
and is-type (fn 2) fn2zt S o’
shows (o, 0’) € P
by (meson assms encode-RUE-1-def)

definition encode-RUE-2 where
encode-RUE-2 fn fnl fn2 xt Q S +— (Vo. is-type (fn 1) fnl 2t S o — (o'
is-type (fn 2) fn2x¢ S o' A (0, 0') € Q))

lemma encode-RUE-2I:

assumes No. is-type (fn 1) fnl x ¢t S 0 = (Fo’. is-type (fn 2) 2zt S o’ A
(0,0 € Q)

shows encode-RUE-2 fn fnl n2 xt Q S

by (simp add: assms encode-RUE-2-def)

lemma encode-RUE-2-E:
assumes encode-RUE-2 fn fnl fn2xt QS
and is-type (fn 1) fnl 2t S o
shows o’ is-type (fn 2) fn22tS o' A (0,0') € Q
by (meson assms(1) assms(2) encode-RUE-2-def)

definition differ-only-by-set where
differ-only-by-set vars a b «— (Vz. z ¢ vars — a = b x)

definition differ-only-by-lset where
differ-only-by-lset vars a b «— (Vi. snd (a 7) = snd (b i) A differ-only-by-set
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vars (fst (a 7)) (fst (b 7)))

lemma differ-only-by-lsetl:
assumes Ai. snd (a i) = snd (b Q)
and Ai. differ-only-by-set vars (fst (a 7)) (fst (b 7))
shows differ-only-by-lset vars a b
using assms(1) assms(2) differ-only-by-lset-def by blast

definition not-in-free-vars-double where

not-in-free-vars-double vars P «— (Yo o'. differ-only-by-lset vars (fst o) (fst o)
A

differ-only-by-lset vars (snd o) (snd ') — (0 € P +— o’ € P))

lemma not-in-free-vars-doubleE:
assumes not-in-free-vars-double vars P
and differ-only-by-lset vars (fst o) (fst o)
and differ-only-by-lset vars (snd o) (snd o)
and o € P
shows o’ € P
by (meson assms not-in-free-vars-double-def)

Proposition 8

theorem encoding-RUE:
assumes injective fn A injective fnl A injective fn2
and t # x

and injective (fn :: nat = 'a)
and injective fnl
and injective fn2

and not-in-free-vars-double {x, t} P
and not-in-free-vars-double {z, t} @

shows RUE P C Q) «— = {encode-RUE-1 fn fnl fn2 xt P} C {encode-RUE-2
fnfnl 2zt Q}
(is ?A +— ?B)
proof
assume asm0: ?A
show ?B
proof (rule hyper-hoare-triplel)
fix S assume asm1: encode-RUE-1 fn fnl fn2 xt P S

show encode-RUE-2 fn fnl fn2 z t Q (sem C S)
proof (rule encode-RUE-2I)
fix o1’ assume asm?2: is-type (fn 1) fnl z t (sem CS) o1’

let 02 = \k. SOME o'. c’eS N fst o'z = fn2k A fst o't = fn 2

have 72: \k. %02 k €S A fst (202 k) x = fn2k A fst (%02 k)t = fn 2
proof —
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fix k
show 202k €S A fst (902k) x = fn2k A fst (202k)t=fn2
proof (rule somel-ex)
show Jza. za € S A fst xa z = fn2k A fstza t = fn 2
by (meson asml encode-RUE-1-E1)
qged
qed
let 201 = Xi. SOME o. (fst (c1' i), 0) € S A single-sem C o (snd (01’ 1))
have r1: N\i. (fst (o1’ 1), %01 i) € S A single-sem C (%01 i) (snd (o1’ 7))
proof —
fix ¢
show (fst (o1’ 1), %0114) € S A single-sem C (%01 %) (snd (o1’ 7))
proof (rule somel-ex[of Ao. (fst (o1’ i), o) € S A single-sem C o (snd
(01" D))
show Jo. (fst (c1’14),0) € S A (C, o) = snd (01’ 1)
by (meson asm?2 in-sem is-type-def)
qged
qed
have (\i. (fst (61’ 1), %01 i), %02) € P
using asml1
proof (rule encode-RUE-1-E2)
show is-type (fn 1) fnl xt S (Ni. (fst (o1’ 1), %01 1))
using asm2 fst-conv is-type-def|of fn 1 fnl x t S] is-type-def[of fn 1 fnl x
t sem C S| rl
by force
show is-type (fn 2) fn2xt S %02
by (simp add: is-type-def r2)
qed
moreover have 302’ k-sem C 202 02’ A (01', 02') € Q
using asm0
proof (rule RUE-E)
show (\i. (fst (o1’ 4), %01 1), %902) € P
using calculation by auto
show k-sem C (Xi. (fst (01’ 4), SOME o. (fst (c1'4),0) € S A{(C, o) —
snd (o1'1))) ol’
by (simp add: k-sem-def r1)
qed
then obtain ¢2’ where o2’-def: k-sem C %02 o2’ A (c1', 02') € @ by
blast
then have is-type (fn 2) fn2 x t (sem C' S) o2’
using in-sem[of - C S| k-semE[of C 202 o2
prod.collapse r2 is-type-def[of fn 2 fn2 x t S] is-type-def[of fn 2 fn2 x t sem
C S|
by (metis (no-types, lifting))
then show 302’ is-type (fn 2) M2zt (sem CS) a2’ A (c1',02") € Q
using c2’-def by blast
qed
qged
next
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assume asm0: = {encode-RUFE-1 fn fnl fn2 x t P} C {encode-RUE-2 fn fnl fn2
zt Q}
show 74
proof (rule RUE-I)
fix ol 02 01’
assume asml: (01, 02) € P k-sem C ol o1’

let %01 = Xi. ((((fst (o1 9))(t := fn 1))(z := fnl Q)), snd (o1 1))
let %02 = Mk. ((((fst (62 k))(t := fn 2))(x := fn2k)), snd (62 k))

let 251 ={ %014 |i. True }
let 952 ={ %02k |k. True }
let 75 = 251 U 252

let %01’ = Xi. (((fst (o1’ 0))(t:= fn 1))(x := fnli)), snd (o1’ 7))

have encode-RUE-2 fn fnl fn2 z t Q (sem C 25)
using asm0
proof (rule hyper-hoare-tripleE)
show encode-RUE-1 fn fnl fn2 x t P S
proof (rule encode-RUE-1-I)
fix k
let %0 = ((((fst (62 k))(t := fn 2))(z := fn2k)), snd (62 k))
have %0 € 752
by auto
moreover have fst %0 x = fn2 k
by simp
moreover have fst 0 t = fn 2
by (simp add: assms(2))
ultimately show Jo€ 951 U 252. fst o x = fn2 k N\ fst o t = fn 2
by blast
next
fix oo’
assume asm2: is-type (fn (1 :: nat)) fnl zt (951 U 252) o A is-type (fn
2) fn2xt (251 U 252) o’
moreover have ri: A\i. o i = ((fst (c14))(t == fn 1, x := fnl i), snd (o1
i)

proof —
fix ¢
have fst (0 i) t = fn 1
by (meson calculation is-type-def)
moreover have o i € 251
proof (rule ccontr)
assume - o i € 251
moreover have o i € 251 U 252
using asm2 is-type-def|of fn 1 fnl z t]
by (metis (no-types, lifting))
ultimately have o i € 752 by simp
then have fst (o i) t = fn 2
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using assms(2) by auto
then show Fulse
by (metis Suc-1 Suc-eqg-numeral <fst (o ) t = fn 15 assms(3) injective-def
numeral-One one-neq-zero pred-numeral-simps(1))
qed
then obtain j where o i = ((fst (o1 5))(¢t := fn 1, x := fnl j), snd (o1
7))
by blast
moreover have i = j
by (metis (mono-tags, lifting) asm2 assms(4) calculation(2) fst-conv
fun-upd-same injective-def is-type-def)
ultimately show o i = ((fst (01 ))(t := fn 1, x := fnl 7), snd (o1 7))
by blast
qed
moreover have A\i. o' i = ((fst (c29))(t := fn 2, z := fn2 1), snd (02 1))
proof —
fix ¢
have fst (o’ i) t = fn 2
by (meson calculation is-type-def)
moreover have ¢’ i € 252
proof (rule ccontr)
assume - g’ i € 252
moreover have ¢’ i € 751 U 252
using asm2 is-type-def|of fn 2 fn2 z t]
by (metis (no-types, lifting))
ultimately have o’ i € 751 by simp
then have fst (¢’ i) t = fn 1
using assms(2) by auto
then show Fulse
by (metis Suc-1 Suc-eq-numeral <fst (o' i) t = fn 2> assms(8) injective-def
numeral-One one-neg-zero pred-numeral-simps(1))
qed
then obtain j where ¢’ i = ((fst (62 7))(t :== fn 2, z := fn27), snd (02
)
by blast
moreover have i = j
by (metis (mono-tags, lifting) asm2 assms(5) calculation(2) fst-conv
fun-upd-same injective-def is-type-def)
ultimately show o' i = ((fst (62 19))(t :== fn 2, z := fn2 i), snd (02 1))
by blast
qed
moreover have (%01, %02) € P
using assms(6)
proof (rule not-in-free-vars-doubleE)
show (c1,02) € P
by (simp add: asm1(1))
show differ-only-by-lset {x, t} (fst (o1, 02)) (fst (%01, %02))
by (rule differ-only-by-lsetl) (simp-all add: differ-only-by-set-def)
show differ-only-by-lset {x, t} (snd (o1, 02)) (snd (%01, %02))
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by (rule differ-only-by-lsetl) (simp-all add: differ-only-by-set-def)
qged
ultimately show (o, 0’) € P
by presburger
qed
qed
then have 3o’. is-type (fn 2) 2 x ¢ (sem C 25) o' A (%01',0") € Q
proof (rule encode-RUE-2-F)
show is-type (fn 1) fnl z t (sem C 25) %01’
proof (rule is-typel)
fix i show fst ((fst (o1’ 4))(t:= fn 1, z:= fnl i), snd (01’ Q) t = fn 1
by (simp add: assms(2))
show ((fst (61’ 9)(t:=fn 1, z:= fnl i), snd (o1’ 1)) € sem C 25
using Unll[of - 751 252]
asm1(2) k-semE[of C o1 o1’ 1]
single-step-then-in-sem[of C snd (o1 i) snd (o1’ i) - 25]
by force
ged (auto)
qed
then obtain o2’ where r: is-type (fn 2) fn2 xz t (sem C 25) o2’ A (%01’ 52”)
€Q
by blast
let 202’ = Ak. ((fst (02" k))(x = fst (c2k) z, t := fst (62k) t), snd (62’ k))
have (c1/, %02') € Q
using assms(7)
proof (rule not-in-free-vars-doubleE)
show (%01',02’) € Q
using r by blast
show differ-only-by-lset {z, t} (fst (901’, 02") (fst (o1, 252"))
by (rule differ-only-by-lsetl) (simp-all add: differ-only-by-set-def)
show differ-only-by-lset {x, t} (snd (?01’, 02")) (snd (c1’, %52"))
by (rule differ-only-by-lsetl) (simp-all add: differ-only-by-set-def)
qed
moreover have k-sem C 02 %02’
proof (rule k-seml)
fix ¢
obtain y where y-def: y € 2S fst y = fst (02’ i) single-sem C (snd y) (snd
(02" 1))
using r in-sem[of 02’ i C 25]
is-type-Elof fn 2 fn2 z t sem C 25 o2’ i]
by (metis (no-types, lifting) fst-conv snd-conv)
then have fst y t = fn 2
by (metis (no-types, lifting) is-type-def 1)
moreover have fn 1 # fn 2
by (metis Suc-1 assms(8) injective-def n-not-Suc-n)
then have y ¢ 751
using assms(2) calculation by fastforce
then have y € 752
using y-def(1) by blast
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show fst (02 1) = fst ((fst (02’ 0))(z := fst (c21%) z, t := fst (621) t), snd
(c2' 1)) A
(C, snd (021)) — snd ((fst (02’ 9))(z := fst (0274) z, ¢t .= fst (021) t),
snd (02’ 1))
proof
have r1: 02’ i € sem C 2S5 A fst (62" i)t =fn 2 A fst (62'4) z = fn2i
proof (rule is-type-Elof fn 2 fn2 x t sem C ¢S 02’ i])
show is-type (fn 2) fn2 z t (sem C 25) o2’
using r by blast
qged
then obtain o where (fst (02’ i), o) € 25 single-sem C o (snd (02’ 7))
by (meson in-sem)
then have (fst (62’ i), o) € 952
using r1 «fn 1 # fn 2> assms( ) b fastforce
then obtain k where fst (02’ () = ( (c2k)(t:=fn 2 z:=fn2k) and
o= snd (62 k)
by blast
then have k =1
by (metis r1 assms(5) fun-upd-same injective-def)
then show (C, snd (02 i)) — snd ((fst (62 i))(x := fst (624) z, t := fst
(c21i) t), snd (02’ 1))
using «(C, o) — snd (02’ 7)) <o = snd (02 k)» by auto
show fst (02 i) = fst ((fst (62 0))(x := fst (621) x, t := fst (621) t), snd
(02" 1))
by (simp add: <fst (62’ i) = (fst (c2 k))(t := fn 2, z := a2 k) <k = i)
qed
qed
ultimately show 302’ k-sem C 02 02’ A (c1',02') € Q
by blast
qed
qed

5.9 Program Refinement

lemma sem-assign-single:
sem (Assign z e) {(I, o)} = {(l, o(z := e 7))} (is 24 = ?B)
proof
show ¢4 C 2B
proof (rule subsetPairl)
fix la o’
assume (la, o) € sem (Assign x e) {(I, o)}
then show (la, ¢') € {(I, o(z := e 0))}
by (metis (mono-tags, lifting) in-sem prod.sel(1) prod.sel(2) single-sem-Assign-elim
singleton-iff)
qed
show ¢B C 24
by (simp add: SemAssign in-sem)
qed
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definition refinement where
refinement C1 C2 <— (set-of-traces C1 C set-of-traces C2)

definition not-free-var-stmt where

not-free-var-stmt & C +— (Vo o’ v. (0, o) € set-of-traces C — (o(z := v),
o'(z := v)) € set-of-traces C)
A (Vo o' single-sem C o 0’ — o0z =0’ )

lemma not-free-var-stmtE-1:
assumes not-free-var-stmt x C
and (o, 0') € set-of-traces C
shows (o(z := v), o'(z := v)) € set-of-traces C
using assms(1) assms(2) not-free-var-stmt-def by force

lemma not-free-in-sem-same-val:
assumes not-free-var-stmt x C
and single-sem C o o’
shows oz =0’z
using assms(1) assms(2) not-free-var-stmi-def by fastforce

lemma not-free-in-sem-equiv:
assumes not-free-var-stmt x C
and single-sem C o o'
shows single-sem C (o(z := v)) (¢/(z := v))
by (meson assms(1) assms(2) in-set-of-traces not-free-var-stmtE-1)

Example 4

theorem encoding-refinement:
fixes P :: (('lvar = 'lval) x ('pvar = 'pval)) set = bool
assumes (a :: 'pval) # b

and P = (A\S. card S = 1)
and @ = (\S.
VpeS. snd ¢ x = a — (fst ¢, (snd p)(z := b)) € 5)
and not-free-var-stmt z C1
and not-free-var-stmt © C2
shows refinement C1 C2 <—
E{ P} If (Seq (Assign (z :: 'pvar) (A-. a)) C1) (Seq (Assign z (A-. b)) C2) {
Q}
(is ?A +— 7B)
proof
assume ?A
show ?B
proof (rule hyper-hoare-triplel)
fix S assume P (S :: (('lvar = 'lwal) x (‘pvar = pval)) set)

then obtain o | where asm0: S = {(I, o)}
by (metis assms(2) card-1-singletonE surj-pair)
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let ?C = If (Seq (Assign x (A-. a)) C1) (Seq (Assign z (A-. b)) C2)
let ?a = (I, o(z := a))
let 2b = (I, o(z := b))

have if-sem: sem ?C S = sem C1 {%a} U sem C2 {%b}
by (simp add: asm0 sem-assign-single sem-if sem-seq)
then have Ap. ¢ € sem ?C S = snd ¢ x = a = (fst o, (snd p)(z := b))
€ sem ?C S
proof —
fix ¢ assume asmi: p € sem ?C' S snd p © = a
have ¢ € sem C1 {%a}
proof (rule ccontr)
assume ¢ ¢ sem C1 {(I, o(z := a))}
then have ¢ € sem C2 {(I, o(z := b))}
using if-sem asml1(1) by force
then have snd ¢ z =0
using assms(5) fun-upd-same in-sem not-free-in-sem-same-vallof x C2 o(x
:=b) snd @] singletonD snd-conv
by metis
then show Fulse
using asml1(2) assms(1) by blast
qed
then have (o(z := a), snd ¢) € set-of-traces C1
by (simp add: in-sem set-of-traces-def)
then have (o(z := a), snd @) € set-of-traces C2
using <refinement C1 C2» refinement-def by fastforce
then have ((o(z := a))(z := ), (snd ¢)(z := b)) € set-of-traces C2
by (meson assms(5) not-free-var-stmtE-1)
then have single-sem C2 (o(z := b)) ((snd ¢)(z = b))
by (simp add: set-of-traces-def)
then have (fst ¢, (snd ¢)(z := b)) € sem C2 {?b}
by (metis «p € sem C1 {(I, o(z := a))}» fst-eqD in-sem singleton-iff snd-eqD)
then show (fst ¢, (snd ¢)(x := b)) € sem ?2C' S
by (simp add: if-sem)
qed
then show @ (sem ?C S)
using assms(3) by blast
qed
next
assume asm0: 7B

have set-of-traces C1 C set-of-traces C2
proof (rule subsetPairl)
fix o o’ assume asm1: (o, ') € set-of-traces C1
obtain [ S where (S :: (("lvar = 'lval) x (‘pvar = 'pval)) set) = { (I, o) }
by simp

let ?2a = (I, o(z := a))
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let 2b = (I, o(xz := b))

let 2C = If (Seq (Assign (z :: 'pvar) (A-. a)) C1) (Seq (Assign z (A-. b)) C2)
have Q (sem ?C S)
proof (rule hyper-hoare-tripleE)
show P §
by (simp add: «S = {(l, o)} assms(2))
show ?B using asm0 by simp
qed
moreover have (I, o'(z := a)) € sem ?C S
proof —
have single-sem (Seq (Assign x (A-. a)) C1) o (o'(z = a))
by (meson SemAssign SemSeq asm1 assms(4) in-set-of-traces not-free-in-sem-equiv)
then show ?thesis
by (simp add: SemlIft «S = {(l, o)}> in-sem)
qed
then have (I, o'(z := b)) € sem ?C S
using assms(3) calculation by fastforce
moreover have (I, o’(z := b)) € sem (Seq (Assign x (A-. b)) C2) S
proof (rule ccontr)
assume — (I, o'(z := b)) € sem (Seq (Assign x (A-. b)) C2)
then have (I, o'(z := b)) € sem (Seq (Assign z (A-. a)) C1)
using calculation(2) sem-if by auto
then have (I, o'(z := b)) € sem C1 {?%a}
by (simp add: «S = {(l, 0)}> sem-assign-single sem-seq)
then show Fulse
using assms(1) assms(4) fun-upd-same in-sem not-free-in-sem-same-val|of
z C1 o(z := a) o'(x := b)] singletonD snd-conv
by metis
qed
then have single-sem (Seq (Assign z (A-. b)) C2) o (o'(z := b))
by (simp add: <S = {(l, 0)}> in-sem)
then have single-sem C2 (o(z := b)) (o'(z := b))
by blast
then have (o(z := b), o/(z := b)) € set-of-traces C2
by (simp add: set-of-traces-def)
then have ((o(z := b))(z := 0 z), (0'(z := b))(z := 0 z)) € set-of-traces C2
by (meson assms(5) not-free-var-stmtE-1)
then show (o, ¢’) € set-of-traces C2
by (metis asm1 assms(4) fun-upd-triv fun-upd-upd in-set-of-traces not-free-in-sem-same-val)
qed
then show ¢4
by (simp add: refinement-def)
qed

S
S

end
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