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Abstract

In this entry, we formalize the Hidden Number Problem (HNP),
originally introduced by Boneh and Venkatesan in 1996 [2]. Intu-
itively, the HNP involves demonstrating the existence of an algorithm
(the “adversary”) which can compute (with high probability) a hidden
number « given access to a bit-leaking oracle. Originally developed
to establish the security of Diffie-Hellman key exchange, the HNP has
since been used not only for protocol security but also in cryptographic
attacks, including notable ones on DSA and ECDSA.

Additionally, the HNP makes use of an instance of Babai’s nearest
plane algorithm [1], which solves the approximate closest vector prob-
lem. Thus, building on the LLL algorithm [5] (which has already been
formalized [4, 3, 6]), we formalize Babai’s algorithm, which itself is of
independent interest. Our formalizations of Babai’s algorithm and the
HNP adversary are executable, setting up potential future work, e.g.
in developing formally verified instances of cryptographic attacks.

Note, our formalization of Babai’s algorithm here is an updated
version of a previous AFP entry of ours. The updates include a tighter
error bound, which is required for our HNP proof.
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theory Babai-Algorithm-Updated
imports

LLL-Basis-Reduction.LLL-Impl
HOL. Archimedean-Field
HOL— Analysis.Inner- Product

begin

fun calculate-c:: rat vec = rat vec list = nat => int where
calculate-c s L1 n = round ((s - (L1!((dim-vec s) — n))) / (sg-norm-vec (L1!((dim-vec

s) = n))))

fun wupdate-s:: rat vec = rat vec list = rat vec list = nat = rat vec where
update-s sn M Mt n = ((rat-of-int (calculate-c sn Mt n)) -, M((dim-vec sn) —

n))

fun babai-help:: rat vec = rat vec list = rat vec list = nat = rat vec where
babai-help s M Mt 0 = s |

babai-help s M Mt (Suc n) = (let B = (babai-help s M Mt n) in B — (update-s B
M Mt (Suc n)))



This assumes an LLL-reduced input and outputs a short vector of the
form v + ¢, with v € L

fun babai-of-LLL :: rat vec = rat vec list = rat vec where
babai-of-LLL s M = babai-help s M (gram-schmidt (dim-vec s) M) (dim-vec s)

This begins with a non-reduced basis and outputs a vector v in L which
is close to t

fun full-babai :: int vec list = rat vec = rat = int vec
where full-babai fs target o =
map-vec int-of-rat
(babai-of-LLL
(uminus target)
(LLL.RAT (LLL-Impl.reduce-basis « fs))
+ target)

end
theory Babai-Correctness-Updated
imports Babai-Algorithm-Updated
LLL-Basis-Reduction. LLL-Impl
Jordan-Normal-Form.DL-Rank
BenOr-Kozen-Reif . More-Matrix
begin

This theory contains the proof of correctness of the algorithm. The main
theorem is “theorem babai-correct”, under the locale “babai-with-assms”. To
use the theorem, one needs to show that lattice, the vectors in the lattice
basis, and the target vector all have the same dimension, that the lattice
basis vectors are linearly independent, and that the lattice basis is LLL-
weakly-reduced for some parameter o > 4/3.

1 Locale setup for Babai

locale babai =

fixes M :: int vec list

fixes t :: rat vec

fixes « :: rat

assumes length-M: length M = dim-vec t
begin

abbreviation n where n = length M
sublocale LLL nn M « .

abbreviation coset::rat vec set where coset={(map-vec rat-of-int x)—t|z. z€L}
abbreviation Mt where Mt = gram-schmidt n (RAT M)

definition s :: nat = rat vec where
s © = babai-help (uminus t) (RAT M) Mt i



definition closest-distance-sq:: real where
closest-distance-sq = Inf {real-of-rat (sq-norm z::rat) |z. x € coset}
end

Locale setup with additional assumptions required for main theorem.
Contains an arbitrary extra constant epsilon which appears in the final
bound in this locale, giving a theorem quantified over all epsilon > 1. The
next locale, “babai-with-assms,” uses this theorem to prove a theorem with-
out epsilon.

locale babai-with-assms-epsilon = babai +
fixes mat-M mat-M-inv:: rat mat
fixes epsilon::real
assumes basis: lin-indep M
defines mat-M = mat-of-cols n (RAT M)
defines mat-M-inv =
(if (invertible-mat mat-M) then SOME B. (inverts-mat B mat-M) A (inverts-mat
mat-M B) else (0, n n))
assumes nv:invertible-mat mat-M
assumes reduced:weakly-reduced M n
assumes non-trivial:0<n
assumes alpha:a > 4 /3
assumes epsilon:epsilon > 1
begin

lemma dim-vecs-in-M:
shows Vv € set M. dim-vec v = length M
using basis unfolding gs.lin-indpt-list-def by force

lemma inv!:mat-M x mat-M-inv = 1, n
proof—
have dim-m:dim-row mat-M = n using dim-vecs-in-M unfolding mat-M-def
by fastforce
then have inverts-mat mat-M mat-M-inv using inv
unfolding mat-M-inv-def
by (smt (verit, ccfv-SIG) invertible-mat-def some-eq-imp)
then show “thesis using dim-m unfolding inverts-mat-def by argo
qed

lemma inv2:mat-M-inv * mat-M = 1,, n
proof—
have dim-m:dim-col mat-M = n unfolding mat-M-def by fastforce
have inverts-mat mat-M-inv mat-M using inv
unfolding mat-M-inv-def
by (smt (verit, ccfv-SIG) invertible-mat-def some-eq-imp)
then have inv:mat-M-inv x mat-M = 1,, (dim-row mat-M-inv)
unfolding inverts-mat-def by blast
then have dim-n:dim-col (1, (dim-row mat-M-inv)) = n
using dim-m indez-mult-mat(3)[of mat-M-inv mat-M] by fastforce



have (dim-row mat-M-inv)= n
proof(rule ccontr)
assume (dim-row mat-M-inv)# n
then have dim-col (1, (dim-row mat-M-inv)) # n
by auto
then show Fulse using dim-n by blast
qed
then show ?thesis using inv by argo
qed

sublocale rats: vec-module TYPE(rat) n.

lemma M-dim: dim-row mat-M = n dim-col mat-M = n
apply (metis index-mult-mat(2) indez-one-mat(2) invl)
by (metis index-mult-mat(3) index-one-mat(3) inv2)

lemma M-inv-dim: dim-row mat-M-inv = n dim-col mat-M-inv = n
apply (metis M-dim(1) index-mult-mat(2) invl inv2)
by (metis indez-mult-mat(3) index-one-mat(3) invl)

lemma babai-to-help:
shows s n = babai-of-LLL (uminus t) (RAT M)
using babai-def babai.s-def babai-of-LLL.simps babai-axioms by force

2 Coordinates

This section sets up the use of the lattice basis and its GS orthogonalization
as coordinate systems and some properties of that coordinate system. The
important lemma, here is coord-invariance, which shows that after step i of
the algorithm, all coordinates (in both systems) after n-i are invariant.

definition lattice-coord :: rat vec = rat vec
where lattice-coord a = mat-M-inv *, a

lemma dim-preserve-lattice-coord:

fixes v::rat vec

assumes dim-vec v=n

shows dim-vec (lattice-coord v) = n unfolding lattice-coord-def mat-M-inv-def
using M-inv-dim

by (simp add: mat-M-inv-def)
lemma vec-to-col:

assumes ¢ < n

shows (RAT M)!i = col mat-M i

unfolding mat-M-def

by (metis babai-with-assms-epsilon-azioms babai-with-assms-epsilon-axioms-def
babai-with-assms-epsilon-def M-dim(2)

assms cols-mat-of-cols cols-nth gs.lin-indpt-list-def mat-M-def)



lemma unit:

assumes ¢ < n

shows lattice-coord ((RAT M)!%) = unit-vec n i

using assms inv2 unfolding lattice-coord-def

by (metis M-dim(1) M-dim(2) M-inv-dim(2) carrier-matl col-mult2 col-one
vec-to-col)

lemma linear:

fixes i::nat

fixes vl1::rat vec

and v2:: rat vec

and ¢:: rat

assumes dim-vec vl = n

assumes dim-2:dim-vec v2 = n

assumes <7

assumes dim-i:i<n

shows (lattice-coord (v1+(q-,v2)))$i = (lattice-coord v1)$i + gx((lattice-coord
v2)81)

using assms
proof(—)

have linear-vec:(lattice-coord (v1+(q-,v2))) = (lattice-coord v1) + q-,((lattice-coord
v2))

unfolding lattice-coord-def

by (metis (mono-tags, opaque-lifting) M-inv-dim(2) assms(1) assms(2) car-
rier-mat-triv

carrier-vec-dim-vec mult-add-distrib-mat-vec mult-mat-vec smult-carrier-vec)

then have 2: (lattice-coord (v1+4(q-,v2)))$i= ((lattice-coord v1) + q-,((lattice-coord
v2)))$i by auto

also have dim-v2: dim-vec (lattice-coord v2) = n using dim-preserve-lattice-coord
dim-2 by blast

then have i-in-range: i<dim-vec (q-,(lattice-coord v2)) using dim-v2 dim-i by
stmp

also have 3:((lattice-coord v1) + q-,((lattice-coord v2)))$i=(lattice-coord v1)$i+

(q- (lattice-coord v2))$i using i-in-range by simp
also have 4: (¢, (lattice-coord v2))$i=gx(lattice-coord v2)$i using i-in-range by
stmp
thus ?thesis unfolding vec-def using linear-vec 2 8 4 by simp
qed

lemma sub-s:

fixes i::nat

assumes 0<7

assumes <n

shows s (Suc i) = (s i) —
( (rat-of-int (calculate-c (s i) Mt (Suc ) ) ) -» (RAT M)V (dim-vec (s i) —(Suc
7))

using assms babai-help.simps[of —t RAT M Mt] unfolding s-def

by (metis update-s.simps)



lemma M-locale-1:
shows gram-schmidt-fs-Rn n (RAT M)
by (smt (verit) M-dim(1) M-dim(2) carrier-dim-vec dim-col gram-schmidt-fs-Rn.intro
in-set-conv-nth
mat-M-def mat-of-cols-carrier(3) subset-code(1) vec-to-col)

lemma M-locale-2:

shows gram-schmidt-fs-lin-indpt n (RAT M)

using basis M-locale-1 gram-schmidt-fs-lin-indpt.introlof n (RAT M)] unfolding
gs.lin-indpt-list-def

using gram-schmidt-fs-lin-indpt-axioms.intro by blast

lemma more-dim: length (RAT M) = n
by simp

lemma Mt-gso-connect:
fixes j::nat
assumes j<n
shows Mt!lj = gs.gso j
proof(—)
have Mt = map gs.gso[0..<n]
using M-locale-1 gram-schmidi-fs-Rn.main-connect[of n (RAT M)]
by fastforce
then show ?thesis
using assms
by simp
qed

lemma access-index-M-dim:
assumes (0 < ¢
assumes 7 < n
shows dim-vec (map of-int-hom.vec-hom M ! i) = n
using assms dim-vecs-in-M
by auto

lemma s-dim:

fixes i::nat

assumes 1< n

shows dim-vec (s i) = n A (s i) Ecarrier-vec n

using assms

proof (induct 7)

case ()

have unfoldl:s 0 = babai-help (uminus t) (RAT M) Mt 0 unfolding s-def by
simp

also have unfold2:babai-help (uminus t) (RAT M) Mt 0 = uminus t unfolding
babai-help.simps by simp

also have unfold3:s 0 = uminus t using unfold1 unfold2 by simp



also have dim-eq:dim-vec (s 0) = dim-vec (uminus t) using unfold3 by simp
moreover have dim-minus:dim-vec (uminus t) = n by (metis index-uminus-vec(2)
length-M)
then have dim-vec (s 0) = n
using dim-eq dim-minus
by simp
then have (s 0) € carrier-vec n
using carrier-vecI[of (s 0) n]
by simp
then show “case
by simp
next
case (Suc 17)
then have leq: i<n by linarith
have sub:s (Suc i) = (s i) — ( (rat-of-int (calculate-c (s i) Mt (Suc i) ) ) -
(RAT M)( (dim-vec (s 1)) —(Suc )))
using sub-s Suc
by auto
moreover have prev-s-dim:(s i) carrier-vec n
using Suc
by simp
moreover have dim-vec (s i)=n
using Suc
by simp
then have 0<(dim-vec (s i)) —(Suc i)A (dim-vec (s i)) —(Suc i)<n
using Suc
by linarith
then have dim-m:(dim-vec ((RAT M)!( (dim-vec (s 7)) —(Suc ©)))) = n
using access-index-M-dim[of (dim-vec (s ©)) —(Suc 7))
by simp
then have dim-gm:dim-vec ( (rat-of-int (calculate-c (s i) Mt (Suc i) ) ) -
(RAT M)\((dim-vec (s 7)) —(Suc i))) = n
by simp
then have final-dim:dim-vec ((s i) —
((rat-of-int (calculate-c (s i) Mt (Suc i) ) ) - (RAT M)!( (dim-vec (s i) —(Suc
) = n
using index-minus-vec(2) prev-s-dim dim-qgm
by metis
show Zcase
using final-dim sub carrier-vecl[of s i n]
by (metis carrier-vec-dim-vec)
qged

lemma dim-vecs-in-Mt:
fixes i::nat
assumes <n
shows dim-vec (Mtli) = n
using Mt-gso-connect|of i| M-locale-1 assms gram-schmidt-fs-Rn.gso-dim
by fastforce



lemma upper-tri:
fixes i::nat
and j::nat
assumes j>1
assumes j<n
shows ((RAT M)Yi)- (Mtlj) =0
proof(—)
have (gs.gso 7)- (RAT M)li= 0
using gram-schmidt-fs-lin-indpt.gso-scalar-zero[of n (RAT M) j i
Mt-gso-connect|of ]
assms
M-locale-2
more-dim
by presburger
then have (Mtlj)- ((RAT M)!li)= 0
using Mt-gso-connect|of j| assms
by simp
then show ?thesis
using comm-scalar-prod|of (Mtlj) n ((RAT M)!7)]
carrier-vecl[of (Mt!j) n]
carrier-vecI[of ((RAT M)!%) n]
access-index-M-dim][of i
dim-vecs-in-Mt|of
assms
by auto
qged
lemma one-diag:
fixes i::nat
assumes 0<7¢
assumes <n
shows ((RAT M)!i)- (Mtli)=sg-norm (Mt!%)
proof(—)
have mu:((RAT M)!%)-(Mt!i) = (gs.p @ ©)xsg-norm (Mt!7)
using gram-schmidt-fs-lin-indpt.fi-scalar-prod-gso[of n (RAT M) i i]
M-locale-2
assms
more-dim
Mt-gso-connect
by presburger
moreover have gs.u @ i=1
by (meson gs.u.elims order-less-imp-not-eq2)
then show ?thesis
using mu
by fastforce
qed

lemma coord-invariance:
fixes j::nat



fixes k::nat
fixes i::nat
assumes £k<j
assumes j+i<n
assumes k>0
shows (lattice-coord (s (j+17)))$(n—k) = (lattice-coord (s 7))$(n—k)
A (s (j+1)) - Mtl(n—Fk)=(s j) - Mt!(n—k)
using assms
proof (induct 7)
case (
show ?case by simp
next
case (Suc 17)
have j+ (Suc i) = Suc (j+i) by simp
then have 1:s (Suc (j+1i)) =s (j + (Suc ©)) by simp
then have sub:s (Suc (j+1i) ) =
(s (j+1)) —( (rat-of-int (calculate-c (s (j+17)) Mt (Suc (j+1i)) ) )
v (RAT M)I( (dim-vec (s (j+17))) —(Suc (j+17)) ) )
using sub-s[of j+i | Suc(8) by linarith
then have dim1: dim-vec (s (j + 7)) = n
using s-dim|[of j+i] using Suc(8) by auto
then have dim2: dim-vec
(map of-int-hom.vec-hom M
(dim-vec (s (j + 1)) — Suc (j +4))) =n
using access-indez-M-dim[of n — Suc (j + ©)] Suc(3)
by auto
have k-in-range:0<(n—k) A(n—k)<n using Suc(2) Suc(8) Suc(4)
by simp
have indez-in-range:0<(dim-vec (s (j+17))) —(Suc (j+17))A(dim-vec (s (j+7)))
—(Suc (j+1i))<n
using Suc(3) s-dim[of j+1]
by simp
moreover have carriers: s (j+1i) € carrier-vec nA
map of-int-hom.vec-hom M ! (dim-vec (s (j + 1)) — Suc (§ +
i))E carrier-vec n
using dimi dim2
carrier-vecI[of s (§ + ©) n]
carrier-vecI[of map of-int-hom.vec-hom M ! (dim-vec (s (j + 7)) — Suc (j
i)
by fast

let ?sSuc = (s (Suc (j+17)))

let ?si = (s (j+1))

let ?c = (rat-of-int (calculate-c (s (j+1%)) Mt (Suc (j+1i)) ) )
let %ind = (dim-vec (s (j+1))) —(Suc (j+17))

have ?si — %c¢-, (RAT M)!%ind = ?si + (—%¢)-, (RAT M)!?%ind

using minus-add-uminus-vec[of ?si n ?c-, (RAT M)!?%ind)]
carriers

10



by fastforce
then have (lattice-coord (?si — %c-, (RAT M)!?ind))$(n—k) =
(lattice-coord(?si))$(n—k) + (—2¢)* (lattice-coord((RAT M)!?ind))$(n—k)
using linear[of ?si (RAT M)!?ind n—k —?c] dim1 dim2 k-in-range
by metis
then have lin-lattice-coord:(lattice-coord (?sSuc))$(n—k) =
(lattice-coord(?si))$(n—k) — %cx (lattice-coord((RAT M)!?ind))$(n—k)
using sub
by algebra
have neq:Suc (j+1i)#k using Suc(3) Suc(2) by auto
moreover have ((dim-vec (s (j+17))) —(Suc (j+1)))# (n—k)
using s-dim|[of j+i] neq Suc(3)
by (metis Suc(2) <j + Suc i = Suc (j + 1) diff-0-eq-0 diff-cancel?
diff-commute diff-diff-cancel diff-diff-eq diff-is-0-eq dim1)
moreover have (lattice-coord ((RAT M)!( (dim-vec (s (j+17))) —(Suc (j+1))) )
)$(n—k)=
(unit-vec n ( (dim-vec (s (j+1i))) —(Suc (j+1))))$(n—k)
using unit[of dim-vec (s (j+1i)) —(Suc (j+17))] indez-in-range by presburger
then have zero:(lattice-coord ((RAT M)!( (dim-vec (s (j+1))) —(Suc (j+1i))) )
)$(n—k) =0
unfolding unit-vec-def
using neq calculation(3) k-in-range by fastforce
then have (lattice-coord (s (Suc (j+17))) )$(n—Fk) = ( (lattice-coord (s (j+1)))$(n—k))
(rat-of-int (calculate-c (s (j+i)) Mt (Suc (j+17)) ) )
* 0
using zero lin-lattice-coord by presburger
then have conclusionl:(lattice-coord (s (Suc (j+1))) )$(n—k) = ( (lattice-coord
(s (+1))$(n—F))
by simp
have nit-sub:(s (Suc (j+1i)))- Mtl(n—k) = ((s (j+17)) —
((rat-of-int (calculate-c (s (j+1)) Mt (Suc (j+1i)) ) ) - (RAT M)!( (dim-vec (s
(+1))) —(Suc (7+1)) ) )
- (Mt!(n—k))
using sub
by simp
moreover have carrier-prod:( (rat-of-int (calculate-c (s (j+17)) Mt (Suc (j+1))
))
v (RAT M) (dim-vec (s (§+7))) —(Suc (j+17)) ) )Ecarrier-vec n
using smult-carrier-vec|of (rat-of-int (calculate-c (s (j+17)) Mt (Suc (j+1)) ) )
(RAT M)!( (dim-vec (s (j+1i))) —(Suc (j+i)) ) n] carrier-vecl dim2 by
blast
moreover have I:((s (j+i)) —
( (rat-of-int (calculate-c (s (j+17)) Mt (Suc (j+7)) ) ) -» (RAT M)!( (dim-vec (s
(+1))) —(Suc (j+1)) ) ))
- (Mt(n—=k)) = (s (j+1))- (Mt!(n—Fk)) — ( (rat-of-int (calculate-c (s (j+1i))
Mt (Suc (j+1)) ) )
v (RAT M)!( (dim-vec (s (j+1))) —(Suc (j+1i)) ) ). (Mt(n—k))
using s-dim[of j+1]

11



assms(2)

access-index-M-dim

dim-vecs-in-Mt

carrier-vecl[of Mt!(n—k) n]

carrier-vecI[of (RAT M)!((dim-vec (s (j+i))) —(Suc (j+1))) n]

add-scalar-prod-distrib|of

(s (+1))

(rat-of-int (calculate-c (s (j+i)) Mt (Suc (j+14)) ) ) -» (RAT M)!( (dim-vec
(s (+3))) —(Suc (+1)) )

(Ml (n—E))]

using calculation(5) carriers k-in-range minus-scalar-prod-distrib by blast

moreover then have lin-scalar-prod:((s (j+i)) —
( (rat-of-int (caleulate-c (s (j+1i)) Mt (Suc (j+i)) ) ) - (RAT M)!( (dim-vec (s
(G+1))) —(Suc (j+i)) ) ))
< (Mt(n—=k)) = (s (j+1)) (Mt!(n—k)) — (rat-of-int (calculate-c (s (j+i)) Mt
(Suc (j+7)) ) )

)+ (Mil(n—k)))
by (metis dim2 dim-vecs-in-Mt k-in-range scalar-prod-smult-left)
moreover have step-past-index:(dim-vec (s (j+1i))) —(Suc (j+1i))<n—k
using s-dim[of j+1i] Suc(8) Suc(2)
by (simp add: calculation(3) diff-le-mono2 dim1 le-Sucl nat-less-le trans-le-add1)
moreover have ( (RAT M)!( (dim-vec (s (j+17))) —(Suc (j+i)) ) - (Mt!(n—k)
)) =0
using step-past-index upper-trijof (dim-vec (s (j+1))) —(Suc (j+7)) n—k] Suc(4)
by simp
then have (s (Suc (j+1)))- Mtl(n—Fk) = (s (j+7))- Mt!(n—k) —
( (rat-of-int (calculate-c (s (j+17)) Mt (Suc (j+17)) ) ) *0)
using lin-scalar-prod init-sub
by algebra
then have conclusion2:(s (Suc (j+1i))): Mtl(n—k) = (s (j+17))- Mt!(n—k) by
auto
show Zcase
by (metis Suc(2) Suc(3) Suc(4) Suc.hyps Suc-leD <j + Suc i = Suc (j + i)
conclusionl conclusion2)
qged

* ((RAT M)!( (dim-vec (s (j+17))) —(Suc (j+17))

lemma small-orth-coord:

fixes i::nat

assumes <7

assumes <n

shows abs ( (s i) - Mt!(n—1i)) < (sg-norm (Mt!(n—1)))x(1/2)
proof(—)

have minus-plus:Suc (i—1) = ¢ using assms(1) by auto

then have init-sub:s i = (s (i—1))—( (rat-of-int (calculate-c (s (i—1)) Mt i) )
w (RAT M)Y( (dim-vec (s (i—1))) —1))

using sub-s[of i—1]

12



by (metis (full-types) Suc-le-eq assms(2) less-eq-nat.simps(1))
then have scalar-distrib:(s i) - Mt!(n—i) = (s (i—1)) « Mt!(n—i)—(( (rat-of-int
(calculate-c (s (i—1)) Mt i) )
v (RAT M)!( (dim-vec (s (i—1))) —1))-Mt!(n—1))
using add-scalar-prod-distrib[of (s (i—1)) n ( (rat-of-int (calculate-c (s (i—1))
Mti))
- (RAT M)Y( (dim-vec (s (i—1))) —1)) Mt!(n—1i)]
s-dim[of i—1]
carrier-vecl [of Mt!(n—1i)]
carrier-vecI[of (RAT M)!( (dim-vec (s (i—1))) —i)]
access-index-M-dim[of ( (dim-vec (s (i—1))) —1)]
dim-vecs-in-Mt[of n—i
init-sub
minus-scalar-prod-distriblof (s (i—1)) n ( (rat-of-int (calculate-c (s (i—1))
Mti))

- (RAT M)Y( (dim-vec (s (i—1))) —17)) Mt!(n—1i)]
by (metis Suc-leD assms(2) diff-Suc-less gs.smult-closed le0 minus-plus non-trivial)
also have scalar-commute:(s (i—1)) - Mt!(n—i)—(( (rat-of-int (calculate-c (s

(i—1)) Mt 7))
v (RAT M)!( (dim-vec (s (i—1)))
—1))-Mtl(n—1)) =
(s (i—1)) - Mt!(n—i)—( (rat-of-int (calculate-c (s (i—1)) Mt i) )
* (((RAT M)!( (dim-vec (s (i—1))) —1)) -Mt!(n—1i) ))
using scalar-prod-smult-left
carrier-vecl[of Mt!(n—1i)]
carrier-vecI[of (RAT M)!( (dim-vec (s (i—1))) —i)]
access-index-M-dim
dim-vecs-in-Mt
by (smt (verit) Suc-le-D assms(2) diff-less index-minus-vec(2) index-smult-vec(2)

init-sub minus-plus s-dim zero-less-Suc)
moreover have index-in-range: 0<n—i A n—i<n
using assms(1) assms(2)
by simp
moreover have s¢-norm-eq:((RAT M)!( (dim-vec (s (i—1))) —1)) -Mtl(n—i) =
sg-norm (Mt!(n—1))
using one-diag[of n—i]
s-dim[of i—1]
index-in-range
assms(1)
assms(2)
less-imp-diff-less
by simp
then have (s i) - Mt!(n—i) = (s (i—1)) + Mt!(n—i)—
( (rat-of-int (calculate-c (s (i—1)) Mt i) ) * sqg-norm (Mt!(n—1)))
using scalar-distrib scalar-commute sq-norm-eq by argo
then have final-sub:abs((s i) - Mt!(n—i)) = abs(( (rat-of-int (calculate-c (s
(i—1)) Mti))
* sg-norm (Mt!(n—1))) — (s (i—1)) -
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Mit!(n—i))
using abs-minus-commute by simp
then have round-small:abs(rat-of-int (calculate-c (s (i—1)) Mt i )—
(((s (i=1)) - (ME( (dim-vec (s (i—1))) =) ))
/ (sg-norm-vec (Mt!( (dim-vec (s (i—1))) — i) ) ) )<1/2
by (metis calculate-c.simps of-int-round-abs-le)
moreover have pos:0< sg-norm (Mt!(n—i))
by (simp add: sq-norm-vec-ge-0)
then have (sqg-norm (Mt!(n—1)))*xabs((rat-of-int (calculate-c (s (i—1)) Mt i )—
((s (i—1)) - (MA( (dim-vec (s (i—1))) — 7)) ) /
(sg-norm-vec (Mt!( (dim-vec (s (i—1))) — i) ) ) )))
<(sq-norm (Mt!(n—1)))*(1/2)
using pos round-small mult-left-mono by blast
then have 2:abs((sg-norm (Mt!(n—1)))*(rat-of-int (calculate-c (s (i—1)) Mt i
)_
(((s (i=1)) - (M (dim-vec (s (i=1))) —i)) )/
(sg-norm-vec (Mt!( (dim-vec (s (i—1))) — i) ) ) )) )<(sg-norm
(Mtl(n—i)))x(1/2)
using pos by (smt (verit) abs-mult abs-of-nonneg)
have i<n
using assms(2) by simp
then have abs(
(sg-norm (Mt!(n—1i)))*(rat-of-int (calculate-c (s (i—1)) Mt i ))—
(sg-norm (Mt!(n—17)))*( ((s (i—1)) - (Mt!( (dim-vec (s (i—1))) —i)) )/
(sg-norm (Mt!(n—1))) )
)<(sg-norm (Mt!(n—1)))*(1/2)
using 2
s-dim]of 1|
by (smt (verit) Rings.ring-distribs(4) Suc-leD minus-plus s-dim)
then have 1:abs(
(sg-norm (Mt!(n—1)))*(rat-of-int (calculate-c (s (i—1)) Mt i ))—
((s (i—1)) - (Mt (dim-vec (s (i—1))) — i) ) )*
( (sg-norm (Mt!(n—1)))/(sg-norm (Mt!(n—1))) )
)<(sg-norm (Mt!(n—1)))*(1/2)
using assms(2) s-dim
by (smt (23) gs.cring-simprules(14) times-divide-eq-right)
moreover have nonzero:sqg-norm (Mt!(n—i))#£0
using Mt-gso-connect|of n—i] assms
by (metis M-locale-2 gram-schmidt-fs-lin-indpt.sq-norm-pos indez-in-range length-map
rel-simps(70))
moreover have cancel:(sg-norm (Mt!(n—1)))/(sg-norm (Mt!(n—1)))=1
using nonzero
by auto
moreover have dim-match:dim-vec (s (i—1)) = n
using s-dim[of i—1] assms(2)
by linarith
then have final-ineq:abs(
(sg-norm (Mt!(n—1)))*(rat-of-int (calculate-c (s (i—1)) Mt i))—
(s (i—1)) + (MA( (dim-vec (s (i-1))) — i) ) )

14



)<(sq-norm (Mt!(n—1)))*(1/2)
using 1 cancel
by (smt (verit) gs.r-one)
then have rearrange-final-ineq: abs( (rat-of-int (calculate-c (s (i—1)) Mt i ))
* (sg-norm (Mt!(n—1i))) — ((s (i—1)) - (Mt!( n — i) ) ))<(sg-norm
(Mit!(n—i)))*(1/2)
using dim-match
by algebra
show ?thesis
using final-sub rearrange-final-ineq
by argo
qed
lemma lattice-carrier: LC carrier-vec n
proof—
have ze€carrier-vec n if z-def:z€L for z
proof—
obtain f where f-def:z = sumlist (map (Mi. (f ), M!i) [0..<n])
using z-def unfolding L-def lattice-of-def by fast
have (f ©)-, Mli€carrier-vec n if 0<ini<n for ¢
using access-index-M-dim[of 1]
by (metis carrier-vec-dim-vec map-carrier-vec nth-map smult-closed that)
then have set (map (Ai. (f i), MV ) [0..<n]) C carrier-vec n by auto
then have sumlist (map (A\i. (fi)-, M!i) [0..<n]) € carrier-vec n by simp
then show z€carrier-vec n using f-def by fast
qed
then show ?thesis by fast
qged

3 Lattice Lemmas

lemma lattice-sum-close:
fixes u::int vec and v::int vec
assumes uc€l veL
shows u+velL
proof —
let ?mM = mat-of-cols n M
have 1:?mM €carrier-mat n n using dim-vecs-in-M by fastforce
have set-M: set M C carrier-vec n
using dim-vecs-in-M carrier-vecl by blast
have as-mat-mult:lattice-of M = {yEcarrier-vec n. IxEcarrier-vec n. ?mM *, x
=y}
using lattice-of-as-mat-mult[OF set-M] by blast
then obtain u! where ul-def:u = ?mM %, ul A ul Ecarrier-vec n using assms
unfolding L-def by auto
obtain v! where vi-def:v = ?mM x, vl N vl€Ecarrier-vec n
using assms as-mat-mult unfolding L-def by auto
have ul+wvl€carrier-vec n using ul-def vi-def by blast
moreover have ?mMsx, (ul+vl) = utv
using ul-def vi-def 1 mult-add-distrib-mat-vec[of mM n n ul vi]
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by metis
moreover have u+veEcarrier-vec n using assms lattice-carrier by blast
ultimately show u+vel
using as-mat-mult unfolding L-def
by blast
qed

lemma lattice-smult-close:
fixes u::int vec and gq::int
assumes u€L
shows ¢-, uel

proof—
let ?mM = mat-of-cols n M
have 1:?mM €carrier-mat n n using dim-vecs-in-M by fastforce
have set-M: set M C carrier-vec n
using dim-vecs-in-M carrier-vecl by blast
have as-mat-mult:lattice-of M = {yEcarrier-vec n. IxEcarrier-vec n. fmM *, x
=y}
using lattice-of-as-mat-mult[OF set-M] by blast
then obtain v::int vec where v-def:u = ?mM x, vAvEcarrier-vec n
using assms unfolding L-def by auto
then have ¢-, v €carrier-vec n by blast
moreover then have ¢, u= ?mM *, (¢, v) using 1 v-def by fastforce
ultimately show ¢-, u € L
by (metis (mono-tags, lifting) L-def as-mat-mult assms mem-Collect-eq smult-closed)
qed

lemma smult-vec-zero:
fixes v ::'a::ring vec
shows 0 -, v = 0, (dim-vec v)
unfolding smult-vec-def vec-eq-iff
by (auto)

lemma coset-s:
fixes i::nat
assumes <n
shows s i €coset
using assms
proof (induct 7)
case ()
have s 0 = —t unfolding s-def by simp
moreover have carrier-mt:—te carrier-vec n using length-M carrier-vecI|of t n]
by fastforce
ultimately have pzero:s 0 = of-int-hom.vec-hom (0, n) —t by fastforce
let ?zero =\ j. 0
have O<length M using non-trivial by fast
then have M!0 € set M by force

16



then have M!0€L using basis-in-latticel [of M M!0] dim-vecs-in-M carrier-vecl
L-def
by blast
then have 0, n €L
using lattice-smult-close[of M0 0] smult-vec-zero[of M!0] access-index-M-dim]|of
0] non-trivial
unfolding L-def
by fastforce
then show “case using pzero by blast
next
case (Suc 17)
let 2q = (rat-of-int (calculate-c (s i) Mt (Suc i) ))
let %ind = ( (dim-vec (s i)) —(Suc 7))
have sub:s (Suc i) = (s i) — (?q -, (RAT M)!%ind)
using sub-s[of 7| Suc.prems by linarith
have s i €coset using Suc by auto
then obtain = where z-def:z€L A (s ©) = of-int-hom.vec-hom z—t by blast
have ( ?q -, (RAT M)!%ind)€ of-int-hom.vec-hom* L
proof—
have dim-vec (s i) = n using s-dim|[of i] Suc.prems by fastforce
then have in-range: ?ind<nA 0<%ind using Suc.prems by simp
then have com-hom:(RAT M)!(%ind) = of-int-hom.vec-hom (M!%ind) by auto
have M!?ind€set M using in-range by simp
then have mil: M!?ind € L using basis-in-latticel [of M M!%ind] dim-vecs-in-M
carrier-vecl L-def
by blast
moreover have ?¢-,(of-int-hom.vec-hom (M!%?ind)) =
of-int-hom.vec-hom ((calculate-c (s ©) Mt (Suc i) ) -, M!%ind)
by fastforce
moreover have (calculate-c (s i) Mt (Suc i) ) -, M!%indeL
using lattice-smult-close[of M!%ind (calculate-c (s i) Mt (Suc i) )] mil by
stmp
ultimately show ( ?q -, (RAT M)!?%ind) € of-int-hom.vec-hom* L
using com-hom
by force
qed
then obtain y where y-def:( ?q -, (RAT M)!%ind) = of-int-hom.vec-hom yA
yeL by blast
have carrier-z: z€carrier-vec n using lattice-carrier z-def by blast
have carrier-y: y€carrier-vec n using lattice-carrier y-def by blast
then have carrier-my: —y&carrier-vec n by simp
then have 1:—( ?q -, (RAT M)!?%ind) = of-int-hom.vec-hom (—y) using y-def
by fastforce
then have s (Suc i) = of-int-hom.vec-hom z—t+ of-int-hom.vec-hom (—y)
using sub z-def y-def 1 by fastforce
then have s (Suc i) = of-int-hom.vec-hom = + of-int-hom.vec-hom (—y) — t
using lattice-carrier z-def y-def length-M
by fastforce
moreover have of-int-hom.vec-hom x + of-int-hom.vec-hom (—y) = of-int-hom.vec-hom
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(z+ —y)
using carrier-my carrier-x by fastforce
ultimately have 2:s (Suc ©) = of-int-hom.vec-hom (z+ —y) —t
by metis
have —y = —1 -, y by auto
then have —yclL using lattice-smult-close y-def by simp
then have z+—y€cL using lattice-sum-close x-def by simp
then show ?case using 2 by fast
qed

lemma subtract-coset-into-lattice:

fixes v::rat vec

fixes w::rat vec

assumes vecoset

assumes wecoset

shows (v—w)€of-int-hom.vec-hom* L
proof—

obtain [ where [1-def:v=11—tA lI €of-int-hom.vec-hom* L using assms(1) by
blast

obtain [2 where [2-def:w = 12—tA [2€of-int-hom.vec-hom* L using assms(2)
by blast

have carrier-11:11 € carrier-vec n using lattice-carrier l1-def by force

have carrier-12:12 € carrier-vec n using lattice-carrier 12-def by force

obtain [1p where [1p-def:l1 = of-int-hom.vec-hom lIp A l1p€ L using l1-def by
fast

obtain [2p where [2p-def:l2 = of-int-hom.vec-hom [2p A [2p€ L using [2-def by
fast

have —12p = —1-, [2p using carrier-12 by fastforce

then have mi2p:—I2pe L using lattice-smult-close|of 12p —1] I2p-def by pres-
burger

then have of-int-hom.vec-hom (—12p)€ of-int-hom.vec-hom* L by simp

moreover have of-int-hom.vec-hom (—12p) = —12 using [2p-def by fastforce

then have [1—12 = of-int-hom.vec-hom (l1p — [2p) using l1p-def [2p-def car-
rier-l1 carrier-12 by auto

moreover have l1p—I2pe L using lattice-sum-close[of 11p —12p)

l1p-def 12p-def mi2p carrier-l1 carrier-12
by (simp add: minus-add-uminus-vec)

ultimately have 1 —[2¢€ of-int-hom.vec-hom* L by fast

moreover have v—w = [1 —[2 using [1-def [2-def length-M carrier-vecl carrier-11
carrier-12 by force

ultimately show ?thesis by simp
qed
lemma t-in-coset:

shows uminus t € coset

using coset-s[of 0] babai-help.simps unfolding s-def by simp

4 Lemmas on closest distance

lemma closest-distance-sq-pos: closest-distance-sq>0
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proof—
have V Ne {real-of-rat (s¢-norm z::rat) |z. © € coset}. 0<N
using sg-norm-vec-ge-0 by auto
moreover have {real-of-rat (sg-norm x::rat) |z. © € coset}#{} using t-in-coset
by blast
ultimately have 0<Inf {real-of-rat (sg-norm x::rat) |z. © € coset}
by (meson cInf-greatest)
then show ?thesis unfolding closest-distance-sq-def by blast
qed

definition witness:: rat vec=rat = bool
where witness v eps-closest = (sg-norm v < eps-closest N\ vE cosetAdim-vec v =
n)

definition close-condition::rat = bool
where close-condition eps-closest =
(if closest-distance-sq = 0 then 0< real-of-rat eps-closest
else real-of-rat (eps-closest)> closest-distance-sq)
A (real-of-rat (eps-closest)<epsilonxclosest-distance-sq)

lemma close-rat:
obtains eps-closest::rat
where close-condition eps-closest
proof(cases closest-distance-sq = 0)
case t:True
then have epsilon*closest-distance-sq = real-of-rat (0::rat) by simp
then have real-of-rat (0::rat)< epsilonxclosest-distance-sq/Aclosest-distance-sq
<(real-of-rat (0::rat))
using ¢ by force
then show ?thesis
using that t unfolding close-condition-def by metis
next
case f:Fulse
then have 0<closest-distance-sq
using closest-distance-sq-pos by linarith
moreover have (1::real)<epsilon using epsilon by simp
ultimately have closest-distance-sq<epsilon*closest-distance-sq by simp
then show ?thesis
using Rats-dense-in-real[of closest-distance-sq epsilonxclosest-distance-sq| that
unfolding close-condition-def
by (metis Rats-cases less-eq-real-def)
qged

definition eps-closest::rat
where eps-closest = (if Ir. close-condition r then SOME r. close-condition r

else 0)

lemma eps-closest-lemma: close-condition eps-closest
using close-rat unfolding eps-closest-def by (metis (full-types))
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lemma rational-tri-ineq:
fixes v::rat vec
fixes w::rat vec
assumes dim-vec v = dim-vec w
shows (sg-norm (v+w))< 4x(Maz {(sg-norm v), (sg-norm w)})
proof—
let ¢d = dim-vec w
let ?M = Maz {(sqg-norm v), (sg-norm w)}
have carr-v:ve€carrier-vec ?d using assms carrier-vecl[of v ?d] by fastforce
have carr-w:wée carrier-vec ?d using carrier-vecI[of w ?d] by fastforce
have carr-vw:v+we carrier-vec ?d using carr-v carr-w add-carrier-vec by blast
have sg-norm (v+w) = (v+w)-(v+w)
by (simp add: sqg-norm-vec-as-cscalar-prod)
also have (v+w)-(v+w) = v-(v+w)+w-(v+w)
using add-scalar-prod-distrib[of v 2d w v+w)
carr-v carr-w carr-vw by blast
also have v-(v+w)+w-(v+w) = v-v+v-wtw-v+w-w
using scalar-prod-add-distrib[of v ?d v w]
scalar-prod-add-distriblof w ?d v w)]
carr-v carr-w carr-vw by algebra
also have v-w=w-v
using carr-v carr-w comm-scalar-prod by blast
also have v-v = sg-norm v
using sg-norm-vec-as-cscalar-prod|of v] by force
also have w-w = sqg-norm w
using sg-norm-vec-as-cscalar-prod|of w| by force
finally have sg-norm (v+w) = sg-norm v + sg-norm w + 2x(w-v) by force
also have b1:sqg-norm v<?M by force
also have b2:s¢-norm w<?M by force
also have 2x(w-v)<2x(Mazx {(sg-norm v), (sg-norm w)})
proof—
have (w-v) "2< (sg-norm v) * (sg-norm w)
using scalar-prod-Cauchylof w ?d v] carr-w carr-v by algebra
also have (sg-norm v) * (sg-norm w)<?M=?M
using b1 b2 sqg-norm-vec-ge-0[of w| sqg-norm-vec-ge-0[of v]
mult-monolof sg-norm v ?M sg-norm w ?M] by linarith
also have ?Mx*?M = ?M "2
using power2-eq-squareof ?M] by presburger
finally have (w-v) "2<?M"2 by blast
also have (w-v) 2=abs(w-v) "2 by force
finally have abs(w-v) "2<?M"2 by presburger
moreover have 0<abs(w-v) by fastforce
moreover have 0<?M
using sg-norm-vec-ge-0[of w] sqg-norm-vec-ge-0]of v] by fastforce
ultimately have abs(w-v)<?M
using power2-le-imp-le by blast
also have (w-v)<abs(w-v) by force
finally show ?thesis by linarith
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qed
finally show ?thesis by auto
qed

lemma witness-exists:
shows Fv. witness v eps-closest
proof(cases closest-distance-sq = 0)
case t:True
have eps-closest = 0
using eps-closest-lemma t
unfolding witness-def unfolding close-condition-def
by auto
then have equiv: ?thesis = (3v. v€cosetA (dim-vec v = n) A (sg-norm v) < 0)
unfolding witness-def eps-closest-def by auto
show ?thesis
proof (rule ccontr)
assume contra:— ?thesis
have {real-of-rat (sq-norm z::rat) |z. © € coset}#{} using t-in-coset by fast
then have limit-point:3 v::rat vec. real-of-rat (sg-norm v) < (eps::real) A vEcoset
if O<eps for eps
using t cInf-lessD[of {real-of-rat (sg-norm z::rat) |z. © € coset} eps] that
unfolding closest-distance-sq-def by auto
moreover have 0<real-of-rat ((sg-norm ((RAT M)'0) )/ (4*xa (n—1)))
proof—
have 0<1/(4+a(n—1)) using non-trivial alpha by force
moreover have 0< (sg-norm ((RAT M)!0))
using gram-schmidt-fs-lin-indpt.sg-norm-pos[of n RAT M 0]
gram-schmidt-fs-lin-indpt.sq-norm-gso-le-flof n RAT M 0]
M-locale-2 non-trivial
by fastforce
ultimately show ?thesis by auto
qed
ultimately obtain v::rat vec where v-def:real-of-rat (sg-norm v)
< real-of-rat ((sg-norm ((RAT M)!0) )/ (4xa (n—1)))A
vE coset
by presburger
then have dim-vec v =n
using length-M by force
then have 0< real-of-rat (sqg-norm v)
using equiv contra v-def by auto
then obtain w::rat vec where w-def:real-of-rat (sqg-norm w) < real-of-rat
(sg-norm v)Awe coset
using limit-point by fast
then have small-w:real-of-rat (sg-norm w)<real-of-rat ((sg-norm ((RAT M)!0)
)/ (4+a(n—1)))
using v-def by argo
have lat:w—v€ of-int-hom.vec-hom* L using subtract-coset-into-lattice[of w v
using v-def w-def by force
then obtain [ where [-def:l€ LAw—v=of-int-hom.vec-hom [ by blast
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then have of-int-hom.vec-hom | € gs.lattice-of (RAT M)
using lattice-of-of-int[of M n 1] dim-vecs-in-M carrier-vecl L-def by blast
then have lat-hom:w—v € gs.lattice-of (RAT M) using [-def by simp
have sqg-norm v # sqg-norm w using w-def by auto
then have neq:w#v by meson
have c1:wecarrier-vec n using length-M w-def lattice-carrier carrier-dim-vec
by fastforce
moreover have c2:v€carrier-vec n using length-M v-def lattice-carrier car-
rier-dim-vec by fastforce
ultimately have c3:w—v€carrier-vec n by simp
have negzero:w—v#£0, n
proof (rule ccontr)
assume c:—?thesis
have w—v=0, n using c by blast
then have w=v+ 0, n using c1 c2 c3
by (smt (verit, ccfv-SIG) gs.M.add.r-inv-ex minus-add-minus-vec mi-
nus-cancel-vec minus-zero-vec right-zero-vec)
then show Fulse using c2 neq by simp
qed
then have w—v € gs.lattice-of (RAT M) — {0, n} using lat-hom by blast
moreover have a (n—1) * (sg-norm (w—v)) < (sg-norm ((RAT M)!0) )
proof—
have w—v = w+ (—v) by fastforce
then have sg-norm (w—v) = sg-norm (w+(—v)) by simp
also have sg-norm (w+(—v)) < 4*xMaz({sq-norm w, sg-norm (—v)})
using rational-tri-ineq(of w —v] c1 ¢2 by fastforce
also have sg-norm (—v) = sqg-norm v
proof—
have —v = (—1)-, v by fastforce
then have sg-norm (—v) = ((—1)-, v)-((—1)-, v) using sqg-norm-vec-as-cscalar-prod|of
—v] by force
then have sg-norm (—v) = (—1)%(—1)*(v-v) using cI c¢2 by simp
then show %thesis using sg-norm-vec-as-cscalar-prod[of v] by simp
qed
also have Maz({sqg-norm w, sg-norm (v)})<((sg-norm ((RAT M)'0) )/
(4xa"(n=1)))
using v-def small-w of-rat-less by auto
finally have sg-norm (w—uv)<4*((sg-norm ((RAT M)!0) )/ (4*xa(n—1)))
by linarith
then have sqg-norm (w—v)<(sg-norm ((RAT M)!0) )/ (a« (n—1)) by linarith
moreover have p:0<a (n—1) using alpha by fastforce
ultimately show ?thesis using p
by (metis gs.cring-simprules(14) pos-less-divide-eq)
qed
ultimately show Fulse
using gram-schmidt-fs-lin-indpt.weakly-reduced-imp-short-vector[of n (RAT
M) a w—v]
M-locale-2 reduced alpha
unfolding gs.reduced-def L-def by force
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qed
next
case Fulse
then have closest-distance-sq < real-of-rat eps-closest
using eps-closest-lemma unfolding eps-closest-def close-condition-def
by presburger
moreover have {real-of-rat (sq-norm z::rat) |x. x € coset}#{} using t-in-coset
by fast
ultimately obtain [ where [€{real-of-rat (sg-norm z::rat) |z. € coset}A I<
real-of-rat eps-closest
using closest-distance-sq-pos
unfolding closest-distance-sq-def
by (meson cInf-lessD)
moreover then obtain v::rat vec where [ = real-of-rat (sqg-norm v) A vE€coset
by blast
ultimately show ?thesis unfolding witness-def lattice-carrier
by (smt (verit) length-M index-minus-vec(2) mem-Collect-eq of-rat-less-eq)
qed

5 More linear algebra lemmas

lemma carrier-Ms:
shows mat-M €carrier-mat n n mat-M-inv € carrier-mat n n
using M-dim M-inv-dim
apply blast
by (simp add: M-inv-dim(1) M-inv-dim(2) carrier-matl)

lemma carrier-L:

fixes v::rat vec

assumes dim-vec v = n

shows lattice-coord ve carrier-vec n

unfolding lattice-coord-def

using mult-mat-vec-carrier|of mat-M-inv n n v]
carrier-Ms
carrier-vecl [of v
assms(1)

by fast

lemma sumlist-index-commute:
fixes Lst::rat vec list
fixes i::nat
assumes set LstCcarrier-vec n
assumes i<n
shows (gs.sumlist Lst)$i = sum-list (map (Nj. (Lstlj)$) [0..<(length Lst)])
using assms
proof (induct Lst)
case Nil
have gs.sumlist Nil = 0, n using assms unfolding gs.sumlist-def by auto
then have lhs:(gs.sumlist Nil)$i = 0 using assms(2) by auto
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have [0..<(length Nil)] = Nil by simp
then have (map (Aj. (Nill§)$7) [0..<(length Nil)]) = Nil by blast
then have sum-list (map (\j. (Nill§)$i) [0..<(length Nil)]) = 0 by simp
then show ?case using lhs by simp
next
case (Cons a Lst)
let ?CaLst = Cons a Lst
have set Lst C carrier-vec n using Cons.prems by auto
then have carr:gs.sumlist Lst €carrier-vec n using assms gs.sumlist-carrier|of
Lst ]
by blast
have gs.sumlist (Cons a Lst) = a + gs.sumlist Lst by simp
then have lhs:(gs.sumlist ?CaLst)$i = a$i + (gs.sumlist Lst)$i using assms
carr by simp
have sum-list (map (Aj. (?CaLst\j)$i) [0..<(length ?CaLst)]) = sum-list (map
(Al 1$0) ?CaLst)
by (smt (verit) length-map map-eq-conv’ map-nth nth-map)
moreover have sum-list (map (A\l. 1$7) ?CaLst) = a$i + sum-list (map (. 1$7)
Lst) by simp
moreover have sum-list (map (A\l. 1$7) Lst) = sum-list (map (Aj. (Lst!j)$i)
[0..<(length Lst)])
by (smt (verit) length-map map-eq-conv’ map-nth nth-map)
moreover have sum-list (map (Aj. (Lstlj)$7) [0..<(length Lst)]) = (gs.sumlist
Lst)$i
using Cons.prems Cons.hyps by simp
ultimately show ?case using lhs
by argo
qed

lemma mat-mul-to-sum-list:
fixes A::rat mat
fixes v::rat vec
assumes dim-vec v = dim-col A
assumes dim-row A = n
shows Ax,v = gs.sumlist (map (Aj. v$7 -, (col A §)) [0 ..< dim-col A])
proof—
have carrier:set (map (Aj. v $ j -, col A j) [0..<dim-col A]) C Rn
by (smt (verit) assms(2) carrier-dim-vec dim-col ex-map-conv indez-smult-vec(2)
subset-code(1))
have (Ax,v)$i = gs.sumlist (map (\j. v$j -» (col A j)) [0 ..< dim-col A))$i if
small:i<dim-row A for i
proof—
let ?rdi = row A i

have 1:(Ax,v)$i = ?rAi - v using small by simp

have 2:7rAi - v = sum-list (map (\j. (7rAi$j)*(v$j)) [0..<dim-col A])

using assms sum-set-upt-conv-sum-list-nat unfolding scalar-prod-def by auto
have ?rA4i$j*(v$j) = (v8j -, (col A 7))$i if jsmall:j<dim-col A for j
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unfolding row-def col-def using small jsmall
by force
then have (map (A\j. (2rdi$j)=(v$7)) [0..<dim-col A]) = (map (Aj. (v8j -, (col
A §))$i) [0..<dim-col A])
by fastforce
then have (Ax,v)$i = sum-list (map (Aj. (v8] -, (col A 7))$i) [0..<dim-col
A)
using 1 2 by algebra
then show ?thesis using sumlist-index-commutelof map (Aj. v8j -, (col A j))
[0 ..< dim-col A] 1]
small assms(2) carrier
by (smt (verit) gs.sumlist-vec-index length-map map-equality-iff nth-map sub-
set-code(1))
qed
moreover have dim-vec (Ax,v) = dim-row A by fastforce
moreover have dim-vec (gs.sumlist (map (Aj. v8j -, (col A j)) [0 ..< dim-col
) = n
using carrier by auto
ultimately show ¢thesis using assms
by auto
qed

lemma recover-from-lattice-coord:
fixes v::rat vec
assumes dim-vec v = n
shows v = gs.sumlist (map (\i. (lattice-coord v)$i -, (RAT M)!3) [0 ..< n])
proof —
have (mat-M x mat-M-inv)*x, v= mat-Msx,(lattice-coord v)
unfolding lattice-coord-def
using assms(1) carrier-Ms carrier-vecl [of v]
assoc-mult-mat-vec[of mat-M n n mat-M-inv n v]
by presburger
then have (1,, n)*,v=mat-Mx*,(lattice-coord v)
using invi
by simp
then have v = mat-Mx, (lattice-coord v)
by (metis assms carrier-vec-dim-vec one-mult-mat-vec)
then have pre:v = gs.sumlist (map (Ai. (lattice-coord v)$i -, col mat-M i) [0
..< dim-col mat-M])
using mat-mul-to-sum-list[of lattice-coord v mat-M]
M-dim
assms
dim-preserve-lattice-coord
by simp
moreover have col mat-M i = (RAT M)!i if i<n for i
using vec-to-col
by (simp add: that)
ultimately have (map (\i. (lattice-coord v)$i -, col mat-M 7) [0 ..< dim-col
mat-M]) =

25



(map (Mi. (lattice-coord v)$i -, (RAT M)!i) [0 ..< n]) using
M-dim
by simp
then show v = gs.sumlist (map (N\i. (lattice-coord v)$i -, (RAT M)) [0 ..<
n])
using pre by presburger
qed

lemma sumlist-linear-coord:
fixes Lst::int vec list
assumes Ai. i<length Lst = dim-vec (Lst!i) = n
shows lattice-coord (map-vec rat-of-int (sumlist Lst)) = gs.sumlist (map lat-
tice-coord (RAT Lst))
using assms
proof (induct Lst)
case Nil
have rhs:gs.sumlist(map lattice-coord (RAT Nil)) = 0, n by fastforce
have map-vec rat-of-int (sumlist Nil) = 0, n by auto
then have lattice-coord (map-vec rat-of-int (sumlist Nil)) = 0, n
unfolding lattice-coord-def using M-inv-dim
by (metis carrier-Ms(2) gs.M.add.r-cancel-one’ gs. M .zero-closed mult-add-distrib-mat-vec
mult-mat-vec-carrier)
then show ?case using rhs by simp
next
case (Cons a Lst)
let ?CaLst = Cons a Lst
let ?ra = of-int-hom.vec-hom a
have dim:i€set ?CalLst = dim-vec i = n for ¢ using Cons.prems
by (metis in-set-conv-nth)
then have i-lt: (i < length Lst = dim-vec (Lst ! i) = n) for i
using Cons.prems carrier-dim-vec by auto
have carrier:set ?CaLstC carrier-vec n using Cons.prems
using carrier-vecl dim by fast
then have carrier-sumCalLst: (sumlist ?CaLst)€ carrier-vec n by force
have carrier-a: a € carrier-vec n using carrier by force
have carrier-Lst:set Lst C carrier-vec n using carrier by simp
have [hs:lattice-coord (map-vec rat-of-int (sumlist ?CaLst)) = (lattice-coord ?ra)
+ gs.sumlist (map lattice-coord (RAT Lst))
proof—
have carrier-sumLst: sumlist Lste carrier-vec n using carrier-Lst by force
have sumlist ?CalLst = a + sumlist Lst by force
then have (map-vec rat-of-int (sumlist ?CaLst)) = ?ra + (map-vec rat-of-int
(sumlist Lst))
using carrier-a carrier-sumLst carrier-sumCaLst by auto
then have lattice-coord (map-vec rat-of-int (sumlist ?CaLst))
= lattice-coord(?ra) + lattice-coord(map-vec rat-of-int (sumlist Lst))
unfolding lattice-coord-def
using carrier-sumCalLst carrier-a carrier-sumlLst
by (metis carrier-Ms(2) map-carrier-vec mult-add-distrib-mat-vec)

26



then show ?thesis using i-it Cons.hyps
by algebra
qed
moreover have rhs:gs.sumlist (map lattice-coord (RAT ?CalLst)) =
(lattice-coord ?ra) + gs.sumlist (map lattice-coord (RAT Lst))

by fastforce

ultimately show ?case by argo

qed

lemma integral-sum:
fixes [::nat
assumes A\jl.jl < | =
map f [0.<]!jl €Z
shows sum-list
(map f [0.<1])) € Z
using assms
proof (induct [)
case ()
have (map f [0..<0]) = Nil by auto
then have sum-list (map f [0..<0]) = 0 by simp
then show Zcase by simp
next
case (Suc )
have nontriv:Suc >0 by simp
have break:sum-list (map f [0..<(Suc 1)]) = sum-list (map f [0..<I]) + (f 1) by
fastforce
have [<Suc [ by simp
then have [0..<(Suc D))/l =1
by (metis nth-upt plus-nat.add-0)
moreover then have f ([0..<(Suc )] ! 1) = (map f [0..<(Suc 1)]) ! I
by (metis One-nat-def Suc-diff-Suc diff-Suc-1 local.nontriv nat-SN . default-gt-zero

nth-map-upt nth-upt plus-1-eq-Suc real-add-less-cancel-right-pos)

ultimately have z:f | €Z using Suc.prems by fastforce
have AjI. jI < | =

map f [0.<I]!jl € Z

by (metis Suc.prems diff-Suc-1" diff-Suc-Suc less-Sucl nth-map-upt)
then have sum-list (map f [0..<l])€Z using Suc by blast
then show ?case using z break by force

qed

lemma int-coord:
fixes 7::nat
assumes 0<7¢
assumes 1<n
fixes v::int vec
assumes vEL
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assumes dim-vec v = n
shows (lattice-coord (map-vec rat-of-int v))$i€Z

proof —
obtain w where w-def:v = sumlist (map (X i. of-int (wi) -, M 1) [0 ..< length
)
using L-def assms(3) vec-module.lattice-of-def
by blast

let ?Lst = (map (X i. of-int (w i) -, M) [0 ..< length M))
have dims-j:dim-vec (?Lst!j) = n if j-lt:j<length ?Lst for j
using access-index-M-dim carrier-vecl j-lt by force
let ?recover = (map lattice-coord (RAT ?Lst))
have I:lattice-coord (map-vec rat-of-int v) = gs.sumlist ?recover
using sumlist-linear-coord|of ?Lst]
w-def
dims-j
by blast
have int-recover: \j. j<n=(?recover!j)$i €ZA (dim-vec (?recover!j)) = n
proof —
fix j::nat
assume small:j<n
have ?recover!j = lattice-coord ((RAT ?Lst)!j)
using List.nth-map[of j (RAT ?Lst) lattice-coord)
small
by simp
then have ?recover!j = lattice-coord (of-int-hom.vec-hom (?Lst!j))
using List.nth-map|of j ?Lst of-int-hom.vec-hom)]
small
by simp
then have ?recover!j = lattice-coord (of-int-hom.vec-hom (of-int (w j) - M !
)
using List.nth-map[of j [0 ..< length M] (X i. of-int (w i) -, M ! 7)]
small
by simp
then have commuted-maps: ¢recover!j = mat-M-inv x, (of-int-hom.vec-hom
(ofint (w3) -, M ! j))
unfolding lattice-coord-def
by simp
then have ?recover!j = mat-M-inv %, ((of-int (of-int (wj))) -, of-int-hom.vec-hom
(M 1)
using of-int-hom.vec-hom-smult[of of-int (w j) M ! j]
by metis
then have ?recover!j = (of-int (of-int (w3))) - (mat-M-inv *, of-int-hom.vec-hom
(M 1)
using mult-mat-vec|of mat-M-inv n n of-int-hom.vec-hom (M ! j) (of-int
(of-int (w )
carrier-Ms
access-index-M-dim[of j]
carrier-vecl[of of-int-hom.vec-hom (M ! j) n]
by (simp add: small)
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then have ?recover!j = (of-int (of-int (wj))) - (lattice-coord (of-int-hom.vec-hom
(M 1))
unfolding lattice-coord-def
by simp
then have recover-unit: ?recover!jy = (of-int (of-int (w j))) - (unit-vec n j)
using unit[of j]
small
by simp
then have (?recover!j)$i=((of-int (of-int (w 7))) - (unit-vec n j))$i
by simp
then have (Zrecover!j)$i = (of-int (of-int (w j))) * (unit-vec n §)$i
by (simp add: assms(2))
then have (?recover!j)$i = (of-int (of-int (w j))) * (if i=j then 1 else 0)
using small assms(2)
by simp
moreover have (if i=j then 1 else 0) €Z
by simp
moreover have (of-int (of-int (w j)))EZ
by simp
moreover have dim-vec (?recover!j) = n
using recover-unit
smult-closed|of (unit-vec n j) (of-int (of-int (w 7)))]
unit-vec-carrier[of n j]
by force
ultimately show (?recover!j)$i €Z A dim-vec (Zrecoverlj) = n
by simp
qed
then have Vveset ?recover. dim-vec v =n
by auto
then have set ?recoverC carrier-vec n
using carrier-vecl
by blast
then have (gs.sumlist ?recover)$i = sum-list (map (N\j. (Zrecover!)$i) [0..<(length
?recover)))
using sumlist-index-commute|of ?recover i] assms
by blast
moreover have length ?recover = n
by auto
ultimately have (gs.sumlist ?recover)$i = sum-list (map (N\j. (Zrecover!y)$i)
[0..<n])
by simp
moreover have Aj. j<n = (map (Aj. (Precover!j)$i) [0..<n])lj €Z
proof—
fix j::nat
assume jsmall:j<n
have (map (Aj. (Zrecover!j)$i) [0..<n])lj = (Aj. (Precover!f)$i) j
using List.nth-map[of j [0..<n] (Aj. (Precover!j)$i)]
jsmall
by simp
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then have (map (\j. (?recover!y)$i) [0..<n])!lj =(Zrecover!j)$i
by simp
then show (map (N\j. (?recover!)$i) [0..<n])!j€Z
using int-recover|of j| jsmall
by simp
qed
ultimately have (gs.sumlist ?recover)$icZ
using integral-sum[of n (N\j. map lattice-coord
(map of-int-hom.vec-hom (map (Ai. of-int (w ) -, M ! i) [0..<n])) !
j$
i)]
by argo
then show ?thesis
using 1
by simp
qed

lemma int-coord-for-rat:
fixes i::nat
assumes <7
assumes <n
fixes v::rat vec
assumes veof-int-hom.vec-hom* L
assumes dim-vec v = n
shows (lattice-coord v)$i€Z
proof—
let ?hom = of-int-hom.vec-hom
obtain vint where v = Zhom vintA vint€ L using assms(3) by blast
moreover then have (lattice-coord (?hom vint))$i€Z using int-coord assms by
stmp
ultimately show ?thesis by simp
qed

6 Coord-Invariance

This section shows that the algorithm output matches true closest (or near-
closest) vector in some trailing coordinates.

definition / where

I = (if {i€{0..<n}. ((sg-norm (Mtli)::rat))<4xeps-closest}::nat set) # {}

then Maz ({i€{0..<n}. ((sg-norm (Mtli)::rat))<4xeps-closest}::nat set) else

—1)
lemma [I-geq:

shows I>—1

unfolding I-def

by simp

lemma [-leq:
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shows I<n
unfolding I-def
by force

lemma index-geq-1-big:

fixes i::nat

assumes 7>/

assumes i<n

shows ((sg-norm (Mtli)::rat))>4 xeps-closest
proof(rule ccontr)

assume - ?thesis

then have ((sg-norm (Mtli)::rat))</x*eps-closest by linarith

then have i-def:ie({i€{0..<n}. ((sg-norm (Mt\i)::rat))<j*eps-closest}::nat set)
using assms by fastforce

then have ({i€{0..<n}. ((sg-norm (Mtli)::rat))<4*eps-closest}::nat set)#{} by
fast

moreover then have I= Maz ({i€{0..<n}. ((sg-norm (Mti)::rat))<{*eps-closest}::nat
set) unfolding I-def by presburger

moreover have finite ({i€{0..<n}. ((sg-norm (Mt!i)::rat))<4*eps-closest}::nat
set)

by simp

ultimately show Fulse using assms i-def eq-Maz-iff by auto

qed

lemma scalar-prod-gs-from-lattice-coord:
fixes i::nat
fixes v::rat vec
assumes dim-vec v = n
assumes <n
shows v-Mili=sum-list (map (Mk. (lattice-coord v)$k * (((RAT M)!k)-Mtli))
proof(—)
let ?lc = lattice-coord v
let ?recover = ((map (N\j. ?1c$j -, (RAT M)!j) [0 ..< n]))
let ?gsv = Mtli
have v = gs.sumlist ?recover
using recover-from-lattice-coord[of v] assms
by blast
then have split-ip: v - %gsv = (gs.sumlist (map (N\j. ?lc$j -, (RAT M)Yj) [0
.< n]))- Zgsv
by simp
have Au. u€set ?recover=ué€carrier-vec n
proof(—)
fix w::rat vec
assume u-init:u€ set ?recover
then have indez-small:find-index ?recover u < length ?recover
by (meson find-index-leg-length)
then have carrier-v-ind-M:(RAT M)!(find-index ?recover u)€ carrier-vec n
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using carrier-vecl[of (RAT M)!(find-index ?recover u) n]
access-index-M-dim
by (smt (23) M-locale-1 gram-schmidt-fs-Rn.f-carrier length-map map-nth)
then have u=?recover!(find-index ?recover u)
using u-init
by (simp add: find-index-in-set)
then have u=(A\j. ?lc$j -, (RAT M)lj) (find-index ?recover u)
using u-init
List.nth-map|of find-index ?recover u [0..<n] (Aj. ?1c$j -, (RAT M)!j)]
indezx-small
by auto
then have u = ?Ic$(find-index ?recover u)-, (RAT M)!(find-index ?recover u)
by simp
then show u€&carrier-vec n
using carrier-v-ind-M
smult-carrier-vec[of ?lc$(find-index ?recover u) (RAT M)!(find-index
Zrecover u) n|
by presburger
qed
then have result-sumlist-L:v - ?gsv = sum-list (map (Aw. w - ?gsv) ?recover)
using split-ip
gs.scalar-prod-left-sum-distrib[of ?recover 2gsv]
by (metis (no-types, lifting) assms(2) carrier-dim-vec dim-vecs-in-Mt)
let ?L=(map (Aw. w - ?gsv) recover)
have 2:\k. k<n=?Lk = ?lc$k = (RAT M)!k- ?gsv)
proof(—)
fix k:nat
assume k-bound:k<n
then have ?Llk= (Aw. w - ?gsv) (%recover!k)
by force
then have ?L'k = ?recover!k - ?gsv
by simp
then have 7Lk = ((Aj. (?lc$j -, (RAT M)j)) k) - ?gsv
using List.nth-map[of k [0..<n] (Aj. (?lc$j -, (RAT M)Y4))] k-bound
by simp
then have 2Lk = (?lc$k -,(RAT M)'k)- 2gsv
by simp
then show 2Lk =%lc$k = (RAT M)!k- ?gsv)
using smult-scalar-prod-distriblof (RAT M)k n ?gsv 7Lk
access-index-M-dim
dim-vecs-in-Mt[of 1]
carrier-vecl[of ?gsv n]
k-bound
assms
by force
qed
moreover have length ?L = n
by fastforce
ultimately have 1:2L = (map (\k. ?lc$k « (RAT M)k 2gsv)) [0..<n])
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by auto
moreover then have filt: \k. k<i= (k. ?lc$k « (RAT M)!k- ?gsv)) k =0
proof(—)
fix k:nat
assume {ri:k<¢
then have (%gsv -(RAT M)k) = 0
using gram-schmidt-fs-lin-indpt.gso-scalar-zerolof n (RAT M) i k]
M-locale-2
Mt-gso-connect|of i
assms(2)
more-dim
by presburger
then have ((RAT M)'k)-?gsv = 0
using comm-scalar-prod[of ((RAT M)!k) n ?gsv |
access-index-M-dim[of k]
tri
assms(2)
dim-vecs-in-Mt|of i
carrier-vecl [of ?gsv] carrier-vecI[of ((RAT M)!k)]
by fastforce
then have ?lc$k x ((RAT M)'k- ?gsv) = 0
by simp
then show (\k. 2lc$k x ((RAT M)'k- ?gsv)) k =0
by blast
qed
ultimately have sum-list 2L = sum-list (map (\k. ?lc$k x ((RAT M)!k- ?gsv))
(filter (Ak. i<k) [0..<n] ) )
using sum-list-map-filter[of [0..<n] (Mk. i<k) (Ak. 2lc$k * (RAT M)lk- ?gsv))
]
by (metis (no-types, lifting) le-eq-less-or-eq nat-neg-iff)
moreover have (filter (\k. i<k) [0..<n] ) = [i..<n]
using assms(2) bot-nat-0.extremum filter-upt
by presburger
ultimately have sum-list L = sum-list (map (Mk. ?lc$k x+ (RAT M)'k- ?gsv))
by presburger
then show ?thesis
using result-sumlist-L
by simp
qed

lemma correct-coord-help:
fixes i::nat
assumes i<(int n)—I
assumes witness v (eps-closest)
assumes (<1
shows (lattice-coord (s ©))$(n—1i)=(lattice-coord v)$(n—1)
A((si) - Mti(n—i) = v - Mtl(n—1i) )
using assms
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proof (induct i rule: less-induct)
case (less )
let %ics = (lattice-coord (s 1))
let ?icls = Ai. lattice-coord (s ©)$(n—1)
let ?icv = lattice-coord v
let ?gsv = Mt!(n—(7))
have leq:(int n)—I<n+1
using I-geq
by simp
moreover have nonbase:0<i
using less by blast
then have 1:i<n
using leq less
by linarith
moreover have nms:n—(i)<n
using I nonbase by linarith
ultimately have s-ip:(s (7)) - ?gsv = sum-list (map (N\j. ?lcs$j «((RAT M)!j.
2gsv)) [n—(%)..<n])
using scalar-prod-gs-from-lattice-coord|of s (i) n—(%)]
s-dim|of i] by force
have dim-v:dim-vec v =n
using assms(2)
unfolding witness-def
by blast
then have v-ip:v - ?gsv = sum-list (map (Aj. ?lcv$j *((RAT M)lj- %gsv))
[n—(7)..<n])
unfolding witness-def
using scalar-prod-gs-from-lattice-coord|of v n—1i
nms assms(2)
carrier-vecl[of v n]
by satz
have [n—i..<n]#[] using nms by auto
then have split-indices:[n—(4)..<n] = (n—i) # [n—(i)+1..<n]
by (simp add: upt-eq-Cons-conv)
then have split-s-list:(map (Aj. 2les$j «((RAT M)lj- 2gsv)) [n—(7)..<n]) =
((Aj. ?lcs$j «((RAT M)\j- 2gsv)) (n—(7)))#(map (Nj. ?les$j «((RAT M)!4-
2gsv)) [n—(9)+1..<n])
by simp
then have split-s-ip-pre:(s (7)) - 2gsv = ((Aj. %les$j «((RAT M)'j. 2gsv))
(n—())

2gsv)) [n—(9)+1..<n])
using s-ip
by force
then have split-s-ip: (s (7)) - Zgsv = ((N\j. 2les$j «((RAT M)!j- 2gsv)) (n—(%)))
+ sum-list (map (N\j. ?lcs$j x((RAT M)!j-

+ sum-list (map (N\j. ?les$j x((RAT M)!4-

2gsv)) [n—i+1..<n])
by presburger
have split-v-list:(map (Nj. Zlcv$j *((RAT M)!j- 2gsv)) [n—(i)..<n]) =
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((Aj. ?lcv$j *((RAT M)lj- ?gsv)) (n—(7)))#(map (Aj. Zlcv$j «((RAT M)!j-
?gsv)) [n—(7)+1..<n))
using split-indices by simp
then have split-v-ip-pre:v - ?gsv = ((Aj. Zlcv$j *((RAT M)!j- ?gsv)) (n—(7)))
+ sum-list (map (Nj. ?lcv$j x((RAT M)lj- 2gsv)) [n—(i)+1..<n])
using v-ip
by force
then have split-v-ip:v « ?gsv = ((Aj. Zcvj *((RAT M)!j- Zgsv)) (n—(7)))
+ sum-list (map (Nj. ?lcv$j x((RAT M)\j- 2gsv)) [n—i+1..<n))
by presburger
have use-coord-inv: (Aj. ?les$j «((RAT M)j- %gsv)) k = (Nj. ?lcv$j «((RAT
M)lj- 2gsv)) k if k-bound: k<n A k>n—i+1 for k
proof —
have nmssmall:n—k<i
using k-bound by linarith
then have arith:(n—k)+(i — (n—k)) = i
using k-bound 1 by linarith
have 2:0<n—k
using k-bound by linarith
moreover have 3:(n—k)+(i — (n—k))<n
using 1 arith by linarith
moreover have /:n—k<n—k by auto
ultimately have 5:lattice-coord (s (n—k + (i — (n—k)))) $ (n—(n—k)) =
lattice-coord (s (n—k)) $ (n—(n—k))
using coord-invariance[of n—k n—k (i)—(n—k)] by blast
also have cancel:n—(n—k) =k
using k-bound 2 by auto
then have ?%lcs$k = ?lcls (n—k)
using arith 5 by presburger
moreover have int (n—k)<int n —I
using assms nmssmall less by linarith
ultimately have ?ics$k = ?lcv$(n—(n—k))
using less(1)[of n—Fk| nmssmall assms(2) 2 by argo
then have Zlcs$k = ?lcv$k
using cancel by presburger
then have ?lcs$k «((RAT M)'k- 2gsv) = 2lcv$k x((RAT M)lk- 2gsv)
by simp
then show (\j. 2lcs$j *((RAT M)lj- ?gsv)) k = (Aj. ?lcv$j x((RAT M)!j-
2gsv)) k
by simp
qed
then have (map (Aj. ?les$j «((RAT M)!j- ?gsv)) [n—i+1..<n])
= (map (N\j. ?lcv$j *((RAT M)lj- 2gsv)) [n—i+1..<n])
by simp
then have sum-list (map (Aj. ?les$j «((RAT M)lj- ?gsv)) [n—i+1..<n])
= sum-list (map (Nj. ?lcv$j *((RAT M)!j- 2gsv)) [n—i+1..<n))
by presburger
then have (s i) - Zgsv =
((Aj. 2les$j «((RAT M)lj- 2gsv)) (n—1)) +
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sum-list (map (Aj. ?lcv$j x((RAT M)lj- ?gsv)) [n—i+1..<n])
using split-s-ip by argo
then have (s i) - Zgsv — v - Zgsv =
((Aj. ?lcs$j «((RAT M)j- 2gsv)) (n—i))—
((N\j. ?lcv$j «((RAT M)!j- ?gsv)) (n—1))
using split-v-ip by linarith
then have (s i) - %gsv — v - Zgsv = ((Zes$(n—i) — Zlcv$(n—i)) * (RAT
M)\ (n—1)- ?gsv))
by algebra
then have case-2-from-case-1:(s i) - %gsv — v - Zgsv = ((Zles$(n—1i) —
Zlcv$(n—1i)) x (sg-norm 2gsv))
using one-diaglof n— i] 1 nms
by fastforce
then have abs ((s 7) - %gsv — v - ?gsv) = abs(?les$(n—i) — Zlcv$(n—1i)) *
abs(sg-norm 2gsv)
using abs-mult by auto
then have a:abs ((s 7)) - ?gsv — v - 2gsv) = abs(?lcs$(n—1i) — ?lcv$(n—1)) *
(sg-norm ?gsv)
by (metis abs-of-nonneg sq-norm-vec-ge-0)
have lattice-coord-equal: ?lcs$(n—i) — Zlcv$(n—i)= 0
proof (rule ccontr)
assume —( ?les$(n—i) — ?lcv$(n—i)= 0)
then have contra: ?lcs$(n—i) — Zlcv$(n—i) # 0 by simp
have ?lcs$(n—1i) — 2lcv$(n—i) = (es— cv)$(n—i)
using index-minus-vec(1)[of n—i ?lcv ?lcs]
dim-preserve-lattice-coord|of v]
assms(2) nms
unfolding witness-def by argo
moreover have ?lcs— ?lcv = lattice-coord((s i)—v)
using mult-minus-distrib-mat-vec
unfolding lattice-coord-def
by (metis 1 carrier-Ms(2) carrier-vecl dim-v s-dim)
ultimately have use-linear: ?lcs$(n—i) — ?lcv$(n—1i) = (lattice-coord((s i)—v))$(n—1)
by presburger
have (s i)—ve of-int-hom.vec-hom* L
using subtract-coset-into-lattice[of s i v]
coset-s|of ]
1 assms(2)
unfolding witness-def
by linarith
then have use-int-coord:(lattice-coord( ((s i)—v)) )$(n—i)eZ
using int-coord-for-rat[of n—i ((s ©)—v)] 1 nms
by (simp add: dim-v)
then have abs((lattice-coord( ((si)—wv)) )$(n—1i))>0
using contra use-linear
by linarith
then have abs((lattice-coord( ((s i)—v)) )$(n—i))>1
using use-int-coord
by (simp add: Ints-nonzero-abs-gel contra use-linear)
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then have abs(?lcs$(n—i) — Zlcv$(n—i))>1
using use-linear by presburger
then have abs(?lcs$(n—i) — 2lcv$(n—1))*(sqg-norm 2gsv)>sq-norm Zgsv
using sq-norm-vec-ge-0[of ?gsv] mult-left-mono[of 1 abs(?lcs$(n—1i) — ?lcv$(n—1i))
sg-norm ?gsv] by algebra
then have bigl:abs ((s i) - ?gsv — v - Zgsv)>sg-norm ?gsv
using a by argo
then have tri-ineq:abs(v - ?gsv)> abs(abs ((s i) - %gsv — v - Zgsv) —abs((s ©)
- 7gsv))
using cancel-ab-semigroup-add-class. diff-right-commute
cancel-comm-monoid-add-class. diff-cancel diff-zero by linarith
then have smallhalf:abs((s 7) -« ?gsv)<(1/2)*(sqg-norm ?gsv)
using small-orth-coord[of i] nonbase 1
by fastforce
then have abs((s i) - Zgsv — v - Z2gsv) —abs((s ©) - Pgsv)> sg-norm ?gsv —
(1/2)*(sg-norm 2gsv)
using big! by linarith
then have big2:abs((s ) - 2gsv — v+ ?gsv) —abs((s i) - Zgsv)> (1/2)*(sqg-norm
2gsv)
by linarith
then have abs((s i) - %gsv — v - ?gsv) —abs((s i) - ?gsv)>0
using sq-norm-vec-ge-0[of ?gsv] by linarith
then have abs(abs ((s i) - %gsv — v+ 2gsv) —abs((s i) -+ Zgsv))
= abs((st) - %gsv — v+ Zgsv) —abs((s i) - ?gsv)
by fastforce
then have abs(v - ?gsv)>(1/2)x(sqg-norm %gsv)
using big2
by linarith
moreover have (1/2)x(sg-norm ?gsv)>0
using sg-norm-vec-ge-0[of ?gsv] by simp
moreover have abs(v - ?gsv)>0 by simp
ultimately have abs(v - ?gsv) "2>((1/2)*(sg-norm ?gsv)) 2
using nonneg-power-le by blast
moreover have (sg-norm v) x (sg-norm 2gsv)>abs(v - ?gsv) 2
using scalar-prod-Cauchy|of v n ?gsv]
carrier-vec[of v n] assms(2)
carrier-vecl[of ?gsv] dim-vecs-in-Mt[of n—i] nms
unfolding witness-def
by fastforce
ultimately have sg-norm v x sg-norm %gsv > ((1/2)x(sqg-norm %gsv)) 2
by order
then have sg-norm v x sg-norm %gsv > (1/2)72 * (sg-norm %gsv) 2
by (metis gs.nat-pow-distrib)
then have sg-norm v x sg-norm %gsv > 1/4 * (sq-norm ?gsv) "2
by (smt (23) numeral-Bit0-eq-double one-power2 power2-eq-square times-divide-times-eq)
moreover have sqg-norm ?gsv > 0
using gram-schmidt-fs-lin-indpt.sq-norm-pos[of n RAT M n—i]
M-locale-2 M-locale-1 gram-schmidt-fs-Rn.main-connect[of n (RAT M)]
nms by force
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ultimately have big:sg-norm v > 1/4 * sqg-norm ?gsv
by (simp add: power2-eq-square)
have n—i>1
using less by linarith
then have big-again:sqg-norm %gsv > jxeps-closest
using index-geq-I-big[of n—i] nms by simp
then have sg-norm v> 1/4 x4x*eps-closest
using big by fastforce
then have sg-norm v > eps-closest by auto
then show Fulse
using assms(2)
unfolding witness-def
by linarith
qed
then have piecel: lattice-coord (s i) $ (n — i) = lattice-coord v $ (n — )
using lattice-coord-equal by simp
have (s i) - %gsv — v - %gsv = 0
using lattice-coord-equal case-2-from-case-1
by algebra
then show ?case using piecel by simp
qed

lemma correct-coord:
fixes v::rat vec
fixes k::nat
assumes witness v eps-closest
assumes [<k
assumes k<n
shows (s n) « Mtl(k) = v - Mi!(k)
proof —
have (s n) - Mtl(k) = (s (n—k)) - Mtl(k)
using coord-invariance[of n—k n—k k] assms
by force
moreover have (s (n—k)) - Mt!(k) = v - Mt!(k)
using correct-coord-help[of n—k v] assms
by simp
ultimately show %thesis by simp
qed

7 Bound on distance to target, with epsilon factor.

This section culminates in a bound (which includes the epsilon factor) on
the output’s distance to the target vector.

lemma sg-norm-from-Mt:

fixes v::rat vec

assumes v-carr:veE carrier-vec n

shows sg-norm v = sum-list (map (Ai. (v-Mt!Q) 72 /(sg-norm (Mt!3))) [0..<n])
proof—

38



let ?Mt-inv-list = map (Ni. (1/sq-norm(Mtl7))-, (Mtli)) [0..<n]
have nonsing: Mt-inv-list!i € carrier-vec n if :0<iAi<n for i
proof—
have 0< sg-norm(Mt!7)
using gram-schmidt-fs-lin-indpt.sq-norm-pos[of n RAT M 1
M-locale-1 gram-schmidt-fs-Rn.main-connect[of n (RAT M)] i
by (simp add: M-locale-2)
then have 0<1/s¢g-norm(Mt!i) by fastforce
then have (1/sg-norm(Mt!%))-, (Mtli)€carrier-vec n
using carrier-vecl[of (Mtli)] dim-vecs-in-Mt[of i] ¢ by blast
moreover have ?Mt-inv-listli = (1/sqg-norm(Mt!i))-, (Mt!i)
using i by simp
ultimately show ?thesis by argo
qed
let ?Mt-inv-mat = mat-of-rows n ?Mt-inv-list
have carrier-mat-inv: 2Mt-inv-maté€ carrier-mat n n by fastforce
let oMt = ?Mt-inv-mat *, v
have 2oMt$i = ((1/sg-norm(Mtl7))-, (Mtli))-v if i:0<ini<n for i
using ¢ nonsinglof i] by auto
have dim-vMt:dim-vec oMt = n
using carrier-mat-inv v-carr by auto
let ?Mt-mat = mat-of-cols n Mt
have l:length Mt = n
using gs.gram-schmidt-result[of RAT M Mt] basis dim-vecs-in-M
unfolding gs.lin-indpt-list-def
by fastforce
then have carrier-mat-Mt: ?Mt-mat€ carrier-mat n n
using dim-vecs-in-Mt carrier-vecl by auto
then have to-sumlist: ?Mt-mat+, 2oMt = gs.sumlist (map (Nj. 2oMt$j -, (col
?Mt-mat §)) [0 ..< n])
using mat-mul-to-sum-list[of ?vMt ?Mt-mat] dim-vMt
by fastforce
have 2vMt$i -, (col ?Mt-mat i) = (1/sqg-norm(Mtli))* ((Mtli)-v) -, Mili if
i:0<iNi<n for i
using ¢ [ dim-vecs-in-Mt v-carr carrier-vecl by fastforce
then have (map (N\j. 2oMt$j -, (col ?Mt-mat 5)) [0 ..< n])
= (map (Aj. (1/sg-norm(Mtlj))x ((Mtlg)-v) -, Mtlj) [0 ..< n])
by simp
then have 1:gs.sumlist (map (A\j. 2oMt$j -, (col ?Mt-mat 7)) [0 ..< n])
=gs.sumlist (map (N\j. (1/sg-norm(Mt!))x ((Mtlf)-v) -, Mtlj) [0 ..<
n))

by presburger
then have 2:?Mt-matx, 2vMt = gs.sumlist (map (Nj. (1/sg-norm(Melf))x ((Mt!j)-v)
w Mtl§) [0 ..< n])
using to-sumlist by argo
have ?Mt-mat *, oMt = (?Mt-mat *x ?Mt-inv-mat)*, v
using carrier-mat-Mt carrier-mat-inv v-carr by auto
have (?Mt-inv-mat* ?Mt-mat)$$(i,j) = (1., n)$$(7,5)
if sensible-indices:0<i N i<n A 0<j A j<n for ij
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proof—
have (?Mt-inv-mat+ ?Mt-mat)$$(4,5) = (row ?Mt-inv-mat i)-(col ¢Mt-mat j)
using sensible-indices carrier-mat-Mt carrier-mat-inv by auto
then have (?Mt-inv-matx ?Mt-mat)$$(i,5) = ?Mt-inv-listli- Mt!j
using sensible-indices carrier-mat-Mt carrier-mat-inv nonsing
by auto
then have (?Mt-inv-matx ?Mt-mat)$$(¢,7) = ((1/sq-norm(Mt7))-, (Mtl7))- Mtlj
using sensible-indices by simp
then have (?Mt-inv-mat+ ?Mt-mat)$$(i,5) = (1 /sqg-norm(Mtli)) =((Mtl)-(Mtls))
using dim-vecs-in-Mt[of i] dim-vecs-in-Mt[of j| sensible-indices by auto
moreover have (1/sqg-norm(Mt\i)) =((Mt!i)-(Mt!j)) = (if i=j then 1 else 0)
proof (cases i=j)
case diag: True
have nonzero:0< sg-norm(Mt!7)
using gram-schmidt-fs-lin-indpt.sg-norm-pos[of n RAT M i
M-locale-1 gram-schmidt-fs-Rn.main-connect[of n (RAT M)] sensible-indices
by (simp add: M-locale-2)
have (1/sg-norm(Mt!7)) «((Mt!i)-(Mt!)) = (1 /sg-norm(Mt!i)) x sg-norm(Mt!7)
using sensible-indices diag sq-norm-vec-as-cscalar-prod|of Mtli] by auto
then have (1 /sg-norm(Mtli)) =((Mtli)-(Mtlj)) = 1
using nonzero by auto
then show ?thesis using diag by argo
next
case off:False
have nonzero:0< sg-norm(Mt!7)
using gram-schmidt-fs-lin-indpt.sqg-norm-pos[of n RAT M i
M-locale-1 gram-schmidt-fs-Rn.main-connect[of n (RAT M)] sensible-indices
by (simp add: M-locale-2)
then have 0<1/sq-norm(Mt!i) by simp
moreover have ((Mt!i)-(Mtlj)) = 0
using gram-schmidt-fs-lin-indpt.orthogonal[of n (RAT) M i j] off sensi-
ble-indices
M-locale-1 M-locale-2 gram-schmidt-fs-Rn.main-connect
by force
ultimately show ?thesis using off by algebra
qed
moreover then have (1/sqg-norm(Mt!i)) «((Mtli)-(Mt'f)) = (1., n)$$(7,5)
using sensible-indices unfolding one-mat-def by simp
ultimately show ?thesis by presburger
qed
then have inv-Mt:(?Mt-inv-matx?Mt-mat) = 1, n
using carrier-mat-inv carrier-mat-Mt
by fastforce
then have ?Mt-mat * ?Mt-inv-mat = 1,, n
using mat-mult-left-right-inverselof ?Mt-inv-mat n ?Mt-mat] carrier-mat-inv
carrier-mat-Mt
by argo
then have 3:(?Mt-mat x ?Mt-inv-mat)*, v = v
using v-carr by simp
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then have 4:v = gs.sumlist (map (N\j. (1/sq-norm(Mt\j))x ((Mtlj)-v) -, Mtlj)
[0 ..< n])
using v-carr carrier-mat-inv carrier-mat-Mt 1 2 by auto
have (map (Aj. (1/sg-norm(Mtlj))* ((Mtl)-v) -, Mtlj) [0 ..< n])
= (map (Aj. (1/sg-norm(Mtlj))x ((Mtl5)-v) -, gs.gso j) [0 ..< n])
using M-locale-1 gram-schmidt-fs- Rn.main-connect|of n RAT M)
by auto
then have gs.sumlist (map (N\j. (1/sqg-norm(Mt!j))x ((Melj)-v) -, Mtlj) [0 ..<
n])

n])
by argo
then have v = gs.sumlist (map (Aj. (1/sg-norm(Mtlj))x ((Mt!j)-v) -, gs.gso j)
[0 ..< n])
using 4 by argo
then have v-v = gs.sumlist (map (Nj. (1/sg-norm(Mtlf))x ((Mtlj)-v) -, gs.gso
M) [0 < n])
gs.sumlist (map (N\j. (1/sq-norm(M¢e\j))* ((Mt!j)-v) -, gs.gso j) [0

= gs.sumlist (map (N\j. (1/sg-norm(Mtlg))x ((Mtlj)-v) -, gs.gso j) [0 ..<

< n])
by simp
then have a:v-v =
sum-list(map (Aj. (1/sq-norm(Mt\j))x ((Mt!§)-v)x(1/sq-norm(Mt'j))* ((Mt!j)-v)*(gs.gso
J - gs.gso j)) [0..<n])
using gram-schmidt-fs-lin-indpt.scalar-prod-lincomb-gso|
of n RAT M n (N\j. (1/sq-norm(Mtlj))x (Mtl)-v)) (Aj. (1/sqg-norm(Mt!j))x*
((M11])-0)]
M-locale-2
M-locale-1 gram-schmidt-fs-Rn.main-connect[of n RAT M] by force
have (map (Aj. (1/sq-norm(Mtlj))* ((Mtl)-v)*(1/sq-norm(Mtlj))* ((Mtl)-v)*(gs.gso
J - gs-gso j)) [0..<n])
= (map (Aj. (1/sq-norm(Mt\j))x ((Mtj)-v)x(1/sq-norm(Mt!5))*
((Melf)-v)x(Mtlj - Mtlg)) [0..<n])
using M-locale-1 gram-schmidt-fs- Rn.main-connect|of n RAT M)
by auto
then have b:sum-list (map (Aj. (1/sg-norm(Mtlg))« ((Mtlj)-v)x(1/sg-norm(Mtlj))x
((Mtlf)-v)=(gs.gso j - gs.gso 7)) [0..<n])
=sum-list (map (Nj. (1/sg-norm(Mt\j))* ((Mtl)-v)*(1/sq-norm(Mt!j))x*
((Mtlf)-v)x(Mtlj - Mtlg)) [0..<n])
by argo
have  (1/sqg-norm(Mtlj))x ((Mt!j)-v)*(1/sqg-norm(Me\j))*x ((Mt)j)-v)x(Mtlj -
Mtlj) =
(v-(Mtl4)) "2/ (sg-norm (Mtlj)) if sensible-indices:0<jAj<n for j
proof—
have nonzero:0< sg-norm(Mt!7)
using gram-schmidt-fs-lin-indpt.sq-norm-pos[of n RAT M j]
M-locale-1 gram-schmidt-fs-Rn.main-connect[of n (RAT M)] sensi-
ble-indices
by (simp add: M-locale-2)
moreover have (1/sqg-norm(Mtlj))x ((Mt!)-v)x(1/sqg-norm(Mt\j)) ((Mt!g)-v)x(Mt!j
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- Mtlj)
= (1 /sqg-norm(Mt!j))* ((Mt'j)-v)*(1/sg-norm(Mt!j))* ((Mt\f)-v)*sqg-norm
(M)
using sg-norm-vec-as-cscalar-prod|of Mt!j] by force
moreover have (1 /sq-norm(M¢lj))x ((Mt)j)-v)*(1/sqg-norm(Mt!j))* ((Mtl5)-v)*
sg-norm (Mt!j)
= (Mtlj)-v) "2 * (1/sg-norm(Mtl)) "2 *sq-norm (Mt!5)
by (simp add: power2-eq-square)
moreover have ((Mtlj)-v)"2 * (1/sqg-norm(Mtlj))"2 xsqg-norm (Mtlj) =
((Mtlf)-v) "2/ (sg-norm(Mtlj))
using nonzero
by (simp add: divide-divide-eq-left’ power2-eq-square)
moreover have (Mt!j)-v = v-(Mt!j) using v-carr dim-vecs-in-Mt sensible-indices
by (metis carrier-vecl comm-scalar-prod)
ultimately show ?thesis by argo
qged
then have (map (Aj. (1/sqg-norm(Mtlj))x ((Mt)j)-v)x(1/sqg-norm(Mtly))« ((Mtlj)-v)«(Mt!j
- Mtlj)) [0..<n])
= (map (Aj. (v-(Melf)) "2/ (sg-norm(Mtlj))) [0..<n]) by force
then have c:sum-list (map (N\j. (1 /sg-norm(Mtlg))x ((Mtlj)-v)*x(1/sqg-norm(Mt!5))*
((Melf)-v)=(Mtlj - Mtlg)) [0..<n])
= sum-list (map (Aj. (v-(Mtj)) "2 /(sqg-norm(Mt'5))) [0..<n]) by argo
then have v-v = sum-list (map (Aj. (v-(Mtlf)) "2 /(sq-norm(Mtlj))) [0..<n])
using a b ¢ by argo
moreover have v-v = v-cv by force
ultimately show ?thesis using sg-norm-vec-as-cscalar-prod|of v] v-carr by argo
qged

lemma basis-decay:
fixes i::nat
fixes j::nat
assumes <n
assumes i+j<n
shows sg-norm (Mtli)< a jxsqg-norm(Mt!(i+7))
using assms
proof (induct 7)
case 0
have a0 = 1 by simp
moreover have sqg-norm (Mtli) = sg-norm(Mt!(i+0)) by simp
moreover have 0< sg-norm(Mt!7)
using gram-schmidt-fs-lin-indpt.sq-norm-pos[of n RAT M 1]
M-locale-2 M-locale-1 gram-schmidt-fs-Rn.main-connect[of n (RAT M)]
assms by force
moreover have (0::rat)<(1:rat) by force
ultimately show ?case by simp
next
case (Suc j)
have (1::rat) <« using alpha by fastforce
moreover have n>0 by simp
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ultimately have (1::rat)<a”j by simp
moreover have sg-norm (Mt!(i+j))<ax(sg-norm (Mt!(i+Suc j)))
using reduced M-locale-1 gram-schmidt-fs-Rn.main-connect[of n (RAT M)]
Suc.prems
unfolding gs.reduced-def gs.weakly-reduced-def
by force
moreover have 0< sg-norm (Mt!(i+7))
using gram-schmidt-fs-lin-indpt.sq-norm-pos[of n RAT M i+j]
M-locale-2 M-locale-1 gram-schmidt-fs-Rn.main-connect[of n (RAT M)]
Suc.prems by force
ultimately have a jxsqg-norm (Me!(i+j))<a jrax(sg-norm (Mt!(i+Suc j)))
by simp
moreover have sg-norm(Mt!i)< a7j * sg-norm (Mt!(i+j))
using Suc by linarith
ultimately have sqg-norm(Mt!i)<a “jxax(sqg-norm (Mt!(i+Suc j))) by order
moreover have o jxa = a (Suc j) by simp
ultimately show ?case by argo
qed

lemma basis-decay-cor:
fixes i::nat
fixes j::nat
assumes <n
assumes j<n
assumes <j
shows sg-norm (Mtli)< a nxsg-norm(Mt!y)
proof—
have 1:sq-norm (Mtli)< a (j—1i)*sqg-norm(Mtj)
using basis-decay[of { j—i] assms
by simp
have o (j—i)<an using assms using alpha by force
then have o (j—1i)*sqg-norm(Mt'j)<a nxsq-norm(Mt!j)
using mult-right-mono by blast
then show ?thesis using 1 by order
qed

theorem babai-correct:
shows real-of-rat ((sg-norm (s n))::rat) < (real-of-rat ((rat-of-int n)xa n) *
epsilon x closest-distance-sq)\ s n € coset
proof—
let s =sn
let Zcomponent = (Ai. (?s-Mtli) "2/ (sg-norm (Mt!i)))
obtain v where wit-v:witness v (eps-closest)
using witness-exists by force
have split-norm:sq-norm ?%s = sum-list (map ?component [0..<n])
using s-dim|[of n] sq-norm-from-Mtlof ?s] by fast
have I+1€NN using I-geq
using Nats-0 Nats-1 Nats-add R.add.l-inv-ex R.add.r-inv-ex add-diff-cancel-right’
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cring-simprules(21) rangel range-abs-Nats verit-la-disequality verit-minus-simplify(8)

zabs-def zle-add1-eq-le by auto

then obtain Inat where Inat-def:int Inat = I+1

using Nats-cases by metis
then have Inat-small:Inat<n using I-leq by fastforce
then have [0..<n| = [0..<Inat] @ [Inat..<n)

by (metis bot-nat-0.extremum-uniquel le-Suc-ex nat-le-linear upt-add-eq-append)
then have split-norm-sum:sg-norm %s = sum-list (map ?component [0..<Inat))

+ sum-list (map Zcomponent [Inat..<n])
using split-norm by force

have Zcomponent i < eps-closest if i:Inat<iAi<n for i
proof—
have ge0:sg-norm (Mt!i) > 0
using gram-schmidt-fs-lin-indpt.sq-norm-pos[of n RAT M 1]
M-locale-2 M-locale-1 gram-schmidt-fs-Rn.main-connect[of n (RAT M)]
1 by force
then have Zcomponent i = (v- Mtli)"™2 / (sqg-norm (Mtli))
using gel correct-coord|of v i] wit-v Inat-def i
by auto
also have (v-Mtli) "2< (sg-norm v)xsg-norm (Mt!7)
using scalar-prod-Cauchylof v n Mt!i]
dim-vecs-in-Mt[of i] carrier-vecl[of v] carrier-vecI[of Mtli] wit-v
i
unfolding witness-def
by algebra
also have sqg-norm v < eps-closest
using wit-v unfolding witness-def by fast
finally show ?thesis using ge0
by (simp add: divide-right-mono)
qed
then have A\z. z€set [Inat..<n] = fcomponent x < (Xi. eps-closest) x by simp
then have sum-list (map 2component [Inat..<n)])< sum-list (map (\i. eps-closest)
[Inat..<n])
using sum-list-monolof [Inat..<n] Zcomponent (Ai. eps-closest)] by argo
then have right-sum:sum-list (map ?component [Inat..<n])<(rat-of-nat (n—Inat))*eps-closest
using sum-list-triv[of eps-closest [Inat..<n] | by force
have (1::rat) <« using alpha by fastforce
moreover have n>0 by simp
ultimately have (1:rat)<a™n by simp
moreover have (0::rat)<1 by simp
moreover have 0<(rat-of-nat (n—Inat))xeps-closest
proof—
have 0<(rat-of-nat (n—Inat)) using Inat-small by fast
moreover have 0<eps-closest

proof(cases closest-distance-sq = 0)
case t:True
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then show ?thesis using eps-closest-lemma closest-distance-sq-pos unfolding
close-condition-def
by auto
next
case f:Fualse
then show ?thesis using eps-closest-lemma closest-distance-sq-pos unfolding
close-condition-def
by (smt (verit, del-insts) zero-le-of-rat-iff)
qed
ultimately show ?thesis by blast
qed
ultimately have (rat-of-nat (n—Inat))xeps-closest < (rat-of-nat (n—Inat))*eps-closest
x a’n
using mult-left-monolof 1 a™n (rat-of-nat (n—Inat))*eps-closest] by linarith
then have sum-list (map ?component [Inat..<n])<(rat-of-nat (n—Inat))*eps-closestxa™n
using right-sum by order
then have right-sum-alpha:sum-list (map ¢component [Inat..<n])<(rat-of-nat
(n—Inat))*a “nxeps-closest
by algebra
have sum-list (map ?component [0..<Inat]) + sum-list (map ?component [Inat..<n))<
(rat-of-int n)*xa “nxeps-closest
proof(cases Inat = 0)
case Inat:True
then have sum-list (map 2component [0..<Inat]) = 0 by auto
then have sum-list (map ?component [0..<Inat]) + sum-list (map ?component
[Inat..<n])<(rat-of-int (n—Inat))xa n * eps-closest
using right-sum-alpha by simp
also have n—Inat = n using Inat by simp
finally show ?thesis by linarith
next
case Fulse
then have non-zero:Inat>0 by blast
then have I-not-min:1>0 using Inat-def by simp
then have non-empty:I = Mazx ({i€{0..<n}. ((sg-norm (Mt!i)::rat))<{*eps-closest}::nat
set)
unfolding I-def by presburger
then have maz:Inat— 1= Maz({i€{0..<n}. ((sg-norm (Mtli)::rat))<4*eps-closest}::nat
set)
using Inat-def by linarith
then have Inat —1 € ({i€{0..<n}. ((sg-norm (Mt!i)::rat))<4*eps-closest}::nat
set)
proof—
have finite ({i€{0..<n}. ((sg-norm (Mt!7)::rat))<4xeps-closest}::nat set)
by simp
moreover have ({i€{0..<n}. ((sg-norm (Mtli)::rat))<4=eps-closest}::nat
set)#{}
using I-not-min unfolding I-def by presburger
ultimately show Inat —1 € ({i€{0..<n}. ((sg-norm (Mtli)::rat)) <4 xeps-closest}::nat
set)
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using mazx eq-Maz-iff by blast
qed
then have 2:(sg-norm (Mt!(Inat—1))::rat)<4xeps-closest by blast
have (1::rat) <a using alpha by fastforce
moreover have n>0 by simp
ultimately have (1::rat)<a™n by simp
then have ((1/4):rat)<1/4 % a"n by auto
then have (0::rat)<1/4*a™n by linarith
moreover have 0<(sqg-norm (Mt!(Inat—1))::rat)
using gram-schmidt-fs-lin-indpt.sq-norm-pos[of n RAT M Inat—1]
M-locale-2 M-locale-1 gram-schmidt-fs-Rn.main-connect[of n (RAT M)]
non-zero Inat-small by force
ultimately have bound:1/4 xa nx (sg-norm (Mt!(Inat—1)))< ((1/4 * a n)x
4xeps-closest)
using 2 by auto
have Zcomponent i < a™n *eps-closest if list1:i<Inat for ¢
proof—
have 1:0<n—i using list] Inat-small by simp
then have %s-Mtli = (s (n—1))-Mt!i
using coord-invariance[of n—i n—i i| by fastforce
then have abs(?s-Mt!i)< (1/2)*(sqg-norm (Mt!7))
using small-orth-coord[of n—i] 1 by force
then have (?s-Mtli) 72 < ((1/2)*(sg-norm (Mt!i))) 2
by (meson abs-ge-self abs-le-square-iff ge-trans)
moreover have ge0:sq-norm (Mtli) > 0
using gram-schmidt-fs-lin-indpt.sqg-norm-pos[of n RAT M i
M-locale-2 M-locale-1 gram-schmidt-fs-Rn.main-connect[of n (RAT M)]
list1 Inat-small by force
ultimately have ?Zcomponent i <((1/2)*(sq-norm (Mtl3)))"2 / (s¢-norm
(Mtl7))
using divide-right-mono by auto
also have ((1/2)x(sg-norm (Mtli))) "2/ (sg-norm (Mtli)) = 1/4 * (sq-norm
(Mtl)) "2/ (sqg-norm (Mtli))
by (metis (no-types, lifting) gs.cring-simprules(12) numeral-Bit0-eq-double
power2-eq-square times-divide-eg-left times-divide-times-eq)
also have 1/4 * (s¢g-norm (Mt!d))"2/ (sg-norm (Mtli)) = 1/4 * (sq-norm
(Mtl7))
using ge0 by (simp add: power2-eq-square)
also have 1/4xsq-norm (Mtli) < 1/4*a"n x (sg-norm (Mt!(Inat—1)))
using basis-decay-cor|of i Inat—1] list1 Inat-small mult-left-mono]
of sg-norm (Mtli) a™n * (sg-norm (Mt!(Inat—1))) 1/4]
by linarith
finally have ?component i < 1/4 * a"n * 4 xeps-closest
using bound by linarith
also have 1/4 x a™n x / * eps-closest=a"n * eps-closest by force
finally show ?thesis by blast
qed
then have sum-list (map Zcomponent [0..<Inat])< sum-list (map (Ai. " n *
eps-closest)[0..<Inat])
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using sum-list-mono[of [0..<Inat] Zcomponent (\i. a"n x eps-closest)] by
fastforce
then have sum-list (map Zcomponent [0..<Inat])< (rat-of-int Inat)xa n *
eps-closest
using sum-list-triv[of a™n % eps-closest [0..<Inat]] by auto
then have (sum-list (map ?component [0..<Inat])) + sum-list (map ?component
[Inat..<n])
< (rat-of-int Inat)xa n x eps-closest+(rat-of-int (n—Inat))+xa n *
eps-closest
using right-sum-alpha by linarith
then have (sum-list (map Zcomponent [0..<Inat])) + sum-list (map Zcomponent
[Inat..<n])
< ((rat-of-int Inat)+(rat-of-int (n—Inat)))xa n * eps-closest
using gs.cring-simprules(13) by auto
then show ?thesis
by (metis (no-types, lifting) Inat-small add-diff-inverse-nat diff-is-0-eq’ less-nat-zero-code

of-int-of-nat-eq of-nat-add zero-less-diff)
qed
then have sg-norm ?s < (rat-of-int n)xa ™n * eps-closest
using split-norm-sum by argo
then have real-of-rat (sg-norm ?s) < real-of-rat ((rat-of-int n)xa n x eps-closest)
by (simp add: of-rat-less-eq)
then have real-of-rat (sg-norm ?s) < real-of-rat ((rat-of-int n)xa "n) x (real-of-rat
eps-closest)
using of-rat-mult by metis
moreover have real-of-rat eps-closest < epsilon x closest-distance-sq
using eps-closest-lemma closest-distance-sq-pos unfolding close-condition-def
by blast
ultimately show ?thesis
using coset-s alpha
using mult-left-monolof real-of-rat eps-closest epsilon * closest-distance-sq
real-of-rat (rat-of-int (int n) x a ~ n)]
by simp
qed

end

In this section we remove the arbitrary constant epsilon and clean up
the assumptions and results.

locale babai-with-assms = babai +
fixes mat-M :: rat mat
assumes basis: lin-indep M
defines mat-M = mat-of-cols n (RAT M)
assumes reduced:weakly-reduced M n
assumes non-trivial:0<n
assumes alpha:a > 4 /3

begin
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sublocale vec-space TYPE(rat) n .

definition mat-M-inv =
(if (invertible-mat mat-M) then SOME B. (inverts-mat B mat-M) A (inverts-mat
mat-M B) else (0, n n))

lemma carrier-M:
shows mat-M € carrier-mat n n
using basis unfolding gs.lin-indpt-list-def mat-M-def by auto

lemma mat-M-inv-is-inv:
shows invertible-mat mat-M
proof—
have vec-space.rank n mat-M = n
using vec-space.lin-indpt-full-rank[of mat-M n n] carrier-M basis mat-M-def
unfolding cof-vec-space.lin-indpt-list-def
by auto
then have det mat-M # 0 using vec-space.det-rank-iff [of mat-M n] carrier-M
by fastforce
then show invertible-mat mat-M using invertible-det[of mat-M n] carrier-M by
fastforce
qged

abbreviation babai-out where babai-out = babai-of-LLL (—t) (RAT M)

lemma babai-with-assms-epsilon-connect:
shows babai-with-assms-epsilon Mt a 2
using mat-M-inv-is-inv unfolding babai-with-assms-epsilon-def babai-with-assms-epsilon-azrioms-def
using babai-axioms alpha basis mat-M-def non-trivial reduced by simp

This shows that the output, which is of the form v-t, with v in L, is short

lemma babai-correct:
shows real-of-rat (sg-norm (babai-out)) < (real-of-rat ((rat-of-int n)*a n) *
closest-distance-sq) N (babai-out) € coset
proof—
have x:real-of-rat (sg-norm (babai-out)) < (real-of-rat ((rat-of-int n)xa™n) *
epsilon x closest-distance-sq) if eps:1 < epsilon for epsilon
proof—
have babai-with-assms-epsilon M t o epsilon
using eps mat-M-inv-is-inv unfolding babai-with-assms-epsilon-def babai-with-assms-epsilon-axioms-def
using babai-axioms alpha basis mat-M-def non-trivial reduced by blast
then show %thesis using babai-with-assms-epsilon.babai-correct[of M t « ep-
silon] babai-with-assms-epsilon.babai-to-helplof M t « epsilon]
s-def by simp
qed
have real-of-rat (sg-norm (babai-out)) < (real-of-rat ((rat-of-int n)*xa™n) * clos-
est-distance-sq)
proof(rule ccontr)
assume — ?thesis
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then have not:(real-of-rat ((rat-of-int n)xa™n) * closest-distance-sq) < real-of-rat
(sq-norm (babai-of-LLL (—t) (RAT M))) by auto
then obtain epsilon where (real-of-rat ((rat-of-int n)xa n) x epsilon * clos-
est-distance-sq) < real-of-rat (sg-norm (babai-of-LLL (—t) (RAT M))) A 1 < ep-
silon
proof(cases closest-distance-sq = 0)
case True
then have (real-of-rat ((rat-of-int n)xa™n) * 2 * closest-distance-sq) =
(real-of-rat ((rat-of-int n)xa"n) * closest-distance-sq) by auto
moreover have I < (2::real) by simp
ultimately show ?thesis using that[of 2] not by presburger
next
case [:Fulse
then have pos:0<( real-of-rat ((rat-of-int n)xa™n) = closest-distance-sq)
using babai-with-assms-epsilon.closest-distance-sq-pos[of Mt « 11/10]
using mat-M-inv-is-inv unfolding babai-with-assms-epsilon-def babai-with-assms-epsilon-axioms-def
using babai-axioms alpha basis mat-M-def non-trivial reduced by simp
obtain delta where delta:(real-of-rat ((rat-of-int n)xa "n) * closest-distance-sq)
< delta N\ delta < real-of-rat (sg-norm (babai-of-LLL (—t) (RAT M)))
using dense not by blast
define epsilon where e:epsilon = delta | (real-of-rat ((rat-of-int n)xa™n) *
closest-distance-sq)
then have 1 < epsilon
using pos delta divide-strict-right-mono
divide-eq-1-iff [of (real-of-rat (rat-of-int (int n) x a ~n) * closest-distance-sq)
(real-of-rat (rat-of-int (int n) * a ~ n) * closest-distance-sq)]
by auto
moreover have epsilon * (real-of-rat ((rat-of-int n)xa n) * closest-distance-sq)
= delta using e pos
by (metis nonzero-divide-eg-eq rel-simps(70))
ultimately show ?thesis using that|of epsilon] not delta by argo
qed
then show Fulse using *[of epsilon] by linarith
qed
then show ?thesis
using babai-with-assms-epsilon.babai-correct babai-with-assms-epsilon-connect
babai-with-assms-epsilon.babai-to-helplof M t o 2]
s-def by force
qed

This shifts the output, which is of the form v — ¢, with v € L, back to v.

abbreviation vL where vL = map-vec int-of-rat ( babai-out + t)

lemma shifted-babai-correct:
shows vL € L
A real-of-rat (sq-norm (map-vec rat-of-int (vL) — t)) <
real-of-rat ((rat-of-int n)*a "n)x*closest-distance-sq
proof—
let 2vC = (babai-of-LLL (—t) (RAT M))
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have t-carr: t € carrier-vec n using babai-axioms unfolding babai-def by fast-
force
have ?vC € coset using babai-correct by blast
then obtain v where v: ?vC' = of-int-hom.vec-hom v — t A v € L by blast
then have 2vC + t = of-int-hom.vec-hom v + 0, n using t-carr by force
then have 2: 20C + t = of-int-hom.vec-hom v using babai-with-assms-epsilon.lattice-carrier
v babai-with-assms-epsilon-connect by force
then have 1:map-vec int-of-rat (?vC + t) = map-vec int-of-rat (of-int-hom.vec-hom
v) by fastforce
have (map-vec int-of-rat (of-int-hom.vec-hom v))$i = v$i if i:i<n for i
using 7 babai-with-assms-epsilon.lattice-carrier v babai-with-assms-epsilon-connect
by fastforce
then have map-vec int-of-rat (of-int-hom.vec-hom v) = v using babai-with-assms-epsilon.lattice-carrier
v babai-with-assms-epsilon-connect by auto
then have partl:map-vec int-of-rat (?vC + t) € L using 1 v
by auto
have map-vec rat-of-int (map-vec int-of-rat (?vC + t)) = (?vC + t) using 1 2
by fastforce
then have map-vec rat-of-int (map-vec int-of-rat (?vC + t)) — t = 2vC
using t-carr partl babai-with-assms-epsilon.lattice-carrier v babai-with-assms-epsilon-connect
by auto
then show ?thesis using babai-correct partl
by presburger
qed

end

Here we prove correctness of the full algorithm, which starts with a non-
reduced basis and outputs a vector in L close to t.

locale full-babai-with-assms =

fixes target::rat vec

fixes n::nat

fixes fs-init::int vec list

fixes a::rat

assumes non-triv:0<n

assumes t-dim:dim-vec target = n

assumes LLL-assms:LLL.LLL-with-assms n n fs-init «
begin

sublocale vec-space TYPE(rat) n .

abbreviation B::real where B = (real-of-rat (a™n) % (n)) * babai.closest-distance-sq
fs-init target
abbreviation out where out = (full-babai fs-init target o)

lemma LLL-output-babai-assms:

shows babai-with-assms (map of-int-hom.vec-hom (LLL-Impl.reduce-basis a fs-init))
target o
proof—
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define fs where fs = (LLL-Impl.reduce-basis o fs-init)
have I1:LLL.reduced n  fs n A LLL.lin-indep n fs A length(fs) = n
using LLL-with-assms.reduce-basis[of n n fs-init « fs] LLL-assms unfolding
fs-def by blast
then have 2:LLL.weakly-reduced n « fs n unfolding gram-schmidt-fs.reduced-def
by simp
moreover have babai (map of-int-hom.vec-hom (reduce-basis a fs-init)) target
using 1 unfolding babai-def fs-def t-dim by fastforce
moreover have gram-schmidt-fs.weakly-reduced n
(map of-int-hom.vec-hom (map of-int-hom.vec-hom fs)) «
n
using 2 by force
moreover have //8 < « using LLL-assms unfolding LLL-with-assms-def by
stmp
ultimately show “thesis
using LLL-assms 1 t-dim non-triv
unfolding babai-with-assms-def babai-with-assms-axioms-def fs-def by auto
qed

lemma full-babai-correct:
shows real-of-rat (sq-norm ((map-vec rat-of-int out) — target))
< real-of-rat (o)) " n * real n * babai.closest-distance-sq fs-init target A
out € vec-module.lattice-of n fs-init
proof—
define fs where fs = (LLL-Impl.reduce-basis o fs-init)
have bab:babai-with-assms fs target o
using LLL-output-babai-assms unfolding fs-def by simp
then have l:length fs = n
unfolding babai-with-assms-def babai-with-assms-axioms-def babai-def
using t-dim by simp
have out = map-vec int-of-rat
(babai-of-LLL
(— target)
(LLL.RAT fs)
+ target)
unfolding fs-def using full-babai.simps|of fs-init target o by argo
then have out = map-vec int-of-rat
(babai-of-LLL (uminus target) (LLL.RAT fs)
+ target)
using babai-with-assms.babai-with-assms-epsilon-connect
babai-with-assms-epsilon.babai-to-help|of fs target] bab by metis
then have out € vec-module.lattice-of n fs A
real-of-rat
|| of-int-hom.vec-hom out — target||?
< real-of-rat (rat-of-int (int n) * o ~n) *
babai.closest-distance-sq fs target
using babai-with-assms. shifted-babai-correct|of fs target o] bab
unfolding LLL.L-def
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by algebra
moreover have lattices:vec-module.lattice-of n fs = vec-module.lattice-of n fs-init
using LLL-with-assms.reduce-basis(1)[of n n fs-init a fs| LLL-assms | unfold-
ing fs-def LLL.L-def
by argo
moreover have babai.closest-distance-sq fs target = babai.closest-distance-sq
fs-init target
proof—
have [f:length fs-init = n
using LLL-assms unfolding LLL-with-assms-def by blast
then have babai fs target N\ babai fs-init target
using t-dim | LLL-assms unfolding babai-def by argo
then show ?thesis
using babai.closest-distance-sq-def|of fs target)
babai.closest-distance-sq-def [of fs-init target)
lattices 1 If
unfolding LLL.L-def
by presburger
qed
moreover have real-of-rat (rat-of-int (int n) x a ~ n) = real-of-rat (o) ~ n *
real n
by (simp add: of-rat-divide of-rat-mult of-rat-power)
ultimately show ¢thesis by force
qed
end

Here we prove correctness of the full algorithm, starting with a target
vector of TYPE(int).

lemma full-babai-correct-int-target:
assumes full-babai-with-assms (map-vec rat-of-int target) n fs-init «
shows real-of-int (sg-norm ( (full-babai fs-init (map-vec rat-of-int target) o) —
target))
< (real-of-rat(a) "n * (n)) x babai.closest-distance-sq fs-init (map-vec rat-of-int
target) A
(full-babai fs-init (map-vec rat-of-int target) o) € wec-module.lattice-of n
fs-init
proof—
let ?t = map-vec rat-of-int target
have real-of-rat (sqg-norm ( of-int-hom.vec-hom (full-babai fs-init 2t o) — %))
< (real-of-rat (a)) "n x (n))* babai.closest-distance-sq fs-init 2t A
(full-babai fs-init 2t «) € vec-module.lattice-of n fs-init
using full-babai-with-assms.full-babai-correct[of 7t n fs-init] assms by blast
moreover have real-of-rat (sg-norm ( of-int-hom.vec-hom (full-babai fs-init 2t
a) — ?7t))
= real-of-int (sq-norm ( (full-babai fs-init 9t o) — target))
proof—
have of-int-hom.vec-hom (full-babai fs-init 2t o) — 2t = map-vec rat-of-int
((full-babai fs-init 2t o) — target)
by fastforce
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moreover have sg-norm (map-vec rat-of-int ((full-babai fs-init 2t ) — target))
= rat-of-int (sg-norm ((full-babai fs-init %t «) — target))
using sg-norm-of-int[of ((full-babai fs-init ?t a) — target)] by blast
ultimately have real-of-rat (sg-norm ( of-int-hom.vec-hom (full-babai fs-init
7t o) — ?t)) = real-of-rat (rat-of-int (sg-norm ((full-babai fs-init 2t a) — target)))

by force
also have real-of-rat (rat-of-int (sg-norm ((full-babai fs-init 7t «) — target)))
= real-of-int (sqg-norm ((full-babai fs-init 2t o) — target)) by simp
finally show ?thesis .
qed
ultimately show ?thesis by auto
qed

The literature typically states the main result using 2" as the approxi-
mation constant, rather than o™ x n. Here we show that o™ * n is stronger
for a = 4/3.

lemma clean-bound:
fixes n:nat
shows (4/3) m*xn<2 " n
proof (induct n)
case (
then show ?case by simp
next
case (Suc n)
let 2SN = Suc n
have ?2SN=1V?2SN=2V2<?SN by fastforce
then show ?case
proof(elim disjE)
{assume 1:7SN = I
then have real-of-rat ((rat-of-int ?SN)x(4/3) "2SN) = real-of-rat ((rat-of-int
1)+4/3)
by auto
then show %thesis using 1 by simp}
next
{assume 2:7SN=2
then have real-of-rat ((rat-of-int ?SN)x(4/3) "?SN) = real-of-rat ((rat-of-int
2)x(4/5)72)
by (metis int-ops(3))
then show ?thesis
using 2 by auto}
next
{assume ind: ?SN>2
then have n>0 by simp
then have 1:25SN = nx(2SN/n) by auto
moreover have 2:((4::rat)/3) 25N = (4/8) nx(4/3) by auto
ultimately have 3:real-of-rat ((rat-of-int ?2SN)x(4/3) "2SN) = (nx(?SN/n))
* (real-of-rat ((4/3) nx(4/3)))
by (metis of-int-of-nat-eq of-rat-mult of-rat-of-nat-eq)
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also have (nx(?SN/n)) x real-of-rat ((4/3) nx(4/3)) = real-of-rat ((rat-of-int
n) % (4/38) " n) * (SN/n) *(real-of-rat (4/3)))
by (simp add: <real (Suc n) = real n * (real (
of-rat-divide of-rat-mult)
finally have real-of-rat ((rat-of-int 2SN)x(4/3) "?SN) = real-of-rat ((rat-of-int
n) * (4/8)"n) x ((2SN/n) *(real-of-rat (4/3)))
by presburger
then have real-of-rat ((rat-of-int SN)x(4/3) "¢SN) = real-of-rat ((rat-of-int
n) * (4/3)"n) * ((2SN/n) *(real-of-rat (4/3)))
by argo
moreover have ((?SN/n) x(real-of-rat (4/3)))<2
proof—
have N-big:2<n using ind
by force
then have /<2xn by fastforce
then have /xn+4<6xn by fastforce
then have //3x(Suc n)<2xn by auto
moreover have 0<1/n using N-big by simp
ultimately have (//3%2SN)* (1/n)< 2xnx(1/n)
using N-big mult-right-monolof (4/3*2SN) 2xn (1/n)] by linarith
then have (//3+?SN)/n< 2xn/n by argo
then have //3%(?SN / n)< 2x(n/n) by linarith
then have //3%(?SN/n)< 2 using N-big by auto
moreover have /3 = real-of-rat (4/3) using of-rat-divide
by (metis of-rat-numeral-eq)
ultimately have (real-of-rat (4/3))*(?SN/n)< 2 by algebra
then show ?thesis by argo
qed
moreover have
0<real-of-rat (rat-of-int (int n) *x (4/8) ~n) by force
moreover have 0<(2SN/n)x(real-of-rat (4/3)) by simp
moreover have (4 / 3) " n * real n * (real (Suc n) / real n * real-of-rat
(4 / 3)) = real-of-rat (rat-of-int (int n) x (4 / 8) " n) x (real (Suc n) / real n *
real-of-rat (4 / 8))
by (simp add: of-rat-divide of-rat-mult of-rat-power)
ultimately have real-of-rat ((rat-of-int 2SN)x(4/3) 2SN) <27n x 2
using Suc mult-mono[of
(4 /38) "nxrealn
2"n
((2SN/n) *(real-of-rat (4/3)))
2] by force
then show ?thesis
by (metis 1 3 mult-of-nat-commute of-rat-divide of-rat-numeral-eq of-rat-power
power-Suc?)
}
qed
qed

Suc n) / real n)> mult-of-int-commute

end
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theory Misc-PMF
imports
HOL— Probability. Probability
LLL-Basis-Reduction. LLL-Impl

begin

definition replicate-spmf :: nat = 'b pmf = 'b list spmf where
replicate-spmf m p = spmf-of-pmf (replicate-pmf m p)

The preceding replicate-spmf definition is copied from CRYSTALS— Kyber-Security.
We do this to avoid loading the entire library. In fact, we do not need repli-
cate-spmf at all for the HNP. However, for each replicate-pmf result we prove
here, we also prove a corresponding replicate-spmf result. The replicate-spmf
results are here for completeness, but not needed for the HNP.

8 SPMF and PMF helper lemmas

lemma spmf-eg-element: spmf (p >= (Az. return-spmf (z = t))) True = spmf p t
proof—

have *: map-option (Aa. a = t) —* {Some True} = {Some t} by fastforce

have (p >= (Az. return-spmf (z = t))) = map-spmf (Aa. a = t) p

by (simp add: map-spmf-conv-bind-spmf)

also have spmf ... True = spmf p t by (simp add: pmf-def *)

finally show ?thesis .
qed

lemma pmf-true-false:
fixes p :: 'a pmf
fixes P Q :: 'a = bool
defines a = p >= (\z. return-pmf (P z))
defines b = p >= (\z. return-pmf (- P z))
shows pmf a True = pmf b Fualse

proof—
have a = map-pmf P p by (simp add: a-def map-pmf-def)
moreover have b = map-pmf (Az. - P z) p by (simp add: b-def map-pmj-def)
moreover have P —‘ {True} = (Az. = P z) —* {False} by blast
ultimately show ?thesis by (simp add: pmf-def)

qed

lemma spmf-true-false:
fixes p :: 'a spmf
fixes P Q :: 'a = bool
defines a = p >= (\z. return-spmf (P x))
defines b = p >= (\z. return-spmf (= P z))
shows spmf a True = spmf b False

proof—

95



have a = map-spmf P p by (simp add: a-def map-spmf-conv-bind-spmf)
moreover have b = map-spmf (Az. = P z) p by (simp add: b-def map-spmf-conv-bind-spmf)
moreover have map-option P —* {Some True} = map-option (Az. = P x) —°
{Some False} by blast
ultimately show ?thesis by (simp add: pmf-def)
qed

lemma pmf-subset:
fixes p :: 'a pmf
fixes P Q :: 'a = bool
assumes Vz € set-pmfp. Px — Q
shows pmf (p >= (Az. return-pmf (P x))) True < pmf (p >= (\z. return-pmf
(Q ) True
proof—
have p >= (\z. return-pmf (P z)) = map-pmf P p by (simp add: map-pmf-def)
moreover have p >= (Az. return-pmf (@ z)) = map-pmf Q p by (simp add:
map-pmf-def )
moreover have pmf (map-pmf P p) True < pmf (map-pmf @ p) True
proof—
have pmf (map-pmf P p) True = prob-space.prob p (P —*{True}) N set-pmf
p)
(is - = prob-space.prob p ?lhs)
by (simp add: measure-Int-set-pmf pmf-def)
moreover have pmf (map-pmf Q p) True = prob-space.prob p ((Q —‘{True})
N set-pmf p)
(is - = prob-space.prob p ?rhs)
by (simp add: measure-Int-set-pmf pmjf-def)
moreover have ?lhs C ?rhs using assms in-set-spmf by fast
ultimately show ?thesis by (simp add: measure-pmf.finite-measure-mono)
qed
ultimately show ¢thesis by presburger
qed

lemma pmjf-subset”:

fixes p :: 'a pmf

fixes P Q :: 'a = bool

assumes Vz € set-pmfp. - Pz — - Q=

shows pmf (p >= (Ax. return-pmf (P z))) False < pmf (p >= (A\z. return-pmf
(Q z))) False

using pmf-subset|OF assms(1)] pmf-true-false[of p Ax. = P z] pmf-true-false|of
p Az, - Q 2]

by algebra

lemma spmf-subset:
fixes p :: 'a spmf
fixes P Q :: 'a = bool
assumes Vz € set-spmfp. Pr — Q
shows spmf (p >= (A\z. return-spmf (P x))) True < spmf (p >= (Az. return-spmf

(Q x))) True
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proof—
have p >= (\z. return-spmf (P z)) = map-spmf P p by (simp add: map-spmf-conv-bind-spmf)
moreover have p >= (\z. return-spmf (Q z)) = map-spmf Q p by (simp add:
map-spmj-conv-bind-spmf)
moreover have spmf (map-spmf P p) True < spmf (map-spmf @ p) True
proof—
have spmf (map-spmf P p) True = prob-space.prob p ((map-option P —*{Some
True}) N set-pmf p)
(is - = prob-space.prob p ?lhs)
by (simp add: measure-Int-set-pmf pmf-def)
moreover have spmf (map-spmf Q p) True = prob-space.prob p ((map-option
Q — " {Some True}) N set-pmf p)
(is - = prob-space.prob p ?rhs)
by (simp add: measure-Int-set-pmf pmf-def)
moreover have ?lhs C ?rhs using assms in-set-spmf by fast
ultimately show ?thesis by (simp add: measure-pmf.finite-measure-mono)
qed
ultimately show ?thesis by presburger
qed

lemma spmf-subset”:

fixes p :: 'a spmf

fixes P Q :: 'a = bool

assumes Vz € set-spmfp. - Pz — - Qz

shows spmf (p >= (Ax. return-spmf (P z))) False < spmf (p >= (\x. return-spmf
(Q x))) False

using spmf-subset| OF assms(1)] spmf-true-false[of p Ax. =~ P x| spmf-true-false[of
pAz. = Q x]

by algebra

lemma pmf-in-set:
fixes A :: ‘a set
fixes p :: 'a pmf
shows pmf (p >= (Az. return-pmf (z € A))) True = prob-space.prob p A
proof—
have p >= (\z. return-pmf (z € A)) = map-pmf (A\z. z € A) p by (simp add:
map-pmf-def)
also have pmf ... True = prob-space.prob p A
proof—
have (A\z. © € A) —‘ {True} = A by blast
thus ?thesis by (simp add: pmf-def)
qed
finally show ?thesis .
qed

lemma pmf-of-prop:
fixes P :: 'a = bool
fixes p :: 'a pmf
shows pmf (p >= (Az. return-pmf (P x))) True = prob-space.prob p {z € set-pmf
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p. Pz}
using pmf-in-set[of p {z € set-pmf p. P z}]
by (smt (verit, best) bind-pmf-cong mem-Collect-eq)

lemma spmf-in-set:
fixes A :: ‘a set
fixes p :: 'a spmf
shows spmf (p >= (Az. return-spmf (z € A))) True = prob-space.prob p (Some‘A)
proof—
have p >= (\z. return-spmf (z € A)) = map-spmf (A\z. x € A) p
by (simp add: map-spmf-conv-bind-spmf)
also have spmf ... True = prob-space.prob p (Some‘A)
proof—
have map-option (A\z. € A) —*{Some True} = Some‘A by blast
thus ?thesis by (simp add: pmf-def)
qged
finally show ?thesis .
qed

lemma spmf-of-prop:

fixes P :: 'a = bool

fixes p :: 'a spmf

shows spmf (p >= (Az. return-spmf (P z))) True = prob-space.prob p (Some{z
€ set-spmf p. P x})

using spmf-in-set[of p {z € set-spmf p. P z}]

by (smt (verit) bind-spmf-cong mem-Collect-eq)

lemma replicate-pmf-events-helper:
fixes p :: 'a pmf
fixes n P
defines lhs = pmf (pair-pmf p (replicate-pmf n p) >= (A, xs). return-pmf (z
# xs)) >= (Axs. return-pmf (P xs))) True
defines rhs = pmf (pair-pmf p (replicate-pmf n p) >= (A\(=, zs). return-pmf (P
(z # x5)))) True
shows [hs = rhs
unfolding lhs-def rhs-def pmf-def apply simp
by (smt (verit, ccfv-SIG) bind-assoc-pmf bind-pmf-cong bind-return-pmf case-prod-beta’)

lemma replicate-pmf-events:
fixes p :: 'a pmf
fixes n :: nat
fixes F :: nat = 'a = bool
assumes Vi < n. pmf (p >= (Az. return-pmf (E i x))) True = A i
shows pmf (replicate-pmf n p >= (Azs. return-pmf (Vi < n. E i (xs!9)))) True
= (J]i<n. A %)
using assms
proof (induct n arbitrary: E A)
case (
thus ?case by simp
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next

case (Suc n)

define ps where ps = replicate-pmf (Suc n) p

define ps’ where ps’ = replicate-pmf n p

define E’' where E’' = An. E (Suc n)

define A’ where A’ = (Ai. pmf (p >= (Az. return-pmf (E’ i z))) True)

have unfold: replicate-pmf (Suc n) p = do {x <+ p; zs < replicate-pmf n p;
return-pmf (z#zs)}

unfolding replicate-pmf-def by force

let ?rpmf0 = do {x < p; zs < ps'; return-pmf (x#xs)}
let 2rpmf0’ = do {(z, xs) < pair-pmf p ps’; return-pmf (x#zs)}
let ?rpmf1’ = pair-pmf p ps’
have 0: ?rpmf0 = ?rpmf0’
by (smt (verit, best) bind-assoc-pmf bind-pmf-cong bind-return-pmf internal-case-prod-conv
internal-case-prod-def pair-pmf-def)
have x: Vs € set-pmf ?rpmf0.
(Vi< Sucn. Ei(xsli)) «— (E0 (hdxs) A (Vi < n. E"i ((t xs)9)))
proof
fix zs assume zs € set-pmf Zrpmf0
hence len: length s = Suc n unfolding ps’-def using set-replicate-pmf by
fastforce
show (Vi < Sucn. Ei (zs!7)) «— (E 0 (hd xs) A (Vi<n. E' i (tl zs ! 7)))
proof
assume x: Vi < Suc n. E i (zs! i)
hence E 0 (hd zs)
by (metis len Nat.nat.distinct(1) hd-conv-nth length-0-conv zero-less-Suc)
moreover have (Vi<n. E' ¢ (tl xs ! 7))
proof safe
fix ¢ assume *x: ¢ < n
hence Suc i < Suc n by blast
hence E (Suc i) (zs! (Suc i)) using * by presburger
thus E’ i (tl xs ! i) unfolding E’-def by (simp add: +x nth-tl len)
qed
ultimately show E 0 (hd zs) A (Vi<n. E’ i (tl xs ! i)) by blast
next
assume x: E 0 (hd xs) A (Vi<n. E' i (tl zs ! 7))
show Vi < Sucn. E i (xs! 1)
proof safe
fix ¢ assume *x: i < Suc n
show FE i (xzs ! 7)
proof(cases i = 0)
case True
then show ?%thesis by (metis * Nat.nat.distinct(1) hd-conv-nth len
length-0-conv)
next
case Fualse
hence E’ (i — 1) = E i unfolding E’-def by simp
moreover have i — 1 < n using *x Fualse by linarith

99



ultimately show ?thesis
by (metis x *x False diff-Suc-1 len length-tl less-Suc-eq-0-disj nth-tl)
qed
qed
qed
qed

have pmf (ps >= (Azs. return-pmf (Vi < Suc n. E i (zs7)))) True
= pmf (Prpmf0 >= (Azs. return-pmf (Vi < Suc n. E i (zs!0)))) True
by (simp add: replicate-spmf-def ps-def ps’-def)
also have ... = pmf (?rpmf0 >= (Axs. return-pmf (E 0 (hd zs) A (Vi < n. E’
i ((¢l z)10))))) True
unfolding pmf-def by (smt (verit, ccfv-SIG) * bind-pmf-cong)
also have ... = pmf (Zrpmf0’ >= (Aws. return-pmf (E 0 (hd xs) A (Vi < n. E’
i ((H 28)10))))) True
using 0 by presburger
also have ... = pmf (Zrpmfl’ >= (A(z,xs). return-pmf (E 0 (hd (z#xs)) A (Vi
< n. E"i ((# (z#xs))!9))))) True
using replicate-pmf-events-helper|of p n Azs. (E 0 (hd zs) A (Vi < n. E' 4 ((t
x8)17))), folded ps’-def] .

also have ... = pmf (Zrpmf1’ >= (A\(z,xs). return-pmf (E 0z A (Vi < n. E' 4
(2s!))))) True
by simp
also have ... = pmf (?rpmf1’ >= (A\z. return-pmf (E 0 (fst ) A (Vi<n. E' i
(snd z ! 17))))) True
proof—

have (A(z, zs). return-pmf (E 0 x A (Vi<n. E' i (zs!7)))) = (Az. return-pmf
(E 0 (fstz) A (Vi<n. E' i (snd z ! 0))))

by force
thus ?thesis by presburger
qed
also have ... = (measure (measure-pmf ?rpmf1’)

{z € set-pmf ?rpmf1’. E 0 (fst z) A (Vi<n. E'{ (snd z ! 0))})
using pmf-of-prop|of ¢rpmfl’ Az-xs. E 0 (fst z-zs) A (Vi<n. E' i ((snd z-xs) !

i) -
also have ... = measure (measure-pmf ?rpmf1’)
{(z,xs) € set-pmf ?rpmf1’. E0x N (Vi < n. E' i (xsli))}
proof—

have {z € set-pmf ?rpmf1’. E 0 (fst x) A (Vi<n. E' i (snd x ! 7))}
C {(z,zs) € set-pmf ¢rpmf1’. E 0z N (Vi < n. E' i (zs1i))}
by force
moreover have {(z,zs) € set-pmf ?rpmfl’. E 0z N (Vi < n. E' i (zs!9))}
C {z € set-pmf ?rpmfl’. E 0 (fst x) A (Vi<n. E'i (snd z ! 7))}

by force
ultimately show ?thesis by force
qed
also have ... = measure (measure-pmf p) {z € set-pmf p. E 0 z}

x measure (measure-pmf ps’) {xs € set-pmf ps’. Vi < n. E' i (xsli)}
proof—
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let A = {z € set-pmf p. E 0 z}
let 2B = {xs € set-pmf ps’. Vi < n. E' i (xsli)}
have 1: countable ?A by simp
have 2: countable ?B by simp
have {(z,xs) € set-pmf ?rpmf1’. EO0x N (Vi < n. E'i (xs!i))} = YA x ?B by
force
thus ?thesis using measure-pmf-prob-product[OF 1 2, of p ps’| by presburger
qed
also have ... = A 0 = ([[i<n. A’ 9)
proof—
have 1: Vi<n. pmf (p >= (Az. return-pmf (E' i x))) True = A’ i
unfolding A’-def by blast
have measure (measure-pmf p) {z € set-pmfp. EO0z} = A0
using Suc.prems pmf-of-proplof p E 0] by force
moreover have measure (measure-pmf ps’) {xs € set-pmf ps’. Vi < n. E' i
(zsl))} = (JIi < m. A" %)
using Suc.hyps[OF 1, folded ps'-def]
using pmf-of-prop|of replicate-pmf n p Azs. (Vi < n. E' i (zs ! 7)), folded
ps'-def]
by presburger
ultimately show ?thesis by presburger
qed
also have ... = 4 0 = ([[i=1..<Suc n. A7)
proof—
have ([[i=1..<Suc n. A i) = (J[i=1..<Suc n. A’ (i — 1))
unfolding A’-def E’-def using Suc.prems by force
also have ... = ([[i=0..<n. A’ i)
by (metis (mono-tags, lifting) Groups-Big.comm-monoid-mult-class.prod.cong
Set-Interval.comm-monoid-mult-class.prod. atLeast-Suc-less Than-Suc-shift diff-Suc-1
numeral-nat(7) o-apply)
finally show ?thesis using atLeastOLessThan by presburger
qed
also have ... = ([]i<Suc n. A7)
by (simp add: prod.atLeast1-atMost-eq prod.atMost-shift atLeastLess ThanSuc-atLeast AtMost
lessThan-Suc-atMost)
finally show ?case unfolding ps-def by auto
qed

lemma replicate-pmf-same-event:

fixes p :: 'a pmf

fixes n :: nat

fixes F :: 'a = bool

assumes pmf (p >= (A\z. return-pmf (E z))) True = A

shows pmf (replicate-pmf n p >= (Azs. return-pmf (Vi < n. E (zs!9)))) True =
A"n

using replicate-pmf-events[of n p Ai::nat. E Ai::nat. A] assms by force

lemma replicate-pmf-same-event-leq:
fixes p :: 'a pmf
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fixes n :: nat

fixes E :: 'a = bool

assumes pmf (p >= (A\z. return-pmf (F z))) True < A

shows pmf (replicate-pmf n p >= (Azs. return-pmf (Vi < n. E (zs!4)))) True <
A"n

by (metis replicate-pmf-same-event assms pmf-nonneg pow-mono)

lemma replicate-spmf-events:

fixes p :: 'a spmf

fixes n :: nat

fixes F :: nat = ’a option = bool

assumes Vi < n. (spmf (p >= (Az. return-spmf (E i x))) True = A 7)

shows spmf (replicate-spmf n p >= (Axs. return-spmf (Vi < n. E i (zsl7))))
True = (JJi<n. A i)
proof—

have *: Vi < n. pmf (p >= (A\z. return-pmf (FE i z))) True

= spmf (p >= (Az. return-spmf (E i z))) True

by (metis (no-types, lifting) bind-pmf-cong spmf-of-pmf-bind spmf-of-pmf-return-pmf
spmf-spmf-of-pmf)

have spmf (replicate-spmf n p >= (Azs. return-spmf (Vi < n. E i (xs!i)))) True

= pmf (replicate-pmf n p >= (Axs. return-pmf (Vi < n. E i (zs17)))) True

by (metis (no-types, lifting) bind-spmf-cong bind-spmf-of-pmf replicate-spmf-def
spmf-of-pmf-bind spmf-of-pmf-return-pmf spmf-spmf-of-pmf)

also have ... = (J[i<n. A4 i)

using replicate-pmf-events|OF x| assms(1) by force

finally show ?thesis .

qged

lemma replicate-spmf-same-event:

fixes p :: 'a spmf

fixes n :: nat

fixes F :: 'a option = bool

assumes spmf (p >= (A\z. return-spmf (FE z))) True = A

shows spmf (replicate-spmf n p >= (Axs. return-spmf (Vi < n. E (xsli)))) True
=A"n

using replicate-spmf-events[of n p Ai::nat. E Ni::nat. A] assms by force

lemma replicate-pmf-indep”:
fixes p :: 'a pmf
fixes n :: nat
fixes E :: nat = 'a = bool
defines mp = replicate-pmf n p
assumes Vi < n. pmf (p >= (Az. return-pmf (E i x))) True = A i
assumes [ C {..<n}
assumes Vi< n. i ¢ — Ai=1
shows pmf (replicate-pmf n p >= (Axs. return-pmf (Vi < n. E i (ws'7)))) True
= ([[i€l. A i)
proof—
have ([Ji<n. A i) = ([Ji€l. A i)
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proof—
have ([[i<n. A i) = ([[ie{..<n}. A i) by blast
moreover have ... = ([]ie{.<n}—I. A i) = ([[iel N {..<n}. A 9)
by (simp add: Groups-Big.comm-monoid-mult-class.prod.subset-diff Int-absorb2
assms(3))

moreover have ... = ([[i€{..<n}—1I. 1) % (J[i€l N {..<n}. A i) using
assms(4) by simp
moreover have ... = ([]i€l. A7)
proof—

have (J]ie{.<n}—-1. 1) =1
using Groups-Big.comm-monoid-mult-class.prod.neutral-const by blast
moreover have I N {..<n} = I using assms(3) by blast
ultimately show ?thesis by force
qed
ultimately show ([[i<n. A i) = ([[¢€l. A i) by presburger
qged
thus ?thesis using replicate-pmf-events|OF assms(2)] by presburger
qed

lemma replicate-pmf-indep’”:

fixes p :: 'a pmf

fixes n :: nat

fixes E :: 'a = bool

fixes 7 :: nat

defines rp = replicate-pmf n p

defines A = pmf (p >= (A\z. return-pmf (E z))) True

assumes i < n

shows pmf (replicate-pmf n p >= (Azs. return-pmf (E (xs!7)))) True = A
proof—

let 21 = {i}

let 2E = A\jz. if j = i then E x else True

let ?A = X\j. if j = i then A else 1

have 1: Vi < n. (pmf (p >= (Az. return-pmf (?E i z))) True = ?A i) using
assms(2) by simp
have 2: ?I C {..<n} using assms(3) by blast
have 3: Vi< n. i ¢ 21 — %A { = 1 by auto
have x: (A\zs. return-pmf (E (zs ! 7)))
= (Azs. return-pmf (Vj<n. if j = i then E (zs!j) else True))
using assms(3) by presburger
have xx: A = ([[je{¢}. if = i then A else 1) by fastforce

show ?thesis using replicate-pmf-indep’[OF 1 2 3, folded x x] .
qed

lemma replicate-pmf-indep:
fixes p :: 'a pmf
fixes n :: nat
fixes E :: nat = 'a = bool
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defines rp = replicate-pmf n p

shows prob-space.indep-events rp (Ai. {xs € rp. E i (zs1i)}) {..<n}
proof—

define A where A = (\i. pmf (p >= (Ax. return-pmf (E i z))) True)

let 21 = {..<n}

let 2S5 = Xi. {zs € rp. E i (xs!i)}

have 0: prob-space rp by unfold-locales
have 1: 25?1 C prob-space.events rp by fastforce
have 2: (VJC?I.
J #{}
— finite J
— prob-space.prob rp ((j€J. 25 j) = ([[j€J. prob-space.prob rp (¢S 7)))
proof clarify
fix J assume *: J C 71 J # {} finite J

define E’' where E' = (Aiz. (if i € J then E i x else True))
define A’ where A’ = (\i. (if i € J then A i else 1))

have E'A": Vi<n. pmf (p >= (Az. return-pmf (E’ i x))) True = A’ {
unfolding A’-def E’-def A-def by force
have A’-notin-J: Vi<n. i ¢ J — A’ i = 1 unfolding A’-def by presburger

have (NjeJ. 25j) = {xs € rp. (Vj € J. Ej (wslj))} using *(2) by blast
hence prob-space.prob rp ((j€J. 25 j) = prob-space.prob rp {zs € rp. (Vj €

J.E j (ss1))}
by presburger

also have ... = pmf (rp >= (Azs. return-pmf (Vj € J. E' j (xs!§)))) True
by (simp add: pmf-of-prop E’-def)
also have ... = pmf (rp >= (Azs. return-pmf (Vj<n. E’j (xs§)))) True
proof—
have (Azs. return-pmf (Vj € J. E' j (zs)))) = (Azs. return-pmf (Vj<n. E’
j (asti))

unfolding E'-def using *(1) by fastforce
thus ?thesis by presburger

qed
also have ... = ([[jeJ. A’ )
using replicate-pmf-indep’|OF E'A’ %(1) A’-notin-J, folded rp-def] .
also have ... = ([[j€J. prob-space.prob rp (25 j))
proof—
have Vj € J. A’ j = prob-space.prob rp (25 j)
proof

fix j assume *x: j € J
hence A’ j = A j unfolding A’-def by presburger
also have ... = pmf (p >= (A\z. return-pmf (E j z))) True
unfolding A-def using *(1) *x by auto
also have ... = pmf (rp >= (Azs. return-pmf (E j (zs!7)))) True
using replicate-pmf-indep”’[of j n p E j, folded rp-def] (1) *x by fastforce
also have ... = prob-space.prob rp (2S j) by (simp add: pmf-of-prop)
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finally show A’ j = prob-space.prob rp (¢S j) .
qed
thus ?thesis by force
qed
finally show prob-space.prob rp ((j€J. 25 j) = ([[j€J. prob-space.prob rp
(%5 7)) -
qed
have x: 25?1 C prob-space.events rp A
(VJIC?L. T # [}
— finite J
— prob-space.prob rp (( (¢S  J)) = ([[j€J. prob-space.prob rp (25 j)))
using 1 2 by blast

show ?thesis using prob-space.indep-events-def[OF 0] * by blast
qed

lemma replicate-spmf-same-event-leq:

fixes p :: 'a spmf

fixes n :: nat

fixes E :: 'a option = bool

assumes spmf (p >= (A\z. return-spmf (F z))) True < A

shows spmf (replicate-spmf n p >= (Axs. return-spmf (Vi < n. E (xsli)))) True
< A™n

by (metis replicate-spmf-same-event assms pmf-nonneg pow-mono)

lemma pmf-of-finite-set-event:

fixes S :: ‘a set

fixes p :: 'a pmf

fixes P :: 'a = bool

defines p = pmjf-of-set S

assumes S # {}

assumes finite S

shows pmf (p >= (At. return-pmf (P t))) True = (card ({t € S. P t})) / card S
proof—

have x: set-pmfp =5

using assms by auto
have pmf (p >= (At. return-pmf (P t))) True = prob-space.prob p ({z € set-pmf

p. Pa})
using pmf-of-proplof p P] .
also have ... = measure (measure-pmf (pmf-of-set S)) {z € set-pmf p. P x}
by (simp add: assms(1))
also have ... = card ({z € set-pmf p. P z}) / card (set-pmf p)
proof—

have S N {z € set-pmf p. Pz} = {z € set-pmf p. P z} using * by blast
thus ?thesis using measure-pmf-of-set[OF assms(2,3)] unfolding * by pres-
burger
qed
also have ... = card ({t € S. P t}) / card S using assms by auto
finally show ?thesis .
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qed

lemma spmf-of-finite-set-event:

fixes S :: ‘a set

fixes p :: 'a spmf

fixes P :: 'a = bool

defines p = spmf-of-set S

assumes finite S

shows spmf (p >= (At. return-spmf (P t))) True = (card ({t € S. P t})) / card
S
proof—

have spmf (p >= (At. return-spmf (P t))) True = prob-space.prob p (Some‘{x
€ set-spmf p. P x})

using spmf-of-proplof p P] .

also have ... = measure (measure-spmf (spmf-of-set S)) {z € set-spmf p. P z}
by (simp add: assms(1) measure-measure-spmf-conv-measure-pmf)
also have ... = card ({z € set-spmf p. P z}) / card (set-spmf p)

using measure-spmf-of-set[of S {x € set-spmf p. P z}|
by (simp add: Collect-conj-eq assms(1,2))

also have ... = card ({t € S. P t}) / card S using assms by simp
finally show ?thesis .

qged

end

theory Hidden-Number-Problem
imports

HOL— Number-Theory. Number- Theory
Babai-Correctness-Updated
Misc-PMF

begin

hide-fact Finite-Cartesian-Product.mat-def
hide-const Finite-Cartesian-Product.mat
hide-const Finite-Cartesian-Product.row
hide-fact Finite-Cartesian-Product.row-def
hide-const Determinants.det
hide-fact Determinants.det-def
hide-type Finite-Cartesian-Product.vec
hide-const Finite-Cartesian-Product.vec
hide-fact Finite-Cartesian-Product.vec-def
hide-const (open) Finite-Cartesian-Product.transpose
hide-fact (open) Finite-Cartesian-Product.transpose-def
unbundle no inner-syntaz
unbundle no vec-syntax
hide-const (open) Missing-List.span
hide-const (open)

dependent

independent
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real-vector.representation
real-vector.subspace
span
real-vector.extend-basis
real-vector.dim
hide-const (open) orthogonal
no-notation fps-nth (infixl $ 75)

9 General helper lemmas

lemma uminus-sq-norm:

fixes u v :: rat vec

assumes dim-vec u = dim-vec v

shows sg-norm (u — v) = sg-norm (v — )

using assms
proof—

have u—v = (—1) -, (v — u) using assms by auto

then show ?thesis

using sg-norm-smult-vec[of —1 v—u] by auto

qed

lemma smult-sub-distrib-vec:
assumes v € carrier-vec ¢ w € carrier-vec ¢
shows (a::’azring)  (V—w) =a 4 v — a  w
apply (rule eq-vecl)
unfolding smult-vec-def plus-vec-def
using assms right-diff-distrib
apply force
by auto

lemma set-list-subset:
fixes [ :: 'a list
fixes S :: ‘a set
assumes Vi € {0..<length I}. Il i€ S
shows set [ C §
by (metis assms atLeastLess Than-iff in-set-conv-nth le0 subset-code(1))

lemma nat-subset-inf:
fixes A :: int set
assumes A C N
assumes A # {}
shows Inf A € A
proof—
let ?A’ = nat‘A
have ?A’ # {} using assms(2) by blast
hence Inf ?A’ € ?A’ using Inf-nat-defl1 by presburger
then obtain z where z: z € A A nat z = Inf ?A’ by fastforce
moreover have Inf A = 2
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proof—
have x: z > 0 using z assms(1) Nats-altdef2 by blast
have Vz' € A. 2 < 2’
proof
fix 2’ assume *x: 2z’ € A
hence nat 2z’ € ?A’ by blast
hence nat z < nat z’ using z wellorder-Inf-lel [of nat z' ?A’] by argo
moreover have z’ > 0 using #* assms(1) Nats-altdef2 by fastforce
ultimately show z < z’ using * by linarith
qed
thus ?thesis using z by (meson cInf-eq-minimum)
qed
ultimately show ¢thesis by argo
qed

lemma cong-set-subseteq:
fixes a b m :: 'a :: {unique-euclidean-ring,abs}
defines S = {|a + z * m| | z. True}
defines S’ = {|b + z * m| | z. True}
assumes [a = b] (mod m)
shows S C S’
proof
fix © assume z € §
then obtain z where z: © = |a + z * m| unfolding S-def by blast
moreover obtain k where k: a = b+ k * m
by (metis assms(3) cong-iff-lin cong-sym mult-commute-abs)
ultimately have x = |b + k x m + z x m|
by presburger
also have ... = |b + (k + z) * m|
by (metis Groups.group-cancel.addl distrib-right)
also have ... € S’ unfolding S’-def by blast
finally show z € S’ .
qed

lemma cong-set-eq:
fixes a b m :: ‘a :: {unique-euclidean-ring,abs}
defines S = {|a + z * m| | z. True}
defines S’ = {|b + z x m| | z. True}
assumes [a = b] (mod m)
shows § = S5’
apply auto|1]
using cong-set-subseteq[of a b m] assms apply blast
using cong-set-subseteq[of b a m] assms cong-sym by blast

context vec-module
begin

68



lemma sumlist-distrib:
fixes ys :: (‘a::comm-ring-1) vec list
assumes Aw. List.member ys w = dim-vec w = n
shows k -, sumlist ys = sumlist (map (Ni. k -, @) ys)
using assms
proof (induct ys)
case Nil
then show ?case by auto
next
case (Cons a ys)
have sumlist-is: sumlist (a # ys) = a + sumlist ys
by simp
have dim-a: a € carrier-vec n
using Cons(2)
by (metis carrier-vecl member-rec(1))
have dim-sumlist: sumlist ys € carrier-vec n
using Cons(2)
by (metis List.member-def carrier-vec-dim-vec dim-sumlist member-rec(1))
have distrib: k -, (a + sumlist ys) = k -, a + k -, sumlist ys
using smult-add-distrib-vec[OF dim-a dim-sumlist
by auto
have h: (Aw. List.member ys w = dim-vec w = n)
using Cons(2)
by (meson member-rec(1))
show ?case unfolding sumlist-is distrib
using Cons.hyps|OF ih]
by auto
qed

lemma smult-in-lattice-of:
fixes lattice-basis :: (‘a::comm-ring-1) vec list
assumes Aw. List.member lattice-basis w = dim-vec w = n
fixes init-vec :: (‘a::comm-ring-1) vec
fixes k :: 'a::comm-ring-1
assumes init-vec € lattice-of lattice-basis
shows k -, init-vec € lattice-of ((map ((-v) k) lattice-basis))
proof —
have dims: A\w. List.member (map (\i. of-int (¢ i) -, lattice-basis ! 7)
[0..<length lattice-basis]) w => dim-vec w = n for ¢
using assms(1)
by (smt (verit) List.member-def in-set-conv-nth index-smult-vec(2) length-map
map-nth map-nth-eq-conv)
obtain ¢ where init-vec = sumlist (map (Ai. of-int (¢ i) -, lattice-basis ! 7)
[0..<length lattice-basis))
using vec-module.in-latticeE[OF assms(2)] by blast
then have k -, init-vec = k -, sumlist (map (Xi. of-int (¢ i) -, lattice-basis ! 7)
[0..<length lattice-basis))
by blast
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moreover have ... =  sumlist (map (\i. k -, ©) ((map (Ai. of-int (c 7) -
lattice-basis ! ©)
[0..<length lattice-basis])))
using sumlist-distrib dims
by blast
moreover have ... = sumlist (map (\i. k -, (of-int (¢ i) -, lattice-basis ! 7))
[0..<length lattice-basis])
by (smt (verit, best) in-set-conv-nth length-map length-upt map-eq-conv map-upt-len-conv
nth-map)
moreover have k-is: ... = sumlist (map (Mi. k -, (of-int (¢ i) -, lattice-basis !
i)
[0..<length lattice-basis])
by argo
ultimately have k-is: k -, init-vec = sumlist (map (Ai. (of-int (¢ i) - (k -
lattice-basis | ©)))
[0..<length lattice-basis))
by (simp add: mult-ac(2) smult-smult-assoc)
then have & -, init-vec =
sumlist
(map (Ai. of-int (c i) -
map ((-») k) lattice-basis ! 1)
[0..<length lattice-basis])
by (smt (verit, del-insts) length-map map-nth map-nth-eq-conv)
then have mult-vec-is: k -, init-vec =
sumlist
(map (Mi. of-int (c i) -
map ((+,) k) lattice-basis ! ©)
[0..<length (map ((-») k) lattice-basis)])
by auto
then show ?thesis
using assms in-latticel [OF mult-vec-is]
by blast
qed

end

lemma filter-distinct-sorted:
fixes | :: (‘a::linorder) list
fixes A :: ‘a set
defines P = (\z. z € A)
defines n = length [
assumes sorted |
assumes distinct [
assumes A C set [
shows filter P | = sorted-list-of-set A
using assms

proof (induct | arbitrary: n A P)
case Nil
thus ?case by force
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next

case (Cons a 1)

define A’ where A’ = A — {a}

define n’ where n’ = length I’

define P’ where P' = (Az. z € A')

define | where | = Cons a I’

define P where P = (Az. z € A)

have 1: sorted I’ using Cons(2) by simp

have 2: distinct I’ using Cons(3) by simp

have 3: A’ C set I’ using A’-def Cons(4) by auto

have ih: filter P' I’ = sorted-list-of-set A’ using Cons.hyps(1)[OF 1 2 3] un-
folding P’-def .

have ?case if a ¢ A
proof—
have filter P 1 = filter P’ 1’
unfolding I-def filter.simps(2) P-def P'-def A’-def using that by auto
moreover have A’ = A using that unfolding A’-def by blast
ultimately show ¢thesis unfolding I-def P-def using ih by argo
qed
moreover have Zcase if a € A
proof—
have Vz € set l’. P x = P’ z using Cons(8) unfolding P-def P’-def A’-def
by fastforce
hence x: filter P | = a # (filter P’ 1)
using that filter-conglof I’ I P P’
unfolding I-def filter.simps(2) P-def P’-def A’-def
by presburger
have 1: finite A using Cons(4) finite-subset by blast
have 2: A # {} using that by blast
hence a: a = Min A
using sorted-Cons-Min[OF Cons.prems(1)]
by (metis 1 Cons(4) Lattices-Big.linorder-class. Min.boundedE List.list.simps(15)
Min-antimono Min-eql finite-set that)
show ?thesis
using sorted-list-of-set-nonempty[OF 1 2] ih * unfolding a A’-def P-def
P’-def I-def by argo
qed
ultimately show ?case by blast
qed

lemma filter-or:
fixes na b
fixes [ :: nat list
defines | = [0..<n]
defines P = (Az. 2 = a V z = b)
assumes a < b
assumes b < length |
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shows filter P | = [a, 0]
proof—
have 1: sorted | using I-def sorted-upt by blast
have 2: distinct | using distinct-upt I-def by blast
have 3: {a, b} C set | using assms(3,4) l-def length-upt by auto
have P: P = (A\z. z € {a, b}) unfolding P-def by simp
have *: sorted-list-of-set {a, b} = [a, b]
using sorted-list-of-set.idem-if-sorted-distinct[of [a,b]] assms(3) by force
show ?thesis using filter-distinct-sorted[OF 1 2 8] unfolding P * .
qed

9.1 Casting lemmas

lemma int-rat-real-casting-helper:
assumes a = rat-of-int b
shows real-of-rat a = real-of-int b
using assms by simp

lemma casting-expansion-auz:
shows int-of-rat (rat-of-int w1 + rat-of-int w2) = wl + w2
proof —
have rat-of-int wl + rat-of-int w2 = rat-of-int (wl+w2)
by auto
then show ?thesis
using int-of-rat by algebra
qed

lemma casting-expansion:
assumes dim-vec wl = dim-vec w2
assumes Jw2-vec. w2 = map-vec rat-of-int wl-vec
shows map-vec int-of-rat ((map-vec rat-of-int wl) + w2) =
map-vec int-of-rat (map-vec rat-of-int wl) + (map-vec int-of-rat w2)
proof —
have vec (dim-vec wl)
(N\i. int-of-rat
((vec (dim-vec wl) (Ai. rat-of-int (w1 $ 7)) + w2) $ ) $ idx =
(vec (dim-vec wl)
(Mi. int-of-rat (vec (dim-vec wi1) (Ai. rat-of-int (w1 $ 1)) $ 7)) +
vec (dim-vec w2) (Ai. int-of-rat (w2 $ 7)) $ idx if idz-lt: ide < dim-vec wi for
idz
proof —
have vec (dim-vec wi)
(Ai. int-of-rat
((vec (dim-vec w1) (Ai. rat-of-int (w1 $ 7)) + w2) $4)) $ idx =
int-of-rat ((vec (dim-vec w1) (Ai. rat-of-int (w1 $ i)) + w2) $
using idz-lt by simp
have vec (dim-vec wi)
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(Ai. int-of-rat
((vec (dim-vec wl) (Ai. rat-of-int (w1 $ 7)) + w2) $14)) $
idz = int-of-rat ((vec (dim-vec wi1) (Ai. rat-of-int (w1 $ 7)) + w2) $ idx)
using idz-It by simp
then have wvec (dim-vec wl)
(N\i. int-of-rat
((vec (dim-vec w1) (Ai. rat-of-int (w1 $ 7)) + w2) $14)) $
idr = int-of-rat (rat-of-int (w1 $ idx) + w2Yidz)
using assms idz-lt by auto
then have vec (dim-vec wi)
(Ni. int-of-rat ((vec (dim-vec w1) (Ai. rat-of-int (w1 $ 7)) + w2) $ 4)) $ idz
= int-of-rat (rat-of-int (w1 $ idzx)) + int-of-rat (w2$idr)
using assms(1) assms(2) casting-expansion-auz idz-lt by force
then show ?thesis using assms
using idz-It by fastforce
qged
then have vec (dim-vec wi)
(N\i. int-of-rat
((vec (dim-vec wl) (Mi. rat-of-int (w1 $ 7)) + w2) $ i) =
vec (dim-vec wl)
(Ai. int-of-rat (vec (dim-vec wl) (
vec (dim-vec w2) (Mi. int-of-rat (w
using assms by auto
then show ?thesis using assms
unfolding map-vec-def
by auto
qged

Xi. rat-of-int (w1 $ 1)) $4)) +
2 $ 1))

lemma casting-sum-auz:
assumes dim-vec kI = dim-vec k2
shows (map-vec rat-of-int k1) + (map-vec rat-of-int k2) =
map-vec rat-of-int (k1 + k2)
using assms
proof (induct k1 arbitrary: k2)
case vNil
then show “case by auto
next
case (vCons h1 T1)
then obtain h2 T2 where k2-is: k2 = vCons h2 T2
by (metis Nat.nat.simps(3) dim-vec dim-vec-vCons vec-cases)
then have map-vec rat-of-int T1 4+ map-vec rat-of-int T2 = map-vec rat-of-int
(T1 + T2)
using vCons
by auto
then show ?case
unfolding k2-is using vCons(2) k2-is by auto
qed

lemma casting-sum-lemma:
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assumes \mem. List.member w mem => dim-vec mem = n
assumes \mem. List.member w mem —>
(3 k::int vec. map-vec rat-of-int k = mem)
shows (3 k::int vec. (abelian-monoid.sumlist (module-vec TYPE(rat) n) w) =
map-vec rat-of-int k)
using assms
proof (induct w)
interpret vec-space TYPE(rat) n .
case Nil
then show ?case by (metis Matriz.of-int-hom.vec-hom-zero sumlist-Nil)
next
interpret vec-space TYPE(rat) n .
case (Cons a w)
then obtain kI where ki-prop: a = map-vec rat-of-int k1
by (metis member-rec(1))
then obtain k2 where sumlist w = map-vec rat-of-int k2
using Cons
by (meson member-rec(1))
then have sumlist-is: sumlist (a # w) = (map-vec rat-of-int k1) + (map-vec
rat-of-int k2)
using k1-prop sumlist-Cons by presburger
then have sumlist (a # w) = (map-vec rat-of-int (k1 + k2))
using Cons(2) using casting-sum-auzx
by (metis List.member-def dim-sumlist index-add-vec(2) index-map-vec(2) k1-prop
member-rec(1))
then show ?Zcase
by blast
qed

lemma casting-lattice-auz:
assumes 3 k::int vec. map-vec rat-of-int k = v
assumes map-vec int-of-rat v =
map-vec int-of-rat (abelian-monoid.sumlist (module-vec TYPE(rat) n) w)
assumes /\mem. List.member w mem —>
(3 k::int vec. map-vec rat-of-int k = mem)
assumes \mem. List.member w mem —> dim-vec mem = n
shows map-vec int-of-rat v =
abelian-monoid.sumlist (module-vec TYPE(int) n)
(map (map-vec int-of-rat) w)
proof —
interpret vec-space TYPE(rat) n .
interpret vec-int: vec-module TYPE(int) n .
obtain k :: int vec where k-prop: v = map-vec rat-of-int k
using assms by auto
then have map-k: map-vec int-of-rat (map-vec rat-of-int k) =
map-vec int-of-rat (sumlist w)
using assms(2)
by auto
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have map-vec int-of-rat (sumlist w) = vec-int. M .sumlist (map (map-vec int-of-rat)
w)
using assms(3) assms(4)
proof (induct w)
case Nil
then show ?case
unfolding sumlist-def local.vec-int. M .sumlist-def
by auto
next
case (Cons a w)
have foldr (+) (map (map-vec int-of-rat) (a # w)) (0, n) =
(map-vec int-of-rat a) + (foldr (+) (map (map-vec int-of-rat) w) (0, n))
by simp
then have h1: foldr (+) (map (map-vec int-of-rat) (a # w)) (0, n) =
(map-vec int-of-rat a) + map-vec int-of-rat (sumlist w)
using Cons unfolding sumlist-def vec-int. M .sumlist-def
by (simp add: member-rec(1))

obtain % :: int vec where k-prop: map-vec rat-of-int k = a
using Cons(2)
by (meson member-rec(1))

then have dim-vec-k: dim-vec k = dim-vec a
by auto

then have dim-vec k = n
by (simp add: Cons(3) member-rec(1))

have Jw2-vec. foldr (+) w (0, n) = map-vec rat-of-int w2-vec
using Cons(2) casting-sum-lemma
by (metis Cons(3) member-rec(1) sumlist-def)

then have ezpand: map-vec int-of-rat ((map-vec rat-of-int k) + foldr (+) w
(0, m)) =
map-vec int-of-rat (map-vec rat-of-int k) + map-vec int-of-rat (foldr (+) w (0,
n))
using casting-expansion[of k foldr (+) w (0, n)] dim-vec-k
by (metis List.member-def <dim-vec k = ny dim-sumlist index-add-vec(2)
local. Cons.prems(2) sumlist-Cons sumlist-def)

have map-vec int-of-rat (foldr (+) (a # w) (0, n)) =
map-vec int-of-rat (a + foldr (+) w (0, n))
by simp
then have map-vec int-of-rat (foldr (+) (a # w) (0, n)) = map-vec int-of-rat
((map-vec rat-of-int k) + foldr (+) w (0, n))
using k-prop by auto

then have map-vec int-of-rat (foldr (+) (a # w) (0, n)) =
map-vec int-of-rat (map-vec rat-of-int k) + map-vec int-of-rat (sumlist w)
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using Cons(2) k-prop expand
using sumlist-def by presburger
then show ?case
using hl k-prop
unfolding sumlist-def vec-int. M .sumlist-def
by argo
qed

then have map-vec int-of-rat (map-vec rat-of-int k) =
vec-int. M .sumlist
(map (map-vec int-of-rat) w)
using map-k by argo
then show ?thesis unfolding k-prop by blast
qed

lemma in-lattice-casting:
assumes A\mem. List. member gs mem = (I k::int vec. map-vec rat-of-int k =
mem,)
assumes (/\mem. List.member gs mem = dim-vec mem = n)
assumes v € vec-module.lattice-of n qs
shows 3 k. map-vec rat-of-int k = v
proof —
let Zsumlist = abelian-monoid.sumlist (module-vec TYPE(rat) n)
obtain ¢ where v-is: v = Zsumlist (map (Ai. rat-of-int (¢ i) -, gs ! 7) [0..<length
qs])
using assms(3) unfolding vec-module.lattice-of-def by blast
let 2w = map (Ai. rat-of-int (c %) -, gs ! @) [0..<length gs]
have dims: (Amem. List.member ?w mem = dim-vec mem = n)
using assms(2)
by (smt (verit, del-insts) List.member-def in-set-conv-nth index-smult-vec(2)
length-map map-nth map-nth-eq-conv)
have mem-w: 3 k. map-vec rat-of-int k = mem
if mem-is: List.member (map (Ai. rat-of-int (¢ ©) -, gs ! i) [0..<length gs]) mem
for mem
proof —
obtain i where ¢ < length gs mem = rat-of-int (¢ i) -, gs ! ¢
using mem-is
by (smt (verit) List.member-def add-0 in-set-conv-nth length-map map-nth
map-nth-eq-conv nth-upt)
then show ?%thesis using assms(1) mem-is
by (metis Matriz.of-int-hom.vec-hom-smult in-set-conv-nth in-set-member)
qed
then obtain & where v = map-vec rat-of-int k
unfolding v-is
using casting-sum-lemmalof 2w, OF dims - |
by blast
then show %thesis
by auto
qed
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lemma casting-lattice-lemma-auz2:
assumes A\mem. List.member gs mem —>
(3 k::int vec. map-vec rat-of-int k = mem)
shows (map (map-vec int-of-rat) (map (Ai. rat-of-int (¢ ©) -, qs ! 7)
[0..<length qs])) =
(map (Ai. of-int (c ©) -, map (map-vec int-of-rat) gs ! i) [0..<length gs])
proof —
have ((map-vec int-of-rat) (rat-of-int (¢ i) -, ¢s! i) =
of-int (c ) -, (map-vec int-of-rat) (gs ! @) if i-lt: ¢ < length gs for i
proof —
obtain % :: int vec where ¢s-i-is: gs ! i = map-vec rat-of-int k
using assms i-lt
by (metis List.member-def in-set-conv-nth)
have map-vec rat-of-int ((c i) -, k) = (rat-of-int (¢ ©) -, gs ! i)
using ¢s-i-is by force
then have lhs-is: (map-vec int-of-rat (rat-of-int (¢ i) - gs! 7)) =
(ci) vk
using ¢s-i-is
by (metis eq-vecl index-map-vec(1) index-map-vec(2) int-of-rat(1))
have map-vec int-of-rat (map-vec rat-of-int k) = k
by force
then have rhs-is: of-int (¢ i) -, map-vec int-of-rat (gs ! i) = (c i) - k
unfolding g¢s-i-is by simp
then show f?thesis using [hs-is rhs-is by argo
qged
then show ?thesis by auto
qed

lemma casting-lattice-lemma:
fixes v :: rat vec
fixes ¢s :: rat vec list
assumes 31 k::int vec. map-vec rat-of-int k = v
assumes A\mem. List.member gs mem —>
(3 k::int vec. map-vec rat-of-int k = mem)
assumes dim-vecs: \mem. List.member qs mem —> dim-vec mem = n
assumes v € vec-module.lattice-of n qs
shows map-vec int-of-rat v
€ vec-module.lattice-of n (map (map-vec int-of-rat) qs)
proof —
let Zsumlist = abelian-monoid.sumlist (module-vec TYPE(rat) n)
let ?int-sumlist = abelian-monoid.sumlist (module-vec TYPE(int) n)
obtain ¢ :: nat = int where v = Zsumlist (map (\i. rat-of-int (c i) - gs ! 7)
[0..<length g¢s])
using assms unfolding vec-module.lattice-of-def by blast
then have map-is: map-vec int-of-rat v
= map-vec int-of-rat (Zsumlist (map (Ni. rat-of-int (¢ ) -, gs ! @) [0..<length

g5))
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by blast
have length-gs: length qs = length (map (map-vec int-of-rat) qs)

by simp
then have map-vec-v: map-vec int-of-rat v

= map-vec int-of-rat
(Zsumlist (map (Ai. rat-of-int (¢ @) - gs ! i) [0..<length (map (map-vec
int-of-rat) ¢s)]))
using map-is by argo

let ?w = (Zsumlist (map (\i. rat-of-int (c i) -, gs ! i) [0..<length (map (map-vec
int-of-rat) ¢s)]))

have dim-vecs: (\mem. List.member
(map (Ai. rat-of-int (¢ ©) - gs ! 7)
[0..<length (map (map-vec int-of-rat) ¢s)])
mem =
dim-vec mem = n)
using dim-vecs
by (smt (verit, ccfv-threshold) List.member-def in-set-conv-nth index-smult-vec(2)
length-map map-nth map-nth-eq-conv)

have casting-mem: 3 k. map-vec rat-of-int k = mem if mem-assm: List.member
(map (Ai. rat-of-int (¢ ©) - gs ! 7)
[0..<length (map (map-vec int-of-rat) ¢s)]) mem for mem
proof —
obtain ¢ where i-prop: mem = rat-of-int (¢ i) -, gs ! @
i < length (map (map-vec int-of-rat) qs)
using mem-assm
by (smt (verit, ccfv-SIG) List.member-def arith-simps(49) in-set-conv-nth
length-map map-nth map-nth-eq-conv nth-upt)
obtain k1 where map-vec rat-of-int k1 = gs ! i
using i-prop(2) assms(2)
by (metis List.member-def <length qs = length (map (map-vec int-of-rat) ¢s)»
in-set-conv-nth)
then show #thesis using i-prop(1)
by (metis Matriz.of-int-hom.vec-hom-smult)
qged
have map-vec-v: map-vec int-of-rat v =
(Zint-sumlist
(map (map-vec int-of-rat) (map (Ni. rat-of-int (¢ ©) - gs ! i) [0..<length (map
(map-vec int-of-rat) gs)])))
using casting-lattice-aux| OF assms(1) map-vec-v casting-mem dim-vecs]
by blast
have map-vec int-of-rat v = ?int-sumlist
(map (Ai. of-int (¢ i) -, map (map-vec int-of-rat) gs ! ©)
[0..<length (map (map-vec int-of-rat) ¢s)])
unfolding map-vec-v using casting-lattice-lemma-auz2 length-qs
by (metis (no-types, lifting) assms(2))
then show ?thesis unfolding vec-module.lattice-of-def by blast
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qed

10 HNP adversary locale

locale hnp-adversary =
fixes d p :: nat
begin

type-synonym adversary = (nat X nat) list = nat

definition int-gen-basis :: nat list = int vec list where
int-gen-basis ts = map (Ai. (p”2 -, (unit-vec (d+1) i))) [0..<d]
Q [vec-of-list ((map (Az. (of-nat p) x x) ts) Q [1])]

fun int-to-nat-residue :: int = nat = nat
where int-to-nat-residue I modulus = nat (I mod modulus)

definition ts-from-pairs :: (nat x nat) list = nat list where
ts-from-pairs pairs = map fst pairs

definition scaled-uvec-from-pairs :: (nat x nat) list = int vec where
scaled-uvec-from-pairs pairs = vec-of-list ((map (A(a,b). pxb) pairs) Q [0])

fun A-vec :: (nat x nat) list = int vec where
A-vec pairs = (full-babai
(int-gen-basis (ts-from-pairs pairs))
(map-vec rat-of-int (scaled-uvec-from-pairs pairs))
(

4/3))

fun A :: adversary where
A pairs = int-to-nat-residue ((A-vec pairs)$d) p

end

11 HNP locales

11.0.1 Arithmetic locale

locale hnp-arith =
fixes n a dpk :: nat
assumes p: prime p
assumes a: « € {I1..<p}
assumes d: d = 2 * ceiling (sqrt n)
assumes n: n = ceiling (log 2 p)
assumes k: k = ceiling (sqrt n) + ceiling (log 2 n)
assumes n-big: 961 < n
begin

definition p :: nat where
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w = nat (ceiling (1/2 = (sqrt n)) + 3)

lemma p: p = (ceiling (1/2 % (sqrt n)) + &)
proof—
have ceiling (1/2 * (sqrt n)) + 3 > 0
proof—
have sqrt n > 0 by auto
thus ?thesis by linarith
qed
thus “thesis unfolding u-def by presburger
qed

lemma int-p-prime: prime (int p) by (simp add: p)
lemma p-geq-2: p > 2 using p prime-ge-2-nat by blast

lemma n-geqg-1: n > 1

proof—
have log 2p > 0
by (smt (verit) p less-imp-of-nat-less of-nat-1 prime-gt-1-nat zero-less-log-cancel-iff)
thus ?thesis using n by linarith

qed

lemma p-le-k:
shows u + 1 <k
proof—
have 144 < n using n-big by simp
then have sqrt(144) < sqrt n using numeral-le-real-of-nat-iff real-sqrt-le-iff by
blast
then have 4 + sqrt (n) / 2 < (sqrt n) — 2 by auto
then have ceiling(sqrt (n) / 2) + 3 < ceiling (sqrt n) — 1 by linarith
moreover have 0 < log 2 (n) using n-big by auto
ultimately show ?thesis using p k by linarith
qed

lemma k-plus-1-It:

shows k + 1 < log 2 p
proof —

obtain r::real where r-eq: v = log 2 (real p) r < nr > n—1

by (smt (verit, best) n Multiseries- Ezpansion.intyness-simps(1) add-diff-inverse-nat
linorder-not-less n-geq-1 nat-ceiling-le-eq nat-int of-nat-less-iff of-nat-simps(2))

then have p-eq: p = 2 powr r
using n log-powr-cancel[of 2 r]
by (simp add: p prime-gt-0-nat)

then have p-gt: p > n

using n n-big
by (smt (verit, del-insts) One-nat-def Suc-pred r-eq(1,3) le-neg-implies-less
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le-simps(3) less-exp log2-of-power-le nat-le-real-less p prime-gt-0-nat)

have real n = [log 2 (real p)]
using n by linarith
then have int k = [sqrt [log 2 (real p)]] + [log 2 [log 2 (real p)]]
using k by auto
then have k-plus-1-eq: k + 1 = [sqrt [log 2 (real p)]] + [log 2 [log 2 (real p)]]
+ 1
by linarith
let Zlogp = [log 2 (real p)]
have log-p-bound: ?logp > 100
using p-gt n-big p-eq r-eq
by linarith

have geq: (log 2 (real p)) / 2 > ([log 2 (realp)] — 1) / 2
using log-p-bound
by (smt (verit) divide-strict-right-mono less-ceiling-iff)
have arb: real-of-int [sqrt (real-of-int a)]
< real-of-int (a — 1) / 2 if a-gt: a > 100
for a::int
using a-gt
proof —
haveeg: (a —3)/2=(a—1)/ 2 — 1
using a-gt by auto
have 10xa < axa
using a-gt by simp
then have 10xa < a™2
by (simp add: power2-eg-square)
then have 10xa < o™ 2 + 9
by auto
then have /*xa < a”2 — 6*a + 9
by simp
then have f*a < (a — 3)72
using a-gt power2-sum[of a —3| by simp
then have sqrt (4xa) < sqrt ((a — 3)72)
using real-sqrt-less-iff by presburger
then have sqrt (4%a) < a — 8
using a-gt by simp
then have 2x(sqrt a) < a — 3
by (simp add: real-sqrt-mult)
then have sgrt a < (a — 3) / 2
by simp
then have s¢grt a < (a — 1) / 2 — 1
using eq
by algebra
then have sqrt (real-of-int a) + 1
< real-of-int (a — 1) / 2
using a-gt by argo
then show ?thesis
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by linarith
qed
then have real-of-int [sqrt (real-of-int [log 2 (real p)])]
< ([log 2 (real p)] — 1) /] 2
using arb[OF log-p-bound)
by blast
then have ineql: [sqrt (real-of-int ?logp)] < (log 2 (real p))/2
using geq by linarith

have ineq2: [log 2 (real-of-int ?logp)] + 1 < (log 2 (real p))/2
proof —
have 99 < log 2 (real p)
using log-p-bound by simp
then have p-gt: 2799 < p
by (metis Nat.bot-nat-0.extremum le-trans linorder-not-le log2-of-power-le
of-nat-numeral p-gt)
obtain ¢::nat where g-prop: 27¢ < p A 27(q+1) > p
using ez-power-ivll le-refl p prime-ge-1-nat by presburger
then have ¢-geq: ¢ > 99 using p-gt
by (smt (verit) less-log2-of-power log2-of-power-less nat-le-real-less numeral-plus-one
of-nat-add of-nat-numeral p prime-gt-0-nat)
have leg-q: [log 2 (real p)| < gq+1
using ¢-prop
by (metis ceiling-mono ceiling-of-nat less-le log2-of-power-le p prime-gt-0-nat)

have arith-help: 98 < ¢ = 32 *x ¢+ 48 < 2 ~q for ¢
proof (induct q)
case (
then show ?case by auto
next
case (Suc q)
{assume *: 99 = Suc q
then have ?case
by simp
} moreover {assume x: 99 < Suc g
then have 32 x ¢ + /8 < 2 "¢
using Suc by linarith
then have ?case
using Suc by auto
}

ultimately show Zcase
using Suc by linarith
qed
have (¢+1) 2x16 < 27¢
using ¢-geq
proof (induct q)
case (
then show ?case by auto
next

82



case (Suc q)
{ assume *: 99 = Suc ¢
then have ?case
by simp
}
moreover {
assume *: 99 < Suc q
then have ¢-plus: (¢ + 1) x 16 < 2 "¢
using Suc by auto
have (Suc ¢ + 1)?> = ¢2 + 4*q + 4
by (smt (verit) Groups.ab-semigroup-add-class.add.commute Groups.semigroup-add-class.add.assoc
nat-1-add-1 numeral-Bit0-eq-double plus-1-eq-Suc power2-eq-square power2-sum)
then have (Suc ¢ + 1)? = (¢+1)72 + 2xq + 3
by (metis (no-types, lifting) add-2-eq-Suc’ add-Suc-right more-arith-simps(6)
mult-2 numeral-Bitl numeral-One one-power?2 plus-1-eq-Suc power2-sum semir-
ing-norm(163))
then have suc-q: (Suc ¢ + 1)% * 16 = 16%(q+1)72 + 32xq + 3%16
by simp
have 32xq + 48 < 27¢
using x arith-help by auto
then have 16x(qg+1)72 + 32xq + 3%16 < 2 x 27¢
using ¢-plus by linarith
then have (Suc ¢ + 1)? % 16 < 2 x 27¢
using suc-q by argo
then have ?case
by auto
}
ultimately show Zcase
using Suc by linarith
qed
then have (real-of-int (¢+1)) powr 2x16 < 27q
proof —
have 0 < ¢ + 1
by simp
then have real-of-int (int (¢ + 1)) powr real-of-int (int 2) * real-of-int (int
16) < real-of-int (int 2) "¢
by (metis (no-types) Power.semiring-1-class.of-nat-power «(q + 1)? % 16
< 2 7 @ less-le of-int-of-nat-eq of-nat-0-less-iff of-nat-less-numeral-power-cancel-iff
of-nat-numeral of-nat-simps(5) powr-realpow)
then show ?thesis
by simp
qed
then have (real-of-int (¢+1)) powr 2x16 < (real p)
using ¢-prop
using numeral-power-le-of-nat-cancel-iff order-trans-rules(23) by blast
then have (real-of-int ?logp) powr 2x16 < (real p)
using leq-q
by (smt (verit) ceiling-le-iff p powr-less-mono2 prime-ge-1-nat real-of-nat-ge-one-iff
zero-le-log-cancel-iff)
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then have (2 powr (log 2 (real-of-int ?logp))) powr 2x16 < (real p)
using log-p-bound by fastforce

then have 2 powr (log 2 (real-of-int ?logp)*2)x16 < (real p)
using powr-powr|of 2] by auto

then have 2 powr (2xlog 2 (real-of-int ?logp))x16 < (real p)
by argo

then have 2 powr (2xlog 2 (real-of-int ?logp) + 4) < (real p)
by (simp add: powr-add)

then have 2xlog 2 (real-of-int ?logp) + 4 < (log 2 (real p))
using le-log-iff p-gt by auto

then show ?thesis using log-p-bound

by (smt (verit, ccfo-threshold) ceiling-add-one field-sum-of-halves of-int-ceiling-le-add-one)

qed

have [sqrt (real-of-int [log 2 (real p)])] + [log 2 (real-of-int [log 2 (real p)])]
+ 1
< log 2 (real p)
using ineql ineq2 by linarith
then show ?thesis using k-plus-1-eq by linarith
qed

lemma p-k-le-p-mu:

shows p/(27K)<p/(2 (s + 1))
proof—

have real(2) ~(u + 1) < 27k using p-le-k power-increasing[of p + 1 k real 2]
by force

then show ?thesis using divide-left-monolof real(2) ~ (p + 1) 27k p] by simp
qed

lemma k-geq-1: k > 1 using n-geq-1 k p-le-k by linarith

lemma final-ineq:
))()((4::real)/3) powr ((d + 1)/2) = (11/10) x (d + 1) = (p / (2 powr (real k —
1

<p/ (2 powr p))
proof—

let Zcrn = ceiling (sqrt n)
let Zchrn = ceiling (1/2 % sqrt n)
have 3172 < n using n-big
by simp
then have sn: 31 < sqrt n using real-less-rsqrt by auto
have posl: 0 < (2 x 3 / 4 x 2 powr (— 1 / 2)) powr real-of-int [sqrt (real n)]
by auto
have pos2: 0 < 2 powr ?crn using sn by simp
have pos3: 0 < (3/4) powr ?crn by simp
have (2::real) powr (— 1 / 2) = 1/(2 powr (1/2))
using powr-minus|of 2::real 1/2]
by (simp add: powr-minus-divide)
then have powr-2-is: 2 powr (— 1 / 2) =1 / (sqrt 2)
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by (metis powr-half-sqrt rel-simps(27))
have (2% sqrt 2) 72 < 372
by simp
then have 2x sqrt 2 < &
using real-less-rsqrt by fastforce
then have gt-1: 3/2 = 1 / (sqrt 2) > 1
by simp
have one-half: (1/sqrt 2) powr 2 = 1/2
by (smt (verit, best) eq-divide-eq powr-2-is powr-half-sqrt-powr powr-powr real-sqrt-divide
real-sqrt-eq-iff real-sqrt-one)
have three-halves: ((8::real)/2) ~ 2 = (9/4::real)
using power-divide[of 3::real 2 2] by simp
have ((3::real)/2 « 1 / (sqrt 2)) powr 2 = (3/2) ~ 2 x ((1/sqrt 2) powr 2)
using powr-mult[of 3/2 1 / (sqrt 2)]
by auto
then have mult: ((3:real)/2 * 1 / (sqrt 2)) powr 2 = 9/8
by (simp add: one-half three-halves)
have (5::real) < (9715/8715)
by auto
then have (5:real) < (9/8) ~ 15
by (metis power-divide)
then have (5::real) < (9/8) powr 15
by simp
then have (5:real) < ((8/2 = 1 / (sqrt 2)) powr 2) powr 15
using mult by presburger
then have (5::real) < (8/2 * 1 / (sqrt 2)) powr 30
by auto
then have (5:real) < (3/2 % 1/ (sqrt 2)) powr 31
using gt-1
by (smt (verit) powr-less-cancel-iff)
then have (5::real) < (2 x 3/4 x 2 powr (— 1/2) ) powr 81
using powr-2-is by auto
moreover have (31::real) < ?crn using sn by simp
moreover have 1 < ((2:real) * 3/4 * 2 powr (— 1/2))
using gt-1 powr-2-is by linarith
ultimately have 1: (5:real) < (2 * 3/4 * 2 powr (— 1/2) ) powr Zcrn
using powr-less-monolof 31 ?ern ((2::real) % 8/4 % 2 powr (— 1/2) )] by
linarith
have mult-eq: (32::real) * (11/10) * 8 / 5 = 1056 /50
by simp
have ((4::real)/3) * 105672 < 155072
by auto
then have ((4::real)/8) powr (1/2) % 1056 < 1550
by (metis divide-nonneg-nonneg powr-half-sqrt real-sqrt-less-mono real-sqrt-mult
real-sqri-pow? real-sqri-power zero-le-numeral)
then have ((4::real)/3) powr (1/2) * (82:real) x (11/10) * 8 /| § < 81
using mult-eq by linarith
then have ((4::real)/8) powr (1/2) % 32 % (11/10) x 3 | 5 < sqrt n
using sn by simp
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then have ((4::real)/8) powr (1/2) * 32 x (11/10) x 3 < sqrt n * 5 by linarith
then have ((4::real)/3) powr (1/2) % 32 % (11/10) x 3 < sqrt n % (2 x 3/4
2 powr (— 1/2) ) powr Zcrn
using 1 mult-strict-left-monolof 5 (2 x 8 | 4 * 2 powr (— 1 / 2)) powr
real-of-int [sqrt (real n)] sqrt n] by fastforce
then have ((4::real)/3) powr (1/2) % 32 % (11/10) x 3 [ sqrt n < (2 % 3/4
2 powr (— 1/2) ) powr Zcrn
using sn divide-less-eqlof (4 / 8) powr (1 ] 2) x 82 = (11 / 10) % 3 sqrt n (2
x 3/ 4 % 2powr (— 1/ 2)) powr real-of-int [sqrt (real n)]] by argo
then have ((4::real)/3) powr (1/2) % 32 % (11/10) x (3 / sqrt n) < (2 = 3/4
x 2 powr (— 1/2) ) powr ?crn by auto
moreover have 3 / sqgrt n = 3 x sqrt n / n
proof—
have 3 / sqgrt n = 3 / (sqrt n) * (sqrt n / sqrt n) using sn by force
also have ... = & x sqrt n / (sqrt n = sqrt n) using sn by argo
finally show ?thesis by auto
qed
ultimately have ((4::real)/3) powr (1/2) % 32 % (11/10) % (3 * sgrt n / n) <
(2 % 83/4 % 2powr (— 1/2) ) powr ?crn by simp
moreover have (2 x 3/4 % 2 powr (— 1/2)) powr %crn = (2 powr ?crn) *
((3/4) powr ?crn) = ((2 powr (— 1/2)) powr Zcrn)
by (metis times-divide-eq-right powr-mult)
ultimately have ((4::real)/3) powr (1/2) % 32 % (11/10) % (3 * sgrt n / n) <
(2 powr ?crn) x ((3/4) powr ?crn) x ((2 powr (— 1/2)) powr ¢crn) by linarith
then have ((4::real)/8) powr (1/2) % 82 % (11/10) * (3 = sqrt n / n) < ((2
powr (— 1/2)) powr ?crn) x ( (8 /4 ) powr crn) = (2 powr ?crn) by argo
then have ((4::real)/3) powr (1/2) % 32 % (11/10) * (3 * sqrt n / n) / (2 powr
Zcrn) < ((2 powr (— 1/2)) powr Zcrn) * ( (3/4) powr Zcrn)
using pos2 pos-divide-less-eq[of 2 powr real-of-int [sqrt (real n)] ((4::real)/3)
powr (1/2) % 82 % (11/10) % (3 * sqrt n / n) ((2 powr (— 1/2)) powr Zcrn) * (
(8 /4 ) powr ?crn)] by linarith
then have ((4::real)/3) powr (1/2) x 32 % (11/10) * (3 * sqrt n / n) / (2 powr
Zern) / (((3/4) powr Zern) < ((2 powr (— 1/2)) powr Zcrn)
using pos3 pos-divide-less-eqlof ((3/4) powr ?crn) ((4::real)/3) powr (1/2) *
32 % (11/10) % (8 % sqrt n / n) / (2 powr Zcrn) ((2 powr (— 1/2)) powr Zcrn))
by linarith
then have main: ( (({:real)/3) powr (1/2) /] ( (8 /4 ) powr %crn) ) *
(16 = 11/10)
((2%3=sqrtn/n)/ (2powr crn) )
< ((2 powr (— 1/2)) powr ?crn) by argo

have k-ineq: (d + 1) / (2 powr (real k — 1)) < ((2 % 8 xsqrtn / n) / (2
powr Zcrn) )
proof—
have d < 3 * sqrt n using sn d by linarith
have n = 2 powr log 2 n
using n-geq-1 by auto
moreover have 2 powr log 2 n < 2 powr (ceiling (log 2 n)) by fastforce
ultimately have 2 / (2 powr (ceiling (log 2n))) <2 /n

86



by (metis frac-le ge-refl powr-nonneg-iff verit-comp-simplify(7) verit-comp-simplify1 (3)
verit-eq-simplify(5))
moreover have ( (2 * 3 x sgrt n / n) / (2 powr %crn) ) = 3 * sqrt n * (2
/ n/ 2 powr Zcrn) by argo
moreover have 0 < 3 x sqrt n using sn by linarith
ultimately have x: 3 x sqrt n * (2 / (2 powr (ceiling (log 2 n))) / 2 powr
Zern) < (2 % 8 x sqrtn / n) / (2 powr Zcrn)
using mult-left-monolof 2 / (2 powr (ceiling (log 2n) ) ) 2 / n 8  sqrt (real
n)l
divide-right-monolof 8 x sqrt n x (2 / (2 powr (ceiling (log 2 n)))) (2 *
3 * sqrt n [ n) 2 powr Zcrn)
pos2 by simp
have 2 / (2 powr (ceiling (log 2n) ) ) = 2 powr ( 1 — ceiling (log 2 n)) using
powr-diff [of 2 1 ceiling (log 2 n)] by fastforce
then have (2 / (2 powr (ceiling (log 2 n))) / 2 powr ?crn) = 2 powr (1 —
ceiling (log 2 n) — Zcrn)
using powr-diff[of 2 1 — ceiling (log 2 n) ?crn] by fastforce
moreover have — (1 — ceiling (log 2 n) — ?crn) = Ycrn + ceiling (log 2 n)
— 1 by fastforce
ultimately have (2 / (2 powr (ceiling (log 2 n))) / 2 powr %crn) = 1 / (2
powr (Zcrn + ceiling (log 2n) — 1))
by (smt (verit) of-int-minus powr-minus-divide)
moreover have real-of-int (?crn + ceiling (log 2 n) — 1) = real-of-int (Zcrn
+ ceiling (log 2 n)) — 1 by linarith
ultimately have (2 / (2 powr (ceiling (log 2 n))) / 2 powr %crn) = 1 / (2
powr (real-of-int (int k) — 1))
using k by presburger
then have 3 x sqgrt n / (2 powr (real k — 1)) < (2 * 8 x sqrt n / n) / (2
powr ?crn) using x by force
moreover have (d + 1) < 3 * sqrt n
using d sn by linarith
moreover have 0 < 2 powr (k — 1) by force
ultimately show ¢thesis
using divide-right-monol[of d + 1 8 = sqrt n 2 powr (real k — 1)]
by auto
qed

)h%/lve)( ((4::real)/83) powr (1/2) / ( (3 /4 ) powr %crn) ) = (4/3) powr ((d +
1 2
proof—
have inv: 1/((4::real)/3) = (3::real) | 4
by force
have (/4 / 3) powr real-of-int (— [sqrt (realn)]) = 1 / (4 / 3) powr real-of-int
[sqrt (real n)]
using powr-minus-divide|of 4 /3 ¢crn)
by simp
then have (/ / &) powr real-of-int (— [sqrt (real n)]) = 1 powr real-of-int
[sqrt (real n)] / (4 / 3) powr real-of-int [sqrt (real n)]
by simp
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then have powr-minus-div: (4 / 8) powr real-of-int (— [sqrt (real n)]) = (1
/ (4 /] 8)) powr real-of-int [sqrt (real n)]
by (simp add: powr-divide)
have (8 /4) powr ?crn = (4/8) powr (— ?ern)
unfolding powr-minus-div inv
by auto
then have ((4::real)/3) powr (1/2) / ( (3 /4 ) powr ?crn) = ((4::real) / 3)
powr (1/2 — (— %crn))
using powr-diff[of 4/3 1/2 —%crn] by algebra
moreover have 1/2 — (— %crn) = (d + 1)/2 using d by force
ultimately show #thesis by presburger
qed
then have (4/3) powr ((d + 1) / 2) =
(16 * 11/10) *
((2 %3 xsqrtn/n)/ (2powr crn) )
< ((2 powr (— 1/2)) powr ?crn) using main
by presburger
moreover have 0<(4/3) powr ((d + 1)/ 2) *
(16 = 11/10) by fastforce
ultimately have (4/3) powr ((d + 1)/ 2) % (16 = 11/10) x (d + 1) / (2 powr
(real k — 1)) < (2 powr (— 1/2)) powr ?crn
using mult-left-monolof real (d + 1) / 2 powr (real k — 1) 2 x 8 * sqrt (real
n) /[ real n / 2 powr real-of-int [sqrt (real n)] (4 / 3) powr (real (d + 1) / 2)
(16 * 11 / 10)]
k-ineq by argo
then have (4/3) powr ((d + 1)/ 2) = (11/10) * (d + 1) / (2 powr ( real k
— 1)) < (2powr (— 1/2)) powr ?crn / 16 by linarith

also have ... = 2 powr (— 1/2 x %crn) / 16
by (simp add: powr-powr)
also have ... = 2 powr (— 1/2 % %crn — /)

using powr-diff[of 2 —1/2x%crn 4] by force
also have ... < 2 powr (—p) using powr-monol[of — 1/2 % %crn — 4 —p 2::real]
w by linarith
also have ... = 1 / 2 powr (p)
by (simp add: powr-minus-divide)
finally have (4/3) powr ((d + 1)/ 2) * (11/10) x (d + 1) / (2 powr ( real k
— 1)) <1/ 2powr (n)
by meson
then have (4/3) powr ((d + 1)/ 2) * (11/10) x (d + 1) / (2 powr ( real k
—1))xp< 1/ 2powr (p)*p
using p mult-strict-right-mono[of (4/3) powr ((d + 1)/ 2) * (11/10) = (d
+ 1)/ (2powr (real k — 1)) 1/ 2 powr (u) p]
by fastforce
then show ?thesis
by force
qed

end
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11.1 Main HNP locale

locale hnp = hnp-arith n « d p k + hnp-adversary d p for n o d p k +
fixes msb-p :: nat = nat
assumes msb-p-dist: A\z. |int x — int (msb-p )| < p / (27%k)

begin

11.2 Uniqueness lemma

sublocale vec-space TYPE(rat) d + 1 .

lemma sumlist-index-commute:
fixes Lst :: rat vec list
fixes ¢ :: nat
assumes set Lst C carrier-vec (d + 1)
assumes i < (d + 1)
shows (sumlist Lst)$i = sum-list (map (\j. (Lst!§)$i) [0..<(length Lst)])
using assms vec-module.sumlist-vec-index
by (smt (verit, ccfo-SIG) map-eq-conv map-upt-len-conv subset-code(1))

definition ts-pmf where ts-pmf = replicate-pmf d (pmf-of-set {1..<p})

lemma set-pmf-ts: set-pmf ts-pmf = {l. length | = d A (Vi < d. lli € {1..<p})}
proof—
have set-pmf ts-pmf = {xs € lists (set-pmf (pmf-of-set {1..<p})). length xs =
d}
unfolding ts-pmf-def using set-replicate-pmf|of d pmf-of-set {1..<p}] .
also have ... = {l. length l =d A (Vi < d. lli € {1..<p})}
apply safe
apply(metis One-nat-def « empty-iff finite-atLeastLess Than nth-mem set-pmf-of-set)
by (metis empty-iff finite-atLeastLessThan in-set-conv-nth set-pmf-of-set)
finally show ?thesis .
qed

definition ts-to-as :: nat list = nat list where
ts-to-as ts = (map (msb-p o (At. (axt) mod p)) ts)

definition ¢s-to-u :: nat list = rat vec where
ts-to-u ts = vec-of-list (map of-nat (ts-to-as ts) Q [0])

lemma ts-to-u-alt:
ts-to-u ts = vec-of-list ((map (of-nat o msb-p o (At. (axt) mod p)) ts) @ [0])
unfolding ts-to-u-def ts-to-as-def by (metis map-map)

lemma u-carrier: length ts = d = ts-to-u ts € carrier-vec (d + 1)
by (simp add: carrier-dim-vec ts-to-as-def ts-to-u-def)

lemma ts-to-u-carrier:

fixes ts :: nat list
shows (ts-to-u ts) € carrier-vec ((length ts) + 1)
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proof —
have dim-vec (vec-of-list (map (rat-of-nat o msb-p o (At. o % t mod p)) ts @ [0]))

= (length ts + 1)
by simp
then show ?thesis
unfolding ts-to-u-def ts-to-as-def carrier-vec-def by fastforce
qed

11.2.1 Lattice construction and lemmas

definition p-vecs :: rat vec list where
p-vecs = map (Ai. of-int-hom.vec-hom ((of-nat p) -, (unit-vec (d+1) ©))) [0..<d]

lemma length-p-vecs: length p-vecs = d unfolding p-vecs-def by auto

lemma p-vecs-carrier: Y v € set p-vecs. dim-vec v = d + 1 unfolding p-vecs-def
by force

lemma lincomb-of-p-vecs-last: (lincomb-list (of-int o cs) p-vecs)$d = 0 (is ?lhs =
0)
proof—
let ?zs = (map (Ai. (rat-of-int o cs) i -, p-vecs | i) [0..<length p-vecs])
have dim: Vv € set ?zs. dim-vec v = d 4+ 1 using p-vecs-carrier by simp
have *: Vv € set ?zs. v$d = 0 unfolding p-vecs-def by fastforce
have ?lhs = sumlist (map (Ai. (rat-of-int o c¢s) i -, p-vecs | @) [0..<length

p-vecs])$d
unfolding lincomb-list-def by blast
also have ... = (3_j = 0..<length %zs. 2zs ! j $ d)

using sumlist-nth|OF dim, of d] by linarith
finally show ?thesis using * by force
qged

definition gen-basis :: nat list = rat vec list where
gen-basis ts = p-vecs Q [vec-of-list ((map of-nat ts) Q [1 / (of-nat p)])]

lemma gen-basis-length: length (gen-basis ts) = d + 1 unfolding gen-basis-def
p-vecs-def by force

lemma gen-basis-units:
assumes 7 < d
assumes j < d + I
shows ((gen-basis ts)!9)$j = of-nat (if i = j then p else 0) (is (72)$j = -)
proof—
have %z = of-int-hom.vec-hom ((of-nat p) -, (unit-vec (d+1) 1))
proof—
have %z = (map (\i. of-int-hom.vec-hom ((of-nat p) -, (unit-vec (d+1) 7)))
[0..<d])li
unfolding gen-basis-def p-vecs-def using assms(1) by (simp add: nth-append)
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also have ... = of-int-hom.vec-hom ((of-nat p) -, (unit-vec (d+1) i)) by (simp
add: assms(1))
finally show ?thesis .
qed
thus ?thesis using assms by auto
qed

definition int-gen-lattice :: nat list = int vec set where
int-gen-lattice ts = vec-module.lattice-of (d + 1) (int-gen-basis ts)

definition gen-lattice :: nat list = rat vec set where
gen-lattice ts = vec-module.lattice-of (d + 1) (gen-basis ts)

definition close-vec :: nat list = rat vec = bool where
close-vec ts v «— (sg-norm ((ts-to-u ts) — v) < ((of-nat p) / 271) " 2)

definition good-vec :: rat vec = bool where
good-vec v <— dim-vec v = d + 1 A (3 B:int. [a = B] (mod p) A of-rat (v8d)
= B/p)

definition good-lattice :: nat list = bool where
good-lattice ts +— (Vv € gen-lattice ts. close-vec ts v — good-vec v)

definition bad-lattice :: nat list = bool where
bad-lattice ts «— — good-lattice ts

definition sampled-lattice-good :: bool pmf where
sampled-lattice-good = do {
ts « ts-pmf;
return-pmf (good-lattice ts)

}

interpretation vec-int: vec-module TYPE(int) d + 1 .

lemma int-gen-basis-carrier:
fixes ts :: nat list
assumes length ts = d
shows set (int-gen-basis ts) C carrier-vec (d + 1)
proof —
have first-part: \i. int (p?) -, unit-vec (d + 1) i € carrier-vec (d + 1)
unfolding unit-vec-def by simp
have second-part: (vec-of-list (map ((x) (int p)) (map int ts) Q [1])) € carrier-vec
(d+1)
by (simp add: assms carrier-dim-vec)
show ?thesis
unfolding int-gen-basis-def using first-part second-part
by auto
qed
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lemma int-gen-lattice-carrier:
fixes ts :: nat list
assumes length ts = d
shows int-gen-lattice ts C carrier-vec (d + 1)
proof —
have set (int-gen-basis ts) C carrier-vec (d + 1)
using int-gen-basis-carrier|OF assms(1)] unfolding int-gen-basis-def
by blast
then show ?thesis
unfolding int-gen-lattice-def
using lattice-of-as-mat-mult by blast
qed

lemma gen-basis-vecs-carrier:
fixes ts :: nat list
fixes ¢ :: nat
assumes length ts = d
assumes i € {0.< d + 1}
shows (gen-basis ts) ! i € carrier-vec (d + 1)
proof (cases i=d)
case t:True
have length (gen-basis ts) = d + 1 unfolding gen-basis-def p-vecs-def by auto
then have 1: (gen-basis ts) | i = vec-of-list ((map of-nat ts) @Q [1 / (of-nat p)])
unfolding gen-basis-def using t by (simp add: append-Cons-nth-middle)
have length ((map of-nat ts) Q [1 / (of-nat p)]) = d + 1 using assms by
fastforce
then have vec-of-list ((map of-nat ts) @ [1 / (of-nat p)]) € carrier-vec (d + 1)
by (metis vec-of-list-carrier)
then show ?thesis using 1 by algebra
next
case Fulse
then have less: i<d using assms by simp
have length (gen-basis ts) = d + 1 unfolding gen-basis-def p-vecs-def by auto
then have (gen-basis ts) | i = of-int-hom.vec-hom ((of-nat p) -, (unit-vec (d+1)
)
using less by (simp add: gen-basis-def nth-append p-vecs-def)
then show ?thesis by fastforce
qged

lemma gen-basis-carrier:

fixes ts :: nat list

assumes length ts = d

shows set (gen-basis ts) C carrier-vec (d + 1)
proof—

have length (gen-basis ts) = d + 1 unfolding gen-basis-def p-vecs-def by auto

then have (gen-basis ts) | i € carrier-vec (d + 1) if in-range: i € {0..<(length
(gen-basis ts))} for i

using gen-basis-vecs-carrier|of ts i] in-range assms by argo
then show ?thesis using set-list-subset]of gen-basis ts carrier-vec (d + 1)] by
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presburger
qed

lemma gen-lattice-carrier:
fixes ts :: nat list
assumes length ts = d
shows gen-lattice ts C carrier-vec (d + 1)
proof —
have set-basis: set (gen-basis ts) C carrier-vec (d + 1)
using gen-basis-carrier|of ts] assms unfolding gen-lattice-def
by auto
then have dim-vec v = d+1 if v-in: v € lattice-of (gen-basis ts) for v
proof —
obtain ¢ where v-is: v = sumlist (map (Ai. rat-of-int (¢ i) -, gen-basis ts
14) [0..<length (gen-basis ts)])
using v-in unfolding lattice-of-def by blast
have all-z: YV z€set (map (Ai. rat-of-int (¢ i) -, gen-basis ts ! i) [0..<length
(gen-basis ts)]).
dim-vec v = d + 1
using set-basis unfolding carrier-vec-def
using assms gen-basis-length gen-basis-vecs-carrier by auto
then show ?thesis
using v-is carrier-dim-vec dim-sumlist|OF all-z]
by argo
qged
then show ?thesis unfolding gen-lattice-def using carrier-dim-vec by blast
qed

lemma sampled-lattice-good-map-pmf: sampled-lattice-good = map-pmf good-lattice

ts-pmf
by (simp add: sampled-lattice-good-def map-pmf-def)

lemma coordinates-of-gen-lattice:
fixes ts :: nat list
fixes c :: nat = int
fixes 7 :: nat
assumes i < length ts
assumes length ts = d
shows (sumlist (map (Ai. of-int (¢ %) -, ((gen-basis ts) ! 1)) [0 ..< length (gen-basis

t5))))8i
= (if (i = d) then (rat-of-int (¢ d) / rat-of-nat p) else rat-of-int ((¢ d) *

tsli + (¢ ©)*p))
proof(cases i=d)

case t:True

define Lst where Lst = (map (M\i. of-int (¢ i) -, ((gen-basis ts) ! i)) [0 .<
length (gen-basis ts)])

have Az. z € set Lst = z € carrier-vec (d + 1)

proof—
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fix z assume z € set Lst
then obtain y where y: Lstly = = A ye{0..<length(Lst)}
by (meson atLeastLessThan-iff find-first-le nth-find-first zero-le)
then have z = of-int (¢ y) -, ((gen-basis ts) | y) unfolding Lst-def by auto
moreover have length(Lst) = d + 1 unfolding Lst-def using gen-basis-length|of
ts| by force
ultimately show z € carrier-vec (d + 1) using gen-basis-vecs-carrier|of ts]
assms y by auto
qed
then have (sumlist Lst)$i = sum-list (map (. 1$7) Lst)
using sumlist-vec-index|of Lst 7] gen-basis-carrier|of ts] assms by force
moreover have sum-list (map (\l. 1$7) Lst)
= sum-list (map (
(AL 187) o (A\i. of-int (¢ i) -, ((gen-basis ts) ! i))
)
[0 ..< length (gen-basis ts)])
unfolding Lst-def by auto
moreover have \j. j € (set [0 ..< length (gen-basis ts)])
— - (i=ivij=d
= ((Al. 1$i) o (Ni. of-int (¢ i) - ((gen-basis ts) ! i))) 5= 0
proof—
fix j assume jI: j € (set [0 ..< length (gen-basis ts)]) and j2: = (j =iV j =
)
have j3: j < d A j # i using j2 jI gen-basis-length|of ts] by force
have ((Al. I$i) o (Xi. of-int (¢ i) - ((gen-basis ts) ! ©))) j =
(of-int (c j) » ((gen-basis ts) ! §))$i by simp
also have (of-int (c j) -, ((gen-basis ts) ! §))$i = (of-int (c ) * ((gen-basis ts)
! j)81)
using gen-basis-vecs-carrier|of ts j| j1 assms gen-basis-length[of ts] by fastforce
also have ((gen-basis ts) ! j)$i = 0
using gen-basis-units[of j i ts] j3 assms by fastforce
finally show ((Al. I$i) o (Ai. of-int (c ©) -, ((gen-basis ts) ! 7)) j = 0 by
fastforce
qed
ultimately have (sumlist Lst)$i
= sum-list (map
((Al. 187) o (Ai. of-int (¢ i) -, ((gen-basis ts) ! i)))
(filter (Aj. j=i V j = d)
[0 ..< length (gen-basis ts)]))
using sum-list-map-filter[of [0..<length (gen-basis ts)] (Nj. j=i V j = d)
(Al 18%) o (Mi. of-int (c ©) -, ((gen-basis ts) ! i))] by argo
moreover have (filter (Aj. j=i V j = d) [0 ..< length (gen-basis ts)]) = [d]
using t gen-basis-length[of ts] by fastforce
ultimately have (sumlist Lst)$i = (of-int (¢ d) -, ((gen-basis ts) ! d))$d using
t by force
also have (of-int (¢ d) -, ((gen-basis ts) ! d))$d = (of-int (¢ d)) * (gen-basis
ts)1d$d
using gen-basis-vecs-carrier|of ts d] assms by simp
also have (gen-basis ts)!d$d = 1 / (rat-of-nat p)
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proof—
have (gen-basis ts)!d = vec-of-list ((map of-nat ts) @ [1 / (of-nat p)])
using gen-basis-length[of ts] unfolding gen-basis-def
by (simp add: append-Cons-nth-middle)
also have (vec-of-list ((map of-nat ts) @ [1 / (of-nat p)]))$d = ((map of-nat
ts) @ [1 / (of-nat p)])ld
by auto
also have ((map of-nat ts) @ [1 / (of-nat p)])!d = 1 / (of-nat p)
using assms append-Cons-nth-middle[of d (map of-nat ts) 1 / (of-nat p) []]
by force
finally show ?%thesis by fastforce
qed
finally show ?thesis using t unfolding Lst-def by simp
next
case f:Fulse
define Lst where Lst = (map (Mi. of-int (¢ i) -, ((gen-basis ts) ! ©)) [0 ..<
length (gen-basis ts)])
have Az. © € set Lst = z € carrier-vec (d + 1)
proof—
fix z assume z € set Lst
then obtain y where y-def: © = Lstly A ye{0..<length(Lst)}
by (metis atLeastLess Than-iff in-set-conv-nth zero-le)
then have z = of-int (¢ y) -» ((gen-basis ts) ! y)
using Lst-def by force
moreover have ye{0..<d+1}
using y-def gen-basis-length|of ts] unfolding Lst-def by simp
ultimately show z € carrier-vec (d + 1)
using gen-basis-vecs-carrier[of ts y] assms by fastforce
qed
then have (sumlist Lst)$i = sum-list (map (. 1$7) Lst)
using sumlist-vec-index|of Lst i] gen-basis-carrier|of ts] assms by force
moreover have sum-list (map (\l. 1$7) Lst)
= sum-list (map (
(AL 1$7) o (Ai. of-int (¢ i) -, ((gen-basis ts) ! 7))
)
[0 ..< length (gen-basis ts)])
unfolding Lst-def by auto
moreover have \j. j € (set [0 ..< length (gen-basis ts)])
= - (j=1iVj=d)
= ((AL 1$¢) o (Mi. of-int (c %) -» ((gen-basis ts) 1 7)) j = 0
proof—
fix j assume jI: j € (set [0 ..< length (gen-basis ts)]) and j2: - (j =iV j=
d)
have j3: j < d N j # i using j2 jI gen-basis-length[of ts] by force
have ((Al. I$7) o (Ai. of-int (c ©) - ((gen-basis ts) ! 7)) j =
(of-int (¢ j) -» ((gen-basis ts) ! j))$i by simp
also have (of-int (¢ j) -» ((gen-basis ts) ! j))$i = (of-int (¢ j) * ((gen-basis ts)
Lj)$i)

using gen-basis-vecs-carrier|of ts j| j1 assms gen-basis-length[of ts] by fastforce
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also have ((gen-basis ts) ! j)$i = 0
using gen-basis-units[of j © ts] j3 assms by fastforce
finally show ((Al. I$¢) o (Ai. of-int (c %) -, ((gen-basis ts) ! ))) j = 0 by
fastforce
qged
ultimately have (sumlist Lst)$i
= sum-list (map
((Al. 187) o (Ni. of-int (¢ ©) - ((gen-basis ts) ! i)))
(filter (Nj. j=i V j = d)
[0 ..< length (gen-basis ts)]))
using sum-list-map-filter[of [0..<length (gen-basis ts)] (Aj. j=i V j = d)
(AL 187) o (Ai. of-int (c ©) -, ((gen-basis ts) ! i))] by argo
moreover have (filter (\j. j =iV j = d) [0 ..< length (gen-basis ts)]) = [i, d]
using filter-or[of © d length (gen-basis ts)| assms gen-basis-length[of ts] f
by fastforce
ultimately have (sumlist Lst)$i =
( (AL 189) o (Mi. of-int (c 7) -, ((gen-basis ts) ! 1))) i) +
( (Al 189) o (Mi. of-int (c i) -, ((gen-basis ts) ! ©))) d) by fastforce
also have ( ((Al. I$7) o (Ai. of-int (c @) -, ((gen-basis ts) ! 7))) i) = (of-int (c %)
* ((gen-basis ts) ! 7)$7)
using gen-basis-vecs-carrier|of ts i] assms gen-basis-length|of ts] by force
also have ((gen-basis ts) ! ©)$i = rat-of-nat p
using gen-basis-units[of i i ts] assms f by force
also have ( ((Al. I$i) o (Mi. of-int (¢ ) -, ((gen-basis ts) ! ©))) d) = (of-int (¢
d) * ((gen-basis ts) | d)$7)
using gen-basis-vecs-carrier|of ts d] assms gen-basis-length|of ts] by force
also have ((gen-basis ts) | d)$i = rat-of-nat (¢s'7)
proof—
have (gen-basis ts)!d = vec-of-list ((map of-nat ts) @ [1 / (of-nat p)])
using gen-basis-length[of ts] unfolding gen-basis-def
by (simp add: append-Cons-nth-middle)
also have (vec-of-list ((map of-nat ts) Q [1 / (of-nat p)]))$i = ((map of-nat
ts) @ [1 / (of-nat p)])li
by auto
also have ((map of-nat ts) @ [1 / (of-nat p)])!i = rat-of-nat (ts!7)
using assms f append-Cons-nth-left[of i (map of-nat ts) 1 | (of-nat p) [|]
by force
finally show ?%thesis by fastforce
qed
finally have (sumlist Lst)$i = (of-int (c 7)) * (rat-of-nat p) + (rat-of-int (c d))
x (rat-of-nat (tsli))
by blast
then show ?thesis using f unfolding Lst-def by force
qed

lemma gen-lattice-int-gen-lattice-vec:
fixes scaled-v :: int vec
fixes ts :: nat list
assumes length ts = d

96



assumes (scaled-v € int-gen-lattice ts)
shows ((1/(of-nat p)) -, (map-vec rat-of-int scaled-v) € (gen-lattice ts))
proof—
let ?iL = int-gen-lattice ts
let ?ib = int-gen-basis ts
let ?L = gen-lattice ts
let ?b = gen-basis ts
have il: length ?ib = d + 1
unfolding int-gen-basis-def by fastforce
obtain ¢ where c¢: scaled-v = vec-int.lincomb-list (of-int o ¢) ?ib
using int-gen-basis-carrier|of ts| assms unfolding int-gen-lattice-def vec-int.lincomb-list-def
vec-int.lattice-of-def by auto
let %v = lincomb-list (of-int o ¢) 2b
have carr-v: %v € carrier-vec (d + 1)
using lincomb-list-carrier gen-basis-carrier assms by blast
have carr-sv: (1/(of-nat p)) - (map-vec rat-of-int scaled-v) € carrier-vec (d +
1)
using assms int-gen-lattice-carrier|[of ts| by auto
have carr-iv: scaled-v € carrier-vec (d + 1)
using int-gen-lattice-carrier|of ts| assms by fast
have %v € 7L
unfolding lincomb-list-def gen-lattice-def lattice-of-def by simp
moreover have %v = (1/(of-nat p)) -, (map-vec rat-of-int scaled-v)
proof—
have ?v$i = ((1/(of-nat p)) -» (map-vec rat-of-int scaled-v))$i if in-range:
i€{0..<(d + 1)} for i
proof—
let ?Lst = (map (M\i. (of-int o ¢) i -, int-gen-basis ts | i) [0..<length
(int-gen-basis ts)])
have length (int-gen-basis ts) = d + 1 unfolding int-gen-basis-def by force
then have set ?Lst C carrier-vec (d + 1)
using int-gen-basis-carrier[of ts| assms(1) gen-basis-vecs-carrier length-map
map-eq-conv map-nth set-list-subset smult-closed
by fastforce
then have scaled-v $ i = sum-list (map (A\l. 1$7) ?Lst)
using vec-int.sumlist-vec-index|of ?Lst i| in-range ¢
unfolding vec-int.lincomb-list-def by auto
then have x: scaled-v $ i = sum-list ((map ((Al. 1$7) o (Aj. (of-int o ¢) j -
(#b1) ) [0-<(d + 1)])
using il by simp
show ?thesis
proof(cases i = d)
case t:True
have [0..<(d + 1)] = [0..<d] @ [d] by simp
then have sv: scaled-v § i = sum-list ((map ((Al. 1$7) o (A\j. (of-int o ¢) j
w (2ib 1 ) )) [0..<(d)]) + (AL 1$i) o (A\j. (of-int o ¢) j - (2ib!1 7)) ) d
using * by fastforce
have z = 0 if 2: z € set ((map ((Al. 1$7) o (Aj. (of-int o ¢) j -, (%ib! 7))
)) [0..<(d)]) for x
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proof—
obtain | where I: x = ((of-int o ¢) [ -, (?ib!1))$i A 1€{0..<d} using z
by fastforce
then have (?ib ! ) € carrier-vec (d + 1) using int-gen-basis-carrier|of
ts] assms il by auto
then have ((of-int o ¢) [ -, (%ib! 1))$i = (of-int o ¢) | x (2ib 1)$i using
t by auto
moreover have (?ib 1)$i = (int (p?) -, unit-vec (d + 1) 1)$i
unfolding int-gen-basis-def using append-Cons-nth-left[of | map (\i.
int (p?) -, unit-vec (d + 1) ) [0..<d] vec-of-list (map ((¥) (int p)) (map int ts) Q
1) 01
by force
moreover have (int (p?) -, unit-vec (d + 1) 1)$i = 0
using t in-range | by fastforce
ultimately show z = 0 using [ by simp

qged
then have sum-list ((map (. 137) o (Aj. (of-int o ¢) j -, (2ib ! 5) ) )
[0.<(d)]) =0

using sum-list-neutral by blast
moreover have ((Al. I$i) o (A\j. (of-int o ¢) j - (%b1j)))d=cd
proof—
have c: (%ib! d) € carrier-vec (d + 1)
using int-gen-basis-carrier|of ts] assms il by force
have ((Al. I$7) o (Aj. (of-int o ¢) j - (20 V7)) ) d = (((of-int o ¢) d) -,
(%ib ! d))$i by simp
moreover have ... = ((of-int o ¢) d) * (?ib ! d)$¢ using ¢ t by simp
moreover have ((7ib ! d))$i = 1
unfolding int-gen-basis-def
using append-Cons-nth-middle[of d map (Xi. int (p?) -, unit-vec (d +
1) ©) [0..<d] vec-of-list (map ((x) (int p)) (map int ts) Q [1]) []]
t append-Cons-nth-middle[of i map ((x) (int p)) (map int ts) 1 []]
assms(1) by force
ultimately show ?thesis by force
qed
ultimately have scaled-v $ i = ¢ d using sv by presburger
then have ((1/(of-nat p)) -, (map-vec rat-of-int scaled-v))$i = rat-of-int (c
d) / rat-of-nat p
using carr-iv t by simp
then show %thesis using coordinates-of-gen-lattice[of d ts (]
unfolding lincomb-list-def using assms t by force
next
case f:Fulse
then have [0..<(d + 1)] = [0..<i]Q[{]Q[(i + 1)..<d]Q][d]
using in-range upt-append by fastforce
then have 0: scaled-v § ¢ = sum-list ((map ((Al. I1$7) o (Aj. (of-int o ¢) j
o (701 9) ) [0.<]) +
(2ib145))) i+

((Al. 187) o (Aj. (of-int o ¢) j -
i. (of-int o ¢) j -, (%ib!

sum-list ((map (Al 1$7) o (Aj
D)) G+ 1).<(d)]) +
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(M. 187) o (Aj. (of-int o c) j -, (?ib1j))) d
using *x by force
have 3: z = 0 if z: © € set ((map ((Al. I$7) o (Aj. (of-int o ¢) j - (%ib! 7)
)) [(i+1)..<d]) for =z
proof—
obtain [ where I: z = ((of-int o ¢) | -, (%ibll) )$i A l€{(i+1)..<d} using
z by auto
then have ?ibll € carrier-vec (d + 1)
using int-gen-basis-carrier|of ts] assms(1) il by fastforce
then have ((of-int o ¢) 1 -, (?ibll) )$i = (of-int o ¢) I x (2ib!])$i
using f in-range by fastforce
moreover have ?ib!l$i = (int (p?) -, unit-vec (d + 1) 1)$i
unfolding int-gen-basis-def using append-Cons-nth-left[of | map (Ai.
int (p?) -, unit-vec (d + 1) i) [0..<d] vec-of-list (map ((*) (int p)) (map int ts) Q
[1])
using [ by simp
moreover have (int (p?) -, unit-vec (d + 1) 1)$i = 0 using [ by fastforce
ultimately show ?thesis using x [ by presburger
qed
have z = 0 if : z € set ((map ((Al. 1$7) o (Aj. (of-int o ¢) j -, (%ib!j))
)) [0..<i]) for z
proof—
obtain [ where I: z = ((of-int o ¢) [ -, (%ib!l) )$i A l€{0..<i} using z
by auto
then have ?ibll € carrier-vec (d + 1)
using int-gen-basis-carrier[of ts] assms(1) il in-range by fastforce
then have ((of-int o ¢) | -, (2ib!]) )$i = (of-int o ¢) I * (2ib!])$i
using f in-range by fastforce
moreover have ?ibli$i = (int (p?) -, unit-vec (d + 1) 1)$i
unfolding int-gen-basis-def using append-Cons-nth-left[of | map (\i.
int (p?) - unit-vec (d + 1) i) [0..<d] vec-of-list (map ((x) (int p)) (map int ts) @
[1])]
using [ in-range by simp
moreover have (int (p?) -, unit-vec (d + 1) 1)$i = 0 using [ in-range
by fastforce
ultimately show ?thesis using x [ by presburger
qged
then have sum-list ((map (. 137) o (Aj. (of-int o ¢) j -, (2ib ! 5) ) )
[0.<i]) =0
using sum-list-neutral by blast
moreover have sum-list ((map ((Al. 1$7) o (Aj. (of-int o ¢) j -, (%ib! 7))
) [(i+1).<d]) =0
using sum-list-neutral 3 by blast
moreover have ((Al. I$7) o (Aj. (of-int o ¢) j -, (2ib1F)))i=cix*xp 2
proof—
have ?ibli € carrier-vec (d + 1)
using int-gen-basis-carrier[of ts] assms(1) il in-range by force
then have ((Al. 1$¢) o (Aj. (of-int o ¢) j , (2ib ! 5) ) ) i = ((of-int o ¢)
1) * (2ib)i%7)
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using in-range by force
moreover have ?ibli = (int (p?) -, unit-vec (d + 1) i)
unfolding int-gen-basis-def using append-Cons-nth-left[of i map (\i.
int (p?) - unit-vec (d + 1) ) [0..<d] vec-of-list (map ((x) (int p)) (map int ts) @
[1])]
in-range f by fastforce
moreover have (int (p?) -, unit-vec (d + 1) i)$i = p~2 using in-range
by force
ultimately show ?thesis by simp
qged
moreover have ((Al. I$7) o (Aj. (of-int o ¢) j -, (%b1j)))d=cdx*p=*
(ts!e)
proof—
have ?ibld € carrier-vec (d + 1)
using int-gen-basis-carrier|of ts] assms(1) il by fastforce
then have ((A\l. I$7) o (Aj. (of-int o ¢) j - (2! ) ) ) d = ((of-int o ¢)
d) * (2ibd$7)
using in-range by simp
moreover have (?ibld) = vec-of-list (map ((x) (int p)) (map int ts) Q
1))
unfolding int-gen-basis-def
using append-Cons-nth-middle[of d map (\i. int (p?) -, unit-vec (d +
1) 4) [0..<d] vec-of-list (map ((x) (int p)) (map int ts) Q [1])
by simp
moreover have vec-of-list (map ((x) (int p)) (map int ts) Q [1]) $ i =
map ((x) (int p)) (map int ts) ! i
using append-Cons-nth-left[of i map ((x) (int p)) (map int ts) 1 []]
in-range f
vec-index-vec-of-list[of (map ((x) (int p)) (map int ts) Q [1]) {]
assms by force
moreover have map ((x) (int p)) (map int ts) ! i = (int p) * tsli using
in-range f assms by auto
ultimately show ¢thesis by auto
qed
ultimately have scv: scaled-v $ i = (¢ i) * p~2 + ¢ d * px(¢sli) using 0
by linarith
have foil: rat-of-int (c i * int (p?) + ¢ d x int p x int (ts ! i)) =
rat-of-nat p * rat-of-int (¢ i * int p + ¢ d * int (ts! 7))
by (smt (verit, del-insts) Power.semiring-1-class.of-nat-power Ring-Hom.of-int-hom.hom-mult
int-distrib(1) more-arith-simps(11) mult-ac(2) of-int-of-nat-eq power2-eq-square)
have ((1/(of-nat p))-,(map-vec rat-of-int scaled-v))$i = rat-of-int ((¢ 7) *
p 2 + ¢ d* px(tsli)) / (rat-of-nat p)
using scv carr-iv f in-range by force
moreover have ... = rat-of-int ((c 7) x p + (¢ d) = (ts!i))
using foil p by auto
ultimately show ?thesis
using coordinates-of-gen-lattice[of i ts c| assms [ in-range
unfolding lincomb-list-def
by simp
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qed
qed
then show ?thesis using carr-v carr-sv by auto
qed
ultimately show (1/(of-nat p)) -, (map-vec rat-of-int scaled-v) € ?L by argo
qed

definition {-vec :: nat list = rat vec where
t-vec ts = wvec-of-list ((map of-nat ts) Q [1 / (of-nat p)])

lemma t-vec-dim: dim-vec (t-vec ts) = length ts + 1
unfolding t-vec-def by simp

lemma t-vec-last: length ts = d = (t-vec ts)$d = 1 / (of-nat p)
unfolding t-vec-def
by (simp add: append-Cons-nth(1))

definition z-vecs :: int vec set where
z-vecs = {v. dim-vecv=d + 1 N v8d = 0}

definition vec-class :: nat list = int = rat vec set where
vec-class ts B = {(of-int B) -, (t-vec ts) + lincomb-list (of-int o cs) p-vecs | cs ::
nat = int. True}

definition vec-class-mod-p :: nat list = int = rat vec set where
vec-class-mod-p ts = |J{vec-class ts ' | B'. [8 = B'] (mod p)}

lemma vec-class-carrier:
assumes length ts = d
shows vec-class ts  C carrier-vec (d + 1)
proof
fix z assume z € vec-class ts
then obtain cs where z = (of-int ) -, (t-vec ts) + lincomb-list (of-int o cs)
p-vecs
unfolding vec-class-def by blast
moreover have t-vec ts € carrier-vec (d + 1)
using t-vec-dim[of ts] unfolding assms(1) carrier-vec-def by blast
moreover have lincomb-list (of-int o cs) p-vecs € carrier-vec (d + 1)
by (metis p-vecs-carrier carrier-vec-dim-vec lincomb-list-carrier subsetl)
ultimately show z € carrier-vec (d + 1) by blast
qed

lemma vec-class-mod-p-carrier:
assumes length ts = d
shows vec-class-mod-p ts B C carrier-vec (d + 1)
unfolding vec-class-mod-p-def using assms vec-class-carrier by blast

lemma vec-class-last:
assumes length ts = d
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assumes v € vec-class ts
shows v$d = rat-of-int 5 / rat-of-int p
using assms(2) unfolding vec-class-def
proof—
obtain cs where cs: v = rat-of-int 8 -, t-vec ts + lincomb-list (rat-of-int o cs)
p-vecs
using assms(2) unfolding vec-class-def by blast
let ?a = rat-of-int B -, t-vec ts
let b = lincomb-list (rat-of-int o cs) p-vecs
have ?a$d = rat-of-int B / rat-of-int p
using t-vec-last[OF assms(1)] by (simp add: assms(1) t-vec-dim)
moreover have ?0$d = 0 using lincomb-of-p-vecs-last by blast
ultimately show ?thesis using cs vec-class-carrier[OF assms(1), of f]
by (smt (23) One-nat-def add-Suc-right assms(1,2) carrier-vec-dim-vec in-
dex-add-vec(1) index-add-vec(2) lessI r-zero semiring-norm(51) subsetD t-vec-dim)
qed

lemma gen-lattice-int-gen-lattice-vec':
fixes v :: rat vec
fixes ts :: nat list
assumes length ts = d
assumes v € gen-lattice ts
shows map-vec int-of-rat ((of-nat p) -, v) € int-gen-lattice ts
map-vec rat-of-int (map-vec int-of-rat ((of-nat p) -, v)) = (rat-of-nat p) -, v
proof —
have dims: (Aw. List.member (gen-basis ts) w = dim-vec w = d + 1)
by (meson List.member-def assms(1) carrier-dim-vec gen-basis-carrier subsetD)
have pv-in: (rat-of-nat p -, v) € lattice-of (map (Az. rat-of-nat p -, =) (gen-basis
t5))
using assms(2)
unfolding gen-lattice-def
using smult-in-lattice-of [OF dims, of (gen-basis ts) v rat-of-nat p)
by blast
then have lattice-of-map: rat-of-nat p -, v
€ lattice-of
(map () (rat-of-nat p))
(p-vecs @
[vec-of-list
(map rat-of-nat ts Q [1 / rat-of-nat p|)]))
unfolding gen-basis-def by blast
then have eql: rat-of-nat p -, v
€ lattice-of
((map ((-) (rat-of-nat p))
(p-vecs)) @
[((-v) (rat-of-nat p) (vec-of-list
(map rat-of-nat ts Q [1 / rat-of-nat p))))])
by simp
have generic-auz: Ap::rat. [(-y) p (vec-of-list ell)] = [vec-of-list (map (Az. pxx)
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ell)]
for ell :: rat list
by auto
have generic: \p elt::rat. [(-,) p (vec-of-list (ell Q [elt]))] =
[ (vec-of-list ((map (Az. pxx) ell) Q [px elt]))]
for ell :: rat list
proof —
fix p elt :: rat
have [(-,) p (vec-of-list (ell @ [elt]))] = [vec-of-list (map (Az. pxx) (ell Q [elt]))]
using generic-aur by blast
then show [(-,) p (vec-of-list (ell @ [elt]))] =
[ (vec-of-list ((map (Az. pxz) ell) @Q [px elt]))]
by simp
qed
have hl: (map ((x) (rat-of-nat p)) (map rat-of-nat ts)) = map (\z. rat-of-nat p
* rat-of-nat ) ts
by simp
have h2: rat-of-nat p x (1 / rat-of-nat p) = 1
by (simp add: p prime-gt-0-nat)
then have eq!: [((-») (rat-of-nat p) (vec-of-list
(map rat-of-nat ts Q [1 / rat-of-nat pl)))] =
[vec-of-list
(map (A\z. (rat-of-nat p) * rat-of-nat x) ts Q [1])]
unfolding generic[of (rat-of-nat p) map rat-of-nat ts 1 / rat-of-nat p|
using hl h2 by argo

let 2gs = p-vecs @ [vec-of-list (map rat-of-nat ts Q [1 / rat-of-nat p])]
let ?2¢s2 = (map ((-,) (rat-of-nat p))
(p-vecs)) @
[vec-of-list
(map (Az. (rat-of-nat p) * rat-of-nat x) ts Q [1])]

have rat-of-nat-qs2: rat-of-nat p -, v € lattice-of ?qs2
using eq! gen-basis-def pv-in by force

have mem1: 3 k. map-vec rat-of-int k = mem if
is-mem;: List.member (map ((-,) (rat-of-nat p)) p-vecs) mem
for mem
proof —
obtain ¢ where i-prop: mem = ((-,) (rat-of-nat p))
(map-vec rat-of-int (int p -, unit-vec (d + 1) 1))
i< d
using is-mem unfolding p-vecs-def
by (smt (verit, ccfv-SIG) Groups.monoid-add-class.add.left-neutral List. List.list.set-map
List.member-def diff-zero imageE in-set-conv-nth length-map length-upt nth-map-upt)
show ?thesis
unfolding i-prop(1)
by (metis Matriz.of-int-hom.vec-hom-smult of-int-of-nat-eq)
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qed
have mem2: 3 k. map-vec rat-of-int k = mem if mem-ts: mem = vec-of-list (map
(A\z. rat-of-nat p * rat-of-nat ) ts Q [1]) for mem
proof —
let %k = vec-of-list (map (Az. (int p) * x) ts Q [1])
have map rat-of-int (map (Az. (int p) = z) ts Q [1]) =
map (Az. rat-of-nat p x rat-of-nat z) ts Q [1]
by auto
then have map-vec rat-of-int 2k =
vec-of-list (map (A\x. rat-of-nat p * rat-of-nat x) ts Q [1])
by (metis vec-of-list-map)
then show ?thesis unfolding mem-ts
by blast
qed

have mem-int: (A\mem. List.member ?qs2 mem —> I k. map-vec rat-of-int k =
mem,)
using mem1 mem2
by (metis append-insert in-set-member insert-iff)
have mem-dims: (\mem. List.member ?qs2 mem —> dim-vec mem = d + 1)
using dims gen-basis-def
by (smt (verit, ccfo-threshold) List.List.list.set-map List.member-def append-insert
eql imageE indez-smult-vec(2) insert-iff)
then have casting-hyp: 3 k::int vec. map-vec rat-of-int k = rat-of-nat p -, v
using assms(2) unfolding gen-lattice-def gen-basis-def
using in-lattice-casting| OF mem-int mem-dims rat-of-nat-qs2]
by blast

have rat-of-nat-is: rat-of-nat p -, v
€ lattice-of
((map ((-») (rat-of-nat p))
(p-vecs)) @
[vec-of-list
(map (A\z. (rat-of-nat p) * rat-of-nat z) ts Q [1])])
using eq! lattice-of-map by simp
have vec-is-in-lattice: (map-vec int-of-rat (rat-of-nat p -, v))
€ local.vec-int.lattice-of
(map (map-vec int-of-rat) (map ((-,) (rat-of-nat p)) p-vecs Q
[vec-of-list (map (Az. rat-of-nat p * rat-of-nat x) ts Q [1])]))
using casting-lattice-lemmalOF casting-hyp mem-int mem-dims rat-of-nat-is]
by blast

have big-map-is: (map (map-vec int-of-rat)
(map () (rat-of nat p))
(map (Ai. map-vec rat-of-int
(int p -» vec (d + 1) (Nj. if j = i then I else 0)))
[0.<d])) i =
map-vec int-of-rat ((-,) (rat-of-nat p) (map-vec rat-of-int
(int p -y vec (d 4+ 1) (Nj. if j = i then 1 else 0)))) if i-lt: i < d for 7
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using i-lt by auto
have (-,) (rat-of-nat p) (map-vec rat-of-int
(int p - vec (d + 1) (Nj. if § = i then 1 else 0))) =
map-vec rat-of-int ((-,) p (int p -, vec (d + 1) (Aj. if j = i then 1 else 0))) if
i-lt: i < d for ¢
by (simp add: Matriz.of-int-hom.vec-hom-smult)
then have map-vec int-of-rat ((-,) (rat-of-nat p) (map-vec rat-of-int
(int p - vec (d 4+ 1) (Nj. if j = i then 1 else 0)))) =
map-vec int-of-rat (map-vec rat-of-int ((,) p (int p — vee (d + 1) (N\j. if j = i
then 1 else 0)))) if i-lt: i < d for i
by auto
then have map-vec int-of-rat ((-,) (rat-of-nat p) (map-vec rat-of-int
(int p - vec (d 4+ 1) (M. if j = i then 1 else 0)))) =
((-v) p (int p -, vec (d + 1) (Nj. if j = i then 1 else 0))) if i-lt: { < d for ¢
by (metis (no-types, lifting) Matriz.of-int-hom.vec-hom-smult eq-vecl indez-map-vec(1)
index-map-vec(2) int-of-rat(1) of-int-of-nat-eq)
then have lhs-is: (map (map-vec int-of-rat)
(map () (rat-of nat p))
(map (Ai. map-vec rat-of-int
(int p -, vec (d + 1) (Nj. if j = i then 1 else 0)))
[0.<d])!i=
(v) p (int p -, vec (d + 1) (Aj. if j = i then 1 else 0)) if i-lt: ¢ < d for ¢
using i-lt by simp

have rhs-is: (map (\i. int (p?) -, vec (d + 1) (N\j. if j = i then 1 else 0)) [0..<d))
li=
int (p?) -» vec (d + 1) (Nj. if j = i then 1 else 0) if i-lt: i < d for i
using i-lt by simp

have lhs-eg-rhs: (-,) p (int p -, vec (d + 1) (Nj. if j = i then 1 else 0)) = int
(p?) - vec (d + 1) (M. if j = i then 1 else 0) if i-lt: i < d for i
by (simp add: local.vec-int.smult-assoc-simp power2-eq-square)

have first-part-eq: map (map-vec int-of-rat) (map ((-,) (rat-of-nat p)) p-vecs) =
(map (\i. int (p?) - unit-vec (d + 1) i) [0..<d])
unfolding p-vecs-def unit-vec-def
using lhs-is rhs-is lhs-eq-rhs by simp
have map-vec-is: map int-of-rat (map (Ax. rat-of-nat p * rat-of-nat x) ts Q [1])
= (map ((+) (int p)) (map int ) © [1])
apply (induct ts)
subgoal by simp (metis int-of-rat(1) of-int-1)
subgoal by simp (metis int-of-rat(1) of-int-of-nat-eq of-nat-simps(5))
done
then have last-elem-eq: map (map-vec int-of-rat) [vec-of-list
(map (Az. rat-of-nat p * rat-of-nat ) ts Q [1])] =
[vec-of-list (map ((*) (int p)) (map int ts) Q [1])]
by (smt (verit) List.list.simps(8) List.list.simps(9) vec-of-list-map)
show int-gen-lattice: map-vec int-of-rat ((of-nat p) -, v) € int-gen-lattice ts
unfolding int-gen-lattice-def int-gen-basis-def gen-basis-def p-vecs-def
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using vec-is-in-lattice last-elem-eq first-part-eq
by auto
have LHS-simp: (rat-of-int
(vec (dim-vec v)
(N\i. int-of-rat
(vec (dim-vec v)
(Xi. rat-of-nat p x v $ i) $

i) $
i) =
rat-of-int
(int-of-rat

(rat-of-nat p * v $ 7)) if i-lt: i < dim-vec v for i
using i-lt by simp
have same-dims: dim-vec
(vec (dim-vec
(vec (dim-vec v)
(M\i. rat-of-nat p * v $ 7)))
(\i. int-of-rat
(vec (dim-vec v)
(\i. rat-of-nat p x v $ i) $
i))) = dim-vec v
by simp
have rat-of-int
(vec (dim-vec v)
(M\i. int-of-rat
(vec (dim-vec v)
(Mi. rat-of-nat p x v $ 1) §
7)) 3
i) = rat-of-nat p x v § ¢ if i-lt: ¢ < dim-vec v
for ¢
proof —
show ?thesis
using i-it unfolding LHS-simp|OF i-lt]
by (metis casting-hyp index-map-vec(1) index-map-vec(2) indez-smult-vec(1)
index-smult-vec(2) int-of-rat(1))
qed
then have same-vec: vec (dim-vec v) (Ai. rat-of-int
(vec (dim-vec
(vec (dim-vec v)
(Xi. rat-of-nat p x v $ 7))
(M\i. int-of-rat
(vec (dim-vec v)
(Mi. rat-of-nat p x v $ 1) §
)3
i)) = vec (dim-vec v) (Ai. rat-of-nat p *x v $ i) using same-dims
by (simp add: Matriz.vec-eq-iff)
show map-vec rat-of-int (map-vec int-of-rat ((of-nat p) -, v)) = (of-nat p)-, v
unfolding map-vec-def smult-vec-def
using same-dims same-vec by argo
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qed

lemma gen-lattice-int-gen-lattice-closest:
fixes scaled-v :: int vec
fixes u :: rat vec
fixes ts :: nat list
assumes length ts = d
assumes dim-vec u = d + 1
shows real(p™2) * Inf{real-of-rat (sg-norm (x — u))| z. x€ gen-lattice ts}
= babai.closest-distance-sq (int-gen-basis ts) ((rat-of-nat p) -, )
proof—
let ?iL = int-gen-lattice ts
let 2ib = int-gen-basis ts
let ?L = gen-lattice ts
let ?b = gen-basis ts
have il: length %ib = d + 1
unfolding int-gen-basis-def by fastforce
have su: dim-vec ((rat-of-nat p)-, u) = d + 1
using assms(2) by force
let ?lhs = real(p”2) x Inf{real-of-rat (sg-norm (z — w))| x. € gen-lattice ts}
let ?rhs = babai.closest-distance-sq (int-gen-basis ts) ((rat-of-nat p)-,u)
let ?coset = {(map-vec rat-of-int ) — ((rat-of-nat p)-,u)| z. € int-gen-lattice
ts}
have bab: babai ?ib ((rat-of-nat p)-,u)
using il su unfolding babai-def by argo
have ?Zcoset # {} unfolding int-gen-lattice-def vec-int.lattice-of-def by blast
then have x: {(real-of-rat (sqg-norm (z)))| z. z€ Zcoset} # {} by simp
have ?L # {} unfolding gen-lattice-def lattice-of-def by blast
then have xx: {(real-of-rat (sg-norm (z — w)))| z. © € ?L} # {} by blast
have rhs: ?rhs = Inf {(real-of-rat (sg-norm (z)))| z. € %coset}
using babai.closest-distance-sq-def[of ?ib rat-of-nat p -, u] bab su il LLL.LLL.L-def[of
d + 1 ?ib] unfolding int-gen-lattice-def by presburger
have V z€{real-of-rat (sg-norm (z — u))| z. =€ gen-lattice ts}. 0 < z
using sg¢-norm-vec-ge-0 by fastforce
then have bdd: bdd-below {real-of-rat (s¢-norm (z — u))| z. z€ gen-lattice ts}
by fast
have V z€{(real-of-rat (sqg-norm (z)))| z. z€ Zcoset}. 0 < x
using sq¢-norm-vec-ge-0 by fastforce
then have bdd2: bdd-below {(real-of-rat (sqg-norm (z)))| z. z€ ?coset} by fast
have ?2lhs < %rhs
proof (rule ccontr)
assume —(?lhs < 2rhs)
then have ?lhs > ?rhs by linarith
then obtain D where D: D < ?lhs A D € {(real-of-rat (s¢-norm (z)))| z. z€
Zcoset}
using rhs cInf-lessD[of {(real-of-rat (sg-norm (z)))| z. € coset} ?lhs] * by
auto
then obtain iv where iv: real-of-rat (sqg-norm ((map-vec rat-of-int iv) —
(rat-of-nat p -, w)) ) = D A iv € %L by blast
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then have iv-carr: iv € carrier-vec (d + 1)
using int-gen-lattice-carrier assms by fast
let 2v = (1/(of-nat p))-, (map-vec rat-of-int iv)
have %v € ?L using iv gen-lattice-int-gen-lattice-vec assms by presburger
then have real-of-rat (sq-norm (?v — w)) € {real-of-rat (s¢-norm (x — u))| .
x€ gen-lattice ts} by fast
moreover have real-of-rat (sg-norm (?v — w)) < Inf{real-of-rat (sg-norm (z
— u))| z. =€ gen-lattice ts}
proof—
have h: 0<real(p”2) using p by simp
have real-of-rat (sq-norm ((map-vec rat-of-int iv) — (rat-of-nat p -, u)) ) <
?lhs
using D iv by fast
then have real-of-rat (sg-norm ((map-vec rat-of-int iv) — (rat-of-nat p -, u))
) < Inf{real-of-rat (sg-norm (x — u))| z. x€ gen-lattice ts} x real(p”2) by argo
then have real-of-rat (sqg-norm ((map-vec rat-of-int iv) — (rat-of-nat p -, u))
) / (of-nat p~2) < Inf{real-of-rat (sq-norm (z — w))| z. z€ gen-lattice ts}
using h divide-less-eq|of real-of-rat (sg-norm ((map-vec rat-of-int iv) —
(rat-of-nat p -, w)) ) real (p~2) Inf{real-of-rat (sg-norm (z — u))| z. € gen-lattice
ts}]
by simp
moreover have real-of-rat (sg-norm ((map-vec rat-of-int w) — (rat-of-nat p
w ) )/ (of-nat p72) = real-of-rat (sg-norm ((map-vec rat-of-int ) — (rat-of-nat
pou) | (ofnat p2))
by (simp add: Ring-Hom.of-rat-hom.hom-div Ring-Hom.of-rat-hom.hom-power)
moreover have ... = real-of-rat ( sg-norm-conjugate (1 / (of-nat p)) =*
sg-norm ((map-vec rat-of-int w) — (rat-of-nat p - u)) )
using conjugatable-ring-1-abs-real-line-class.sq-norm-as-sq-abs[of 1 /| (of-nat
p)l

by (simp add: power2-eq-square)
moreover have sg-norm-conjugate (1 / (of-nat p)) * sg-norm ((map-vec
rat-of-int i) — (rat-of-nat p -, u))
= sg-norm ( (1 / (of-nat p)) -» ((map-vec rat-of-int iv) — (rat-of-nat
P w))

using sg-norm-smult-vec by metis
moreover have (1 / (of-nat p)) -, ((map-vec rat-of-int i) — (rat-of-nat p -,
u)) = 1 / (of-nat p) -, (map-vec rat-of-int iv) — (1 / (of-nat p)) - (rat-of-nat p -,
u)
using su iv-carr carrier-vecl[OF su]
using p smult-sub-distrib-vec|of - d+1 rat-of-nat p -, u 1 / rat-of-nat p]
by auto
moreover have (1 / (of-nat p)) -, (rat-of-nat p -, u) = u
using smult-smult-assoc[of (1 / (of-nat p)) rat-of-nat p] p by auto
ultimately show ?thesis by algebra
qed
ultimately show Fulse
using cInf-lower|of real-of-rat (sg-norm (v — w)) {real-of-rat (sqg-norm (x —
u))| z. € gen-lattice ts}] bdd by linarith
qed
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moreover have ?rhs < ?lhs
proof(rule ccontr)
assume —(2rhs < ?lhs)
then have ?rhs > ?lhs by linarith
then have ?rhs / p™2 > Inf {(real-of-rat (s¢-norm (z — u)))| z. x € ?L}
using p
by (metis (no-types, lifting) less-divide-eq mult-of-nat-commaute of-nat-0-less-iff
power-pos prime-gt-0-nat)
then obtain D where D: D < (%rhs / p”2) A D € {(real-of-rat (sqg-norm (z
—u)))| z. z € ?L}
using cInf-lessD]of {(real-of-rat (sqg-norm (z — w)))| z. x € 2L} ?rhs | p~2]
xx by meson
then obtain v where v: (real-of-rat (sg-norm (v — u))) = D A v € 7L
by blast
let %iv = map-vec int-of-rat ((rat-of-nat p) -, v)
have %iv € %L using gen-lattice-int-gen-lattice-vec’ assms(1) v by blast
then have real-of-rat (sg-norm ((map-vec rat-of-int ?iv) — ((rat-of-nat p)-,u)))
€ {(real-of-rat (sg-norm (z)))| x. x€ ?coset} by fast
moreover have real-of-rat (sg-norm ((map-vec rat-of-int ?iv) — ((rat-of-nat
p)wu))) < Zrhs
proof—
have dim-v: v € carrier-vec (d + 1)
using v assms(1) gen-lattice-carrier by blast
have 0<real(p~2) using p by simp
then have (real-of-rat (sg-norm (v — w))) * p~ 2 < %rhs
using less-divide-eq[of real-of-rat (sg-norm (v — u)) ?rhs real(p”2)] using
D v by algebra
moreover have (real-of-rat (sg-norm (v — w))) * p~2 = real-of-rat ( rat-of-nat
p 2 * sg-norm (v — u))
by (metis Power.semiring-1-class.of-nat-power Ring-Hom.of-rat-hom.hom-mult
cross3-simps(11) of-rat-of-nat-eq)
moreover have real-of-rat ( rat-of-nat p~2 * sg-norm (v — u)) = real-of-rat
((sg-norm-conjugate (rat-of-nat p)) * sg-norm (v — u))
using conjugatable-ring-1-abs-real-line-class.sq-norm-as-sq-abs|of rat-of-nat
p| power2-eq-square|of rat-of-nat p| by simp
moreover have (sg-norm-conjugate (rat-of-nat p)) * sg-norm (v — u) =
sg-norm ((rat-of-nat p) -, (v—u) )
using sg-norm-smult-vec by metis
moreover have (rat-of-nat p) -, (v—u) = (rat-of-nat p) -, v— (rat-of-nat p)
o U
using smult-sub-distrib-vec[OF dim-v, of u (rat-of-nat p)]
using assms(2)
using carrier-vecl by blast
moreover have (rat-of-nat p) -, v = (map-vec rat-of-int %iv)
using gen-lattice-int-gen-lattice-vec’ assms v by simp
ultimately show ?thesis by algebra
qed
ultimately show Fulse
using rhs bdd2 cInf-lower|of real-of-rat (sg-norm ((map-vec rat-of-int %iv) —
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((rat-of-nat p)-yu))) {(real-of-rat (sg-norm (x)))| x. € %coset}] by linarith
qed
ultimately show ?lhs = %rhs by simp

qed

lemma close-vector-exists:

fixes ts :: nat list

assumes length ts = d

shows Jwe(gen-lattice ts). sg-norm ((ts-to-u ts) — w) < (of-nat ((d+1) =
p"2))/27(25k)
proof—

let %u = (ts-to-u ts)

let ?basis = gen-basis ts

let ?L = gen-lattice ts

let ?c = Ai. (if i = d then int-of-nat « else (— int-of-nat (a * ts ! i div p)))

let ?Lst = (map (Xi. of-int (?c i) - (%basis ! 7)) [0 ..< length ?basis])
let Yw = sumlist ?Lst
have I: length ?basis = d + 1 unfolding gen-basis-def p-vecs-def by simp
then have [2: length ?Lst = d + 1 by auto
have in-lattice: ?w € ?L unfolding gen-lattice-def lattice-of-def by fast
have dim-u: 2u € carrier-vec (d + 1) using ts-to-u-carrier|of ts| assms by blast
have dim-w: ?w € carrier-vec (d + 1)
using in-lattice gen-lattice-carrier[of ts] assms by blast

have k-small: k + 1 < log 2 p using k-plus-1-it by linarith

have Ist-i: ?Lst | i = rat-of-int (%c i) -, %basis ! i
if in-range: i€{0..<d+1} for i using in-range
by (smt (verit, ccfo-threshold) in-set-conv-nth | length-map map-nth nth-map
set-upt)
then have ?Lst | { € carrier-vec (d + 1) if in-range: i€{0..<d+1} for i
using gen-basis-vecs-carrier|of ts i| assms in-range | by simp
then have carr: set ?Lst C carrier-vec (d + 1)
using set-list-subset|of ?Lst carrier-vec (d + 1)] 12 by presburger
have w-coord: (w $ i = rat-of-int (o x (ts ! ©) mod p)) if in-range: i € {0..<d}
for ¢
proof—
have ?w $ i = sum-list (map (Aj. (?Lst!5)$i) [0..<(length ?Lst)])
using sumlist-index-commute|of ?Lst i| in-range carr by fastforce
moreover have A\j. je{0.<d+1} = = (j=i V j = d) = ?Lst!j$i = 0
proof—
fix j
assume j-in-range: je{0..<d+1}
assume — (j=i V j = d)
then have j # { A j # d using j-in-range by argo
then have off-diag: j # i A j € {0..<d} using j-in-range by fastforce
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have dim-basis: dim-vec (?basis ! j) = (d + 1)
using gen-basis-vecs-carrier[of ts j| off-diag assms by simp
have ?Lst!j$i = (rat-of-int (¢ j) -, basis | §)$i
using Ist-i[of j| off-diag by simp
also have (rat-of-int (?c j) -, ?basis ! j)$i
= rat-of-int (?c j) x (%basis ! j)$i
using dim-basis in-range by force
also have (%basis | j)$i = 0 using gen-basis-units|[of j i ts| off-diag in-range
by simp
finally show ?Lst!j$i = 0 by linarith
qed
moreover have set [0..<(length ?Lst)] = {0..<d+1} using 2 by auto
ultimately have 2w $ ¢ = sum-list (map (Aj. (?Lstlf)$0) (filter (N\j. j=i V j
= d) [0..<(length ?Lst)]))
using sum-list-map-filter[of [0..<(length ?Lst)] (Aj. j=i V j = d) (\j.
(?Lst!§)$7)] 12 by algebra
also have (filter (\j. j=i V j = d) [0..<(length ?Lst)]) = [i, d]
using filter-or[of i d]
by (smt (verit) atLeastLessThan-iff diff-zero filter-or in-range 12 length-upt
less-add-one)
finally have ?w $ i = sum-list (map (Aj. (?Lstlj)$i) [i, d]) by force
then have ?w $ i = ?Lst!i$i + ?Lst!d$i by simp
then have %w § i =
(rat-of-int (?c i) -, ?basis ! i)$i +
(rat-of-int (?c d) -, ?basis! d)$i
using Ist-i[of i| Ist-i[of d] in-range by force
also have (rat-of-int (%c i) -, ?basis ! i)$i = rat-of-int (— int-of-nat (a * ts !
i div p)) * rat-of-nat p
using in-range gen-basis-vecs-carrier|of ts i] assms gen-basis-units[of i i| by
force
also have (rat-of-int (?c d) -, %basis | d)$i = rat-of-int (int-of-nat «) x*
2basis!d$i
using in-range gen-basis-vecs-carrier[of ts d] assms by simp
also have ?basis!d$i = vec-of-list ((map of-nat ts) @ [1 / (of-nat p)]) $ ¢
unfolding gen-basis-def p-vecs-def using gen-basis-length|of ts] by (simp add:
append-Cons-nth-middle)
also have vec-of-list ((map of-nat ts) Q [1 / (of-nat p)]) $ i = ((map of-nat
ts) @ [1 / (of-nat p)])li
by simp
also have ((map of-nat ts) @ [1 / (of-nat p)])!i = (map of-nat ts)i
using in-range assms append-Cons-nth-left[of i (map of-nat ts) 1 / (of-nat p)
[J] by auto
also have (map of-nat ts)'i = of-nat (ts!i) using in-range assms by auto
finally have ?w $ { = rat-of-int (— int-of-nat (« * ts ! i div p)) * rat-of-nat p
+ rat-of-int (int-of-nat o) * (of-nat (ts!li)) by blast
also have rat-of-int (— int-of-nat (a x ts ! i div p)) * rat-of-nat p
+ rat-of-int (int-of-nat o) x (of-nat (¢s'i))
= rat-of-int (int-of-nat (a x (tsli)) — int-of-nat ((« * ts ! i div p) * p))
using int-of-nat-def by auto
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also have rat-of-int (int-of-nat (« * (ts!é)) — int-of-nat ((a * ts ! i div p) *
p)) =
rat-of-int (a x (ts!i) mod p)
by (simp add: int-of-nat-def int-ops(9) minus-div-mult-eq-mod of-nat-div)
finally show (?w $ i = rat-of-int (a x (¢s ! i) mod p)) by linarith
qed
then have coords-close: abs((?u— ?w)$i)<rat-of-nat p/ rat-of-nat 27k if in-range:
i€{0..<d+1} for ¢
proof(cases i = d)
case [:Fulse
have i-upper: i€{0..<d} using f in-range by auto
then have ree: i<length(ts @ [0]) using assms by fastforce
moreover have ?u € carrier-vec (d + 1) using ts-to-u-carrier[of ts| assms
by blast
moreover have ?w € carrier-vec (d + 1)
using in-lattice gen-lattice-carrier|of ts| assms by blast
ultimately have (%u — %w)$i = ?u$i — ?w$i using in-range by fastforce
moreover have ?u$i = (map (rat-of-nat o msb-p o (At. a * t mod p)) ts Q
[01) i
unfolding ts-to-u-alt by fastforce
moreover have (map (rat-of-nat o msb-p o (At. a = t mod p)) ts Q [0]) !4
= (rat-of-nat o msb-p o (At. a x t mod p)) (tsli)
using List.nth-map[of i (ts @ [0]) (rat-of-nat o msb-p o (At. a * ¢t mod p))]
i-upper append-Cons-nth-left[of i map (rat-of-nat o msb-p o (At. a * t
mod p)) ts 0[]
assms ree
by simp
moreover have (rat-of-nat o msb-p o (At. o x ¢t mod p)) (tsli) = rat-of-nat
(msb-p (a * tsli mod p))
by force
ultimately have (?u — ?w)$i = rat-of-nat (msb-p (« * tsli mod p)) — rat-of-nat
(a * tsli mod p)
using w-coord|of i| ree i-upper by linarith
then have rat-of-int: (Pu — ?w)$i = rat-of-int ((int (msb-p (a * tsli mod p))
— int(a * tsli mod p)))
by linarith
have real-of-rat ((?u — ?w)$i) = real-of-int ((int (msb-p (« * tsli mod p)) —
int(« * tsli mod p)))
using int-rat-real-casting-helper| OF rat-of-int)
by blast
then have abs(real-of-rat ((?u — ?w)$7)) = |real-of-int (int (msb-p (« * tsli
mod p)) — int (a * tsli mod p))|
by presburger
also have ... = real-of-int |(int (msb-p (a * tsli mod p)) — (« * tsli mod p))|
by linarith
finally have abs(real-of-rat ((?u — ?w)$%)) < real(p)/27(k)
using msb-p-dist[of (a * tsli mod p)| by linarith
moreover have real(p)/27(k) = real-of-rat((rat-of-nat p) /| 27k)
by (simp add: of-rat-divide of-rat-power)
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moreover have abs(real-of-rat ((?u — ?w)$i)) = real-of-rat (abs ((?u — ?w)$7))
by simp
ultimately have real-of-rat (abs ((7u — ?w)$7))<real-of-rat((rat-of-nat p) /
27k) by algebra
then have (abs ((u — ?w)$i))<(rat-of-nat p) / 27k
using of-rat-less-eq by blast
then show ?thesis by auto
next
case t:True
have ?u € carrier-vec (d 4+ 1) using ts-to-u-carrier|of ts| assms by blast
moreover have ?w € carrier-vec (d + 1)
using in-lattice gen-lattice-carrier[of ts| assms by blast
ultimately have (Yu — ?w)$¢ = %u$i — 2w$i using in-range by fastforce
also have ?u$i = (map (rat-of-nat o msb-p o (A\t. a * t mod p)) ts Q [0])!4
unfolding ts-to-u-alt using t assms by auto
also have (map (rat-of-nat o msb-p o (At. a x t mod p)) ts Q [0])li = 0
unfolding ts-to-u-def
using append-Cons-nth-middle[of i (map (rat-of-nat o msb-p o (At. a * t mod
p)) ts) 0 []]
t assms
by fastforce
also have ?w$i = (rat-of-int (int-of-nat «))/(rat-of-nat p)
using coordinates-of-gen-lattice[of © ts Ai. (if i = d then int-of-nat « else —
int-of-nat (o x ts ! i div p))]
t assms by auto
finally have (2u— %w)$i = —(rat-of-int (int-of-nat «))/(rat-of-nat p) by linarith
moreover have rat-of-int (int-of-nat «) = rat-of-nat «
using int-of-nat-def by fastforce
moreover have a < p using a by auto
ultimately have abs((?u—?w)$i) < I by force
moreover have 1 < rat-of-nat p / rat-of-nat 27k
proof—
have k < log 2 p using k-small by linarith
then have 2 powr k < 2 powr (log 2 p) by force
then have 27k < p using powr-realpow|of 2 k] p prime-gt-0-nat|of p] by force
then show ! < rat-of-nat p / rat-of-nat 27k by force
qged
ultimately show ?thesis by order
qed
define Lst where Lst = (list-of-vec (%u — %w))
have Lstli = (%u — %w)$i if ie{0..<d+1} for i
using dim-u dim-w [ list-of-vec-index unfolding Lst-def by blast
then have abs-small: abs(Lstli) < rat-of-nat p / rat-of-nat 27k if in-range:
ie{0..<d+1} for ¢
using in-range coords-close by presburger
then have small-coord: sqg-norm (Lstli) < (rat-of-nat p / rat-of-nat 27k) "2 if
in-range: i€{0..<d+1} for i
proof—
have sq-norm (Lstli) = (Lstli) 72
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by (simp add: power2-eg-square)
moreover have (Lstli) "2 = abs(Lst!i) "2 by auto
moreover have 0<abs(Lst!i) by simp
ultimately show ?thesis using abs-small[of i] in-range
by (metis Power.linordered-semidom-class.power-mono)
qed
moreover have length: length Lst = d + 1 unfolding Lst-def using dim-u
dim-w by auto
ultimately have Az. z € set Lst = sq-norm z < (rat-of-nat p / rat-of-nat
27k) "2
proof—
fix z assume z € set Lst
then obtain y where 2-def: © = Lst | y A ye {0..<length Lst}
by (metis atLeastLessThan-iff in-set-conv-nth le0)
then have sg-norm (Lst ! y) < (rat-of-nat p / rat-of-nat 27k) "2
using length small-coord[of y] by argo
then show sg-norm z < (rat-of-nat p / rat-of-nat 27k) "2 using z-def by blast

qed
moreover have sg-norm (?u — ?w) = sum-list (map sq-norm (list-of-vec (?u —
2u)))
using sg-norm-vec-def[of u — ?w] by fast
ultimately have s¢g-norm (%u — %w) < sum-list (map (Az. (rat-of-nat p /
rat-of-nat 27k) "2) (list-of-vec (?u — ?w)))
unfolding Lst-def using sum-list-mono|of (list-of-vec (?u — ?w)) sq-norm (Az.
(rat-of-nat p / rat-of-nat 27k)"2)]
by argo
also have sum-list (map (Az. (rat-of-nat p / rat-of-nat 27k)"2) (list-of-vec (?u

— )
= rat-of-nat (d + 1) * (rat-of-nat p / rat-of-nat 27k) "2
using length sum-list-triv[of (rat-of-nat p / rat-of-nat 27k) "2 (list-of-vec (?u
~ tw))
unfolding Lst-def
by argo
finally have sg-norm (?u — ?w) < rat-of-nat (d + 1) * (rat-of-nat p / rat-of-nat
27%) 2
by blast
also have rat-of-nat (d + 1) * (rat-of-nat p / rat-of-nat 27k) 2
= rat-of-nat (d + 1) * ((rat-of-nat p) "2 / (rat-of-nat 27k) "2 )
by (simp add: power-divide)
also have rat-of-nat (d + 1) = ((rat-of-nat p) "2 / (rat-of-nat 27k) "2 )
= (rat-of-nat (d + 1) x ((rat-of-nat p)~2)) / (rat-of-nat 27k) "2
by simp
also have (rat-of-nat (d + 1) * ((rat-of-nat p)~2)) / (rat-of-nat 27k) "2
= rat-of-nat ((d + 1) * p72) / ((27%)72)
by (metis Power.semiring-1-class.of-nat-power of-nat-numeral of-nat-simps(5))
also have rat-of-nat ((d + 1) * p72) / ((27k)72) = rat-of-nat ((d + 1) x p~2)
/ ((27(2%k)))

by (simp add: power-even-eq)
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finally show ?thesis using in-lattice by force
qed

lemma gen-lattice-dim:
assumes ts € set-pmf ts-pmf
assumes v € gen-lattice ts
shows dim-vec v = d + 1
using assms set-pmf-ts carrier-dim-vec gen-lattice-carrier gen-basis-carrier
unfolding gen-lattice-def lattice-of-def
by fast

lemma vec-class-union:

fixes ts :: nat list

assumes ts € set-pmf ts-pmf

defines L = gen-lattice ts

shows L = |J{vec-class ts 8 | B. True}
proof safe

let 2B = gen-basis ts

have length-B: length ?B = d + 1 using gen-basis-length .

have length-ts: length ts = d using assms(1) set-pmf-ts by blast

fix z assume x: z € L

then obtain cs where cs: © = sumlist (map (\i. of-int (¢s i) -, ?2B) [0..<length
3))

unfolding L-def gen-lattice-def using in-latticeE by blast
define zs where zs = (map (Ai. of-int (cs ©) -, ?Bli) [0..<length ?B])
have z: ¢ = sumlist xs unfolding zs-def cs by blast

define 5 where 8 = cs d
have z € vec-class ts
proof—
let 21 = [0..<length 7B — 1]
define as where as = (map (Ai. of-int (cs i) -, ?Bl) [0..<length ?B — 1))
define bs where bs = (map (Ai. of-int (cs i) -, ?Bl7) [length 7B — 1])
define a where a = sumlist as
define b where b = sumlist bs
have Vi < length ?B. ?Bli € carrier-vec (d + 1)
using gen-basis-carrier length-ts nth-mem by blast
hence c¢-B-dims: Vi < length ?B. of-int (cs i) -, ?Bli € carrier-vec (d + 1) by
blast
hence as-dims: set as C carrier-vec (d + 1) unfolding as-def by auto
have bs-dims: set bs C carrier-vec (d + 1)
apply (simp add: bs-def)
using c¢-B-dims by (simp add: length-B)

have a-carr: a € carrier-vec (d + 1) using a-def as-dims sumlist-carrier by
presburger

moreover have b-carr: b € carrier-vec (d + 1) using b-def bs-dims sum-
list-carrier by blast

ultimately have ab-comm: a + b = b + a using a-ac(2) a-carr b-carr by
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presburger

have b = sumlist [(of-int (cs (length 9B — 1)) -, ?B!(length 2B — 1))]
unfolding b-def bs-def by force
hence b: b = (of-int (cs (length 2B — 1)) -, ?B!l(length ?B — 1))
by (metis ¢V diff-add-inverse2 gen-basis-carrier length-B length-ts less-add-one
local.M .add.l-cancel-one local. M .add.one-closed nth-mem smult-closed sum-simp sum-
list-Cons sumlist-Nil)

have x = a + b
proof—
have zs = as @ bs by (simp add: length-B zs-def as-def bs-def)
thus ?thesis using sumlist-append[OF as-dims bs-dims| unfolding z a-def
b-def by blast
qed
hence 1: x = b 4+ a using ab-comm by blast
have 2: a = lincomb-list (rat-of-int o c¢s) p-vecs (is a = ?rhs)
proof—
have Vi < length p-vecs. p-vecsli = 7Bli
unfolding gen-basis-def using length-p-vecs by (simp add: append-Cons-nth-left)
hence Vi < length p-vecs. of-int (cs i) -, p-vees | i = of-int (¢s i) -, 2Bl
by presburger
hence (map (Ai. of-int (¢s i) -, p-vecs ! 7) [0..<length p-vecs])
= (map (Mi. of-int (cs i) -, ?Bl7) [0..<length p-vecs])
by simp
moreover have ?rhs = sumlist (map (\i. of-int (cs @) -, p-vecs ! i) [0..<length
p-vecs))
using lincomb-list-def|of rat-of-int o cs p-vecs] by simp
ultimately have ?rhs = sumlist (map (Ai. of-int (¢s i) -, ?Bl) [0..<length
p-vecs))
by argo
thus ?thesis unfolding a-def as-def length-B length-p-vecs by force
qed
have 8: b = rat-of-int p -, t-vec ts
proof
show dims: dim-vec b = dim-vec (rat-of-int 8 -, t-vec ts)
using b-carr length-ts t-vec-dim by auto
show Ai. i < dim-vec (rat-of-int § -, t-vec ts) = b $ i = (rat-of-int 5 -,
t-vec ts) $ i
proof—
fix i assume *: ¢ < dim-vec (rat-of-int B -, t-vec ts)
show b $ ¢ = (rat-of-int B -, t-vec ts) $§ i
proof(cases i = d)
case True
hence b$i = (of-int (cs (length 2B — 1)) -, ?Bl(length ?B — 1))$i
unfolding b by blast

also have ... = (of-int (cs (length 2B — 1)) = (2B!(length 2B — 1))$i)
using dims * b by auto
also have ... = (of-int (cs (length 2B — 1)) % (last 2B)%$7)
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by (metis length-B True last-conv-nth length-0-conv less-add-one not-less0)

also have ... = (of-int (cs (length 2B — 1)) = (1 / of-nat p))
using length-ts by (simp add: gen-basis-def True append-Cons-nth-middle)
also have ... = of-int 8 / of-nat p by (simp add: B-def length-B)

finally show ?thesis
by (metis t-vec-def List.list.discI List.list.size(4) One-nat-def [-def b
diff-add-inverse2 gen-basis-def last-conv-nth last-snoc length-0-conv length-B length-ts)
next
case Fulse
hence i < d
by (metis * Suc-eq-plusl b-carr carrier-vecD dims less-Suc-eq)
hence (7B!d)$i = of-nat (tsli)
by (simp add: gen-basis-def append-Cons-nth-left append-Cons-nth-middle
length-p-vecs length-ts)
thus ?thesis
apply (simp add: b length-B t-vec-def [-def)
by (metis gen-basis-def length-p-vecs nth-append-length)
qed
qed
qed
have z = (rat-of-int B8 -, t-vec ts) + (lincomb-list (rat-of-int o c¢s) p-vecs)
unfolding 1 2 8 by blast
thus ?thesis unfolding vec-class-def by blast
qed
thus z € |J{vec-class ts 5 | 5. True} by blast
next
fix z 8
assume z € vec-class ts 8
then obtain cs where cs: © = of-int 8 -, t-vec ts + lincomb-list (of-int o cs)
p-vecs
unfolding vec-class-def by blast
define cs’ where c¢s’ = (A\z. if z < d then cs z else 3)

have z = sumlist (map (Ai. rat-of-int (cs’ i) -, gen-basis ts | ©) [0..<length
(gen-basis ts)])
(is © = Zsum)
proof—
let 2f' = \i. rat-of-int (cs’ @) -, gen-basis ts ! i
let 2f = \i. rat-of-int (cs i) -, p-vecs ! i
let 21 = [0..<length (gen-basis ts)]
let 211 = [0..<length (gen-basis ts) — 1]
let 212 = [length (gen-basis ts) — 1]

have length-ts: length ts = d using assms(1) set-pmjf-ts by blast
have I: 71 = ?2I1 @ ?I2 using gen-basis-length by auto
have I-dims: set (map ?f' ?I) C carrier-vec (d + 1)

using gen-basis-carrier|OF length-ts] gen-basis-length[of ts] by fastforce
have I1-dims: set (map ?f' ?I11) C carrier-vec (d + 1) using I I-dims by simp
have I2-dims: set (map ?f' ?212) C carrier-vec (d + 1) using I I-dims by simp
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have sumi-dim: sumlist (map ?f' 2I1) € carrier-vec (d + 1)
using [1-dims sumlist-carrier by blast

have sum2-dim: sumlist (map ?f’ 2I2) € carrier-vec (d + 1)
using I2-dims sumlist-carrier by blast

from I have map ?f' 2I = (map ?f’ ?11) @Q (map ?f' ?I2) by auto
hence sumlist (map 2f' 2I) = sumlist (map 2f' ?11) + sumlist (map 2f' 212)
using sumlist-append|of map 2f' 211 map ?f’ ?12] I1-dims 12-dims by argo
hence sumlist (map ?2f" ?I) = sumlist (map ?f' 2I2) + sumlist (map 2f' 2I1)
using sumlI-dim sum2-dim a-ac(2) by presburger
moreover have sumlist (map ?f' 211) = lincomb-list (of-int o cs) p-vecs
proof—
have Vi < d. gen-basis ts | i = p-vecs | ¢
by (simp add: nth-append length-p-vecs gen-basis-def)
moreover have Vi < d. cs i = cs’ i using cs’-def by presburger
ultimately have Vi < d. 9f’' i = ?f i by presburger
hence map ?f' [0..<d] = map ?f [0..<d] by fastforce
hence sumlist (map ?f' [0..<d]) = sumlist (map ?f [0..<d]) by argo
thus ?thesis unfolding lincomb-list-def length-p-vecs gen-basis-length by auto
qed
moreover have sumlist (map ?f’ ?212) = of-int 8 -, t-vec ts
proof—
have sumlist (map ?2f’ ?12) = 2f' (length (gen-basis ts) — 1)
unfolding sumlist-def
using Suc-eg-plus! I assms(1) diff-add-inverse2 diff-diff-left diff-zero gen-basis-length
gen-basis-vecs-carrier length-upt lessI mem-Collect-eq nth-append-length nth-mem
right-zero-vec set-pmf-ts set-upt

by auto
also have ... = of-int (¢s’ d) -, gen-basis ts | d by (simp add: gen-basis-length)
also have ... = of-int 8 -, gen-basis ts | d unfolding cs’-def by auto
also have ... = of-int 8 -, t-vec ts

by (simp add: append-Cons-nth-middle length-p-vecs t-vec-def gen-basis-def)
finally show ?thesis .
qed
ultimately show ?thesis using cs by argo
qged
thus z € L unfolding L-def vec-class-def gen-lattice-def lattice-of-def by blast
qed

lemma vec-class-mod-p-union:

fixes ts :: nat list

assumes ts € set-pmf ts-pmf

defines L = gen-lattice ts

shows L = |J{vec-class-mod-p ts B | B. p € {0..<puint}} (is - = 7rhs)
proof

show L C ?rhs

proof

fix z assume z € L
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then obtain g where 3: z € vec-class ts 3
using vec-class-union|OF assms(1)] unfolding L-def by blast
define 3, where 3, = 8 mod p
hence 3, € {0..<p:int}
by (metis Nat.bot-nat-0.not-eg-extremum mod-ident-iff mod-mod-trivial not-prime-0
of-nat-0-less-iff p)
moreover have r € vec-class-mod-p ts (3,
unfolding vec-class-mod-p-def Bp-def
by (smt (verit, best) Unionl 8 cong-mod-right cong-refl mem-Collect-eq)
ultimately show z € ?rhs by blast
qed
show ?rhs C L using vec-class-union[OF assms(1)] unfolding L-def vec-class-mod-p-def
by blast
qed

11.2.2 dist-p definition and lemmas

definition dist-p :: int = int = int where
dist-p i j = Inf {abs (i — j + z * (of-nat p)) | z. True}

lemma dist-p-well-defined:

fixes 7 :: int

fixes j :: int

shows dist-p i j € {abs (i — j + z * (of-nat p)) | z. True} (is - € 29)
proof—

have 25 C N by (smt (verit, del-insts) mem-Collect-eq range-abs-Nats range-eql
subsetl)

moreover have 25 # {} by blast

ultimately show ?thesis using nat-subset-inf unfolding dist-p-def by algebra
qed

lemma dist-p-set-bdd-below:
fixes i j :: int
shows Vz € {abs (i — j + z * (of-nat p)) | z. True}. 0 <z
by force

lemma dist-p-le:

fixes i j :: int

shows Vz € {abs (i — j + z * (of-nat p)) | 2. True}. dist-pij <z (isVz € ¢S.
)
proof

fix z assume *: x € 25

have bdd-below ?S using dist-p-set-bdd-below by fast

thus dist-pij <z

unfolding dist-p-def using dist-p-well-defined|of i j| cInf-lower[of z ?S5] x by

fast
qed

lemma dist-p-equiv:
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fixes 7 :: int
fixes j :: int
shows [dist-p i j = i — j] (mod p) V [dist-p i j = j — i] (mod p)
proof—
let 25 = {abs (i — j + z * (of-nat p)) | z. True}
have [z = i — j] (mod p) V [x = j — 4] (mod p) if z-in: z € ?S for z
proof—
obtain z where = = abs (i — j + z * (of-nat p)) using z-in by blast
then have x = i — j + 2z * (of-nat p) V z = — (i — j + z * (of-nat p)) by
linarith
then show ?thesis
proof (rule disjE)
assume left: © =i — j + z x (of-nat p)
then have z — (i — j) = z * (of-nat p) by force
also have [z x (of-nat p) = 0] (mod p) using cong-mult-self-right|of z of-nat
p] by blast
finally have [z — (i — j) = 0] (mod p) by blast
then have [z = ¢ — j] (mod p) using cong-diff-iff-cong-0[of = i — j int p] by
presburger
then show ?thesis by blast

next
assume right: t = — (i — j + z * (of-nat p))
then have z = j — i — 2z x (of-nat p) by linarith
then have z — (j — i) = — z * (of-nat p) by force

also have [— z x (of-nat p) = 0] (mod p) using cong-mult-self-right[of —z
of-nat p| by blast
finally have [z — (j — 7) = 0] (mod p) by blast
then have [z = j — {] (mod p) using cong-diff-iff-cong-0[of  j — i int p] by
presburger
then show ?thesis by blast
qed
qed
then show %thesis using dist-p-well-defined|of i j| by presburger
qed

lemma dist-p-equiv’”:
fixes 7 :: int
fixes j :: int
shows dist-p i j = min (({ — j) mod p) (( — %) mod p)
proof—
let 25 = {abs (i — j + z * (of-nat p)) | z. True}
have [dist-p i j = i — j] (mod p) V [dist-p i j = j — i] (mod p) using dist-p-equiv

moreover have 0 < dist-p i j using dist-p-well-defined|of i j] by force
moreover have dist-p i j < p
proof(rule ccontr)
obtain k where k: dist-p i j = |i — j + k * int p|
using dist-p-well-defined[of i j] by blast
hence k-min: (V&' dist-pij < |i — j + k' % int p|)
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using dist-p-well-defined[of i j] by (metis (mono-tags, lifting) dist-p-le mem-Collect-eq)

assume — dist-p ¢ j < int p
hence x: dist-p i j > p by linarith
show Fulse
proof(cases i — j + k x int p > 0)
case True
hence dist-p i j = ¢ — j + k * p using k by fastforce
moreover then have 0 < ¢ — j + k x p — p using * by simp
moreover then have ... = |i — j+ (k — 1) * p| by (simp add: left-diff-distrib’)
moreover have p > 0 using p prime-gt-0-nat by blast
ultimately have dist-p i j > |i — j + (k — 1) * p| by fastforce
moreover have dist-p i j < |i — j + (k — 1) * p| using k-min by blast
ultimately show Fulse by fastforce

next
case Fulse
hence dist-p i j = — i + j — k x p using k by linarith
moreover then have 0 < — i+ j — k * p — p using * by simp
moreover then have ... = |i — j + (k + 1) * p|

by (smt (verit, ccfv-SIG) left-diff-distrib’ mult-cancel-right2)
moreover have p > 0 using p prime-gt-0-nat by blast
ultimately have dist-p i j > |i — j + (k + 1) * p| by fastforce
moreover have dist-p i j < |i — j + (k + 1) * p| using k-min by blast
ultimately show Fulse by fastforce
qed
qged
ultimately have *: dist-p i j = (i — j) mod p V dist-p i j = (j — i) mod p
by (simp add: Cong.unique-euclidean-semiring-class.cong-def)

have (i — j) mod p € %S
proof—
obtain k :: int where (i — j) modp = (i — j) + k*p
by (metis mod-eqE mod-mod-trivial mult-of-nat-commute)
moreover have (i — j) mod p > 0 using prime-gt-1-nat[OF p| by simp
ultimately have (i — j) mod p = |i — j + k * p| by force
thus ?thesis by auto
qged
moreover have (j — i) mod p € 25
proof—
obtain k :: int where (j — i) modp = (j — i) + kxp
by (metis mod-eqE mod-mod-trivial mult-of-nat-commute)
hence (j — i) mod p = — ((i — j) — k * p) by simp
moreover have (j — i) mod p > 0 using prime-gt-1-nat[OF p] by simp
ultimately have (j — ) mod p = |i — j — k = p| by force
then obtain £’ :: int where (j — i) mod p = |(i — j) + k' * p| using that|of
— k] by force
thus ?thesis by blast
qged
ultimately have dist-p i j < (i — j) mod p A dist-p i j < (j — i) mod p
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by (metis dist-p-le)
thus ?thesis using * by linarith
qed

lemma dist-p-equiv’”:

fixes 7 :: int

fixes j :: int

shows dist-p i j = ((¢ — j) mod p) V dist-p i j = ((j — ¢) mod p)
using dist-p-equiv’[of i j] by linarith

lemma dist-p-instances-help:
fixes 7 :: int
fixes j :: int
fixes dist :: int
assumes coprime (i — j) p
shows card {t € {1..<p}. (dist-p (txi) (txj)) = dist} < 2
proof—
obtain #j-inv where ij-inv: [(i—j)xij-inv = 1] (mod p)
using assms(1) cong-solve-coprime-int[of (i — j) p] by auto
have coprime (j — ) p
by (meson assms(1) coprimeE coprimel dvd-diff-commute)
then obtain ji-inv where ji-inv: [(j — )xji-inv = 1] (mod p)
using cong-solve-coprime-int[of (j — i) p] by auto
have disj: [t = distxij-inv] (mod p) V [t = dist*ji-inv] (mod p)
if dist-eq: (dist-p (txi) (txj)) = dist
for t::int
proof—
have [dist = (txi — txj) | (mod p) V [dist = t+xj — txi] (mod p)
using dist-p-equiv|of txi txj] dist-eq by simp
then show ?thesis
proof (rule disjE)
assume left: [dist = (txi — t*j) | (mod p)
have t « (i — j) =t xi —t*]
using int-distrib(4) by auto
then have [t x (i — j) =t x i — ¢ % j| (mod p) by simp
then have [dist = ¢ * (i — j)] (mod p)
using cong-trans[of t x (i — j) t x ¢ — t x j p dist] left cong-sym
by blast
then have [dist * 4j-inv = t * ({ — j) * 9j-inv] (mod p)
using cong-mult|of dist t * (i — j) p ij-inv] by force

moreover have [t * (i — j) * 4j-inv = t * ((¢ — j) * ¥-inv)] (mod p)

by (simp add: more-arith-simps(11))
moreover have [t * ((i — j) * ¢-inv) = t] (mod p)
using #j-inv cong-mult[of t t p (i — j) * @j-inv 1] by auto
ultimately show ?thesis using cong-trans cong-sym by meson
next
assume right: [dist = txj — txi] (mod p)
have t « (j — i) =t xj — t x4
using int-distrib(4) by auto
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then have [t x (j — i) =t xj — ¢ x i] (mod p) by simp
then have [dist = t x (j — ©)] (mod p)
using cong-trans[of t * (j — i) t * j — t *x © p dist] right cong-sym
by blast
then have [dist x ji-inv = t * (j — @) * ji-inv] (mod p)
using cong-mult[of dist t x (j — i) p ji-inv] by force
moreover have [t x (j — i) * ji-inv = ¢t x ((j — ©) * ji-inv)] (mod p)
by (simp add: more-arith-simps(11))
moreover have [t * ((j — ) * ji-inv) = t] (mod p)
using ji-inv cong-mult[of t t p (j — ©) * ji-inv 1] by auto
ultimately show ?thesis using cong-trans cong-sym by meson
qed
qed
define S1 where S1 = ({t € {1..<p}. (dist-p (txi) (txj)) = dist} N {te {1..<p}.
[t = distxij-inv] (mod p)})
define S2 where S2 = ({t € {1..<p}. (dist-p (txi) (txj)) = dist} N {te {1..<p}.
= ([t = distxij-inv] (mod p))})
have {t € {1..<p}. (dist-p (tx7) (tx§)) = dist} = S1 U S2
unfolding S1-def S2-def by blast
moreover have cardl: card(S1) < 1
proof (rule ccontr)
assume — card S1 < 1
hence *: card S1 > 2 by simp
obtain t1 t2 where ts: t1 # t2 AN t1 € S1 N t2 € S1
proof—
obtain ¢t/ S1’ where t1: t1 € S1 A S1' = S1 — {t1} using * by fastforce
hence card S1’ > 1 using * by fastforce
then obtain t2 where t2 € S1’ by fastforce
hence t1 # t2 N t1 € S1 A t2 € S1 using t1 by blast
thus ?thesis using that by blast
qed
have 1: [t1 = distxij-inv] (mod p) using ts unfolding S1-def by simp
have 2: [t2 = distxij-inv] (mod p) using ts unfolding S1-def by simp
have t1<p using ts unfolding S1-def by simp
moreover have 0<t! using ts unfolding S1-def by simp
moreover have t2<p using ts unfolding SI-def by simp
moreover have 0<t2 using ts unfolding Si-def by simp
moreover have [int t1 = int t2] (mod p)
using 1 2 cong-sym|of t2 distxij-inv p| cong-trans|of t1 distxij-inv p t2]
by blast
ultimately have int t1 = int t2
using cong-less-imp-eq-int[of int t1 p int t2] by auto
then have t1 = t2 by simp
then show Fulse using ts by auto
qed
moreover have card(52) < 1
proof (rule ccontr)
assume — card S2 < 1
hence *: card S2 > 2 by simp
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obtain t1 t2 where ts: t1 # t2 N t1 € S2 N t2 € 52
proof—
obtain ¢1 S2’ where t1: t1 € S2 A S2' = 52 — {t1} using * by fastforce
hence card S2' > 1 using * by fastforce
then obtain t2 where t2 € 52’ by fastforce
hence t1 # t2 AN t1 € S2 N t2 € S2 using t1 by blast
thus ?thesis using that by blast
qed
have —[t! = distxij-inv] (mod p) using ts unfolding S2-def by simp
then have 1: [t1 = distxji-inv] (mod p) using disj ts unfolding S2-def by
blast
have —[t2 = distxij-inv] (mod p) using ts unfolding S2-def by simp
then have 2: [t2 = distxji-inv] (mod p) using disj ts unfolding S2-def by
blast
have t1<p using ts unfolding S2-def by simp
moreover have 0<t! using ts unfolding S2-def by simp
moreover have t2<p using ts unfolding S2-def by simp
moreover have 0<t2 using ts unfolding S2-def by simp
moreover have [int t1 = int t2] (mod p)
using 1 2 cong-sym]of t2 distxji-inv p] cong-trans|of t1 distxji-inv p t2]
by blast
ultimately have int t1 = int t2
using cong-less-imp-eq-int[of int t1 p int t2] by auto
then have t1 = t2 by simp
then show Fulse using ts by auto
qged
ultimately show ?thesis using card-Un-le[of S1 S2] by simp
qed

lemma dist-p-nat:
fixes 7 :: int
fixes j :: int
shows dist-p ij € N
proof—
let 25 = {abs (i — j + z * (of-nat p)) | z. True}
have 25 C N by (smt (verit, del-insts) mem-Collect-eq range-abs-Nats range-eql
subsetl)
then show ?thesis using dist-p-well-defined|of i j] by blast
qed

lemma dist-p-nat':
shows nat (dist-p i j) = dist-p i j
by (metis dist-p-nat[of i j] Nats-induct int-eq-iff)

lemma dist-p-instances:
fixes ¢ :: int
fixes j :: int
fixes bound :: rat
assumes | # j
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assumes coprime (i — j) p
assumes 0 < bound
shows rat-of-nat (card {t € {1..<p}. rat-of-int (dist-p (txi) (tx7)) < bound}) <
2xbound
proof—
let 2f = A\t. (dist-p (tx7) (txj))
define S where S = {t € {1..<p}. rat-of-int (?f t) < bound}
have S = {t € {1..<p}. rat-of-int (2ft) < bound A (?ft) € N}
U {t € {1..<p}. rat-of-int (2ft) < bound A (?ft) ¢ N}
unfolding S-def by fastforce
moreover have {t € {1..<p}. rat-of-int (2ft) < bound A (?ft) ¢ N} = {}
using dist-p-nat by force
ultimately have S = {t € {1..<p}. rat-of-int (?ft) < bound A (?ft) € N}
by fast
moreover have (rat-of-int (7f t) < bound A (?ft) € N)
«—— (71 t) € {1..<floor(bound)+1}) (is 2P = ?Q) if ¢t € {1..<p} for ¢
proof
assume *: P
hence ?f t < (floor bound) + 1 by linarith
moreover have 1 < ?ft
proof—
have Vz € {abs ((tx7) — (txj) + z * (of-nat p)) | z. True}. 1 < x
proof
fix z assume z € {abs ((txi) — (txf) + z * (of-nat p)) | z. True}
then obtain z where z: © = abs ((txi) — (txj) + z * (of-nat p)) by blast
moreover have t # () using that by force
ultimately have z: © = abs(t x (i — j) + z * p) using int-distrib(4) by
presburger
have z # 0
proof—
have coprime t p
unfolding coprime-def’
proof clarify
fix r assume *: r dvd t r dvd p
have is-unit r v r =p
by (metis x(2) One-nat-def dvd-1-iff-1 p prime-nat-iff)
moreover have r # p using (1) that by auto
ultimately show is-unit r by blast
qed
moreover have coprime (i — j) p using assms(2) .
ultimately have coprime (t x (i — j)) p using p by auto
hence — (p dvd (t % (i — j)))
by (metis coprime-def’ One-nat-def Suc-0-not-prime-nat abs-of-nat dvd-refl
int-ops(2) nat-int p zdvd1-eq)
hence t * (i — j) # — z * p by fastforce
hence t * (i — j) + z x p # 0 by fastforce
thus ?thesis unfolding z by simp
qged
moreover have z > 0 using z by force
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ultimately show 1 < z by linarith
qed
thus ?thesis using dist-p-well-defined|of t+i txj] unfolding dist-p-def by
blast
qed
ultimately show ¢Q by force
next
assume ?()
thus ?P by (simp add: dist-p-nat le-floor-iff)
qged
ultimately have S = {t € {1..<p}. ((?ft) € {1..<floor(bound)+1})} by blast
moreover have {I..<floor(bound)+1} = |J{{i}| . i€{1..<floor(bound)+1}}
by blast
ultimately have S = |J{{t € {1..<p}. (9ft) € {dist}} |dist. diste{1..<floor(bound)+1}}
by blast
then have card S < sum card {{t € {1..<p}. (?ft) € {dist}} |dist. diste{1..<floor(bound)+1}}
using card- Union-le-sum-card[of {{t € {1..<p}. (?ft) € {dist}} |dist. diste{1..<floor(bound)+1}}]

by blast
moreover have card s < 2 if s-def: s € {{t € {1..<p}. (9ft) € {dist}} |dist.
diste{1..<floor(bound)+1}} for s
proof—
obtain dist where s = {t € {1..<p}. (?ft) € {dist}}
using s-def by blast
then show ?thesis using dist-p-instances-help[of i j dist] assms(2) by auto
qged
ultimately have card S < sum (As. 2) {{t € {1..<p}. (?ft) € {dist}} | dist.
dist € {1..<floor(bound)+1}}
using sum-mono[of {{t € {1..<p}. (?ft) € {dist}} |dist. diste{1..<floor(bound)+1}}
card (As. 2)]
by force
moreover have sum (As. 2) {{t € {1..<p}. (9ft) € {dist}} | dist. dist €
{1..<floor(bound)+1}}
=2« card{{t € {1..<p}. (?ft) € {dist}} | dist. dist € {1..<floor(bound)+1}}
by force
moreover have card{{t € {1..<p}. (?ft) € {dist}} | dist. dist € {1..<floor(bound)+1}}
< card{1..<floor(bound)+1}
proof—
have finite{1..<floor(bound)+1} by blast
moreover have (Adist. {t € {1..<p}. (?ft) € {dist}}) ‘{1..<floor(bound)+1}

= {{t € {1..<p}. (2ft) € {dist}} | dist. dist € {1..<floor(bound)+1}}
by blast
ultimately show ¢thesis
using card-image-le[of {1..<floor(bound)+1} Adist. {t € {1..<p}. (1) €
{dist}}]

by algebra

qged

moreover have rat-of-nat (card{1..<floor(bound)+1}) < bound

126



using assms(3) by force
ultimately show ?thesis
using S-def mult-2 of-nat-simps(4) by auto
qed

lemma dist-p-smallest:
fixes B ts i
assumes ts € set-pmf ts-pmf
assumes v € vec-class-mod-p ts 3
assumes | < d
defines u = ts-to-u ts
shows (of-int (dist-p (int (ts! i) * B) (int (ts-to-as ts ! 4))))? < ((u — v)$7)?
(is (of-int ?d)? < -)
proof—
have len-ts: length ts = d using assms(1) by (simp add: set-pmf-ts)
have v-carrier: v € carrier-vec (d + 1) using assms(2) len-ts vec-class-mod-p-carrier
by blast
have u-carrier: w € carrier-vec (d + 1) using len-ts u-carrier u-def by blast
obtain 8’ where 8" v € vec-class ts 8’ [8 = B8] (mod p)
using assms(2) unfolding vec-class-mod-p-def by blast
let %a = int (ts! i) x S
let 0’ = int (ts!4) x B’
let 20 = int (ts-to-as ts! i)
let 25 = {abs (Pa — ?b + z x (of-nat p)) | z. True}
let 25’ = {abs (?a’ — 2b + z * (of-nat p)) | z. True}
obtain cs where cs: v = sumlist (map (M\i. rat-of-int (cs i) -, gen-basis ts ! i)
[0..<length (gen-basis ts)])
proof—
have v € gen-lattice ts
by (smt (verit, ccfv-SIG) vec-class-mod-p-union assms(1,2) mem-Collect-eq
mem-simps(9) vec-class-mod-p-def vec-class-union)
thus ?thesis unfolding gen-lattice-def lattice-of-def using that by fast
qed
obtain z :: int where z: |(v — v)$i| = of-int |%a’ — 70 + z * p|
proof—
have v$i = of-int (cs d * int (¢ts! i) + cs i * int p)
using coordinates-of-gen-lattice[of © ts cs] assms(8) len-ts unfolding cs by
auto
moreover have u$i = of-int ?b
using len-ts assms(83) by (simp add: append-Cons-nth-left ts-to-as-def u-def
ts-to-u-def)
ultimately have (u — v)$i = of-int (?b — cs d * int (ts! i) — cs i * int p)
using v-carrier u-carrier assms(3) by simp
moreover have cs d = 3’
proof—
have v$d = rat-of-int (¢s d) / rat-of-nat p
using coordinates-of-gen-lattice[of d ts cs] len-ts unfolding cs by fastforce
hence rat-of-int (cs d) = v$d * (rat-of-nat p) using p by simp
moreover have (v3d) = rat-of-int 8’ / rat-of-nat p
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using vec-class-last[OF len-ts §'(1)] by simp
ultimately show ?thesis using p by fastforce
qed
ultimately have (u — v)$i = of-int (?b — B’ x int (ts ! i) — cs i * int p) by
blast
hence —(u — v)$i = of-int (B’ * int (ts ! i) — ?b + cs i = int p) by auto
moreover have |—(u — v)$i| = |(u — v)$i| by fastforce
ultimately have |[(u — v)$i| = |of-int (B’ * int (ts! i) — 2b + cs i * int p)|
by presburger
moreover have |rat-of-int (8’  int (ts ! 7) — int (ts-to-as ts ! i) + cs i * int
p)|
= rat-of-int |B’ x int (ts ! i) — int (ts-to-as ts ! i) + cs i x int p|
by linarith
moreover have 8’ x int (ts! i) = int (ts ! i) * B’ by simp
ultimately show ?thesis using that[of cs i] by argo
qged
let %¢c = |%a’ — 20 + z * p|
have %c € 25’ by blast
moreover have ?d = Inf 2S by (rule dist-p-def)
moreover have 75 = 25’
proof—
have a-a”: [?a — 2b = %a’ — 2b] (mod int p)
using 3'(2) cong-scalar-left cong-diff cong-refl by blast
show ?thesis using cong-set-eq(OF a-a’] .
qed
ultimately have ?d < ?c using dist-p-le by blast
hence 7d*> < 2¢2
by (meson dist-p-set-bdd-below dist-p-well-defined Power.linordered-semidom-class.power-mono)
moreover have |(u — v)$i|? = ((u — v)$4)? by auto
ultimately show ?thesis
by (metis (mono-tags, lifting) of-int-le-of-int-power-cancel-iff of-int-power z)
qed

lemma dist-p-diff-helper:
fixes a b b’
assumes b > b’
shows |dist-p a b — dist-p a b'| < b — b’
proof—
let ?d = dist-p a b
let ?2d’ = dist-p a b’
obtain k¥ where d: 2d = |a — b + k x int p| using dist-p-well-defined[of a b]
by blast
obtain k' where d" ?d' = |a — b’ + k' x int p| using dist-p-well-defined|of a
b’ by blast
show ?thesis
proof(cases ?d’ < 2d)
case True
have Vz :: int. 0 < |a — b + z * (of-nat p)| by fastforce
hence bdd-below {|la — b + z x (of-nat p)| | z. True} by fast
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hence %d < |a — b + k' * int p|
unfolding dist-p-def
using cInf-lower[of |a — b 4+ k' x int p| {|la — b + z x (of-nat p)| | z. True}]
by blast

also have ... = |a — b’ + b’ — b + k' * int p| by auto

also have ... < ?2d’ + |b’ — b| using d’ by auto

finally show ?thesis using True assms by simp

next

case Fulse

have Vz :: int. 0 < |a — b’ + z * (of-nat p)| by fastforce

hence bdd-below {|a — b’ + z x (of-nat p)| | z. True} by fast

hence ?d' < |a — b’ + k * int p|
unfolding dist-p-def
using cInf-lower[of |a — b' + k * int p| {|]a — b’ + z * (of-nat p)| | z. True}]
by fast

also have ... = |a — b+ b — b’ + k * int p| by auto

also have ... < 2d + |b — b'| using d by simp

finally show ?thesis using Fualse assms by simp

qed
qed

lemma dist-p-diff:
fixes a b b’
shows |dist-p a b — dist-p a b'] < |b — b
apply(cases b > b)
using dist-p-diff-helper[of b’ b a] apply linarith
using dist-p-diff-helper[of b b’ a] by linarith

11.2.3 Uniquness lemma argument

definition good-beta where
good-beta ts B «— (Vv € vec-class-mod-p ts (. close-vec ts v — good-vec v)

definition bad-beta where
bad-beta ts B «— — good-beta ts [

definition some-bad-beta where
some-bad-beta ts «— (35 € {0..<p:int}. bad-beta ts B)

definition bad-beta-union where
bad-beta-union = (|JB € {0..<p:int}. {ts. bad-beta ts B})

lemma reduction-1:
assumes ts € set-pmf ts-pmf
assumes — good-lattice ts
shows some-bad-beta ts
using assms vec-class-mod-p-union set-pmf-ts
unfolding some-bad-beta-def bad-beta-def good-beta-def good-lattice-def
by blast
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lemma reduction-1-pmf:
pmf sampled-lattice-good False < pmf (ts-pmf >= (Ats. return-pmf (some-bad-beta
ts))) True
proof—
have pmf sampled-lattice-good False = pmf (ts-pmf >= (Ats. return-pmf (-
good-lattice ts))) True
unfolding sampled-lattice-good-def pmf-true-false by presburger
also have ... < pmf (ts-pmf >= (\ts. return-pmf (some-bad-beta ts))) True
using reduction-1 pmf-subset|[of ts-pmf Ats. = good-lattice ts Ats. some-bad-beta
ts]
by blast
finally show ?thesis .
qed

lemma reduction-2: {ts. some-bad-beta ts} C bad-beta-union
unfolding some-bad-beta-def bad-beta-union-def by blast

lemma reduction-2-pmf:
pmf (ts-pmf >= (Ats. return-pmf (ts € {ts. some-bad-beta ts}))) True
< pmf (ts-pmf >= (Ats. return-pmf (ts € bad-beta-union))) True
using reduction-2
using pmf-subset|of ts-pmf Ats. ts € {ts. some-bad-beta ts} Ats. ts € bad-beta-union)
by blast

lemma bad-beta-union-bound:
pmf (ts-pmf >= (Ats. return-pmf (ts € bad-beta-union))) True
< (3-8 € {0..<pint}. pmf (ts-pmf >= (Ats. return-pmf (ts € {ts. bad-beta ts
8Y) True)
(is ?lhs < %rhs)
proof—
let ?I = {0..<p:int}
let ?B = A\p. {ts. bad-beta ts B}
let ?M = ts-pmf
have bad-beta-union = (\|Jp5 € ?I. ?B B)
unfolding bad-beta-union-def by blast
hence x: ?lhs = measure ts-pmf ((JB € ?1. ?B () using pmf-in-set by metis

have 1: finite ?I by auto
have 2: ?B 7] C sets ?M using sets-measure-pmf by blast
have ?lhs < (> i€ ?I. measure ?M (?B i))
unfolding * using measure-pmf.finite-measure-subadditive-finite[ OF 1 2] .
also have ... = ?rhs
proof—
have A\S. measure ¢M (¢B )
= pmf (ts-pmf >= (Ats. return-pmf (ts € {ts. bad-beta ts B}))) True
by (smt (verit, ccfv-SIG) bind-pmf-cong measure-pmf-single mem-Collect-eq
pmf-in-set)
thus ?thesis by presburger
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qed
finally show ?thesis .
qed

lemma fized-beta-close-vec-dist-p:

fixes (8 ts

assumes ts € set-pmf ts-pmf

assumes v € vec-class-mod-p ts [

assumes close-vec ts v

defines u = ts-to-u ts

shows Vi < d. real-of-int (dist-p (int (ts ! i) * B) (int (ts-to-as ts ! i))) < real
p/2
proof clarify

fix ¢ assume *: 7 < d

have (of-int (dist-p ((ts ! i) * B) ((ts-to-as ts ! i))))? < ((u — v)$4)?

using dist-p-smallest|OF assms(1,2) *] unfolding u-def .

moreover have of-rat ... < (p / 2 " u)?
proof—
have u — v € carrier-vec (d + 1)
proof—

have u € carrier-vec (d + 1)
unfolding u-def using u-carrier assms(1) set-pmf-ts vec-class-mod-p-carrier
by blast
moreover have v € carrier-vec (d + 1)
using assms(1,2) set-pmjf-ts vec-class-mod-p-carrier by fastforce
ultimately show ?thesis by auto
qed
hence ((ts-to-u ts — v) $ i)? < (rat-of-nat p / 2 ~ p)?
using assms(3) vec-le-sg-normlof u — v d + 14| *
unfolding close-vec-def u-def sq-norm-vec-def
by fastforce
thus ?thesis
unfolding u-def
by (metis (mono-tags, opaque-lifting) Ring-Hom.of-rat-hom.hom-div of-nat-numeral
of-rat-less of-rat-of-nat-eq of-rat-power)
qed
ultimately show (of-int (dist-p ((ts ! 7) * 8) ((ts-to-asts! i) <p/ 2 " u
by (smt (verit, ccfo-SIG) Power.linordered-semidom-class.power-mono divide-nonneg-nonneg
of-nat-0-le-iff of-rat-less-eq of-rat-of-int-eq of-rat-power zero-less-power)
qed

lemma fized-beta-bad-prob-arith-helper:
defines T-lwr-bnd = (rat-of-nat (p — 1) — 2 * (2 * (rat-of-nat p))/(27 1))
shows 1 — 5/(27u) < real-of-rat T-lwr-bnd | (p — 1)
proof—
have 5 < p
proof—
have 2 powr (log 2 p) = p by (simp add: p prime-gt-0-nat)
moreover have n — 1 < log 2 p using n n-big by linarith
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ultimately have 27 (n — 1) < p by (meson log2-of-power-less not-le p prime-gt-0-nat)
5 b

moreover have 32 = (2::nat) y simp
moreover have ... < 27(n — 1)
proof—

have 5 < n — 1 using n-big by auto
thus ?thesis by (meson pow-mono-exp rel-simps(25))
qed
ultimately show ¢thesis by linarith
qed
hence 4xp < 5x(p — 1) by fastforce
hence (4 xp) / (p — 1) <5
by (metis (mono-tags, opaque-lifting) Multiseries- Expansion.intyness-simps(6)
divide-le-eq not-le of-nat-0-le-iff of-nat-le-iff of-nat-simps(5))
hence ((4/ *p) / (p— 1)) % (1 / 27u) < &5/ (27u) using divide-right-mono by
fastforce
hence (4 * p) / ((p — 1) * 271) < 5 / (271) by auto
hence 1 — 5/ (27u) <1 -4 =*p)/ ((p—1)=* 2 u) by argo
also have ... = ((p — 1)« (1 [ (p— 1)) — (4 + p) / (270) * (1 / (p — 1))
using <5 < p» by auto
alsohave ...=((p— 1) — ((4 *p) / (27w)) / (p — 1) by argo
also have ... = real-of-rat T-lwr-bnd | (p — 1)
by (simp add: T-lwr-bnd-def Ring-Hom.of-rat-hom.hom-div Ring-Hom.of-rat-hom.hom-mult
Ring-Hom.of-rat-hom.hom-power of-rat-diff)
finally show ?thesis .
qed

lemma dist-p-helper:
fixes ts i
assumes ts: ts € set-pmf ts-pmf
assumes i: 1 < d
assumes dist: dist-p (int (ts!i) = B) ((ts-to-as ts)li) < p/(271)
shows dist-p ((ts'i) = B) ((tsli) * ) < (2xp)/(2 1)
proof—
let 2z = « * (ts ! i) mod p
let %a; = msb-p %z
let %ts;-0 = (ts! i) x S
let ?ts;-a = (ts ! i) * «
have ts-to-as ts | i = %a; unfolding ts-to-as-def using i ts set-pmf-ts by force
hence *: dist-p ?ts;-f %a; < real p / 2 ~ p using ts i dist by metis

have 1: 1 < p using p prime-gt-1-nat by blast
have 2: real (k + 1) < log 2 (real p) using k-plus-1-it by blast
have |int %z — %a;| < real p / 2 k using msb-p-dist[of ?z] by argo
also have ... < realp / 2 " p
proof—
have (2::real) ~k > 2 7 p using p-le-k by auto
thus ?thesis
by (metis frac-le less-eq-real-def of-nat-0-le-iff zero-less-numeral zero-less-power)
qed
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finally have |int %2 — %a;| < realp / 2 " .

hence dist-p ts;-f ?x — dist-p ?ts;-f (int (msb-p ?z)) < realp / 2 " p
using dist-p-diff [of ?ts;-B ?x ?a;] by linarith
hence dist-p ?ts;-8 %z < realp /| 2 " + dist-p ?ts;-B ?a; by linarith
also have ... < realp / 2 "+ real p / 2~ p using x by argo
also have ... = real (2 x p) / 2~ p by simp
finally have dist-p ?ts;-8 %z < real (2 xp)/ 2 " .
moreover have dist-p ?ts;-f (ts! i % «) < dist-p 7ts;-5 2z (is ?lhs < ?rhs)
proof—
let %a = %ts;-f3
let 20 =ts!ix «
let 20/ = 7z
let 2S5 = {|%a — ?b + z * int p| | z. True}
have ?rhs € 25
proof—
obtain k where k: ?rhs = |%a — 2b’ + k * int p| using dist-p-well-defined[of
?a ?b'] by fast
have [?b = ?b'] (mod int p)
by (simp add: Groups.ab-semigroup-mult-class.mult.commute of-nat-mod)
then obtain k' where 20’ = 2b + k' x int p by (metis cong-iff-lin cross3-simps(11))
hence ?rhs = |%a — (9b + k' x int p) + k * int p| using k by presburger
also have ... = |%a — %b — k' x int p + k x int p| by linarith
also have ... = |%?a — 20 + (— k' + k) * int p|
by (smt (verit, ccfv-SIG) Rings.ring-class.ring-distribs(2))
also have ... € 25 by blast
finally show ?thesis .
qed
thus ?thesis unfolding dist-p-def using dist-p-le dist-p-def by auto
qed
ultimately show real-of-int (dist-p (map int ts ! i % ) (int (ts! i * «))) < real
(2xp) /2 n
using i ts set-pmf-ts by fastforce

qed
lemma prob-A-helper:
fixes (8 :: int
defines [simp]: t-pmf = pmf-of-set {1..<p}

[simp]:
defines [simp]: A-cond = At. (2xp)/(2 1) < dist-p (B * t) (« * 1)
defines [simp]: A-pmf = t-pmf >= (At. return-pmf (A-cond t))
defines [simp]: A = pmf A-pmf True
assumes (: 5 € {0..<p:int}
assumes False: = (8 = o mod p)
shows (1 — A) < (5 / (27)
proof—
let 25 = {1..<p}
let ?T = {z € 25. A-cond z}
let ?T-lwr-bnd = (rat-of-nat (p — 1) — 2 * (2 * (rat-of-nat p))/(27w))
have card-S: card 2S = p — 1 by simp
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have fin-S: finite 25 and S-nempty: ¢S # {} using p-geq-2 by simp-all
have A = card ?T / card 25
using pmf-of-finite-set-event| OF S-nempty fin-S, of A-cond] by simp
moreover have real-of-rat ?T-lwr-bnd < real-of-nat (card ?T)
proof—
let ?bound = (2 x (rat-of-nat p))/(2 1)
let ?good = At. rat-of-int (dist-p (t * B) (t * int ) < Zbound
let ?bad = At. — ?good t
let ?good-ts = {t € 2S. ?good t}
let ?bad-ts = {t € 2S. %bad t}
have good-bad-card: card ?bad-ts = card S — card ?good-ts
proof—
have 25 = ?good-ts U %bad-ts by fastforce
moreover have ?good-ts N ?bad-ts = {} by blast
ultimately have card ?good-ts + card ?bad-ts = card 25
by (smt (verit, ccfv-threshold) card-Un-disjoint fin-S finite-Un)
thus ?thesis by linarith
qed

have 1: 8 # int a using Fualse 8 by force
have 2: coprime (8 — «) p
proof—
have 1: = p dvd (8 — «)
by (metis assms(5,6) int-ops(9) int-p-prime mod-eq-dvd-iff mod-ident-iff
prime-gt-0-int)
show ?thesis using prime-imp-power-coprime[OF int-p-prime 1, of 1] by
stmp
qed
have 3: 0 < 2 x rat-of-nat p / 2 ~ u using p by (simp add: prime-gt-0-nat)
have rat-of-nat (card ?good-ts) < 2 x Zbound
by (rule dist-p-instances|OF 1 2 3])
hence rat-of-nat (p — 1) — 2 * 2bound < rat-of-nat ((p — 1) — card ?good-ts)
by linarith

also have ... = rat-of-nat (card ?bad-ts) using good-bad-card card-S by fastforce
also have ... < rat-of-nat (card ?T)
proof—
have 2bad-ts C ?T
proof

fix ¢t assume ¢ € ?bad-ts
hence x: t € 25 A ?bad t by blast
hence 2 * rat-of-nat p / 27 p < rat-of-int (dist-p (int ¢t x 8) (int t = int «))
by linarith
hence A-cond t
proof (subst A-cond-def)
assume *: 2 * rat-of-nat p / 2 " p < rat-of-int (dist-p (int ¢t = B) (int t *
int «))
hence real-of-rat (2 = rat-of-nat p / 2~ p) < real-of-rat (rat-of-int (dist-p
(int t = B) (int t * int «)))
using of-rat-less by blast
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moreover have real-of-rat (2 * rat-of-nat p / 2 " p) = real (2 x p) / 2

o~

i
by (metis (no-types, opaque-lifting) Ring-Hom.of-rat-hom.hom-div
Ring-Hom.of-rat-hom.hom-power of-nat-numeral of-nat-simps(5)
of-rat-of-nat-eq)
moreover have real-of-rat (rat-of-int (dist-p (int t * §) (int t * int «)))
= real-of-int (dist-p (8 * int t) (int (a x t)))
by (simp add: mult-ac(2))
ultimately show real (2 * p) / 2 ~ u < real-of-int (dist-p (B * int t) (int
(a x 1))
by algebra
qed
thus t € ?T unfolding A-cond-def using * by blast
qed
moreover have finite ?T by simp
ultimately show ?thesis by (meson card-mono of-nat-mono)
qed
finally show ?thesis
by (metis (lifting) of-rat-less-eq of-rat-of-nat-eq times-divide-eq-right)
qed
ultimately have real-of-rat ?T-lwr-bnd / (card 2S) < A using divide-right-mono
by blast
moreover have card ?S = p — 1 by fastforce
ultimately have real-of-rat ?T-lwr-bnd / (p — 1) < A by simp
moreover have I — 5 / (27u) < real-of-rat ¢?T-lwr-bnd / (p — 1)
by (rule fized-beta-bad-prob-arith-helper)
ultimately show ¢thesis by argo

qed
lemma prob-A-helper’:
fixes (8 :: int
defines [simp]: t-pmf = pmf-of-set {1..<p}

[simp):
defines [simp]: A-cond = At. (2xp)/(27n) < dist-p (B * t) (a x t)
defines [simp]: A-pmf = t-pmf >= (At. return-pmf (A-cond t))

defines [simp]: A = pmf A-pmf True

assumes (: 8 € {0..<p:int}

assumes False: = (8 = a mod p)

shows (1 — A)d < (5 /(27u)"d

using prob-A-helper[OF § Fulse] apply simp

by (meson Power.linordered-semidom-class.power-mono diff-ge-0-iff-ge pmf-le-1)

lemma fized-beta-bad-prob:
fixes [
assumes § € {0..<p:int}
defines M = ts-pmf >= (Ats. return-pmf (ts € {ts. bad-beta ts }))
shows 8 = a mod p = pmf M True = 0
= (8 =a mod p) = pmf M True < (5/(27n))"d
proof—
assume True: § = a mod p
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have Vs € set-pmf ts-pmf. — bad-beta ts
proof
fix ts assume ts: ts € set-pmf ts-pmf
hence length-ts: length ts = d by (simp add: set-pmjf-ts)

show — bad-beta ts
unfolding bad-beta-def good-beta-def
proof clarify
fix v assume v: v € vec-class-mod-p ts § close-vec ts v
hence dim-v: dim-vec v = d + 1 using vec-class-mod-p-carrier|OF length-ts,
of B] by auto
have (3 S::int. [a = B] (mod p) A real-of-rat (v $ d) = 5/ p)
proof—
from v(1) obtain 8 where §: [« = 8] (mod int p) A v € vec-class ts 3
unfolding vec-class-mod-p-def using True
by (smt (verit, ccfu-threshold) UnionE mem-Collect-eq mod-mod-trivial
of-nat-mod
unique-euclidean-semiring-class.cong-def)
then obtain cs where cs: v = (of-int 8) -, (t-vec ts) + lincomb-list (of-int
o ¢s) p-vecs
unfolding vec-class-def by blast
hence v $ d = ((of-int B) -, (t-vec ts))$d + (lincomb-list (of-int o cs)
p-vecs)$d
(is - = %a + %b)
using dim-v by simp
hence real-of-rat (v8d) = real-of-rat ?a + real-of-rat ?b by (simp add:
of-rat-add)
moreover have real-of-rat %a = 5/ p
proof—
have (t-vec ts)8d = 1 / (rat-of-nat p)
unfolding t-vec-def using length-ts t-vec-def t-vec-last by presburger
hence real-of-rat ((t-vec ts)$d) = 1 / p by (simp add: of-rat-divide)
moreover have ?a = (of-int ) * ((t-vec ts5)$d)
using length-ts t-vec-dim by auto
ultimately show ?thesis by (simp add: of-rat-mult)
qed
moreover have real-of-rat ?b = 0 using lincomb-of-p-vecs-last[of cs] by
blast
ultimately have [« = ] (mod p) A real-of-rat (v $ d) = 8 / p using
by linarith
thus ?thesis by blast
qed
moreover have dim-vec v=d + 1
using vec-class-mod-p-carrier| OF length-ts, of 8] v by force
ultimately show good-vec v unfolding good-vec-def by blast
qed
qed
thus pmf M True = 0
apply (simp add: M-def pmf-def)
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by (smt (verit, ccfo-SIG) Probability-Mass-Function.set-pmf.rep-eq bind-eg-return-pmf
bind-return-pmf mem-Collect-eq return-pmf-inyj)
next

assume False: = (8 = a mod p)

let 2a = Ats i. (ts-to-as ts)i

let 2u = Ats. ts-to-u ts

let ?E1 = Ats. Vi < d. dist-p (int (tsli) = ) (%a ts i) < p/(271)

let ?E2 = Ats. Vi < d. dist-p ((¢s10) = B) ((ts!i) * «) < (2%p)/(2 1)

let YEl-pmf = ts-pmf >= (Ats. return-pmf (?E1 ts))

let ?E2-pmf = ts-pmf >= (Ats. return-pmf (2E2 ts))

let ?t-pmf = pmf-of-set {1..<p}

let ?A-cond = At. (2%p)/(27p) < dist-p (B * t) (o % t)

let ?A-pmf = %t-pmf >= (\t. return-pmf (?A-cond t))

let ?A = pmf ?A-pmf True

have Vts € set-pmf ts-pmf. bad-beta ts f — ?FE1 ts
using fized-beta-close-vec-dist-p unfolding bad-beta-def good-beta-def by blast

moreover have Vts € set-pmf ts-pmf. ?E1 ts — ?E2 ts using dist-p-helper by
blast
ultimately have Vs € set-pmf ts-pmf. ts € {ts. bad-beta ts B} — ?E2 ts by
blast
hence pmf M True < pmf (?E2-pmf) True
unfolding M-def using pmf-subset|of ts-pmf Ats. ts € {ts. bad-beta ts B} ?E2]
by blast
also have ... < (1 — ?4)7d
proof—
let ?E = Az. dist-p (int x * B) (int z x o) < (2%p)/(2 1)
have x: pmf (pmf-of-set {1..<p} >= (Az. return-pmf (?E z))) True < (1 —
24)
proof—
let ?A"-pmf = 2t-pmf >= (At. return-pmf (= ?A-cond t))
let ?p = pmf-of-set {1..<p} >= (Az. return-pmf (?E x))
have 1:Vz € set-pmf ?t-pmf. ?E x — — ?A-cond z by (simp add: mult-ac(2))
have pmf ?p True < pmf ?A’-pmf True using pmf-subset[OF 1] by blast

also have ... = pmf ?A-pmf False using pmf-true-false[of ?t-pmf] by pres-
burger
also have ... = 1 — (pmf ?A-pmf True) using pmf-True-conv-False by auto

finally show ?thesis
by (smt (verit, del-insts) o empty-iff finite-atLeastLess Than pmf-of-set-def)
qed
show ?thesis
using replicate-pmf-same-event-leqOF *, of d, folded ts-pmf-def]
by (smt (verit, best) bind-pmf-cong mem-Collect-eq nth-map of-nat-simps(5)
set-pmf-ts)
qed
also have ... < (5 / (27u)) "d by (rule prob-A-helper'|OF assms(1) False])
finally show pmf M True < (5/(271)) d .
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qed

lemma bad-beta-union-bound-pmf:
pmf (ts-pmf >= (Mts. return-pmf (ts € bad-beta-union))) True < (p — 1) *
(6/(27n)"d
proof—
let 26 = (5/(27w)) d
let ?M' = A\B. ts-pmf >= (Ats. return-pmf (ts € {ts. bad-beta ts 5}))
have (3° 8 € {0..<p:int}. pmf (?M' ) True) < (p — 1) = 7b
proof—
let 2o = A\B. pmf (M’ ) True
let 74 = {0..<p:int}
have o € ?A using «a by force
hence (>0 € ?A. 22 8) = (> € ?A—{a}. %2 08) + %z «
using sum.removelof ?A « ?z] by fastforce
also have ... < (}-p € 24 — {a}. %) + %z «
proof—
have A\B. g € ?4 — {a} = %z 8 > 0 by auto
moreover have \S. § € ?A — {a} = %z 8 < ?b using fized-beta-bad-prob(2)
by (metis DiffE <int « € {0..<int p}» atLeastLess Than-iff insertI1 linorder-not-le
nat-mod-eq’ of-nat-le-iff)
ultimately have (3> 8 € A — {a}. %2 8) < (O>_p € 24 — {a}. %) by
(meson sum-mono)
thus ?thesis by argo

qed
also have ... = (p — 1) * ?b using fized-beta-bad-prob(1)[of a] a by simp
finally show ?%thesis .
qed
thus ?thesis using bad-beta-union-bound by linarith
qed

lemma sampled-lattice-unlikely-bad:
shows pmf sampled-lattice-good False < (p — 1) * ((5/(27w))"d)
using reduction-1-pmf reduction-2-pmf bad-beta-union-bound-pmf by force

11.2.4 Main uniqueness lemma statement

lemma sampled-lattice-likely-good: pmf sampled-lattice-good True > 1/2
proof—
have (p — 1) + ((5/(272))"d) < 1/2
proof—
have *: (5/(271))7d < ((2 powr (2.5 = (of-nat d)) / (27 (pxd)))::real)
proof—
have (5::real) "d < ((2::real) powr 2.5)7d
proof—
have (2::real) powr 2 = 4 by fastforce
moreover have (2::real) powr 0.5 > 1.25
proof—
have (1.25::real) x 1.25 = 1.5625 by fastforce
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moreover have (1.25:real) * 1.25 = 1.25 powr 2 by (simp add:
power2-eq-square)
ultimately have (1.25::real) powr 2 < 2 by simp
hence (1.25::real) powr 2 < (sqrt 2) powr 2 by fastforce
moreover have sqrt 2 = (2::real) powr 0.5 using powr-half-sqrt by simyp
ultimately show #%thesis by fastforce
qged
moreover have (2::real) powr 2.5 = (2 powr 2) * (2 powr 0.5)
proof—
have (2::real) powr 2.5 = (2::real) powr (2 + 0.5) by fastforce
thus ?thesis by (metis powr-add)
qed
ultimately have (5::real) < 2 powr 2.5 by auto
thus ?thesis by (simp add: nonneg-power-le)
qed
also have ... = (2::real) powr (2.5 * d)
by (simp add: Groups.ab-semigroup-mult-class.mult.commute powr-power)
finally have (5::real) "d < (2::real) powr (2.5 % d) .
hence (57d/2 (pxd)) < ((2::real) powr (2.5 % d)) / 2 (uxd) by (simp add:
divide-right-mono)
moreover have ((5::real)/(271)) "d = (57d/ 2 (uxd)) by (simp add: power-divide
power-mult)
ultimately show ?thesis by presburger
qed

have u x d > n + 6 x ceiling (sqrt n)
proof—
have p * d = 6 x ceiling (sqrt n) + ([1 / 2 * sqrt (real n)] * 2 * [sqrt (real
n)l)

by (simp add: p d Ring-Hom.mult-hom.hom-add mult-ac(2))
moreover have [1 / 2 % sqrt (real n)] * 2 = [sqrt (real n)] > 1 / 2 * sqrt
(real n) * 2 * sqrt (real n)
proof—
have [1 / 2 = sqrt (real n)] > 1 / 2 % sqrt (real n) by linarith
moreover have [sqrt (real n)] > sqrt (real n) by linarith
ultimately show ?thesis
by (smt (verit, best) Ring-Hom.mult-hom.hom-add divide-nonneg-nonneg
mult-2-right mult-mono of-int-add of-int-mult of-nat-0-le-iff powr-ge-zero powr-half-sqrt)
qed
moreover have 1 / 2 x sqrt (real n) x 2 * sqrt (real n) = n by simp
ultimately show ?Zthesis by linarith
qed
hence 2 powr (uxd) > 2 powr (n + 6 * ceiling (sqrt n))
by (smt (verit) of-int-le-iff of-int-of-nat-eq powr-mono)
hence 2 powr (2.5%d) / (2 powr (pxd)) < 2 powr (2.5%d) / ((2::real) powr
(n 4+ 6 x ceiling (sqrt n)))
by (metis frac-le less-eq-real-def powr-ge-zero powr-gt-zero)
moreover have 2 powr (2.5%d) < 2 powr (5 * ceiling (sqrt n))
using d by fastforce
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ultimately have 2 powr (2.5%d) / (2 powr (uxd))
< (2 powr (5 * ceiling (sqrt n))) / ((2:real) powr (n + 6 x ceiling (sqrt
"))
by (smt (verit, ccfv-SIG) frac-le powr-gt-zero)
also have ... = ((2::real) powr (5 * ceiling (sqrt n))) / ((2 powr n) * (2 powr
(6 * ceiling (sqrt n))))
using powr-add by auto
also have ... < (1 / ((2::real) powr n)) * (2 powr (5 x ceiling (sqrt n))) / ((2
powr (6 x ceiling (sqrt n))))
by argo
also have ... = (1 / ((2::real) powr n)) * (2 powr (5 * ceiling (sqrt n))) / ((2
powr (ceiling (sqrt n))) * (2 powr (&5 * ceiling (sqrt n))))
by (smt (verit) of-int-add powr-add)
also have ... = (1 / ((2::real) powr n)) * (1 / (2 powr (ceiling (sqrt n))))
by auto
finally have xx: 2 powr (2.5%d) / (2 powr (uxd)) < (1 / (2 powr n)) * (1 /
(2 powr (ceiling (sqrt n))))
(is PA < ).
moreover have ((2::real) powr n) x ... = (1 / (2 powr (ceiling (sqrt n)))) by
fastforce
ultimately have ((2::real) powr n) x 24 < (1 / (2 powr (ceiling (sqrt n))))
by (metis mult-left-mono powr-ge-zero)
moreover have (p — 1) x 24 < ((2::real) powr n) x 2A

proof—
have p — 1 < ((2::real) powr n)
proof—
have p — 1 < p by simp
also have ... = 2 powr (log 2 p) by (simp add: p prime-gt-0-nat)
also have ... < (2::real) powr n

by (smt (verit, ccfo-SIG) n le-diff-iff le-diff-iff ' le-numeral-extra(4) n-geq-1
nat-ceiling-le-eq nat-int powr-le-cancel-iff)
finally show ?thesis by blast
qed
thus ?thesis by (meson divide-nonneg-nonneg less-eq-real-def mult-mono
powr-ge-zero)
qed
ultimately have (p — 1) x ?A < (1 / (2 powr (ceiling (sqrt n)))) by linarith
moreover have (5/(27u)) "d < ?A by (smt (verit, best) * powr-realpow)
moreover have (1 / (2 powr (ceiling (sqrt n)))) < 1/2
proof—
have sqrt n > 1 using n-geq-1 by simp
hence ceiling (sqrt n) > 1 by fastforce
hence 2 powr (ceiling (sqrt n)) > 2
by (metis of-int-1-le-iff powr-mono powr-one rel-simps(25) rel-simps(27))
thus ?thesis by force
qed
ultimately show ?thesis by (smt (verit, best) mult-left-mono of-nat-0-le-iff)
qged
hence 1 — (p — 1) % ((5/(271))"d) > 1/2 by simp
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moreover have pmf sampled-lattice-good True = 1 — pmf sampled-lattice-good
False
using pmf-True-conv-False by blast
ultimately show “thesis using sampled-lattice-unlikely-bad by linarith
qed

11.3 Main theorem
11.3.1 Oracle definition

definition O :: nat = nat where
O t = msb-p ((a x t) mod p)

11.3.2 Apply Babai lemmas to adversary

We use Babai lemmas to show that the adversary wins when the ts generate
a good lattice.

lemma gen-basis-assms:
fixes ts :: nat list
assumes length ts = d
shows LLL.LLL-with-assms (d+1) (d+1) (int-gen-basis ts) (4/3)
proof—
have [: length (int-gen-basis ts) = d + 1 unfolding int-gen-basis-def by force
moreover have LLL.lin-indep (d + 1) (int-gen-basis ts)
proof—
let ?b = int-gen-basis ts
let ?M = (mat-of-rows (d + 1) (LLL.RAT %b))
let ?Mt = transpose-mat ?M
have carrier-M: ?M € carrier-mat (d + 1) (d + 1) using [ by force
have diag: ?Mt$$(i,i) # 0 if i: i€{0..<dim-row ?Mt} for i
proof (cases i=d)
case t:True
have carrier-vec: (LLL.RAT ?b)li € carrier-vec (d + 1)
using int-gen-basis-carrier[of ts] assms | i by fastforce
have ?Mt$3(i,7) = 2M$3(i,0)
using indez-transpose-mat carrier-M i by auto
also have ?M$$(i,i) = row ?M i $i using carrier-M i by auto
also have row ?M i $¢ = (LLL.RAT ?b)!i$i
using mat-of-rows-row 1 i carrier-M carrier-vec by auto
finally have 1: ?Mt$$(i,é) = (LLL.RAT %b)!d$d using ¢ by simp
moreover have (LLL.RAT ?b)!d$d = (of-int-hom.vec-hom (2bld))$d using
nth-map | by auto
moreover have (of-int-hom.vec-hom (2b!d))$d = of-int-hom.vec-hom(vec-of-list
(map ((*) (int p)) (map int ts) Q [1]))$d
using append-Cons-nth-middle[of d (map (Ai. (p™2 -, (unit-vec (d+1) 7)))
[0..<d]) vec-of-list (map ((*) (int p)) (map int ts) @ [1]) []]
unfolding int-gen-basis-def by auto
moreover have of-int-hom.vec-hom (vec-of-list (map ((x) (int p)) (map int

ts) @ [1]))$d = 1
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using append-Cons-nth-middle[of d map ((x) (int p)) (map int ts) 1 []] assms
by fastforce
ultimately have ?M$$(i,i) = 1
by metis
then show ?thesis
by simp
next
case [:Fulse
have carrier-vec: (LLL.RAT ?b)\i € carrier-vec (d + 1)
using int-gen-basis-carrier[of ts] assms | i by fastforce
have ?Mt$3(i,i) = 2M$$(4,7)
using indez-transpose-mat carrier-M i by auto
also have ?M$$(i,i) = row ?M ¢ $i using carrier-M i by auto
also have row ?M i $i = (LLL.RAT %b)!i$i
using mat-of-rows-row 1 i carrier-M carrier-vec by auto
finally have 1: ?Mt$$(4,7) = (LLL.RAT %b)!i$i by simp
moreover have (LLL.RAT ?b)!i$i = (of-int-hom.vec-hom (?b7))$i using
nth-map | i by auto
moreover have (of-int-hom.vec-hom (?b!%))$i = of-int-hom.vec-hom(p~2 -,
(unit-vec (d+1) i))$i
using append-Cons-nth-leftlof i (map (Ni. (p72 -
[0..<d]) vec-of-list (map ((*) (int p)) (map int ts) @ [1]) []]
ifl
unfolding int-gen-basis-def by auto
moreover have of-int-hom.vec-hom(p~2 -, (unit-vec (d+1) i))$i = rat-of-nat
(p™2 x (unit-vec (d+1) ©)$¢) using ¢
by simp
moreover have (unit-vec (d+1) i)$i = 1 using i by simp
ultimately have ?Mt$$(7,7) = rat-of-nat (p”2 = 1) by metis
then show ?thesis using p
by auto
qed
have ?Mt$3(:,7) = 0 if 4: i€{0..<dim-row ?Mt} A je{0..<i} for i j
proof—
have carrier-vec: (LLL.RAT ?b)\j € carrier-vec (d + 1)
using int-gen-basis-carrier[of ts] assms | ij by fastforce
have ?M$$(i,5) = ?2M$3%(j,)
using indez-transpose-mat carrier-M ij by auto
also have ?M$$(j,i) = row ?M j $i using carrier-M ij by auto
also have row ?M j $i = (LLL.RAT %b)!j$i
using mat-of-rows-row 1 ij carrier-M carrier-vec by auto
finally have 1: ?Mt$$(¢,j) = (LLL.RAT %b)!5%i by simp
have jd: j<d using ij carrier-M by simp
then have ?blj = (map (A\i. (p72 -, (unit-vec (d+1) ©))) [0..<d])!j
using append-Cons-nth-left[of j (map (Ai. (p™2 -, (unit-vec (d+1) 7)))
[0..<d]) vec-of-list (map ((x) (int p)) (map int ts) Q [1]) []]
unfolding int-gen-basis-def
by fastforce
then have ?blj = p™2 -, (unit-vec (d+1) j) using jd by force

(unit-vec (d+1) 17)))
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then have (LLL.RAT ?b)lj = of-int-hom.vec-hom (p~2 -, (unit-vec (d+1)
7))
using nth-maplof j ?b of-int-hom.vec-hom)] jd 1
by auto
then have (LLL.RAT ?b)!j%i = rat-of-nat ((p~2 -, (unit-vec (d+1) 7))$7)
using 4j by force
also have rat-of-nat ((p~2 -, (unit-vec (d+1) j))$7) = rat-of-nat (p~2 x*
(unit-vec (d+1) 5)$7)
using ij by auto
also have (unit-vec (d+1) 7)$¢ = 0 unfolding unit-vec-def using 7j
by simp
finally have (LLL.RAT ?2b)!j%i = 0 by linarith
then show ?thesis using 1
by presburger
qed
then have upper-triangular ?Mt
by auto
moreover have carrier-Mt: ?Mt € carrier-mat (d + 1) (d + 1) using car-
rier-M by simp
moreover have 0 ¢ set (diag-mat ?Mt) using diag unfolding diag-mat-def
by fastforce
ultimately have det Mt # 0 using upper-triangular-imp-det-eq-0-iff [of ?Mt]
by blast
then have det-M: det M # 0
by (metis Determinant.det-transpose Matriz.transpose-transpose carrier-Mt)
then have lin-indpt (set (Matriz.rows ?M)) using det-not-0-imp-lin-indpt-rows|of
M) carrier-M
by fast
then have LI: lin-indpt (set (LLL.RAT ?b))
using rows-mat-of-rows[of LLL.RAT ?b d + 1] int-gen-basis-carrier|of ts]
assms by fastforce
have (LLL.RAT (int-gen-basis ts))li # (LLL.RAT (int-gen-basis ts))!j if ij:
i Ni<(d+ 1)Nj<(d+ 1) forij
proof—
have (LLL.RAT (int-gen-basis ts))\j € carrier-vec (d + 1)
using int-gen-basis-carrier[of ts] assms | ij by fastforce
moreover have (LLL.RAT (int-gen-basis ts))\i € carrier-vec (d + 1)
using int-gen-basis-carrier[of ts] assms | ij by fastforce
moreover have row ?M i # row ?M j
using Determinant.det-identical-rows[of M d + 1 i j| carrier-M using ij
det-M by fast
ultimately show (LLL.RAT (int-gen-basis ts))!i # (LLL.RAT (int-gen-basis
ts))!j
using mat-of-rows-row|of i (LLL.RAT (int-gen-basis ts)) d + 1]
mat-of-rows-row|of j (LLL.RAT (int-gen-basis ts)) d + 1]
il
by force
qed
then have distinct (LLL.RAT (int-gen-basis ts))
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using distinct-conv-nth[of LLL.RAT (int-gen-basis ts)] | by simp
moreover have set-in: set (LLL.RAT (int-gen-basis ts)) C carrier-vec (d +
1)
using int-gen-basis-carrier[of ts] assms by auto
ultimately show ?thesis unfolding Gram-Schmidt-2.cof-vec-space.lin-indpt-list-def
using LI
by blast
qed
ultimately show ¢thesis unfolding LLL-with-assms-def by simp
qged

definition u-vec-is-msbs :: (natxnat) list = bool where
u-vec-is-msbs pairs = ((of-nat p) -, ts-to-u (ts-from-pairs pairs) = of-int-hom.vec-hom
(scaled-uvec-from-pairs pairs))

lemma updated-full-Babai-correct-int-target:
assumes full-babai-with-assms (map-vec rat-of-int target) (d + 1) fs-init (4/3)
shows real-of-int (sqg-norm ( (full-babai fs-init (map-vec rat-of-int target) (4/3))
— target))
< ((4/8)(d+ 1)« (d+ 1)) = 11/10 * babai.closest-distance-sq fs-init
(map-vec rat-of-int target) A
(full-babai fs-init (map-vec rat-of-int target) (4/83)) € vec-module.lattice-of
(d + 1) fs-init
proof—
have 1: 0<real-of-int (sq-norm ( (full-babai fs-init (map-vec rat-of-int target)
(4/3)) — target)) by auto
have real-of-int (sq-norm ( (full-babai fs-init (map-vec rat-of-int target) (4/3))
— target))
< (real-of-rat (4/3)(d + 1) x (d + 1)) * babai.closest-distance-sq fs-init
(map-vec rat-of-int target) N
(full-babai fs-init (map-vec rat-of-int target) (4/3)) € vec-module.lattice-of
(d + 1) fs-init
using full-babai-correct-int-target|of target d + 1 fs-init 4 /3] assms by blast
moreover then have 2: 0 < (real-of-rat (4/3) (d + 1) * (d + 1)) * babai.closest-distance-sq
fs-init (map-vec rat-of-int target)
using 1 by linarith
moreover have (real-of-rat (4/3)(d + 1) % (d 4+ 1)) x babai.closest-distance-sq
fs-init (map-vec rat-of-int target) =
((4/3)(d + 1) % (d + 1))  babai.closest-distance-sq fs-init (map-vec
rat-of-int target)
by (simp add: Ring-Hom.of-rat-hom.hom-div)
moreover then have ((//3)7(d + 1) * (d + 1)) * babai.closest-distance-sq
fs-init (map-vec rat-of-int target) <
((4/3)(d+ 1) *(d+ 1)) % 11/10 * babai.closest-distance-sq fs-init
(map-vec rat-of-int target)
using mult-right-monolof 1 11 /10 ((4/3) (d + 1) = (d + 1)) * babai.closest-distance-sq
fs-init (map-vec rat-of-int target)] 2 by argo
ultimately show ?thesis by argo
qed
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lemma ad-output-vec-close:
fixes pairs :: (natxnat) list
assumes length pairs = d
assumes u-vec-is-msbs pairs
shows real-of-int(sg-norm
((A-vec pairs)
— (scaled-uvec-from-pairs pairs))) <
(4 /3) “(d+1)xreal (d + 1) %
p72))/27(24k)
A (A-vec pairs) € int-gen-lattice (ts-from-pairs pairs)
proof—
define ts where ts = ts-from-pairs pairs
define u-vec where u-vec = scaled-uvec-from-pairs pairs
define rat-u-vec where rat-u-vec = map-vec rat-of-int u-vec
define basis where basis = int-gen-basis ts
have t-length: length ts = d unfolding ts-def ts-from-pairs-def using assms by
fastforce
have basis-length: length basis = d + 1 unfolding basis-def int-gen-basis-def by
auto
have p-le: 0<real(p~2) by blast
have u-dim: dim-vec u-vec = d + 1 unfolding scaled-uvec-from-pairs-def u-vec-def
using assms by force
then have rat-u-dim: dim-vec rat-u-vec = d + 1 unfolding rat-u-vec-def by
fastforce
have length ts = d unfolding ts-from-pairs-def ts-def using assms by fastforce
then have LLL-assms: LLL.LLL-with-assms (d+1) (d+1) basis (4/3)
using gen-basis-assms|of ts] unfolding basis-def by argo
then have f: full-babai-with-assms rat-u-vec (d + 1) basis (4/3)
using u-dim unfolding rat-u-vec-def full-babai-with-assms-def by force
then have I: real-of-int (sg-norm ((full-babai basis rat-u-vec (4/3)) — u-vec))
< ((4ureal)/3) (d+1) = (d + 1) = 11/10 * babai.closest-distance-sq
basis rat-u-vec N
(full-babai basis rat-u-vec (4/3)) € vec-module.lattice-of (d + 1) basis
using updated-full- Babai-correct-int-target|of u-vec basis] u-dim
unfolding rat-u-vec-def by blast
have babai.closest-distance-sq basis rat-u-vec
= Inf {real-of-rat (sg-norm z )| z. x € {of-int-hom.vec-hom x — rat-u-vec| x.
x€LLL.LLL.L (d + 1) basis}}
using babai.closest-distance-sq-def|of basis rat-u-vec| babai-def|of basis rat-u-vec]
basis-length rat-u-dim by presburger
moreover have 0<(real(4)/3) (d+1) * (d + 1) = 11/10 by force
moreover have 0<babai.closest-distance-sq basis rat-u-vec
proof—
have b: babai-with-assms (LLL-Impl.reduce-basis (4/3) basis) rat-u-vec (4/3)
using full-babai-with-assms.LLL-output-babai-assms|of rat-u-vec d + 1 basis]
f by simp
then have b1: babai (LLL-Impl.reduce-basis (4/3) basis) rat-u-vec unfolding
babai-with-assms-def by auto

11 / 10 = p~2 * (of-nat ((d+1) *
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have b2: babai basis rat-u-vec using basis-length rat-u-dim unfolding babai-def
by simp
have 0 < babai.closest-distance-sq (LLL-Impl.reduce-basis (4 /3) basis) rat-u-vec
using b babai-with-assms-epsilon. closest-distance-sq-pos|of (LLL-Impl.reduce-basis
(4/3) basis) rat-u-vec 4 /3 2]
babai-with-assms. babai-with-assms-epsilon-connect[of (LLL-Impl.reduce-basis
(4/3) basis) rat-u-vec 4 /3] by simp
moreover have LLL.L (d + 1) basis = LLL.L (d + 1) (LLL-Impl.reduce-basis
(4/3) basis)
using LLL-with-assms.reduce-basis(1)[of d + 1 d + 1 basis 4 /8 (LLL-Impl.reduce-basis
(4/3) basis)] LLL-assms
unfolding LLL.L-def by argo
moreover have length (LLL-Impl.reduce-basis (4/3) basis) = d + 1
using LLL-with-assms.reduce-basis(4)[of d+1 d+1 basis 4 /3] LLL-assms by
fast
ultimately show #thesis
using babai.closest-distance-sq-def basis-length b1 b2 by algebra
qed
moreover have babai.closest-distance-sq basis rat-u-vec
< p 2 * (of-nat ((d+1) x p72))/27(2xk)
proof—
let ?rat-basis = gen-basis ts
let ?unscaled-u = ts-to-u ts
obtain w where w: w € gen-lattice ts A sqg-norm (?unscaled-u — w) < (of-nat
((d+1) = p72))/27(2xk)
using close-vector-exists|of ts] t-length
by blast
also have xx: sg-norm (Zunscaled-u — w) = sg-norm (w — ?unscaled-u)
proof—
have ?unscaled-u € carrier-vec (d + 1) using ts-to-u-carrier|of ts| t-length
by fastforce
moreover have carr-w: we carrier-vec (d + 1) using w gen-lattice-carrier|of
ts] t-length by blast
ultimately have (w — Zunscaled-u) = (—1)-, (Punscaled-u — w) by fastforce
then have sg-norm-conjugate (—1) * sg-norm (?2unscaled-u — w) = sqg-norm
(w — Zunscaled-u)
using sq-norm-smult-vec by metis
then show ?thesis by auto
qed
finally have x: real-of-rat (sq-norm (w — %unscaled-u)) < real-of-rat ( (of-nat
((d+1) = p72))/27(2xk) )
using of-rat-less-eq by blast
have V ze{real-of-rat (sqg-norm (y — ?unscaled-u))| y. y€ gen-lattice ts}. 0<z
using sg-norm-vec-ge-0 by fastforce
then have bdd-below {real-of-rat (sq¢-norm (z — ?unscaled-u))| z. z€ gen-lattice
ts} by fast
then have Inf{real-of-rat (sqg-norm (z — ?unscaled-u))| z. z€ gen-lattice ts}
< real-of-rat ||w — ts-to-u ts||?
using w cInf-lower|of real-of-rat (sg-norm (w — ?Punscaled-u)) {real-of-rat
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(sg-norm (z — Punscaled-u))| x. x€ gen-lattice ts}]
by fast
then have 1: Inf{real-of-rat (sg-norm (z — ?unscaled-v))| z. z€ gen-lattice ts}
< real-of-rat ( (of-nat ((d+1) * p~2))/27(2xk) ) using
by auto
have rat-u-vec = ((of-nat p)-, (ts-to-u ts))
using assms(2) unfolding u-vec-is-msbs-def rat-u-vec-def u-vec-def ts-def by
auto
then have babai.closest-distance-sq basis rat-u-vec = real(p~2) * (Inf{real-of-rat
(sg-norm (z — ?unscaled-u))| z. x€ gen-lattice ts})
using gen-lattice-int-gen-lattice-closest[of ts ts-to-u ts] t-length ts-to-u-carrier[of
ts] unfolding basis-def by auto
then have babai.closest-distance-sq basis rat-u-vec < real(p”2) * real-of-rat
((of-nat ((d-+1) * p2))/27(2k) )
using 1 mult-left-mono|of Inf{real-of-rat (sg-norm (z — ?unscaled-u))| z. z€
gen-lattice ts}
real-of-rat ((of-nat ((d+1) *x p~2))/27(2xk) ) p~2] p-le
by presburger
then show ?thesis
by (metis of-nat-id of-nat-numeral of-nat-simps(5) of-rat-divide of-rat-of-nat-eq
of-rat-power power2-eq-square times-divide-eq-right)
qed
ultimately have (4/3) (d+1) * real(d + 1) * 11 /10 * babai.closest-distance-sq
basis rat-u-vec
<(4 /8 “(d+1)*xreal (d+ 1)=* 11/ 10 x p”2 * (of-nat
((d+1) * p2))/27(2+K)
using mult-mono[of
(4 /38 “(d+1)*real (d+1)x 11/ 10
(4 /8 “(d+1)*real (d+ 1)x 11/ 10
babai.closest-distance-sq basis rat-u-vec
p 2 * (of-nat ((d4+1) x p~2))/27(2xk)]
by auto
then have real-of-int (sg-norm (full-babai basis rat-u-vec (4/3) — u-vec)) < (4
/8) T(d+1)*real (d+ 1)* 11 / 10 x p~2 * (of-nat ((d+1) * p~2))/27(2xk)
using 1 by linarith
then show ?thesis using 1 A-vec.simps
unfolding basis-def u-vec-def rat-u-vec-def ts-def int-gen-lattice-def
by presburger
qed

lemma ad-output-vec-class:

fixes pairs :: (nat x nat) list

assumes length pairs = d

assumes u-vec-is-msbs pairs

shows sg-norm ( (1 /(rat-of-nat p))-,(map-vec rat-of-int (A-vec pairs)) — (ts-to-u
(ts-from-pairs pairs)) ) < ((of-nat p)/2 ()2

A ( (1 /(rat-of-nat p))-,(map-vec rat-of-int (A-vec pairs)) € vec-class-mod-p

(ts-from-pairs pairs) (A pairs))
proof—
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let %ts = ts-from-pairs pairs
have tl: length ?ts = d using assms(1) unfolding ts-from-pairs-def by simp
then have carrier-A-vec: (A-vec pairs) € carrier-vec (d + 1)
using ad-output-vec-close|of pairs] assms int-gen-lattice-carrier|of ts-from-pairs
pairs] by fast
then have rat-carrier-ad: map-vec rat-of-int (A-vec pairs) € carrier-vec (d 4+ 1)
by fastforce
have carrier-scaled-u: scaled-uvec-from-pairs pairs € carrier-vec (d + 1)
proof—
have length ((map (A(a,b). pxb) pairs) @ [0]) = d + 1
using assms by force
then show ?thesis unfolding scaled-uvec-from-pairs-def
by (metis length-map vec-of-list-carrier)
qed
then have rat-carrier-scaled-u: map-vec rat-of-int (scaled-uvec-from-pairs pairs)
€ carrier-vec (d + 1) by force
have close: real-of-int(sq-norm
((A-vec pairs)
— (scaled-uvec-from-pairs pairs))) <
(4 /3) “(d+1)xreal (d + 1) %
p72))/27(25h)
A (A-vec pairs) € int-gen-lattice (ts-from-pairs pairs)
using ad-output-vec-close|of pairs] assms by simp
moreover have 0 < 1/(real-of-nat p~2) by auto
ultimately have 1/(real-of-nat p~2) x real-of-int(sq-norm ((A-vec pairs) —
(scaled-uvec-from-pairs pairs)))
< 1/(real-of-natp™2)* (4 / 3) "(d+ 1) xreal (d +1)* 11 / 10 x p™2
* (of-nat ((d+1) * p72))/27(2xk)
using mult-mono|of 1 /(real-of-nat p~2) 1/(real-of-nat p~2) real-of-int(sq-norm
((A-vec pairs) — (scaled-uvec-from-pairs pairs))) (4 / 8) ~(d + 1) = real (d + 1)
x 11 / 10 x p72 * (of-nat ((d+1) * p~2))/27(2xk)]
sg-norm-vec-ge-0[of ((A-vec pairs) — (scaled-uvec-from-pairs pairs))] by

11 / 10 = p~2 * (of-nat ((d+1) *

force
moreover have 1 /(real-of-nat p™2) * (4 / 8) ~(d+ 1) * real (d + 1) x 11 /
10 * p72 % (of-nat ((d+1) * p~2))/27(2xk)
=(4/8) “(d+1)*real (d+ 1)* 11 / 10 * (of-nat ((d+1) *
p 2))/27(2xk) by simp
moreover have (4 / 8) " (d+ 1) *xreal (d + 1) * 11 / 10 * (of-nat ((d+1)
DR)/2T20k) < ((ofrat 1)) 2
proof—
ha\;()a)((u::real)/é’) powr ((d + 1)/2) % (11/10) x (d + 1) * (p / (2 powr (real
k—1
< p /(2 powr p))
using final-ineq by simp
moreover have 0< (((4:real)/3) powr ((d + 1)/2) = (11/10) x (d + 1) =
(v / (2 powr (real k — 1))))
by fastforce
ultimately have (((4::real)/3) powr ((d + 1)/2) = (11/10) « (d + 1) = (p /
(2 powr (real k — 1))))72
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< (p / (2 powr p))"2
using Power.linordered-semidom-class.power-strict-mono pos2 by blast
moreover have (((4::real)/3) powr ((d + 1)/2) * (11/10) *x (d + 1) = (p /
(2 powr (real k — 1)))) 72 =
( (4::real)/3) powr ((d + 1)/2) )72 % (11/10)"2 % (d+ 1) 2 ((p /
(2 powr (real k — 1))) )2
by (metis (no-types, opaque-lifting) Power.semiring-1-class.of-nat-power power-mult-distrib)
moreover have (((4::real)/3) powr ((d + 1)/2) )72 = ((4::real)/3) ~ (d +
1)
by (metis add-le-cancel-left divide-nonneg-nonneg le0 powr-ge-zero powr-half-sqrt-powr
powr-realpow’ real-sqrt-pow2 rel-simps(45) semiring-norm(94))
moreover have ( (p / (2 powr (real k — 1))) ) 2 =p 2 /(2 = (2xk)) * 4
proof—
have k: 2 < 2xk using k-geq-1 by auto
have 2: (2::real) # 0 by simp
have ( (p / (2 powr (realk — 1))) ) 2 =p"2 /(2 " (2x(k — 1)))
using powr-realpow|of 2 k — 1] power-divide[of p 2 ~ (k — 1) 2]
by (smt (verit) Multiseries- Expansion.intyness-1 Multiseries- Expansion.intyness-simps(3)
Multiseries- Expansion.intyness-simps(5) k-geq-1 le-trans of-nat-le-0-iff of-nat-le-iff
power-diff ' power-divide power-even-eq powr-diff powr-realpow’ semiring-norm(112)
semiring-norm(159))
moreover have ((2::real) ~ (2x(k — 1))) = 27(2+k—2)
by auto
moreover have (2::real) (2xk—2) = 27(2xk)/(272)
using k power-diff '[of 2 2xk 2] 2 by meson
moreover have (2:real) (2xk)/(272) = 27(2xk)/(4)
using power2-eq-square[of 2] by simp
ultimately show ¢thesis
by (metis divide-divide-eg-right times-divide-eq-left)
qed
moreover have (p / (2 powr u))"2 < ((of-nat p)/2 1) "2 by (simp add:
powr-realpow)
ultimately have ((4::real)/8) ~(d + 1) % (11/10) 2% (d+ 1)"2* (p"2 /
(27 (25k)) * 4) < ((ofnat p)/2732) 2
by (smt (verit))
moreover have ((11::real)/10)72 = (11/10)%(11/10)
using power2-eq-square by blast
moreover have ((4:real)/3) ~(d + 1) x (11/10)x(11/10) * (d + 1)72 *
(p72 /(2 7 (2%k)) = 4)
= ((4real)/3) “(d + 1) % (11/10)x(11/10) x (d + 1) 2 = (p™2 /
(2~ (2%k))) * 4 by argo
moreover have (d + 1)72 * (p72 / (2 ~ (2xk))) = (d + 1) * (of-nat ((d +
1)« p72) [ (2 7 (2%k)))
using power2-eq-square[of d + 1] mult-ac(1)jof d + 1d + 1 (p72 ) (2~
(248)))]
by (metis (no-types, lifting) more-arith-simps(11) of-nat-simps(5) times-divide-eq-right)
ultimately have *: (4 % (11/10))x ( ((4::real)/3) ~(d + 1) = (11/10) * (d
+ 1) = (of-nat ((d + 1) x p~2) / (2~ (2%k)))) < ((of-nat p)/27)"2
using mult-ac by auto
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have 1 < (4:real) x (11/10) by simp
moreover have 0 < (4:real) x (11/10) by simp
moreover have 0 < ( ((4::real)/3) “(d+ 1) * (11/10) * (d + 1) * (of-nat
((d+ 1)« p72) / (2 7 (2%k)))) by force
ultimately have 1 % ( ((4:real)/3) ~(d + 1) x (11/10) * (d + 1) * (of-nat
(@1 D) xp2) ] (2~ (2t < (4 » (10100«  ((psmeal)/3) ~(d + 1) 5
(11/10) x (d 4+ 1) = (of-nat ((d + 1) = p72) / (2 ~(2%k))))
using mult-monolof 1 (4::real) * (11/10) ( ((4::real)/3) ~(d+ 1) = (11/10)
x (d+ 1) * (of-nat (d + 1) xp72) /(2 " (2%k)))) ( (4=real)/8) ~(d + 1) *
(11/10) = (d + 1) * (of-nat ((d + 1) = p72) / (2 ~(2%k))))]
by argo
then show ?thesis using * by argo
qed
ultimately have rhs: 1/(real-of-nat p~2) * real-of-int(sg-norm ((A-vec pairs)
— (scaled-uvec-from-pairs pairs))) < ((of-nat p)/27 (1)) "2 by argo
have 1 /(real-of-nat p~2) * real-of-int(sg-norm ((A-vec pairs) — (scaled-uvec-from-pairs
pairs)))
= real-of-rat (1/(rat-of-nat p~2) * ((sg-norm (map-vec rat-of-int
((A-vec pairs) — (scaled-uvec-from-pairs pairs))) )))
by (simp add: of-rat-divide of-rat-power sq-norm-of-int)
moreover have sq-norm-conjugate (1/(rat-of-nat p)) = (1/(rat-of-nat p~2))
using conjugatable-ring-1-abs-real-line-class.sq-norm-as-sq-abs[of 1 /(rat-of-nat
p)l
power2-abs[of 1 /| rat-of-nat p
by (simp add: power-divide)
ultimately have 1/(real-of-nat p~2) x real-of-int(sqg-norm ((A-vec pairs) —
(scaled-uvec-from-pairs pairs)))
= real-of-rat( (sg-norm ((1 / rat-of-nat p) -, (map-vec rat-of-int
((A-vec pairs) — (scaled-uvec-from-pairs pairs)))) ) )
using sq-norm-smult-vec by metis
moreover have (real p / 2 ~ )% = real-of-rat ((rat-of-nat p / 2 = u)?)
by (simp add: of-rat-divide of-rat-power)
ultimately have (s¢g-norm ((1 / rat-of-nat p) -, (map-vec rat-of-int ((A-vec
pairs) — (scaled-uvec-from-pairs pairs)))) )
< ((of-nat p)/27 (1)) "2 using rhs
by (simp add: of-rat-less)
moreover have (1 / rat-of-nat p) -, (map-vec rat-of-int ((A-vec pairs) — (scaled-uvec-from-pairs
pairs)))
= (1 / rat-of-nat p) -, ((map-vec rat-of-int (A-vec pairs)) — (map-vec
rat-of-int (scaled-uvec-from-pairs pairs)))
by fastforce
moreover have (I / rat-of-nat p) -, ((map-vec rat-of-int (A-vec pairs)) —
(map-vec rat-of-int (scaled-uvec-from-pairs pairs)))
= (1 / rat-of-nat p) -, ((map-vec rat-of-int (A-vec pairs)) + —(map-vec
rat-of-int (scaled-uvec-from-pairs pairs)))
by force
moreover have (1 / rat-of-nat p) -, ((map-vec rat-of-int (A-vec pairs)) +
—(map-vec rat-of-int (scaled-uvec-from-pairs pairs)))
= (1 / rat-of-nat p) -, (map-vec rat-of-int (A-vec pairs)) — (1 /
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rat-of-nat p) -, (map-vec rat-of-int (scaled-uvec-from-pairs pairs))
using smult-add-distrib-vec|of (map-vec rat-of-int (A-vec pairs)) d + 1 —(map-vec
rat-of-int (scaled-uvec-from-pairs pairs))]
rat-carrier-scaled-u rat-carrier-ad
by (metis calculation(3) smult-sub-distrib-vec)
moreover have (1 / rat-of-nat p) -, (map-vec rat-of-int (scaled-uvec-from-pairs
pairs)) = ts-to-u (ts-from-pairs pairs)
proof—
have (1 / rat-of-nat p) -, (map-vec rat-of-int (scaled-uvec-from-pairs pairs))
= (1 / rat-of-nat p) -, ( ((of-nat p) -, (ts-to-u (ts-from-pairs pairs))))
using assms(2) unfolding u-vec-is-msbs-def by argo
then show %thesis using tl smult-smult-assoclof (1 / rat-of-nat p) (of-nat p)]

by auto
qed
ultimately have partl: s¢g-norm ((1 / rat-of-nat p) -, (map-vec rat-of-int (A-vec
pairs)) — ts-to-u (ts-from-pairs pairs))
< ((of-nat p)/27(w)) "2 by argo
let v = (1 / rat-of-nat p) -, (map-vec rat-of-int (A-vec pairs))
have ?v € gen-lattice ?ts using tl
using gen-lattice-int-gen-lattice-vec|of ?ts A-vec pairs] close by fastforce
then obtain ¢ where c: %v = (sumlist (map (\i. of-int (¢ i) -, ((gen-basis ?ts)
14)) [0 ..< length (gen-basis ?ts)]))
unfolding gen-lattice-def lattice-of-def by blast
then have ?v$d = (rat-of-int (¢ d)) / rat-of-nat p
using coordinates-of-gen-lattice[of d ?ts] ¢l by simp
moreover have 2v8d = (1 / rat-of-nat p) * (rat-of-int ((A-vec pairs)$d))
using rat-carrier-ad carrier-A-vec
index-map-vec(1)[of d A-vec pairs rat-of-int] indez-smult-vec(1)[of d map-vec
rat-of-int (A-vec pairs) 1 / (rat-of-nat p)]
carrier-vecD]of - d + 1] by force
ultimately have ¢ d = (A-vec pairs)$d
using mult-cancel-right2 not-one-le-zero of-nat-eq-0-iff p prime-ge-1-nat times-divide-eq-left
by auto
then have [int (A pairs) = (¢ d)] (mod p)
using A.simps|of pairs] int-to-nat-residue.simps|of A-vec pairs $d p] of-nat-0-less-iff
p pos-mod-bound prime-gt-0-nat by auto
moreover have?v € vec-class ?ts (¢ d)
proof—
have [0 ..< length (gen-basis ?ts)] = [0 ..< d] Q [d]
using gen-basis-length[of ?ts] d by simp
moreover have set (map (Ai. of-int (¢ i) -, ((gen-basis 7ts) 1 4)) [0 ..< d]) C
carrier-vec (d + 1)
using gen-basis-carrier|of ?ts] tl
proof—
have v € carrier-vec (d + 1) if v: v € set (map (Ai. of-int (¢ i) -, ((gen-basis
?ts) 1 1)) [0 ..< d]) for v
proof—
obtain ¢ where i: v = of-int (¢ i) -, ((gen-basis ?ts) | i) A i€{0..<d}
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using v by auto
then show v € carrier-vec (d + 1) using gen-basis-vecs-carrier[of ?ts 1] tl
by simp
qed
then show ?thesis by fast
qed
moreover have (of-int (¢ d) -, ((gen-basis ?ts) | d)) € carrier-vec (d + 1)
using gen-basis-vecs-carrier|of ?ts d] tl by simp
ultimately have x: 2v = (sumlist (map (\i. of-int (¢ i) -, ((gen-basis ?ts) !
i) [0 ..< d])) + (of-int (¢ d) -, ((gen-basis ?ts) ! d))
using gen-basis-carrier|of ?ts] tl c
sumlist-snoc[of (map (Ni. of-int (¢ i) -, ((gen-basis ?ts) ! 7)) [0 ..< d])
(of-int (¢ d) -, ((gen-basis ?ts) | d))]
by fastforce
have (gen-basis ?ts)!i = p-vecs!i if i: i€{0..<d} for i
unfolding gen-basis-def
using i length-p-vecs append-Cons-nth-left[of i p-vecs vec-of-list (map rat-of-nat
(ts-from-pairs pairs) @ [1 / rat-of-nat p]) [|]
by force
then have (sumlist (map (Mi. of-int (¢ i) -, ((gen-basis ?ts) ! i)) [0 ..< d])) =
(sumlist (map (Ai. of-int (¢ i) -, (p-vees ! 7)) [0 ..< d]))
by (smt (verit) List.List.list.map-cong atLeastLessThan-upt)
moreover have (sumlist (map (A\i. of-int (¢ i) -, (p-vees ! 7)) [0 ..< d])) =
(sumlist (map (Mi. ((of-int o ¢) i) -, (p-vecs ! 7)) [0 ..< d]))
by auto
moreover have (sumlist (map (A\i. ((of-int o ¢) i) -, (p-vecs ! ©)) [0 ..< d]))
= lincomb-list (of-int o ¢) p-vecs
unfolding lincomb-list-def using length-p-vecs by presburger
moreover have ((gen-basis ?ts) | d) = t-vec ?ts
unfolding gen-basis-def t-vec-def
using append-Cons-nth-middle[of d p-vecs] length-p-vecs by presburger
ultimately have v = lincomb-list (of-int o ¢) p-vecs + (of-int (¢ d) -, (t-vec
2ts))
using * by argo
moreover have lincomb-list (rat-of-int o ¢) p-vecs € carrier-vec (d + 1)
using p-vecs-carrier carrier-vecl lincomb-list-carrier|of p-vecs of-int o c| by
fast
moreover have of-int (¢ d) -, (t-vec ?ts) € carrier-vec (d + 1)
using t-vec-dim[of ?ts| carrier-vecl[of t-vec ?ts d + 1] assms(1) unfolding
ts-from-pairs-def by force
ultimately have ?v = (of-int (¢ d) -, (t-vec ?ts)) + lincomb-list (of-int o c)
p-vecs
by force
then show ?thesis unfolding vec-class-def by blast
qed
ultimately have %v € vec-class-mod-p ?ts (int (A pairs))
unfolding vec-class-mod-p-def by blast
then show ?thesis using part! by blast
qed
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If we get a good lattice (which is likely), the adversary finds the hidden
number

lemma hnp-adversary-ezists-helper:
assumes ts € set-pmf ts-pmf
defines ts-Ots = map (At. (¢, O t)) ts
assumes good-lattice ts
shows a = A ts-Ots
proof—
let ?A-vec = (1/(rat-of-nat p))-,(map-vec rat-of-int (A-vec ts-Ots))
let ?vecl = rat-of-nat p -, vec-of-list
(map rat-of-nat
(ts-to-as (map (A(a, b). a) (map (At. (¢, O t)) ts))) @ [0])
let %vec2 = Matriz.of-int-hom.vec-hom (vec-of-list
(map int (map (M a, b). p x b) (map (At. (¢, O t)) ts) @ [0])))

have dim-v1: dim-vec ?vecl = length ts + 1
unfolding ts-to-as-def by auto

have dim-v2: dim-vec ?vec2 = length ts + 1
by auto

have [: length ts = d using assms(1) set-pmf-ts by blast
then have ts-I: length ts-Ots = d unfolding ts-Ots-def by simp
have ts-from-pairs: ts-from-pairs ts-Ots = ts
proof—
have map (A(a, b). a) (map (At. (t, O t)) ts) = map ( (A(a, b). a) o (At. (¢, O
t)) ) ts by simp
moreover have (A(a, b). a) o (At. (¢, O t)) = (At. t) by fastforce
ultimately show ?thesis unfolding ts-from-pairs-def ts-Ots-def fst-def by
stmp
qed

have ?vec1$i = 7vec2$i if in-range: i€{0..<(d + 1)} for i
proof(—)
have ?veci$i
= (rat-of-nat p) * (vec-of-list (map rat-of-nat (ts-to-as (map (A(a, b). a)
(map (At. (t, O 1)) ts))) Q@ [0]) $ 7)
using in-range dim-vl | by simp
then have vecI-help: 2vecl$i = (rat-of-nat p) * ((map rat-of-nat (ts-to-as (map
(Ma, b). a) (map (At. (¢, O t)) ts))) Q [0])!4) by simp
have vec2-help: ?vec2%i = rat-of-int ((map int (map (A(a, b). p * b) (map (At.
(t, O 1)) ts) @ [0]))!7)
using in-range dim-v2 | by auto
have i1: length (map rat-of-nat (ts-to-as (map (A(a, b). a) (map (At. (¢, O t))
ts)))) = d using [ unfolding ts-to-as-def by simp
have [2: length (map int (map (A(a, b). p * b) (map (At. (¢, O t)) ts))) = d
using [ by simp
show ?thesis
proof(cases i = d)
case t:True
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then have (map rat-of-nat (ts-to-as (map (A(a, b). a) (map (At. (¢, O t))
ts))) @o))!i=10
using append-Cons-nth-middle[of i map rat-of-nat (ts-to-as (map (A(a, b).
a) (map (At. (¢, O t)) ts))) 0 []] using II by blast
then have 1: %vecl$i = 0 using vecl-help by auto
then show ?thesis
using vec2-help 12 append-Cons-nth-middle[of i (map int (map (A(a, b). p *
b) (map (M. (t, O 1)) 15)) 0 [] ¢
by fastforce
next
case f:Fulse
then have ?vec1$i = (rat-of-nat p) * (rat-of-nat ( (ts-to-as (map (A(a, b).
a) (map (. (1, O ) 1)) 1 1) )
using vecl-help in-range 11 append-Cons-nth-left[of i map rat-of-nat (ts-to-as
(map (Ma, b). a) (map (At. (t, O t)) ts))) 0 []] by simp
also have ... = (rat-of-nat p) = rat-of-nat ( (msb-p (« * (ts!é) mod p) ) )
using [ f in-range ts-from-pairs unfolding ts-to-as-def ts-from-pairs-def
ts-Ots-def by simp
also have ... = (rat-of-nat p) * rat-of-nat (O (ts!i)) unfolding O-def by
blast
also have ... = rat-of-int (map int (map (A(a, b). p x b) (map (At. (¢, O t))
ts)) ! 7)
using [ f in-range ts-from-pairs unfolding ts-to-as-def ts-from-pairs-def
ts-Ots-def by simp
also have ... = rat-of-int (map int (map (A(a, b). p * b) (map (At. (¢, O 1))
ts) @ [0]) ! @)
using (2 in-range append-Cons-nth-left[of i (map int (map (A(a, b). p * b)
(map (M. (£, © 1)) £5))) 0 []] f by simp
finally show ?thesis using vec2-help by linarith
qed
qed
then have veci-is-vec2: %vecl = ?vec?
using dim-v! dim-v2 [ by auto
then have u-vec-is-msbs ts-Ots
unfolding u-vec-is-msbs-def
unfolding ts-Ots-def
unfolding scaled-uvec-from-pairs-def ts-from-pairs-def fst-def ts-to-u-def
by argo
then have x: ||?A-vec — ts-to-u ts|> < (rat-of-nat p / 2 "~ p)?2 A Z2A-vec €
vec-class-mod-p ts (int (A ts-Ots))
unfolding close-vec-def
using ad-output-vec-class[of ts-Ots| ts-1 ts-from-pairs
by blast
then have close: close-vec ts ?A-vec unfolding close-vec-def using uminus-sq-norm

by (metis (no-types, lifting) int-gen-lattice-carrier ts-to-u-carrier (ts-from-pairs
ts-Ots = tsy <u-vec-is-msbs ts-Ots) ad-output-vec-close assms(2) basic-trans-rules(31)
carrier-dim-vec index-smult-vec(2) length-map map-carrier-vec ts-1)
obtain ¢ where %A-vec € vec-class ts c
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using * unfolding vec-class-mod-p-def by fast
then have gl: 2A-vec € gen-lattice ts
using vec-class-union[of ts] assms(1) by blast
then have dim: dim-vec (A-vec ts-Ots) = d + 1 using gen-lattice-carrier|of ts]
assms(1) | by fastforce
have good-vec ?A-vec using assms(3) close gl unfolding good-lattice-def by
blast
then obtain 8 where b: [int « = ] (mod int p) A real-of-rat (?A-vec $ d) =
real-of-int 3/ real p unfolding good-vec-def by blast
then have p x real-of-rat (?A-vec $ d) = 8 using p by simp
then have real p * real-of-rat ( (1/(rat-of-nat p)) * ((map-vec rat-of-int ((A-vec
ts-Ots)) $ d)) ) = 8
using index-smult-vec(1)[of d (A-vec ts-Ots)] dim by force
then have real p * real-of-rat (1/(rat-of-nat p) * (rat-of-int ((A-vec ts-Ots) $
d))) = 8
using dim index-map-vec(1)[of d (A-vec ts-Ots) rat-of-int] by simp
then have real p x real-of-rat (1/(rat-of-nat p)) x real-of-rat (rat-of-int ((A-vec
ts-Ots) $ d)) = 8
by (metis more-arith-simps(11) of-rat-mult)
moreover have real p * real-of-rat (1 /(rat-of-nat p)) = 1
by (metis (no-types, lifting) Ring-Hom.of-rat-hom.hom-div Ring-Hom.of-rat-hom.hom-one
divide-cancel-right nonzero-mult-div-cancel-left not-prime-0 of-nat-eq-0-iff of-rat-of-nat-eq
p)
ultimately have (A-vec ts-Ots) $ d = 8
by fastforce
then have [int (A ts-Ots) = ] (mod int p) using A.simps|of ts-Ots] int-to-nat-residue.simps|of
(A-vec ts-Ots $ d) p]
by (metis (no-types, lifting) Cong.unique-euclidean-semiring-class.cong-def int-mod-eq
int-nat-eq local.A.elims local.int-to-nat-residue.simps m2pths(1) of-nat-0-less-iff p
pos-mod-bound prime-gt-0-nat)
then have [(A ts-Ots) = o] (mod p) using b
by (meson cong-int-iff cong-sym cong-trans)
moreover have A ts-Ots € {0..<p}
using A.simps|of ts-Ots| int-to-nat-residue.simps|of (A-vec ts-Ots $ d) p]
by (metis Cong.unique-euclidean-semiring-class.cong-def o (A-vec ts-Ots $ d
= B atLeastLessThan-iff b int-ops(9) le0 local.int-to-nat-residue.simps mod-less
nat-int)
ultimately show %thesis
by (metis « atLeastLess Than-iff cong-less-modulus-unique-nat)
qed

11.3.3 Main theorem statement

The cryptographic game which the adversary should win with high proba-
bility.
definition game :: adversary = bool pmf where
game A’ = do {
ts < replicate-pmf d (pmf-of-set {1..<p});
return-pmf (o = A’ (map (At. (¢, O t)) ts))
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The adversary finds the hidden number with probability at least 1/2.

theorem hnp-adversary-exists: pmf (game A) True > 1/2
proof—
define game’ where game’ =
do {
ts < replicate-pmf d (pmf-of-set {1..<p});
return-pmf (good-lattice ts)

}

have 1: Vis € set-pmf ts-pmf. good-lattice ts — (a = A (map (At. (¢, O 1))

ts))

using hnp-adversary-exists-helper by simp

have 1 / 2 < pmf game’ True
using sampled-lattice-likely-good
unfolding sampled-lattice-good-def game’-def ts-pmf-def .
also have ... < pmf (game A) True
unfolding game’-def game-def
using pmf-subset|OF 1, unfolded ts-pmf-def]
by presburger
finally show ?thesis .
qed

Alternative definition of game, written as a map-pmf

definition game’ :: adversary = bool pmf where
game’ A" = map-pmf ((Ats. (a = A" (map (At. (t, O t)) ts)))) (replicate-pmf d
(pmf-of-set {1..<p}))

lemma game’ = game
unfolding game’-def game-def map-pmf-def by argo

end

12 Some MSB instantiations and lemmas

12.1 Bit-shift MSB

definition msb :: nat = nat = nat = nat where
msbknz = (zdiv2(n—k)x*2(n—k)

lemma msb-dist:

fixes k n :: nat

assumes k < n

assumes 1 < k

shows |int (z) — int (msbknz)| < 2™n / (27k)
proof—

define 2z where z = msb kn z
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have k-small: k €{1..<n}
by (meson assms atLeastLess Than-iff nat-ceiling-le-eq not-le)
have abs(int(z) — int(z)) < real(2(n — k))
proof—
have z =intz div2 " (n — k)% 2 " (n — k)
unfolding z-def msb-def
by (metis int-ops(7) int-ops(8) numeral-power-eg-of-nat-cancel-iff)
then have int(z) — int(z) = int(z) mod 2" (n — k)
using minus-div-mult-eq-mod|of int(z) 2 (n — k)] by presburger
then show ?thesis by fastforce
qed
also have ... =2"n / 27k
by (metis Suc-lel assms(1) ge-trans le-add2 numeral-power-eq-of-nat-cancel-iff
plus-1-eq-Suc power-diff semiring-norm(142))
finally show ?thesis unfolding z-def .
qed

lemma (in hnp-arith) msb-kp1-dist-hnp:
defines msb-k = msb (k + 1) n
shows |int (z) — int (msb-k z)| < p / (27k)
proof—
have 1: k + 1 < n using k-plus-1-lt n unfolding hnp-def by linarith
have 2: 1 < k + 1 using u-le-k by linarith

have |int (z) — int(msb-kz)| <2 "n /2 " (k+ 1)
using msb-dist|OF 1 2, of z, folded msb-k-def] .
also have ... < p / (27%)
proof—
have 27 (n — 1) <p
proof—
have 2 powr (floor (log 2 p)) < 2 powr (log 2 p) by simp
moreover have n — 1 < floor (log 2 p) using n n-geg-1 by linarith
ultimately have 2 powr (n — 1) < 2 powr (log 2 p) by (simp add: le-floor-iff)
hence 27(n — 1) < 2 powr (log 2 p) by (simp add: powr-realpow)
thus ?thesis using p-geq-2 less-le-trans n n-geq-1 by fastforce
qed
hence 27(n — 1) / 27k < p / 27k by (simp add: divide-strict-right-mono)
thus ?thesis using le-imp-diff-is-add n-geq-1 by fastforce
qed
finally show ?thesis .
qed

lemma msb-kp1-valid-hnp:
assumes hnp-arith n o d p k
shows hnp n o d p k (msb (k + 1) n)
using hnp-arith.msb-kp1-dist-hnp[OF assms(1)] assms(1)
unfolding hnp-def hnp-arith-def hnp-azioms-def
by presburger
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12.2 MSB-p

definition msb-p :: nat = nat = nat = nat where
msb-p p kx =
(lett=(THEt. (t — 1)« (p/ 27k) <z ANz <txp/ 2k)
in nat (floor (t xp / 27k)) — 1)

lemma msb-p-defined:
fixes p k :: nat
fixes = :: nat
assumes p > 0
assumes k > 0
shows (Alt. (t—1)x(p/ 27k) <z Az <txp/2Fk)
proof safe
show 3¢. (realt — 1) x (realp / 2 " k) < real x A real © < real (¢t x p) / 2 "k
proof
let 25 = {t. (realt — 1) * (realp / 2 " k) < real z}
define ¢t where t = Max 25
have 25 # {}
by (metis Multiseries- Expansion.intyness-1 arith-simps(62) empty-iff mem-Collect-eq
of-nat-0-le-iff verit-minus-simplify(1))
moreover have finite 25
proof—
obtain M where ¢S C {0..<M}
proof—
let ?M = nat (ceiling (x / (p / 27k) + 1)) + 1
have 25 C {0..<?M}
proof
fix ¢ assume t € 25
moreover have p / 27k > 0 by (simp add: assms(1))
ultimately have real t — 1 < z / (p / 27k) using mult-imp-le-div-pos
by blast
hencet <z / (p/ 27k) + 1 by argo
hence t < nat (ceiling (x / (p / 27k) + 1)) + 1 by linarith
moreover have 0 < t by simp
ultimately show t € {0..<?M} by fastforce
qged
thus ?thesis using that[of ?M] by blast
qed
moreover have finite {0..<M} by blast
ultimately show ?thesis using rev-finite-subset[of {0..<M?} 25] by fast
qged
ultimately have t € 25 A (V' € 25. t' < t) using Max-eq-iff t-def by blast
moreover then have ¢ + 1 ¢ 25 by (metis Suc-eq-plusl not-less-eq-eq)
ultimately show (real t — 1) % (realp / 2 " k) < real x A real v < real (t *
p)/ 2"k
by force
qed
next
fix z ¢t/
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assume ¢: (real t — 1) % (real p / 2 " k) < real x real x < real (t x p) / 2 "k
assume t": (real t' — 1) % (real p / 2 " k) < real x real x < real (t'xp) / 2 "k

have x: p / 27k > 0 by (simp add: assms(1))

have (real t' — 1) * (realp / 2 " k) < real (t xp) / 2 "k
using t(2) t'(1) by linarith
also have ... = ¢t x (p / 27k) by fastforce
finally have (real t' — 1) < ¢
by (meson * le-less-trans less-eq-real-def mult-imp-le-div-pos pos-divide-less-eq)
hence 1: t' — 1 < t using le-less t(2) by fastforce

have (real t — 1) % (realp / 2 " k) < real (¢'* p) / 2 "k
using t(1) t'(2) by linarith
also have ... =t x (p / 27k) by fastforce
finally have (real t — 1) < t’
by (meson * le-less-trans less-eq-real-def mult-imp-le-div-pos pos-divide-less-eq)
hence 2: t — 1 < t’ using 1 by linarith

show t = t' using 1 2 by linarith
qed

lemma (in hnp-arith) msb-p-dist-hnp:
defines msb-k = msb-p p k
shows |int x — int (msb-k z)| <p / 27k
proof—
let P =Xt. (t — 1) x(p/ 27k)<zAhzx<txp/ 2k
define ¢t where t = (THE t. ?P t)
have 1: p > 0 using p-geq-2 by simp
have 2: k > 0 using p-le-k by linarith
have «: (t — 1) x (p/ 27k) <z Az <txp/ 27k
using thel-unique| OF msb-p-defined[OF 1 2, of z], of t, folded t-def] of-nat-diff-real
by fastforce
moreover have (t — 1) x(p / 27k)=(¢tx(p / 27k)) — (p / 27k)
by (metis (no-types, opaque-lifting) Nat.bot-nat-0.not-eg-extremum One-nat-def
Suc-pred x diff-is-0-eq’ divide-eq-0-iff left-diff-distrib more-arith-simps(5) mult-eq-0-iff
nat-le-linear not-le numeral-One of-nat-diff of-nat-eq-0-iff of-nat-numeral)
moreover have t x p / 27k — ((t x (p / 27k)) — p / 27k) = p / 27k by simp
ultimately have nat (floor (t xp / 27k) — 1) — z < p / 27k by linarith
moreover have p / 27k > 1
by (smt (verit, ccfv-threshold) 1 k-plus-1-1t less-divide-eq-1-pos log-of-power-le
of-nat-0-le-iff of-nat-add zero-less-power)
ultimately show %thesis
unfolding msb-k-def msb-p-def t-def
by (smt (verit, ccfv-SIG) x int-ops(6) le-nat-floor le-nat-iff nat-diff-distrib’
nat-less-as-int nat-one-as-int of-int-1-less-iff of-nat-0-le-iff of-nat-less-of-int-iff t-def
zero-le-floor zless-nat-eq-int-zless)
qed
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lemma msb-p-valid-hnp:
assumes hnp-arith n o d p k
defines msb-k = msb-p p k
shows hnp n o d p k msb-k
using hnp-arith.msb-p-dist-hnp|OF assms(1)] assms(1)
unfolding hnp-def msb-k-def hnp-arith-def hnp-axioms-def
by presburger

end
theory Ad-Codegen-Ezample
imports Hidden- Number-Problem

begin

13 This theory demonstrates an example of the
executable adversary.

full-babai does not need a global interpretation to be executed.
value full-babai [vec-of-list [0, 1], vec-of-list [2, 3]] (vec-of-list [2.3, 6.4]) (4/3)
Let’s define our d, n, p, «, and k.

abbreviation d = 72

abbreviation n = 1279
abbreviation p = (2::nat) 71279 — 1
abbreviation o = p div &8
abbreviation k = 47

value p
value a

Since our adversary definition is inside a locale, we need a global inter-
pretation.

global-interpretation ad-interp: hnp-adversary d p
defines A = ad-interp.A
and int-gen-basis = ad-interp.int-gen-basis
and int-to-nat-residue = ad-interp.int-to-nat-residue
and ts-from-pairs = ad-interp.ts-from-pairs
and scaled-uvec-from-pairs = ad-interp.scaled-uvec-from-pairs
and A-vec = ad-interp.A-vec
by unfold-locales

For this example, we use our executable msb function.

abbreviation O = At. msb kn ((a * t) mod p)

definition inc-amt :: nat where inc-amt = p div 5
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fun gen-ts :: nat = nat = nat list where
gen-ts 0t = ||
| gen-ts (Suc @) t = t # (gen-ts i ((t + inc-amt) mod p))

definition gen-pairs :: (nat x nat) list where
gen-pairs = map (At. (t, O t)) (gen-ts d 1)

The gen-pairs function generates the data that the adversary receives.
We prove that the adversary is likely to be successful when the ¢s which
define this data are uniformly distributed. Here, we use the gen-ts function
to generate an explicit list of ¢s.

value length gen-pairs
value gen-pairs

value ad-interp. A gen-pairs
value «

end
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