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Abstract

The paper “Compositional Verification and Refinement of Concur-
rent Value-Dependent Noninterference” by Murray et. al. [MSPR16]
presents a compositional theory of refinement for a value-dependent
noninterference property, defined in [Murl5], for concurrent programs.
This development formalises that refinement theory, and demonstrates
its application on some small examples.
The formalisation is contained in the theory CompositionalRefinement.thy.
Examples are also present in the formalisation in the Examples/

directory.
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theory CompositionalRefinement
imports Dependent-SIF UM- Type-Systems. Compositionality
begin

lemma inj-card-le:



inj (fi:'a = 'b) = finite (UNIV::'b set) = card (UNIV:'a set) < card
(UNIV::'b set)
{proof)

We define a generic locale for capturing refinement between an abstract and
a concrete program. We then define and prove sufficient, conditions that
preserve local security from the abstract to the concrete program.

Below we define a second locale that is more restrictive than this one. Specif-
ically, this one allows the concrete program to have extra variables not
present in the abstract one. These variables might be used, for instance,
to implement a runtime stack that was implicit in the semantics of the ab-
stract program; or as temporary storage for expression evaluation that may
(appear to be) atomic in the abstract semantics.

The simpler locale below forbids extra variables in the concrete program,
making the necessary conditions for preservation of local security simpler.

locale sifum-refinement =
abs: sifum-security dmas C-varsa C4 evala some-val +
conc: sifum-security dmac C-varsc Co evalc some-val
for dmaga :: ('Vara,'Val) Mem = "Vara = Sec
and dmac :: ("Vare,'Val) Mem = '"Varg = Sec
and C-varsa :: 'Vara = 'Vara set
and C-varsc :: 'Varc = '"Varc set
and C4 :: 'Vary set
and C¢ :: 'Varc set
and evaly :: ("Coma, "Vara, 'Val) LocalConf rel
and evalc 2 ('Come, 'Vare, 'Val) LocalConf rel
and some-val :: 'Val +
fixes varc-of :: 'Vara = 'Varg
assumes varc-of-inj: inj varc-of
assumes dma-consistent:
dmas (Aza. meme (varc-of x4)) za = dmac meme (varc-of Ta)
assumes C-vars-consistent:
(varc-of “C-varsy x4) = C-varse (varc-of x4)

assumes control-vars-are-A-vars:
Cc = varc-of ‘Cy

1 General Compositional Refinement

The type of state relations between the abstract and compiled components.
The job of a certifying compiler will be to exhibit one of these for each
component it compiles. Below we’ll define the conditions that such a relation
needs to satisfy to give compositional refinement.

type-synonym ('Comy, 'Vara, 'Val, 'Come, 'Varc) state-relation =
((‘Comay, 'Var 4, 'Val) LocalConf x ('Comc, 'Varc, 'Val) LocalConf) set



context sifum-refinement begin

abbreviation
conf-abvy :: 'Comyg = "Vary Mds = ('Vary, 'Val) Mem = (-,-,-) LocalConf
(«{-, - -)a> [0, 0, 0] 1000)

where
( ¢, mds, mem }a = ((c, mds), mem)

abbreviation
conf-abve 2 'Come = "Vare Mds = ('Vare, 'Val) Mem = (-,-,-) LocalConf
(<= - e [0, 0, 0] 1000)

where
( ¢, mds, mem Yo = ((¢, mds), mem)

abbreviation
eval-abv g :: ('Coma, "Vara, 'Val) LocalConf = (-, -, -) LocalConf = bool
(infix] <~ 4> 70)

where
T ~ay=(z,y) € evaly

abbreviation
eval-abve 2 ('Comg, 'Vare, 'Val) LocalConf = (-, -, -) LocalConf = bool
(infix] ~c» 70)

where

z~ey = (2, y) € evale

definition
preserves-modes-mem :: ('Coma, '"Vara, 'Val, 'Come, 'Varc) state-relation =
bool
where
preserves-modes-mem R =
(V ca mdsa mema cc mdsc meme. ({ ca, mdsa, memy )a, { cc, mdsc, meme
)c) ER —
(Vza. (mema x4) = (meme (varc-of £4))) A
(Vm. varc-of ‘- mdsa m = (range varc-of) N mdsc m))

definition

mema-of :: ("Vare, 'Val) Mem = ('Var s, 'Val) Mem
where

mema-of memec = (Azxa. (meme (varc-of 4)))

definition
mdsa-of :: "Varc Mds = "Var, Mds
where
mdsa-of mdsc = (A m. (inv varc-of) ‘ (range varc-of N mdsc m))

lemma low-mds-eq-from-conc-to-abs:
conc.low-mds-eq mds mem mem’' => abs.low-mds-eq (mdsa-of mds) (mema-of
mem) (mem4-of mem”)



{proof)

definition

var o-of 2 "Varc = '"Vary
where

vara-of = inv varc-of

lemma preserves-modes-mem-mem 4 -simp:
(Vza. (mema z4) = (meme (varc-of 14))) =
mema = mema-of memc
(proof )

lemma preserves-modes-mem-mds a-simp:
(Vm. varc-of “ mdsa m = range (varc-of) N mdsc m) =
mdsas = mdsa-of mdsc
(proof)

This version might be more useful. Not sure yet.

lemma preserves-modes-mem-def2:
preserves-modes-mem R =
(V ca mdsa mema cc mdsc meme. ({ ca, mdsa, memy )a, { co, mdsc, memc
)c) ER —
mema = mem-of memg A
mdsa = mdsa-of mdsc)
(proof)

definition

closed-others :: ("Coma, 'Vara, 'Val, '"Come, 'Vare) state-relation = bool
where

closed-others R =

(V ca cc mdsc meme meme'. ({ ca, mdsa-of mdsc, mema-of meme Ya, ( co,
mdsc, meme )o) € R —

(Vz. meme x # meme' © — — var-asm-not-written mdsc ) —

(Vz. dmac meme © # dmac meme’ © — — var-asm-not-written mdsc ©) —

({ ca, mdsa-of mdsc, mema-of memg’)a, { cc, mdsc, memc' )o) € R)

definition

stopsc = ("Come, 'Vare, 'Val) LocalConf = bool
where

stopsc ¢ =V ¢! = (¢ ~¢ )

lemmas neval-induct = abs.neval.induct[consumes 1, case-names Zero Suc]

lemma strong-low-bisim-neval’:

abs.neval ¢1 n ¢, = (c1,c1") € Ra = snd (fst ¢1) = snd (fst ¢;/) =
abs.strong-low-bisim-mm R =

e’ abs.neval c1' noep’ A (en,cn’) € Ra A snd (fst ¢,) = snd (fst (¢,”))



(proof)

lemma strong-low-bisim-neval:

abs.neval {c1,mds1,memy) s n (cp,mds,,mem,) s = ({c1,mdsy,memq) a,{c1’;mdsy,mem;") 4)
€ Ra = abs.strong-low-bisim-mm R4 =

e, mem,,’. abs.neval {c1';mdsy,memy’y a n {cp,',mds,,mem,"y 4 A ({cn,mds,,memy)a,{cn’;mds,,mem,") 4)
€ Ra

(proof)

lemma in-R-dma’:
assumes preserves: preserves-modes-mem R
assumes in-R: ((ca,mdsa,mema)a,{cc,mdsc,memc)c) € R
shows dmas memy x4 = dmac meme (varc-of z4)
(proof)

lemma in-R-dma:
assumes preserves: preserves-modes-mem R
assumes in-R: ((ca,mdsa,mema)a,{cc,mdsc,memc)c) € R
shows dmaa mema = (dmac meme o varc-of)
(proof )

definition
new-vars-private :: (‘Coma, 'Var s, 'Val, 'Come, 'Varc) state-relation = bool
where
new-vars-private R =
(V c14 mdsa memya c1c mdsc memic.
({ c14, mdsa, memia )a, { c1c, mdsc, memic )c) € R —
(V c1c’ mdsc’ memyc’. { 10, mdsc, memic Yo ~c { c1c’, mdsc’, memyc’
Jo —
(Vve. (memic’ ve # memic ve V dmac memic’ ve < dmac memic vo)
A vo ¢ range varc-of — vo € mdsc’ AsmNoReadOrWrite) A
(mdsc AsmNoReadOrWrite — (range varc-of)) C (mdsc’ AsmNoReadOrWrite

— (range varc-of))))

lemma not-less-eq-is-greater-Sec:
(= a < (b::Sec)) = (a > b)
(proof)

lemma doesnt-have-mode:
(z & mdsa-of mdsc m) = (varc-of x ¢ mdsc m)
(proof)

lemma new-vars-private-does-the-thing:

assumes nice: new-vars-private R

assumes in-Rqi: ({ c14, mdsa-of mdsc, mema-of memic )a, ( c1c, mdsc,
memic )o) € R

assumes in-Ra: ({ ca4, mdsa-of mdsc, mema-of memac )a, ( c2c, mdsc,
memac )o) € R



assumes stepic: { ¢c10, mdsc, memic Yo ~c { ¢c1c’, mdsa’, memic’ o
assumes stepac: { cac, mdsc, memac Yo ~c ( cac’, mdsc', memac’ Ve
assumes low-mds-eqc: conc.low-mds-eq mdsc memic memaoc

IA r 1A
assumes low-mds-eqq” abs.low-mds-eq (mdsa-of mdsc’) (mema-of memic’)

(mem a-of memaoc”)

shows conc.low-mds-eq mdsc’ memic’ memac’
(proof)

Perhaps surprisingly, we don’t necessarily care whether the refinement pre-
serves termination or divergence behaviour from the source to the target
program. It can do whatever it likes, so long as it transforms two source
programs that are low bisimilar (i.e. perform the same low actions at the
same time), into two target ones that perform the same low actions at the
same time.

Having the concrete step correspond to zero abstract ones is like expand-
ing abstract code out (think e.g. of side-effect free expression evaluation).
Having the concrete step correspond to more than one abstract step is like
optimising out abstract code. But importantly, the optimisation needs to
look the same for abstract-bisimilar code.

Additionally, we allow the instantiation of this theory to supply an arbitrary
predicate that can be used to restrict our consideration to pairs of concrete
steps that correspond to each other in terms of progress. This is particularly
important for distinguishing between multiple concrete steps derived from
the expansion of a single abstract step.

definition
secure-refinement :: ('Coma, 'Vara, 'Val) LocalConf rel = ("Coma, "Vara, 'Val,
'Come, "Vare) state-relation =
("Com¢, "Varc, 'Val) LocalConf rel = bool
where
secure-refinement Ra R P =
closed-others R A
preserves-modes-mem R A
new-vars-private R A
conc.closed-glob-consistent P A\
(V c14 mdsa memya c1c mdsc memic.
({ c14, mdsa, memyia )a, ( c1c, mdsc, memic Y)o) € R —
(Y cic’ mdsc’ memic’. { cic, mdsc, memic Yo ~c ( cic’, mdsc’, memic
)o —
(3 nc1a’ mdsy’ memya’. abs.neval { ¢4, mdsa, memiag ya n { c1a’, mdsa’,
memia’ya A
(( c1a’, mdsa’, memia’ Ya, { c1c’, mdsc’, memic' o) € R A
(V caa memaa coc memac caa’ memaa’.
(( c14, mdsa, memya )a, ( caa, mdsa, memag )a) € Ra A
({ can, mdsa, memaa )a, { cac, mdsc, memac )o) € R A
({ c1c, mdse, memic Yo, { cac, mdsc, memac o) € P A
abs.neval { caa, mdsa, memaa Ya n { caa’, mdsa’, memaa’ s —
(3 cac’ memac’. { cac, mdsc, memac Yo ~c { cac’, mdsc’, memac

/

/



Yo A
({ con’, mdsa’, memaa’ )a, { cac’, mdsc’, memac’ o) € R A
({ e1c’, mdsc’, memic’ o, ( cac’, mdsc’, memac’ )o) € P)))))

lemma preserves-modes-memD:
[preserves-modes-mem R; ((ca, mdsa, mema)a, (cc, mdsc, memc)c) € R] =
memg = mema-of memc N mdsy = mdsa-of mdsc

{proof)

lemma secure-refinement-def2:
secure-refinement Ra R P =
closed-others R A
preserves-modes-mem R A
new-vars-private R A
conc.closed-glob-consistent P A\
(V c1a c1c mdsc memic.
({ c14, mdsa-of mdsc, mema-of memic )a, { cic, mdsc, memic )o) € R —
(Y c1e’ mdsc’ memic’. { c1c, mdsc, memic Yo ~c { c1c’, mdsc’, memyic’
)o —
(3 n c1a’ abs.neval ( c¢14, mdsa-of mdsc, mema-of memic Ya n { c14’,
mds a-of mdsc', mema-of memic’ )a A
(( c14’, mdsa-of mdsc’, mema-of memic’ )a, ( c1c’, mdsc’,
memic’ o) € R A
(Veaa coc memac caa’ memsay’.
({ e14, mdsa-of mdsc, mema-of memic )a, { caa, mdsa-of mdsc, mem4-of
memsc >A) €ERa N
(( c24, mdsa-of mdsc, mema-of memac Ya, { cac, mdsc, memac o) €
R A
(( c1c, mdsc, memic )c, ( c2c, mdsc, memac )c) € P A
abs.neval ( caa, mdsa-of mdsc, mema-of memac Ya n { caa’, mdsa-of
mdsc’, memas’ Ya —
(3 cac’ memac’. { cac, mdsc, memasc Yo ~c { cac’, mdsc’, memac’

Yo A
({ con’, mdsa-of mdsc', memaa’ )a, ( cac’, mdsc’, memac’ )c) €
R A
(( crc’, mdsc’, memic' )c, ( cac’, mdsc’, memac’ )c) € P)))))
(proof)

lemma extra-vars-are-not-control-vars:
z ¢ range varc-of = z ¢ Cc

{proof)

definition
Re-of =
(((!Comy x (Mode = 'Vary set)) x ('Vara = 'Val)) x
("Coma x (Mode = "Vara set)) x ('Vara = 'Val)) set =
('Comy, '"Vara, 'Val, 'Com¢, 'Vare) state-relation =
(((!Come x (Mode = 'Varc set)) x ("Varc = 'Val)) x
("Come x (Mode = "Vare set)) x ("Vare = 'Val)) set =



(((!Come x (Mode = 'Varc set)) x ('Varc = 'Val)) x
("Comec x (Mode = "Varc set)) x ("Varc = 'Val)) set
where
Re-of RAR P ={(z,y). 324 ya. (xa,2) € R A (ya,y) € R A (24,y4) € Ra A
snd (fst x) = snd (fst y) — TODO: annoying to have to say A
conc.low-mds-eq (snd (fst z)) (snd z) (snd y) A
(z,y) € P}

lemma abs-low-mds-eq-dmac-eq:
assumes abs.low-mds-eq (mdsa-of mds) (mema-of memyic) (mema-of memac)
shows dmac memic = dmac memac

{proof)

lemma R¢-ofD:
assumes 77: secure-refinement Rao R P
assumes n-R: ({¢c1c, mdsc, memic)c, {(cac, mdsc’, memac)c) € Ro-of Ra
R P
shows
(Fc1a caa. ((c14, mdsa-of mdsc, mema-of memic)a, (c1c, mdsc, memic)c)
ERA
({c24, mdsa-of mdsc, mema-of memac)a, {(cac, mdsc, memac)c) €
R A
({c14, mdsa-of mdsc, mema-of memic)a, (caa, mdsa-of mdsc, mem4-of
memac)a) € Ra) A
(mdsc’ = mdsc) A
conc.low-mds-eq mdsc memic memsoc N
((e1c, mdsc, memic)e, {cac, mdsc', memac)c) € P
(proof)

lemma R¢o-ofl:
({c14, mdsa-of mdsc, mema-of memic)a, (cic, mdsc, memic)c) € R =
({c24, mdsa-of mdsc, mema-of memac)a, {(cac, mdsc, memac)c) € R =
((c14, mdsa-of mdsc, mema-of memic)a, (caa, mdsa-of mdsc, mema-of
memac)a) € Ra =
conc.low-mds-eq mdsc memic memsoc =
({e1cy, mdsc, memic)e, (cac, mdsc, memac)c) € P =
({e1cy, mdsc, memic)e, (c2c, mdsc, memac)c) € Ro-of Ra R P
(proof)

lemma R¢-of-sym:
assumes sym Rz
assumes P-sym: sym P
assumes 77: secure-refinement Rao R P
assumes mm:
A\c1 mds memy co mds memsa. ((c1, mds, memy)a, (co, mds, mema)a) € Ra
N
abs.low-mds-eq mds mem; memso
shows sym (Rc-of Ra R P)
(proof)



lemma R¢-of-simp:
assumes r71: secure-refinement Ry R P
shows ((c1¢, mdsc, memic)c, {(cac, mdsc, memac)c) € Ro-of Ra R P =
((3era caa. ({c14, mdsa-of mdsc, mema-of memic)a, (cic, mdsc, memic)c)
ERA
({caa, mdsa-of mdsc, mema-of memac)a, {cac, mdsc, memac)c) €
R A
({c14, mdsa-of mdsc, mem-of memyc)a, {caa, mdsa-of mdsc, mem4-of
m€m20>A) € RA) N
conc.low-mds-eq mdsc memic memsc N
({c1c, mdsc, memic)c, (c2c, mdsc, memac)c) € P)
(proof)

definition
Ag-of :: ("Vare,'Val) adaptation = ('Vara,’Val) adaptation
where
Ap-of A = Az, case A (varc-of £4) of None = None |
Some (v,v") = Some (v,v")

lemma var-writable:

= var-asm-not-written mdsc (varc-of ¥) = — var-asm-not-written (mdsa-of
mdsc) «

(proof)

lemma A 4-asm-mem:
assumes Ac-asm-mem: Vx. case Agc x of None = True
| Some (v, v') =
memic T # vV memac T # v — = var-asm-not-written mdsc x
shows case (Aa-of Ac) x of None = True
| Some (v, v') =
(mema-of memic) x # v V (mema-of memac) © # v/ — -
var-asm-not-written (mdsa-of mdsc)
(proof)

lemma dmaa-adaptation-eq:

dmay ((mema-of memic) [||l1 Aa-of Ac)]) za = dmac (memic [||1 Ac]) (varc-of
xA)

(proof )

lemma A 4-asm-dma:

assumes Ac-asm-dma: V. dmac (memic [|1 Ac]) ¢ # dmac memic © —
- var-asm-not-written mdsc x

shows dmaa ((mema-of memic) [|[1 (Aa-of Ac)]) za # dmaa (mema-of
memic) T4 — — var-asm-not-written (mdsa-of mdsc) xa

{(proof)

lemma vargc-of-in-Ce:



assumes 74 € Cx
shows varc-of z4 € Co
(proof )

lemma doesnt-have-modec:
x ¢ mdsa-of mdsc m = varc-of x ¢ mdsc m
(proof)

lemma has-modes: varc-of x € mdsc m = x € mdsa-of mdsc m
(proof )

lemma A 4-sec:
assumes Ac-sec: V. dmac (memic [||1 Ac]) * = Low A (x ¢ mdsc AsmNoRe-
adOrWrite V z € Cc) —
memic [|1 Ac] x = memac [||l2 Ac]
shows dmaa ((mema-of memic) [||1 Aa-of Ac]) x = Low A (z ¢ mdsa-of mdsc
AsmNoReadOrWrite V x € C4) —
(mema-of memic) [||1 Aa-of Ac] © = (mema-of memac) [|l2 Aa-of Ac]
T

(proof)

lemma apply-adaptation 4:
(mema-of memic) [||1 Aa-of Ac] = mema-of (memic [||1 Ac])
(mema-of memic) [||l2 Aa-of Ac] = mema-of (memic [||2 Ac])
{proof)

lemma R -of-closed-glob-consistent:
assumes mm:
Nec1 mds memy co mds mems. ({c1, mds, memy)a, {ca, mds, memsa)s) € Ra
—
abs.low-mds-eq mds mem, mems
assumes cgc: abs.closed-glob-consistent R 4
assumes 771: secure-refinement Ry R P
shows conc.closed-glob-consistent (Rc-of Ra R P)

{proof)

lemma R -of-local-preservation:
assumes r7r: secure-refinement R4 R P
assumes bisim: abs.strong-low-bisim-mm R 4
assumes in-Ro-of: ((c1c, mdsc, memic)c, (cac, mdsc, memac)c) € Re-of
RaRP
assumes stepic: {(c1c, mdsc, memic)e ~c {(c1c’, mdsc’, memic’)e
shows 3 coc’ memoc’.
(cac, mdsc, memac)c ~c (cac’, mdsc’, memac’)o A
({c1c!, mdsc’, memic)e, {(cac’, mdsc’, memac’)c) € Re-of Ra R P

{(proof)

Security of the concrete system should follow straightforwardly from security

10



of the abstract one, via the compositionality theorem, presuming that the
compiler also preserves the sound use of modes.
lemma R¢-of-strong-low-bisim-mm:

assumes abs: abs.strong-low-bisim-mm R a

assumes 77: secure-refinement Rao R P

assumes P-sym: sym P

shows conc.strong-low-bisim-mm (Rc-of Ra R P)

(proof )

2 A Simpler Proof Principle for General Compo-
sitional Refinement

Here we make use of the fact that the source language we are working in
is assumed deterministic. This allows us to invert the direction of refine-
ment and thereby to derive a simpler condition for secure compositional
refinement.

The simpler condition rests on an ordinary definition of refinement, and has
the user prove separately that the coupling invariant P is self-preserving.
This allows proofs about coupling invariant properties to be disentangled
from the proof of refinement itself.

Given a bisimulation R 4, this definition captures the essence of the extra
requirements on a refinement relation R needed to ensure that the refined
program is also secure. These requirements are essentially that:

1. The enabledness of the compiled code depends only on Low abstract
data;

2. The length of the abstract program to which a single step of the con-
crete program corresponds depends only on Low abstract data;

3. The coupling invariant is maintained.

The second requirement we express via the parameter abs-steps that, given
an abstract and corresponding concrete configuration, yields the number of
execution steps of the abstract configuration to which a single step of the
concrete configuration corresponds.

Note that a more specialised version of this definition, fixing the coupling
invariant P to be the one that relates all configurations with identical pro-
grams and mode states, appeared in Murray et al., CSF 2016. Here we
generalise the theory to support a wider class of coupling invariants.

definition
simpler-refinement-safe
where
simpler-refinement-safe Ra R P abs-steps =

11



YV c14 mdsa memya coa memoa c1c mdsc memyic cac memac. ({c1.4,mdsa,memya)a,{caa,mdsa,memaa)a)
€ RA N
C1A,MASA,MEM1A)A,{C1C, MASC, MEM1C)C C2A,MASA,TNEM2A)A,\C2C,
(( d ) Ay d )c) ER A (( d ) As(
mdsc, memac)c) € R A
({c1c, mdsc, memic)c, (cac, mdsc, memac)c) € P —
(stopsc (c1c, mdsc, memic)e = stopse {(cac, mdsc, memac)c) A
(abs-steps (c1a,mdsa,memia)a (c1c, mdsc, memic)c = abs-steps
(coa,mdss,memaa)a (c2c, mdsc, memac)c) N
(Vmdsyc’ mdsac’ memic’ memac’ 10’ cac’. (c1c, mdsc, memic)e ~c
(c1c’, mdsic’, memic')o A
(cac, mdsc, memac)c ~c (cac’, mdsac’,
memac’Yo —
((c1c’, mdsic’, memic’)c, (cac’, mdsyc’,
memacYo) € P A
mdsic’ = mdsac’)

definition
secure-refinement-simpler
where
secure-refinement-simpler Ra R P abs-steps =
closed-others R N
preserves-modes-mem R N
new-vars-private R A
simpler-refinement-safe Ry R P abs-steps A
conc.closed-glob-consistent P A\
(V c14 mdsa memya c1c mdsc memic.
({ c14, mdsa, memia )a, { c1c, mdsc, memic Y)o) € R —
(Y c1c’ mdsc’ memic’. { cic, mdsc, memic Yo ~c { c1c’, mdsc’, memic’
)o —
(3 c14"mdss’ memya’. abs.neval { c14, mdsa, memy g )a (abs-steps {c1.4,mdss,mem o) 4
{c10,mdscymemic)c) ( c1a’, mdsa’, memia’ Ya A
(( c1a’, mdsa’, memia’ )a, ( c1c’, mdse’, memic’ )o) € R)))

lemma secure-refinement-simpler:
assumes rrs: secure-refinement-simpler R4 R P abs-steps
shows secure-refinement R4 R P

(proof)

3 Simple Bisimulations and Simple Refinement

We derive the theory of simple refinements from Murray et al. CSF 2016
from the above simpler theory of secure refinement.

definition
bisim-simple
where
bisim-simple R4 =V ¢14 mds memy 4 caa memaa. ({c1.4,mds,memy ) a,{coa,mds,memas)a)
ERs —
C1A = C24

12



definition
simple-refinement-safe
where
simple-refinement-safe Ra R abs-steps =
YV ca mdsa memya memaa co mdsec memyic memac. ({ca,mdsa,memya)a,(ca,mdsa,memans)a)
€ Ra N
({ca,mdsa,memy a) a,(cc, mdsc, memic)c) € R A ((ca,mdss,memaa)a,(cc,
mdsc, memac)c) € R —
(stopsc (co, mdsc, memic)c = stopsc (co, mdsc, memac)c) A
(abs-steps (ca,mdsa,memi )4 {cc, mdsc, memic)c = abs-steps (ca,mdss,meman) A
(cc, mdsc, memac)c) A
(Y mdsic’ mdsac’ memic’ memac’ c1c’ cac’. (co, mdsc, memic)e ~c
(10!, mdsic’, memic)e A
(co, mdsc, memac)c ~c (c2c’, mdsac’,
memzc’)o —
cic’ = cac’ N mdsic’ = mdsac’)

definition
secure-refinement-simple
where
secure-refinement-simple R4 R abs-steps =
closed-others R N
preserves-modes-mem R A
new-vars-private R A
simple-refinement-safe Ra R abs-steps A
bisim-simple R4 N
(V c14 mdsa memya c1c mdsc memic.
({ c14, mdsa, memia )a, { c1c, mdsc, memic )c) € R —
(V c1c’ mdsc’ memyc’. { 10, mdsc, memic Yo ~c { c1c’, mdsc’, memyc’
Jo —
(3 c14"mdsa’ memya’. abs.neval { c14, mdsa, memy g )a (abs-steps {c1.4,mdsa,mems o) o
(c1c,mdscymemyic)c) ( c1a’, mdsa’, memia’ Ya A
({ c1a’, mdsa’, memia’ )a, ( c1c’, mdsc’, memic’ o) € R)))

definition
Lsimple
where
Zsimple = {({c¢,mds,mem)c,{c’;mds’ mem’)¢c)| ¢ mds mem ¢’ mds" mem’. ¢ =

¢’}

lemma Zsimple-closed-glob-consistent:
conc.closed-glob-consistent Lsimple

{proof)

lemma secure-refinement-simple:
assumes srs: secure-refinement-simple R R abs-steps
shows secure-refinement-simpler R4 R Lsimple abs-steps

(proof)
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4 Sound Mode Use Preservation
Prove that

acquiring a mode on the concrete version of an abstract vari-
able z, and then mapping the new concrete mode state to the
corresponding abstract mode state,

is equivalent to

first mapping the initial concrete mode state to its corresponding
abstract mode state and then acquiring the mode on the abstract
variable z.

This lemma essentially justifies why a concrete program doing Acq (varc-of
x) SomeMode is a the right way to implement the abstract program doing
Acq x SomeMode.

lemma mode-acquire-refinement-helper:
mdsa-of (mdsc(SomeMode := insert (varc-of ) (mdsc SomeMode))) =
(mdsa-of mdsc)(SomeMode := insert x (mdsa-of mdsc SomeMode))

{proof)

lemma mode-release-refinement-helper:
mdsa-of (mdsc(SomeMode := {y € mdsc SomeMode. y # (varc-of z)})) =
(mdsa-of mdsc)(SomeMode := {y € (mdsa-of mdsc SomeMode). y # z})
{proof )

definition
preserves-locally-sound-mode-use :: ('Coma, 'Var 4, 'Val, 'Come, 'Varc) state-relation
= bool
where
preserves-locally-sound-mode-use R =
VZCA ZCC.
(abs.locally-sound-mode-use lca A (lca, lcc) € R —
conc.locally-sound-mode-use lcc)

lemma secure-refinement-loc-reach:
assumes 77: secure-refinement R R P
assumes in-R: ({ca, mdsa, mema)a, {(cc, mdsc, meme)c) € R
assumes loc-reachc: {cc’, mdsc’, meme Yo € conc.loc-reach (cc, mdsc, meme)c
shows Jc4’ mdss’ memy’.
({ca’, mdsa', mema)a, (cc’, mdsc’, memc’)c) € R A
(ca’, mdsa’, mema’)a € abs.loc-reach (ca, mdss, mema)a

(proof)

definition preserves-local-guarantee-compliance ::
("Coma, "Vara, 'Val, 'Come, 'Vare) state-relation = bool
where
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preserves-local-guarantee-compliance R =
Yemyg memy cme meme.
abs.respects-own-guarantees cma N
((ema, mema), (cme, memc)) € R —
conc.respects-own-guarantees cmc

lemma preserves-local-guarantee-compliance-def2:
preserves-local-guarantee-compliance R =
Y eca mdsg memy co mdsc memc.
abs.respects-own-guarantees (ca, mdsa) A
({ca, mdsa, mema)a, {cc, mdsc, memc)c) € R —
conc.respects-own-guarantees (co, mdsc)

{proof)

lemma locally-sound-mode-use-preservation:
assumes 77: secure-refinement Rao R P
assumes preserves-guarantee-compliance: preserves-local-guarantee-compliance R
shows preserves-locally-sound-mode-use R

{proof)

end

5 Refinement without changing the Memory Model

Here we define a locale which restricts the refinement to be between an ab-
stract and concrete programs that share identical memory models: i,e. have
the same set of variables. This allows us to derive simpler versions of the
conditions that are likely to be easier to work with for initial experimenta-
tion.
locale sifum-refinement-same-mem =

abs: sifum-security dma C-vars C evals some-val +

conc: sifum-security dma C-vars C evalc some-val

for dma :: ("Var,'Val) Mem = 'Var = Sec

and C-vars :: "Var = 'Var set

and C :: 'Var set

and evaly :: ("Coma, 'Var, 'Val) LocalConf rel

and evalg :: ('Come, 'Var, 'Val) LocalConf rel

and some-val :: 'Val

sublocale sifum-refinement-same-mem C

gen-refine: sifum-refinement dma dma C-vars C-vars C C evals evalg
some-val id

(proof)

context sifum-refinement-same-mem begin

lemma [simp]:
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gen-refine.new-vars-private R
{proof)

definition
preserves-modes-mem :: ('Coma, 'Var, 'Val, 'Come, 'Var) state-relation = bool
where
preserves-modes-mem R =
(VY ca mdsa memy cc mdsc meme. ({ ca, mdsa, memy )a, { co, mdsc, memg
>C) eER —
mema = memc A mdsa = mdsc)

definition

closed-others :: ('Coma, "Var, 'Val, 'Com¢, 'Var) state-relation = bool
where

closed-others R =

(V ca mds mem cc mem’. ({ ca, mds, mem )4, { cc, mds, mem )c) € R —>

(Vz. mem z # mem’ © — — var-asm-not-written mds ) —

(Vz. dma mem z # dma mem' z — — var-asm-not-written mds ) —

(( ca, mds, mem')a, ( cc, mds, mem’)c) € R)

lemma [simp]:
gen-refine.mdss-of © = x
(proof)

lemma [simp]:
gen-refine.mema-of t = x
(proof)

lemma [simp]:
preserves-modes-mem R —>
gen-refine.closed-others R = closed-others R

{proof)

lemma [simp]:
gen-refine.preserves-modes-mem R = preserves-modes-mem R
(proof )

definition

secure-refinement :: ('Comn, 'Var, 'Val) LocalConf rel = (‘Comy, 'Var, 'Val,
'Comc, 'Var) state-relation =

("Come, '"Var, 'Val) LocalConf rel = bool

where

secure-refinement Ry R P =

closed-others R A

preserves-modes-mem R A

conc.closed-glob-consistent P N\

(V ¢c14 mds memy cic.

({ c14, mds, memy )a, { c1c, mds, memy )o) € R —
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(Y c1c’ mds’ memy'. { c1c, mds, memy Yo ~¢ ( c1c’, mds', memy’ Yo —
(3 ncra’. abs.neval { cya, mds, memy Ya n { c14’, mds’, memy’ Y4 A
({ c1a’, mds’, memy’ )4, ( c1c’, mds’, memy' )o) € R A
(Vcaa memg cac caa’ mems’.
({ c14, mds, memy )a, { coa, mds, mema )a) € Ra A
({ caa, mds, mems )a, { cac, mds, mems Yo) € R A
({c1c, mds, mem1)c, (cac, mds, mema)c) € P A
abs.neval { cox, mds, mema Ya n { caa’, mds’, memy’ Y4 —>
(3 cac’ . { cac, mds, memy Yo ~c ( cac’, mds’, mems’ Yo A
({ c2a’, mds’, mema’ )a, ( cac’, mds’, mema' )o) € R A
({e1c’, mds', memy)e, (cac’, mds’, mema’)c) € P )))))

lemma preserves-modes-memD:
preserves-modes-mem R =—
(( ca, mdsa, mema )a, { coc, mdsc, meme o) € R =
mema = memc N\ mdsa = mdsc
(proof)

lemma [simp]:
gen-refine.secure-refinement Ra R P = secure-refinement Ra R P
(proof )

lemma R -of-strong-low-bisim-mm:
assumes abs: abs.strong-low-bisim-mm R4
assumes 77: secure-refinement R R P
assumes P-sym: sym P
shows conc.strong-low-bisim-mm (gen-refine. Rc-of Ra R P)

(proof )
end

context sifum-refinement begin
lemma use-secure-refinement-helper:
secure-refinement Ry R P =
((ema,memy),(cmc,memc)) € R = (emg,memc) ~¢ (eme’;meme’) =
(Fema’ memy’ n. abs.neval (cma,mema) n (ema’;mema’) A
((ema’;memy’), (ecme’;memc’)) € R)
(proof)

lemma closed-othersD:

closed-others R =

({ca, mdsa-of mdsc, mema-of memc)a, {(cc, mdsc, meme)c) € R =

(Az. memec' © # meme VvV dmac meme’ © # dmac meme © = — var-asm-not-written
mdsc ) =

({ca, mdsa-of mdsc, mema-of memec')a, {cc, mdsc, memec’)c) € R

(proof )

end

record ('a, 'Val, 'Varc, 'Come, "Var s, 'Com ) componentwise-refinement =
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priv-mem 2 'Varc set

Ra-rel :: ('Coma, "Var s, 'Val) LocalConf rel

R-rel :: ("Coma, 'Vara, 'Val, 'Comc, 'Vare) state-relation
P-rel :: ('Come, "Vare, 'Val) LocalConf rel

6 Whole System Refinement

A locale to capture componentwise refinement of an entire system.

locale sifum-refinement-sys =
sifum-refinement dmas dmac C-varsay C-varsc Ca Cco evala evalc some-val
varc-of
for dmaga :: ('Vara,'Val) Mem = "Vara = Sec
and dmac :: ("Vare,'Val) Mem = '"Varg = Sec
and C-varsa :: 'Vara = 'Vara set
and C-varsc :: 'Varc = "Varc set
and C4 :: 'Vary set
and C¢ :: 'Varc set
and evaly :: ("Coma, "Vara, 'Val) LocalConf rel
and evalc :: ('Come, 'Vare, 'Val) LocalConf rel
and some-val :: 'Val
and varcg-of :: 'Vary = '"Varg +
fixes cms = (‘anwellorder, 'Val, 'Varc, 'Come, 'Vara, 'Coma) component-
wise-refinement list
fixes priv-memc :: 'Varcg set list
defines priv-memc-def: priv-memc = map priv-mem cms
assumes priv-mem-disjoint: © < length cms = j < length cms = i # j =
priv-meme | i N priv-meme ! j = {}
assumes new-vars-priv: — range varc-of = J (set priv-memc)
assumes new-privs-preserved: {c, mds, mem)c ~¢ (¢, mds’, mem"\oc = z ¢
range varc-of =
(z € mds m) = (x € mds’ m)
assumes secure-refinements:
i < length cms = secure-refinement (R a-rel (cms! i) (R-rel (¢cms! i)) (P-rel
(ecms ! 7))
assumes local-guarantee-preservation:
i < length cms = preserves-local-guarantee-compliance (R-rel (c¢cms ! )
assumes bisims:
i < length cms = abs.strong-low-bisim-mm (R a-rel (cms ! i)
assumes Ps-sym:
Na b. i < length cms = sym (P-rel (cms ! 1))
assumes Ps-refl-on-low-mds-eq:
i < length cms = conc.low-mds-eq mdsc memec meme’ = ((cc, mdsc,
meme)c, {cc, mdsc, meme'ye) € (P-rel (cms ! i)

context sifum-security begin
lemma neval-modifies-helper:
assumes nevaln: neval len m len’
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assumes lcn-def: len = (e¢ms ! n, mem)
assumes lcn'-def: len’ = (emn’, mem”)
assumes len: n < length cms
assumes modified: mem x # mem’ x V dma mem z # dma mem' z
shows 3k cmn’ mem”" emn'"" mem”"". k < m A neval (¢cms ! n,mem) k (cmn’ ;mem’")
A
(emn'" mem') ~ (ecmn'", mem'"’) A
(mem'" x # mem'” z vV dma mem" x # dma mem'"” x)

(proof)

lemma neval-sched-Nil [simp]:
(c¢cms, mem) d (c¢cms, mem)

(proof)

lemma reachable-mode-states-refi:
map snd cms € reachable-mode-states (cms, mem)

{proof)

lemma neval-reachable-mode-states:
assumes neval: neval lc n lc’
assumes lc-def: lc = (¢cms | k, mem)
assumes len: k < length cms
shows map snd (cms[k := (fst lc')]) € reachable-mode-states (cms, mem)

(proof)

lemma mewval-sched-sound-mode-use:
sound-mode-use gc = meval-sched sched gc g¢' => sound-mode-use gc’

(proof)

lemma neval-meval:

neval len k len’ = n < length ems = len = (ems | nymem) = len’ = (emn/,
mem’) =

meval-sched (replicate k n) (cms,mem) (cms[n := cmn’],mem”)

(proof)

lemma meval-sched-app:
meval-sched as gc g¢' => meval-sched bs gc¢' g¢'" => meval-sched (asQbs) ge gc’’

(proof)

end
context sifum-refinement-sys begin

lemma conc-respects-priv:

assumes znin: xc ¢ range varc-of

assumes modifiedc: meme To # meme’ xo V dmac meme xc # dmac meme’
TC

assumes evalc: (ecmsc | n, meme) ~~¢ (emen’, meme’)
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assumes in-Rn: ((cmsa ! n, mema), cmse | n, meme) € Rn

assumes preserves: preserves-local-guarantee-compliance Rn

assumes sound-mode-uses: abs.sound-mode-use (cmsa, mema)

assumes nlen: n < length cms

assumes len-eq: length cmsa = length cms

assumes len-eq’: length cmsc = length cms

shows z¢ ¢ (snd (¢cmsc ! n)) GuarNoWrite A zc ¢ (snd (cmsc ! n)) GuarNoRe-
adOrWrite

(proof)

lemma modified-variables-are-not-assumed-not-written:

fixes cmsa mema cmsc memgc cmen’ meme’ Rn ecman’ mema’ ma Ri

assumes sound-mode-use4: abs.sound-mode-use (cmsa, mema)

assumes pmmn: preserves-modes-mem Rn

assumes in-Rn: ((cmsa ! n, mema), (ecmse ! n, meme)) € Rn

assumes pmmi: preserves-modes-mem Ri

assumes in-Ri: ((cmsa ! 7, mema), (cmsc ! i, meme)) € Ri

assumes nlen: n < length cms

assumes lena: length cmsa = length cms

assumes lenc: length cmsc = length cms

assumes priv-is-asm-priv: \i. i < length cms = priv-memc ! i C snd (cmse
1'9) AsmNoReadOrWrite

assumes priv-is-guar-priv: \i j. i < length cms = j < length cms = @ # j
= priv-memc ! i C snd (¢cmsc ! j) GuarNoReadOrWrite

assumes new-asms-only-for-priv: N\i. i < length cms =

(snd (cmsc ! i) AsmNoReadOrWrite U snd

(emsc ! i) AsmNoWrite) N (— range varc-of) C priv-meme ! i

assumes evalen: (ecmsc ! nymeme) ~¢ (emen’, meme”)

assumes nevalan: abs.neval (cmsy ! nymema) ma (cman’, memy’)

assumes in-Rn': ((cman’, memy’), (ecmen’, memc’)) € Rn

assumes modifiedc: memec Tc # memc’ zo V dmac meme xc # dmac memc’
To

assumes neq: ¢ £ n

assumes ilen: i < length cms

assumes preserves: preserves-local-guarantee-compliance Rn

shows - var-asm-not-written (snd (cmsc ! 1)) z¢

(proof)

definition

priv-is-asm-priv :: 'Varc Mds list = bool
where

priv-is-asm-priv mdssc = Vi < length cms. priv-meme ! i C (mdsse ! i) Asm-
NoReadOrWrite

definition
priv-is-guar-priv :: 'Varc Mds list = bool
where
Priv-is-guar-priv mdssc =
Vi < length ¢ms. (Vj < length ¢cms. i # j — priv-meme ! i C (mdssc ! j)
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GuarNoReadOrWrite)

definition
new-asms-only-for-priv :: 'Varc Mds list = bool
where
new-asms-only-for-priv mdssc =
V i < length cms.
((mdssc ! ©) AsmNoReadOrWrite U (mdssc | i) AsmNoWrite) N (— range
varc-of) C priv-meme ! i

definition
new-asms-NoReadOrWrite-only :: 'Varc Mds list = bool
where
new-asms-NoReadOrWrite-only mdss¢c =
V ¢ < length cms.
(mdssc ! i) AsmNoWrite N (— range varc-of) = {}

definition
modes-respect-priv :: 'Varc Mds list = bool
where
modes-respect-priv mdssc = priv-is-asm-priv mdssc N priv-is-guar-priv mdssc
N
new-asms-only-for-priv mdssc A
new-asms-NoReadOr Write-only mdssc
definition
ignores-old-vars :: ('Varc Mds list = bool) = bool
where

ignores-old-vars P = Y mdss mdss’. length mdss = length mdss’ A length mdss’ =
length cms —
(map (Az m. x m N (= range varc-of)) mdss) = (map (Az m.  m N (— range
varc-of)) mdss’) —
P mdss = P mdss’

lemma ignores-old-vars-conj:
assumes Rdef: (Az. Rz = (Pz A Qx))
assumes iP: ignores-old-vars P
assumes iQ: ignores-old-vars @
shows ignores-old-vars R

{proof)

lemma nth-map-eq”:

length zs = length ys = map f xs = map g ys = i < length xs = [ (zs ! 1)
=g (ys ')

(proof )

lemma nth-map-eq:
map fxs = map g ys = i < length xs = f (zs ! i) = g (ys ! 7)
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{proof)

lemma nth-in- Union-over-set:
i < length s = xs | i C | (set xs)

(proof)

lemma priv-are-new-vars:
z € priv-memg | 1 = i < length cms = z ¢ range varc-of
(proof )

lemma priv-is-asm-priv-ignores-old-vars:
ignores-old-vars priv-is-asm-priv
(proof )

lemma priv-is-guar-priv-ignores-old-vars:
ignores-old-vars priv-is-guar-priv
(proof)

lemma new-asms-only-for-priv-ignores-old-vars:
ignores-old-vars new-asms-only-for-priv
(proof )

lemma new-asms-NoReadOrWrite-only-ignores-old-vars:
ignores-old-vars new-asms-NoReadOrWrite-only

{proof)

lemma modes-respect-priv-ignores-old-vars:
ignores-old-vars modes-respect-priv

(proof)

lemma ignores-old-varsD:

ignores-old-vars P = length mdss = length mdss’ = length mdss’ = length
cms —

(map (Ax m. x m N (— range varc-of)) mdss) = (map (Ax m. x m N (— range
varc-of)) mdss’) =

P mdss = P mdss’

(proof )

lemma new-privs-preserved’:

(¢, mds, mem)c ~~¢ (c¢/, mds’, mem’)c = (mds m N (— range varc-of)) =
(mds’ m N (— range varc-of))

(proof )
lemma map-nth-eq:

length zs = length ys = (N\i. i < length xs => f (zs 1 i) = g (ys ! i)) =

map fxs = map g ys

(proof)

lemma ignores-old-vars-conc-meval:
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assumes ignores: ignores-old-vars P

assumes meval: conc.meval-abv gcc n geo!

assumes len-eq: length (fst gcc) = length cms

shows P (map snd (fst gcc)) = P (map snd (fst gec’))
(proof )

lemma ignores-old-vars-conc-meval-sched:
assumes ignores: ignores-old-vars P
assumes meval-sched: conc.meval-sched sched gcc gec’
assumes len-eq: length (fst gec) = length cms
shows P (map snd (fst gcc)) = P (map snd (fst gec'))
(proof)

lemma meval-sched-modes-respect-priv:
conc.meval-sched sched gce gcc’' = length (fst gcc) = length cms =
modes-respect-priv (map snd (fst gco)) =
modes-respect-priv (map snd (fst gcc’))
(proof)

lemma meval-modes-respect-priv:
conc.meval-abv gco n geco' = length (fst gcc) = length cms =
modes-respect-priv (map snd (fst gco)) =
modes-respect-priv (map snd (fst gcc’))
(proof)

lemma traces-refinement:
Ngce gee' schede gea. conc.meval-sched schede geo geo’' =
length (fst gca) = length cms = length (fst gcc) = length cms —
(Ai. @ < length ems = ((fst gca ! i, snd gca), (fst gec !4, snd gec)) € R-rel
(ems i) =
abs.sound-mode-use gc4 = modes-respect-priv (map snd (fst gcc)) =
Jscheda gea'. abs.meval-sched scheda gca gea’ N
(Vi. i < length ems — ((fst gea’ ! i, snd gca’), (fst gec’ ! i, snd gec’))
€ R-rel (ems ! 7)) A
abs.sound-mode-use gca'

(proof)
end
context sifum-security begin
definition
restrict-modes :: 'Var Mds list = '"Var set = 'Var Mds list
where

restrict-modes mdss X = map (Amds m. mds m N X) mdss

lemma restrict-modes-length [simp]:
length (restrict-modes mdss X) = length mdss
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{proof)

lemma compatible-modes-by-case-distinction:
assumes compat-X: compatible-modes (restrict-modes mdss X)
assumes compat-compX: compatible-modes (restrict-modes mdss (—X ))
shows compatible-modes mdss

(proof)

lemma in-restrict-modesD:

i < length mdss = = € ((restrict-modes mdss X)! i) m = z € X Az € (mdss
1) m

(proof)

lemma in-restrict-modeslI:

i < length mdss = z € X = z € (mdss ! i) m = z € ((restrict-modes mdss
X)) m

(proof)

lemma meval-sched-length:
meval-sched sched gc g¢' = length (fst gc’) = length (fst gc)
(proof )

end
context sifum-refinement-sys begin

lemma compatible-modes-old-vars:

assumes compatible-modes z: abs.compatible-modes (map snd cmsa)

assumes lena: length cmsa = length cms

assumes lenc: length cmsc = length cms

assumes in-R: (Vi<length cms. ((cmsa ! i, memy), cmsc | i, meme) € R-rel
(ecms ! 7))

shows conc.compatible-modes (conc.restrict-modes (map snd cmsc) (range varc-of))

(proof)

lemma compatible-modes-new-vars:
length mdss = length cms = modes-respect-priv mdss = conc.compatible-modes
(conc.restrict-modes mdss (— range varc-of))

(proof)

lemma sound-mode-use-preservation:
Ngce gea.
length (fst gca) = length cms = length (fst gcc) = length cms —
(Ai. @ < length ems = ((fst gca ! i, snd gca), (fst gec ! 4, snd gcc)) € R-rel
(ems i) =
abs.sound-mode-use gc4 = modes-respect-priv (map snd (fst gcc)) =
conc.sound-mode-use gco
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(proof)

lemma refined-prog-secure:

assumes leny [simpl: length emsc = length cms

assumes lenc [simp]: length cmsa = length cms

assumes in-R: (A\i meme. i < length cms = ((c¢msa ! i,mem s-of meme),(cmsc
14, memc)) € R-rel (¢cms ! Q)

assumes in-Ra: (Ai memc memc’. [i < length cms; conc.low-mds-eq (snd
(emsc ! 1)) meme meme’]

= ((cmsa ! i, mema-of memc), (cmsa ! i, mema-of meme’)) € Ra-rel

(cms ! 7))

assumes sound-mode-uses: (\ mema. abs.sound-mode-use (cmsa, memy))
assumes modes-respect-priv: modes-respect-priv (map snd cmsc)

shows conc.prog-sifum-secure-cont emsc

(proof)

lemma refined-prog-secure’:

assumes leny [simpl: length cmsc = length cms

assumes lenc [simp]: length cmsa = length cms

assumes in-R: (A\i memc. i < length cms = ((ecmsa ! i,mem a-of memc),(cmsc
14, memc)) € R-rel (¢cms ! 0))

assumes in-R4: (\i mema memy’. [i < length cms; abs.low-mds-eq (snd (¢cmsa
14)) mema mema’]
= ((cmsa ! i, mema), (cmsa ! i, mema’)) € Ra-rel (cms ! 7))

assumes sound-mode-use: (/\ mema. abs.sound-mode-use (cmsa, mema))
assumes modes-respect-priv: modes-respect-priv (map snd cmsc)

shows conc.prog-sifum-secure-cont cmsc

(proof)
end
context sifum-security begin
definition
reachable-mems :: ('Com x (Mode = 'Var set)) list = ('Var,'Val) Mem =
("Var,'Val) Mem set
where
reachable-mems cms mem = {mem’. 3 sched cms’. meval-sched sched (cms,mem)

(cms’;mem’)}

lemma reachable-mems-refi:
mem € reachable-mems cms mem

{proof)

end
context sifum-refinement-sys begin

lemma reachable-mems-refinement:
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assumes sys-nonempty: length cms > 0

assumes leny [simpl: length cmsc = length cms

assumes lenc [simp]: length cmsa = length cms

assumes in-R: (A\i memc. ¢ < length cms = ((cmsa ! i,mem a-of memc),(cmsc
i, memcg)) € R-rel (¢cms ! Q)

assumes sound-mode-uses: (\ mema. abs.sound-mode-use (¢cmsa, mema))
assumes modes-respect-priv: modes-respect-priv (map snd cmsc)

assumes reachablec: memc' € conc.reachable-mems cmsc memc

shows mem 4-of meme’ € abs.reachable-mems cmsa (mem4-of memc)

{(proof)

end

end
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