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Abstract

This entry formalizes differential privacy using quasi-Borel spaces.
In general, differential privacy is discussed using measurable spaces.
Sato and Katsumata showed that quasi-Borel spaces are also applied
to formulate differential privacy [1]. We formalize basic definitions and
properties of differential privacy using quasi-Borel spaces, and show
two examples: randomized response and the naive report noisy max
algorithm.
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theory DP-(QBS

imports Differential- Privacy. Differential- Privacy-Divergence

Differential- Privacy. Differential- Privacy-Standard
S-Finite-Measure-Monad. Monad-QuasiBorel

begin

declare gbs-morphism-imp-measurable[measurable-dest)

1 Definitions

Details of differential privacy using quasi-Borel spaces are found at [1]
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1.1 Divergence for Differential Privacy using QBS

definition DP-gbs-divergence :: 'a qbs-measure = 'a gbs-measure = real = ereal
(DP’-divergenceq) where

DP-qbs-divergence-gbs-1: DP-divergenceg p q e = DP-divergence (qbs-l p) (gbs-1 q)
e

abbreviation DP-gbs-inequality (DP'-inequalityg) where
DP-gbs-inequality p q € 6 = DP-divergenceg p q € < ereal 6

lemmas DP-gbs-divergence-def = DP-qbs-divergence-gbs-l[simplified DP-divergence-SUP)

lemma DP-gbs-divergence-nonneg[simp]: 0 < DP-divergenceg p q e

(proof)

lemma DP-gbs-divergence-le-ereal-iff

DP-divergenceg p q € < ereal § +— (VA € sets (qbs-l p). measure (qbs-l p) A —
exp € * measure (gbs-1 q) A < §)

(proof )

corollary DP-gbs-divergence-le-ereal-dest:
assumes DP-divergenceg p q € < ereal §
shows measure (qbs-l p) A < exp € * measure (gbs-l q¢) A + ¢

{proof)

corollary DP-gbs-divergence-le-ereall

assumes \ A. A € sets (qbs-l p) = measure (gbs-l p) A < exp € * measure
(gbs-lq) A+ 6

shows DP-divergenceg p q € < ereal §

(proof)

lemma DP-gbs-divergence-zero:
assumes p € monadP-gbs X
and ¢ € monadP-qbs X
and DP-inequalityg p q 0 0
shows p = ¢
(proof)

lemma DP-gbs-divergence-antimono: a < b = DP-divergenceqg p ¢ b < DP-divergenceq
pqga
(proof)

lemma DP-gbs-divergence-refl[simp|: DP-divergenceg p p 0 = 0
(proof )

lemma DP-gbs-divergence-refl’[simp]: 0 < e => DP-divergenceg pp e = 0
(proof )



lemma DP-qgbs-divergence-trans':
assumes DP-inequalityg p q € 0
and DP-inequalityg ¢l e’ 0
shows DP-inequalityg p ! (¢ +¢') ¢
(proof)

lemmas DP-gbs-divergence-trans = DP-gbs-divergence-trans’|where §=0]

proposition DP-gbs-divergence-compose:
assumes [gbs,measurable]:p € monadP-gbs X ¢ € monadP-qbs X f € X —q
monadP-gbs Y g € X —¢g monadP-qbs Y
and dpl:DP-divergenceg p q € < ereal §
and dp2:A\z. x € ¢bs-space X = DP-divergenceq (f z) (g =) €' < ereal §’
and [arith]: 0 < e 0 < ¢’
shows DP-divergenceg (p >= f) (¢ >= g) (¢ + ¢’) < ereal (6 + ')
(proof)

corollary DP-gbs-divergence-dataprocessing:
assumes [gbs|:p € monadP-gbs X ¢ € monadP-gbs X f € X —¢ monadP-gbs Y
and dp: DP-divergenceg p q € < ereal §
and [arith|:0 < ¢
shows DP-divergenceg (p >= f) (¢ >= f) € < ereal §

(proof)

lemma DP-qbs-divergence-additive:
assumes [¢bs]:p € monadP-gbs X q € monadP-qbs X p’ € monadP-gbs Y ¢’ €
monadP-gbs Y
and divl: DP-divergenceg p q € < ereal §
and div2: DP-divergenceq p' q' ¢’ < ereal §’
and [arith:0 < e 0 < ¢’
shows DP-divergenceq (p @ Qmes P') (4 @ @mes ¢') (€ +¢') < ereal (6 + d')
{proof)

corollary DP-gbs-divergence-strength:
assumes [¢bs|:p € monadP-qbs X q € monadP-qbs X z € gbs-space Y
and dp: DP-divergenceg p q € < ereal §
and [simp]:0 < ¢
shows DP-divergenceg (return-gbs Y z @ gmes p) (return-gbs ¥ z @ gmes q)
e < ereal &

(proof)



1.2 Differential Privacy using QBS

definition DP-qbs (differential’-privacyg) where
DP-qbs-gqbs-L:differential-privacyg M = differential-privacy (Az. gbs-l (M z))

lemma DP-qbs-def:

differential-privacyg M adj € § +—

(V(d1, d2)eadj. DP-inequalityg (M d1) (M d2) € § A DP-inequalityg (M d2)
(M d1) € 4)

(proof)

lemma DP-qbs-adj-sym:

assumes sym adj

shows differential-privacyqg M adj € 6 «+— (V (d1,d2) € adj. DP-inequalityq
(M d1) (M d2) e 6)

(proof )

lemma pure-DP-gbs-comp:
assumes adj C gbs-space X X qbs-space X
and adj’ C qbs-space X x qbs-space X
and differential-privacyg M adj € 0
and differential-privacyg M adj’ €' 0
and M € X —¢g monadP-qbs Y
shows differential-privacyq M (adj O adj’) (e + €’) 0
(proof )

lemma pure-DP-qbs-trans-k:
assumes adj C gbs-space X X qbs-space X
and differential-privacyg M adj € 0
and M € X —¢g monadP-qbs Y
shows differential-privacyg M (adj "~ k) (k x€) 0
(proof )

proposition DP-gbs-postprocessing:

assumes ¢ > (
and differential-privacyg M adj € 6
and [gbs,measurable]:M € X —¢g monadP-qbs Y
and [gbs,measurable]:N € Y —¢g monadP-qbs Z
and adj C gbs-space X X qbs-space X

shows differential-privacyg (Ax. M >= N) adj € 6

(proof )

corollary DP-qgbs-postprocessing-return:
assumes ¢ > ()
and differential-privacyg M adj € o
and M € X —¢g monadP-qbs Y
and N ¢ Y = 7
and adj C gbs-space X X gbs-space X
shows differential-privacyg (Ax. M = >= (A\y. return-gbs Z (N y))) adj € ¢
(proof)



lemma DP-qbs-preprocessing:
assumes € > (
and differential-privacyg M adj € 6
and [measurable]:f € X' —q X
and V(z,y) € adj’. ((fz), (fy)) € adj
and adj C gbs-space X X qbs-space X
and adj’ C qbs-space X' x qbs-space X'
shows differential-privacyg (M o f) adj’ € §
(proof )

proposition DP-gbs-bind-adaptive:
assumes ¢ > () and ¢’ > 0
and [¢bs|:M € X —¢ monadP-¢bs Y
and differential-privacyg M adj € 6
and [¢bs|:N € X =g Y =g monadP-gbs Z
and Ay. y € gbs-space Y = differential-privacyq (Az. N z y) adj €’ §’
and adj C gbs-space X X qbs-space X
shows differential-privacyg (Ax. M x >= N z) adj (¢ + €’) (§ + &)
(proof )

proposition DP-gbs-bind-pair:
assumes € > 0 ' > 0
and [¢bs]:M € X —¢ monadP-qbs Y
and differential-privacyg M adj € 6
and [¢bs|:N € X —¢g monadP-qbs Z
and differential-privacyg N adj €’ ¢’
and adj C gbs-space X X qbs-space X
shows differential-privacyg (Az. M o >= (Ay. N z >= (Az. return-¢bs (Y @ ¢
7) (3.2)) adj (e + =) (5 + )
(proof)

end

2 Examples

theory DP-QBS-Ezamples
imports DP-@QBS
Differential- Privacy. Differential- Privacy- Randomized- Response
begin

lemma gbs-space-list-gbs-borel[qbs]: A\r. r € gbs-space (list-gbs borelg)

and gbs-space-list-gbs-count-space[qbs]: N\i. r € gbs-space (list-gbs (count-spaceg
(UNIV :: - countable)))

(proof)



2.1 Randomized Response

lemma gbs-morphism-RR-mechanism[gbs]: ¢bs-pmf o RR-mechanism e € count-spaceq
UNIV —¢g monadP-qbs (count-spaceqg UNIV)

(proof)

lemma qbs-DP-RR-mechanism:
assumes [arith]:e > 0
shows DP-divergenceg (RR-mechanism ¢ x) (RR-mechanism ¢ y) € = 0

(proof)

2.2 Laplace Distribution in QBS

lemma ¢bs-morphism-laplace-density[qbs]:laplace-density € borelg =¢ borelg =g
borelg =¢q borelg
(proof)

definition ¢bs-Lap-mechanism (Lap’-mechanismg) where
Lap-mechanismg = Ae z. if e < 0 then return-gbs borelg x else density-gbs lborelg
(laplace-density e x)

lemma gbs-morphism-Lap-mechanism|qbs|: Lap-mechanism¢ € borelg —¢q borelg
=¢ monadP-qbs borelg
(proof )

lemma g¢bs-I-Lap-mechanism: gbs-l (Lap-mechanismg e r) = Lap-dist e r
(proof)

lemma gbs-Lap-mechanism-gbs-l-inverse: Lap-mechanismg e x= gbs-l-inverse (Lap-dist
e x)
(proof)

proposition g¢bs-DP-Lap-mechanism:

assumes ¢ > 0 and |z — y| < r

shows DP-divergenceg (Lap-mechanismg (1 / €) z) (Lap-mechanismg (1 / €)
y) (rxe) =10

(proof)

2.3 Naive Report Noisy Max Mechanism

primrec ¢bs-NaiveRNM :: real = real list = real qbs-measure where
qbs-NaiveRNM ¢ [| = return-qbs borel 0 |
gbs-NaiveRNM € (z # xs) =
(case zs of
Nil = Lap-mechanismg (1 / €) z |
y#ys = do {x1 + Lap-mechanismqg (1 / €) «; 22 < gbs-NaiweRNM ¢ zs;
return-qbs borel (max z1 x2)})

lemma gbs-morhpism-NaiveRNM [qbs]: ¢bs-NaiveRNM € borelg =¢ list-gbs borel
=g monadP-qbs borelg



(proof)

theorem ¢bs-DP-NaiveRNM "
assumes pos|arith,simp: € > 0
and length xs = n and length ys = n
and adj: (> i<n. |nth xs i — nth ysi|) < r
shows DP-divergenceg (qbs-NaiveRNM ¢ xs) (gbs-NaiveRNM ¢ ys) (r xe) = 0
(proof)

definition adj-naive-RNM :: real = (real list x real list) set where
adj-naive-RNM r = {(zs,ys). length s = length ys A (D i<length xs. |nth xs i —
nth ys i|) < r}

theorem ¢bs-DP-NaiveRNM:
assumes pos: € > 0
shows differential-privacyg (gbs-NaiveRNM ¢) (adj-natve-RNM r) (r * ¢) 0

(proof)

end
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