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Abstract

Inspired by Abstract Cryptography [6], we extend CryptHOL [1, 4],
a framework for formalizing game-based proofs, with an abstract model
of Random Systems [7] and provide proof rules about their composition
and equality. This foundation facilitates the formalization of Construc-
tive Cryptography [5] proofs, where the security of a cryptographic
scheme is realized as a special form of construction in which a complex
random system is built from simpler ones. This is a first step towards a
fully-featured compositional framework, similar to Universal Compos-
ability framework [2], that supports formalization of simulation-based

proofs [3].
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theory Resource imports
CryptHOL.CryptHOL
begin

1 Resources

1.1 Type definition

codatatype (‘a, 'b) resource
= Resource (run-resource: 'a = ('b x ('a, 'b) resource) spmf)
for map: map-resource’
rel: rel-resource’

lemma case-resource-conv-run-resource: case-resource f res — f (TUTL—T'@SOUT’CG 7’68)
{proof)

1.2 Functor

context
fixes a :: 'a = 'a’
and b:: b= 'b’
begin

primcorec map-resource :: ('a’, 'b) resource = ('a, 'b’) resource where
run-resource (map-resource res) = map-spmf (map-prod b map-resource) o (run-resource
res) o a

lemma map-resource-sel [simp]:
run-resource (map-resource res) a’ = map-spmf (map-prod b map-resource) (run-resource
res (a a’))

(proof)
declare map-resource.sel [simp del]

lemma map-resource-ctr [simp, code]:
map-resource (Resource f) = Resource (map-spmf (map-prod b map-resource) o

foa)
{proof)

end

lemma map-resource-idl: map-resource id f res = map-resource’ f res
(proof)

lemma map-resource-id [simp]: map-resource id id res = res

(proof)

lemma map-resource-compose [simp]:
map-resource a b (map-resource a’ b’ res) = map-resource (a’ o a) (b o b’) res



{proof)

functor resource: map-resource (proof)

1.3 Relator

coinductive rel-resource :: ('a = b = bool) = (‘¢ = 'd = bool) = ('a, 'c)
resource = ('b, 'd) resource = bool
for A B where
rel-resourcel:
rel-fun A (rel-spmf (rel-prod B (rel-resource A B))) (run-resource resl) (run-resource
res2)
= rel-resource A B resl res2

lemma rel-resource-coinduct [consumes 1, case-names rel-resource, coinduct pred:
rel-resource]:

assumes X resl res2

and AresI res2. X resl res2 =
rel-fun A (rel-spmf (rel-prod B (Aresl res2. X resl res2 V rel-resource A B
resl res2)))
(run-resource resl) (run-resource res2)
shows rel-resource A B resl res2

{proof)

lemma rel-resource-simps [simp, code]:
rel-resource A B (Resource f) (Resource g) — rel-fun A (rel-spmf (rel-prod B
(rel-resource A B))) f g

{proof)

lemma rel-resourceD:
rel-resource A B resl res2 = rel-fun A (rel-spmf (rel-prod B (rel-resource A
B))) (run-resource resl) (run-resource res2)

{proof)

lemma rel-resource-eql: rel-resource (=) = rel-resource’

(proof)

lemma rel-resource-eq: rel-resource (=) (=) = (=)
{proof)

lemma rel-resource-mono:
assumes A’ < A B < B’
shows rel-resource A B < rel-resource A’ B’

(proof)

lemma rel-resource-conversep: rel-resource A== B=1=1 = (rel-resource A B)~1~1

(proof)

lemma rel-resource-map-resource’l:



rel-resource A B (map-resource’ f resl) res2 = rel-resource A (A\x. B (f x)) resl
res2
(is ?lhs = %rhs)

(proof)

lemma rel-resource-map-resource’2:
rel-resource A B resl (map-resource’ f res2) = rel-resource A (Az y. Bz (fy))
resl res2

{proof)

lemmas resource-rel-map’ = rel-resource-map-resource’1 [abs-def] rel-resource-map-resource’2

lemma rel-resource-pos-distr:
rel-resource A B OO rel-resource A’ B’ < rel-resource (A OO0 A’) (B OO B’)

(proof)

lemma left-unique-rel-resource:
[ left-total A; left-unique B | = left-unique (rel-resource A B)
(proof)

lemma right-unique-rel-resource:
[ right-total A; right-unique B | = right-unique (rel-resource A B)
(proof )

lemma bi-unique-rel-resource [transfer-rule]:
[ bi-total A; bi-unique B | = bi-unique (rel-resource A B)

{proof)

definition rel-witness-resource :: (‘a = e = bool) = (‘e = ‘¢ = bool) = ('b =
'd = bool) = ('a, 'b) resource x (‘c, 'd) resource = ('e, 'b x 'd) resource where
rel-witness-resource A A" B = corec-resource (A(resl, res2).
map-spmf (map-prod id Inr o rel-witness-prod) o
rel-witness-spmf (rel-prod B (rel-resource (A OO0 A') B)) o
rel-witness-fun A A’ (run-resource resl, run-resource res2))

lemma rel-witness-resource-sel [simp]:
run-resource (rel-witness-resource A A’ B (resl, res2)) =
map-spmf (map-prod id (rel-witness-resource A A" B) o rel-witness-prod) o
rel-witness-spmf (rel-prod B (rel-resource (A OO0 A') B)) o
rel-witness-fun A A’ (run-resource resl, run-resource res2)

(proof )

lemma assumes rel-resource (A OO A') B res res’

and A: left-unique A right-total A

and A’ right-unique A’ left-total A’
shows rel-witness-resourcel: rel-resource A (Ab (b'; ¢). b = b' AN B b’ ¢) res
(rel-witness-resource A A’ B (res, res’)) (is ?thesisl)

and rel-witness-resource2: rel-resource A’ (A(b, ¢') ¢. ¢ = ¢’ A B b ¢') (rel-witness-resource



A A’ B (res, res’)) res’ (is ?thesis2)
(proof)

lemma rel-resource-neg-distr:
assumes A: left-unique A right-total A
and A’ right-unique A’ left-total A’
shows rel-resource (A OO A') (B OO0 B') < rel-resource A B OO rel-resource A’
B/
(proof)

lemma left-total-rel-resource:
[ left-unique A; right-total A; left-total B | = left-total (rel-resource A B)

{proof)

lemma right-total-rel-resource:
[ right-unique A; left-total A; right-total B | = right-total (rel-resource A B)
(proof )

lemma bi-total-rel-resource [transfer-rule]:
[ bi-total A; bi-unique A; bi-total B | = bi-total (rel-resource A B)

(proof)

context includes lifting-syntaxr begin

lemma Resource-parametric [transfer-rule]:
((A ===> rel-spmf (rel-prod B (rel-resource A B))) ===> rel-resource A B)
Resource Resource

{proof)

lemma run-resource-parametric [transfer-rulel:
(rel-resource A B ===> A ===> rel-spmf (rel-prod B (rel-resource A B)))
TUN-TESOUTCE TUN-TESOUTCE

{proof)

lemma corec-resource-parametric [transfer-rule]:
(S ===> A ===> rel-spmf (rel-prod B (rel-sum (rel-resource A B) §))) ===>
S ===> rel-resource A B)
COTEC-TESOUTCE COTEC-TESOUTCE

(proof)

lemma map-resource-parametric [transfer-rule]:
((A'===> A) ===> (B ===> B’) ===> rel-resource A B ===> rel-resource
A’ B’ map-resource map-resource

{proof)

lemma map-resource’-parametric [transfer-rulel:
((B===> B’) ===> rel-resource (=) B ===> rel-resource (=) B') map-resource’
map-resource’

{proof)



lemma case-resource-parametric [transfer-rule):

(((A ===> rel-spmf (rel-prod B (rel-resource A B))) ===> (') ===> rel-resource
A B===> ()

case-resource case-resource

{proof)
end

lemma rel-resource-Grp:
rel-resource (conversep (BNF-Def.Grp UNIV f)) (BNF-Def.Grp UNIV g) =
BNF-Def.Grp UNIV (map-resource f g)

(proof)

1.4 Losslessness

coinductive lossless-resource :: ('a, 'b) T = ('a, 'b) resource = bool
for 7 where
lossless-resourcel: lossless-resource T res if
Na. a € outs-T T = lossless-spmf (run-resource res a)
Na b res’. [ a € outs-T I; (b, res’) € set-spmf (run-resource res a) | =
lossless-resource I res’

lemma lossless-resource-coinduct [consumes 1, case-names lossless-resource, case-conclusion
lossless-resource lossless step, coinduct pred: lossless-resource]:

assumes X res

and Ares a. [ X res; a € outs-Z T | = lossless-spmf (run-resource res a) A
(V (b, res’) € set-spmf (run-resource res a). X res’ \V lossless-resource T

res’)

shows lossless-resource T res

(proof )

lemma lossless-resourceD:

[ lossless-resource T res; a € outs-Z T ]

= lossless-spmf (run-resource res a) N\ (¥ (x, res’)Eset-spmf (run-resource res
a). lossless-resource I res’)

{proof)

lemma lossless-resource-mono:
assumes lossless-resource L' res
and le: outs-T I C outs-Z T’
shows lossless-resource T res

{proof)

lemma lossless-resource-mono’:
[ lossless-resource T' res; T < I'] = lossless-resource T res

{proof)



1.5 Operations
context fixes oracle :: 's = 'a = ('b x 's) spmf begin
primcorec resource-of-oracle :: 's = (‘a, 'b) resource where
run-resource (resource-of-oracle s) = (Aa. map-spmf (map-prod id resource-of-oracle)
(oracle s a))

end

lemma resource-of-oracle-parametric [transfer-rule]: includes lifting-syntax shows

(S ===> A ===> rel-spmf (rel-prod B S)) ===> § ===> rel-resource A
B) resource-of-oracle resource-of-oracle
(proof)

lemma map-resource-resource-of-oracle:

map-resource f g (resource-of-oracle oracle s) = resource-of-oracle (map-fun id
(map-fun f (map-spmf (map-prod g id))) oracle) s

for s :: s

{proof)

lemma (in callee-invariant-on) lossless-resource-of-oracle:
assumes x: Asz. [ € outs-Z Z; I s | = lossless-spmf (callee s x)
and [ s
shows lossless-resource I (resource-of-oracle callee s)

(proof )

context includes lifting-syntaxr begin

lemma resource-of-oracle-rprodl: includes lifting-syntax shows
resource-of-oracle ((rprodl ———> id ———> map-spmf (map-prod id lprodr))
oracle) ((s1, s2), s3) =
resource-of-oracle oracle (s1, s2, s3)

{proof)

lemma resource-of-oracle-extend-state-oracle [simp]:
resource-of-oracle (extend-state-oracle oracle) (s, s) = resource-of-oracle oracle s

{proof)

end

lemma exec-gpuv-resource-of-oracle:
exec-gpu run-resource gpv (resource-of-oracle oracle s) = map-spmf (map-prod id
(resource-of-oracle oracle)) (exec-gpv oracle gpv s)

{proof)

primcorec parallel-resource :: (‘a, 'b) resource = ('c, 'd) resource = (‘a + ¢, 'b
+ 'd) resource where

run-resource (parallel-resource resl res2) =

(Aac. case ac of Inl a = map-spmf (map-prod Inl (Ares1’. parallel-resource res1’



res2)) (run-resource resl a)
| Inr ¢ = map-spmf (map-prod Inr (Ares2’. parallel-resource resl res2’))
(run-resource res2 c))

lemma parallel-resource-parametric [transfer-rule]: includes lifting-syntaxr shows
(rel-resource A B ===> rel-resource C D ===> rel-resource (rel-sum A C)
(rel-sum B D))
parallel-resource parallel-resource

{proof)

We cannot define the analogue of (©0) because we no longer have access to
the state, so state sharing is not possible! So we can only compose resources,
but we cannot build one resource with several interfaces this way!

lemma resource-of-parallel-oracle:
resource-of-oracle (parallel-oracle oraclel oracle2) (s1, s2) =
parallel-resource (resource-of-oracle oraclel s1) (resource-of-oracle oracle2 s2)

{proof)

lemma parallel-resource-assoc: — There’s still an ugly map operation in there to
rebalance the interface trees, but well...

parallel-resource (parallel-resource resl res2) res3 =

map-resource rsuml lsumr (parallel-resource res1 (parallel-resource res2 res3))

{proof)

lemma lossless-parallel-resource:
assumes lossless-resource I resl lossless-resource I' res2
shows lossless-resource (Z &z I') (parallel-resource resl res2)

{proof)

1.6 Well-typing

coinductive WT-resource :: (‘a, 'b) T = (a, 'b) resource = bool (s- /Fres - \/»
1100, 0] 99)
for 7 where
WT-resourcel: T Fres res /
if Agrres’. [ q € outs-T Z; (r, res’) € set-spmf (run-resource res q) | = r €
responses-IT T q N T Fres res’ /

lemma WT-resource-coinduct [consumes 1, case-names WT-resource, case-conclusion
WT-resource response WT-resource, coinduct pred: WT-resourcel:
assumes X res
and Ares g rres’. [ X res; q € outs-Z T; (r, res’) € set-spmf (run-resource res
q) ]
= r € responses-L T q N (X res’ V T Fres res’ \/)
shows T Fres res /

{proof)

lemma WT-resourceD:



assumes 7 tres res v/ q € outs-I I (r, res’) € set-spmf (run-resource res q)
shows r € responses-Z Z q AN T bres res’ /

{proof)

lemma WT-resource-of-oracle [simp]:
assumes As. Z bc oracle s /
shows T Fres resource-of-oracle oracle s v/

{proof)

lemma WT-resource-bot [simp]: bot Fres res \/
(proof)

lemma WT-resource-full: Z-full Fres res /
(proof )

lemma (in callee-invariant-on) WT-resource-of-oracle:
I s = T tres resource-of-oracle callee s \/

{proof)

named-theorems WT-intro Interface typing introduction rules
lemmas [WT-intro] = WT-gpv-map-gpv’ WT-gpv-map-gpv

lemma WT-parallel-resource |WT-intro):
assumes Z1 Fres resl /
and Z2 Fres res2 \/
shows Z1 @©7 I2 Fres parallel-resource resl res2 \/

{proof)

lemma callee-invariant-run-resource: callee-invariant-on run-resource (Ares. 7T
Fres res /)

(proof)

lemma callee-invariant-run-lossless-resource:
callee-invariant-on run-resource (Ares. lossless-resource T res N I Fres res \/) T

{proof)

interpretation run-lossless-resource:
callee-invariant-on run-resource Ares. lossless-resource T res N T tFres res v/ T
for 7

{proof)

end

theory Converter imports
Resource

begin
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2 Converters

2.1 Type definition

codatatype (‘a, results’-converter: 'b, outs’-converter: 'out, 'in) converter
= Converter (run-converter: ‘a = ('b x (‘a, 'b, ‘out, "in) converter, 'out, 'in)
gpv)
for map: map-converter’
rel: rel-converter’
pred: pred-converter’

lemma case-converter-conv-run-converter: case-converter f conv = f (run-converter
conv)

{proof)

2.2 Functor

context
fixes a :: 'a = 'a’
and b :: ‘b= b’
and out :: ‘out = ‘out’
and inn :: "in = 'in’
begin
primcorec map-converter :: ('a’, 'b, ‘out, 'in’) converter = (‘a, 'b’, ‘out’, 'in)
converter where
run-converter (map-converter conv) =
map-gpv (map-prod b map-converter) out o map-gpv’ id id inn o run-converter
conv o a

lemma map-converter-sel [simp):
run-converter (map-converter conv) a’ = map-gpv’ (map-prod b map-converter)
out inn (run-converter conv (a a’))

{proof)
declare map-converter.sel [simp del]

lemma map-converter-ctr [simp, code]:
map-converter (Converter ) = Converter (map-fun a (map-gpv’ (map-prod b
map-converter) out inn) f)

(proof)
end

lemma map-converter-id14: map-converter id b out id res = map-converter’ b out
res

{proof)

lemma map-converter-id [simp]: map-converter id id id id conv = conv
{proof)
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lemma map-converter-compose [simp:

map-converter a b f g (map-converter a’ b’ f' g’ conv) = map-converter (a’ o a)
(bod’) (fof) (g og) conv

(proof )

functor converter: map-converter {proof)

2.3 Set functions with interfaces

context fixes Z :: (‘a, 'b) Z and Z’ :: (‘out, 'in) 7 begin

qualified inductive outsp-converter :: 'out = ('a, 'b, 'out, "in) converter = bool
for out where

Out: outsp-converter out conv if out € outs-gpv ' (run-converter conv a) a €
outs-I T
| Cont: outsp-converter out conv
if (b, conv’) € results-gpv ' (run-converter conv a) outsp-converter out conv’ a €
outs-I T

definition outs-converter :: (‘a, 'b, ‘out, in) converter = ’out set
where outs-converter conv = {z. outsp-converter z conv}

qualified inductive resultsp-converter :: 'b = ('a, 'b, 'out, 'in) converter = bool
for b where

Result: resultsp-converter b conv
if (b, conv’) € results-gpv I' (run-converter conv a) a € outs-Z T
| Cont: resultsp-converter b conv
if (b’, conv’) € results-gpv I' (run-converter conv a) resultsp-converter b conv’ a
€ outs-T T

definition results-converter :: (‘a, 'b, 'out, "in) converter = 'b set
where results-converter conv = {b. resultsp-converter b conv}

end

lemma outsp-converter-outs-converter-eq [pred-set-conv]: Converter.outsp-converter
IZ7T' z= (Aconw. z € outs-converter T L' conv)

{proof)

context begin
(ML)

lemmas intros [intro?] = outsp-converter.intros|to-set]

and Out = outsp-converter. Out[to-set]

and Cont = outsp-converter.Cont[to-set)

and induct [consumes 1, case-names Out Cont, induct set: outs-converter] =
outsp-converter.induct[to-set]

and cases [consumes 1, case-names Out Cont, cases set: outs-converter] =
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outsp-converter. cases|to-set]
and simps = oulsp-converter.simps|to-set|
end

inductive-simps outs-converter-Converter [to-set, simp]: Converter.outsp-converter
T 7' z (Converter conv)

lemma resultsp-converter-results-converter-eq [pred-set-conv):
Converter.resultsp-converter T T' x = (Aconv. © € results-converter T I’ conv)

(proof)

context begin
(ML)

lemmas intros [intro?] = resultsp-converter.intros[to-set]

and Result = resultsp-converter. Result[to-set]

and Cont = resultsp-converter. Cont[to-set)

and induct [consumes 1, case-names Result Cont, induct set: results-converter]
= resultsp-converter.induct[to-set]

and cases [consumes 1, case-names Result Cont, cases set: results-converter] =
resultsp-converter.cases|to-set)

and simps = resultsp-converter.simps[to-set|
end

inductive-simps results-converter-Converter [to-set, simp]: Converter.resultsp-converter
T I’ z (Converter conv)

2.4 Relator

coinductive rel-converter
= ('a = "b= bool) = ('c = 'd = bool) = ('out = 'out’ = bool) = ('in = 'in’
= bool)
= (a, ¢, 'out, 'in) converter = ('b, 'd, 'out’, 'in’) converter = bool
for A B C' R where
rel-converterl:
rel-fun A (rel-gpv”’ (rel-prod B (rel-converter A B C R)) C' R) (run-converter
convl) (run-converter conv2)
= rel-converter A B C R convl conv2

lemma rel-converter-coinduct [consumes 1, case-names rel-converter, coinduct pred:
rel-converter]:

assumes X convl conv2

and Aconvl conv2. X convl conv? =
rel-fun A (rel-gpv'’ (rel-prod B (Aconvl conv2. X convl conv2 V rel-converter
A B C R convl conv2)) C R)
(run-converter convl) (run-converter conv2)
shows rel-converter A B C R convl conv2

{proof)
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lemma rel-converter-simps [simp, code]:
rel-converter A B C' R (Converter f) (Converter g) <—
rel-fun A (rel-gpv'’ (rel-prod B (rel-converter A B C'R)) CR) fg

{proof)

lemma rel-converterD:

rel-converter A B C' R convl conv2

= rel-fun A (rel-gpv'’ (rel-prod B (rel-converter A B C' R)) C R) (run-converter
convl) (run-converter conv2)

(proof)

lemma rel-converter-eqly: rel-converter (=) B C (=) = rel-converter’ B C (is
?lhs = ?rhs)
(proof)

lemma rel-converter-eq [relator-eq): rel-converter (=) (=) (=) (=) = (=)
(proof)

lemma rel-converter-mono [relator-monol:
assumes A’ < A B<B'C<C'R'"<R
shows rel-converter A B C R < rel-converter A’ B’ C' R’

(proof)

lemma rel-converter-conversep: rel-converter A=1=1 B=1=1 ¢=1=1 R=1=1 = (yel-converter
ABCR)~'!
(proof)

lemma rel-converter-map-converter’l:

rel-converter A B C R (map-converter’ f g convl) conv2 = rel-converter A (Az.
B (fz)) (Az. C (g z)) R convl conv2

(is ?lhs = ?rhs)

(proof)

lemma rel-converter-map-converter'2:
rel-converter A B C' R convl (map-converter’ f g conv2) = rel-converter A (Ax
y. Bz (fy) Azy. Cz (gy)) R convl conv2

(proof)

lemmas converter-rel-map’ = rel-converter-map-converter'1 [abs-def] rel-converter-map-converter’2

lemma rel-converter-pos-distr [relator-distr]:
rel-converter A B C' R OO rel-converter A’ B’ C' R’ < rel-converter (A 00 A’)
(B OO B') (C 00 C") (R OO R

(proof)

lemma left-unique-rel-converter:

[ left-total A; left-unique B; left-unique C'; left-total R | = left-unique (rel-converter
A B CR)

(proof)
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lemma right-unique-rel-converter:

[ right-total A; right-unique B; right-unique C; right-total R | = right-unique
(rel-converter A B C R)

(proof )

lemma bi-unique-rel-converter [transfer-rule:

[ bi-total A; bi-unique B; bi-unique C'; bi-total R | = bi-unique (rel-converter A
B CR)

(proof)

definition rel-witness-converter :: (‘a = 'e = bool) = (‘e = ‘¢ = bool) = ('b =
'd = bool) = (‘out = 'out’ = bool) = (Yin = "in" = bool) = ('in"' = 'in' =
bool)

= ('a, 'b, 'out, "in) converter x ('c, 'd, 'out’, 'in’) converter = (‘e, 'b x 'd, 'out
x ‘out’, in"’) converter where

rel~witness-converter A A’ B C'R R’ = corec-converter (A(convl, conv2).

map-gpv (map-prod id Inr o rel-witness-prod) id o

rel-witness-gpv (rel-prod B (rel-converter (A OO A’) B C (R OO R'))) C R R’

[¢]

rel-witness-fun A A’ (run-converter convl, run-converter conv2))

lemma rel-witness-converter-sel [simpl:
run-converter (rel-witness-converter A A’ B C' R R’ (convl, conv2)) =
map-gpv (map-prod id (rel-witness-converter A A’ B C R R') o rel-witness-prod)
id o
rel-witness-gpv (rel-prod B (rel-converter (A OO A’) B C (R OO R'))) C R R’

[¢]

rel-witness-fun A A’ (run-converter convl, run-converter conv2)

(proof)

lemma assumes rel-converter (A OO A’) B C (R OO R’) conv conv’

and A: left-unique A right-total A

and A’ right-unique A’ left-total A’

and R: left-unique R right-total R

and R’ right-unique R’ left-total R’
shows rel-witness-converterl: rel-converter A (Ab (b’, ¢). b=0b"A B b’ ¢) (Ae (¢,
d). c=c¢" N Cc" d) R conv (rel-witness-converter A A’ B C' R R’ (conv, conv’))
(is ?thesisl)

and rel-witness-converter2: rel-converter A" (A(b, ¢') ¢. ¢ = ¢’ A B b ¢’) (A(c,
d)d.d=d N Ccd) R (rel-witness-converter A A’ B C R R’ (conv, conv’))
conv’ (is ?thesis?2)

(proof)

lemma rel-converter-neg-distr [relator-distr]:
assumes A: left-unique A right-total A
and A" right-unique A’ left-total A’
and R: left-unique R right-total R
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and R’ right-unique R’ left-total R’
shows rel-converter (A OO A’) (B 00 B’) (C 00 C’) (R OO0 R') < rel-converter
A B C R OO rel-converter A’ B' C' R’

(proof)

lemma left-total-rel-converter:

[ left-unique A; right-total A; left-total B; left-total C; left-unique R; right-total
R]

= left-total (rel-converter A B C R)

(proof )

lemma right-total-rel-converter:

[ right-unique A; left-total A; right-total B; right-total C; right-unique R; left-total
R]

= right-total (rel-converter A B C' R)

(proof)

lemma bi-total-rel-converter [transfer-rule]:
[ bi-total A; bi-unique A; bi-total B; bi-total C; bi-total R; bi-unique R |
= bi-total (rel-converter A B C' R)
(proof )

inductive pred-converter :: 'a set = ('b = bool) = (‘out = bool) = 'in set =
("a, 'b, 'out, "in) converter = bool
for A B C' R conv where
pred-converter A B C' R conv if
Y x€results-converter (Z-uniform A UNIV) (Z-uniform UNIV R) conv. B x
Y out€ outs-converter (Z-uniform A UNIV) (Z-uniform UNIV R) conv. C out

lemma pred-gpv’-mono-weak:
pred-gpv’ A C R < pred-gpv’ A’ C' Rif A< A’ C < C'
(proof )

lemma Domainp-rel-converter-le:

Domainp (rel-converter A B C R) < pred-converter (Collect (Domainp A))
(Domainp B) (Domainp C) (Collect (Domainp R))

(is ?lhs < ?rhs)

(proof)

lemma rel-converter-Grp:
rel-converter (BNF-Def.Grp UNIV f)~1=1 (BNF-Def.Grp B g) (BNF-Def.Grp
C h) (BNF-Def.Grp UNIV k)~'~1 =
BNF-Def.Grp {conv. results-converter (Z-uniform (range f) UNIV) (Z-uniform
UNIV (range k)) conv C B A
outs-converter (Z-uniform (range f) UNIV) (Z-uniform UNIV (range k)) conv
c C}
(map-converter f g h k)
(is ?lhs = %rhs)
including lifting-syntaz
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(proof)

context

includes lifting-syntax

notes [transfer-rule] = map-gpv-parametric’
begin

lemma Converter-parametric [transfer-rule]:

((A ===> rel-gpv"’ (rel-prod B (rel-converter A B C'R)) C' R) ===> rel-converter
A B C R) Converter Converter
(proof)

lemma run-converter-parametric [transfer-rulel:

(rel-converter A B C' R ===> A ===> rel-gpv"’ (rel-prod B (rel-converter A B
CR)) CR)

run-converter run-converter

(proof)
lemma corec-converter-parametric [transfer-rule]:

(S ===> A ===> rel-gpv”’ (rel-prod B (rel-sum (rel-converter A B C R) S))
C R) ===> S ===> rel-converter A B C R)

corec-converter corec-converter
(proof)
lemma map-converter-parametric [transfer-rule]:

(A'===> A) ===> (B ===> B') ===> (C ===> (/) ===> (R ===>
R) ===> rel-converter A B C R ===> rel-converter A’ B’ C' R

map-converter map-converter

{proof)

lemma map-converter’-parametric [transfer-rule:

((B===> B') ===> (C ===> (') ===> rel-converter (=) B C (=) ===>
rel-converter (=) B’ C' (=))

map-converter’ map-converter’

{proof )

lemma case-converter-parametric [transfer-rule]:

(((A ===> rel-gpv"’ (rel-prod B (rel-converter A B C' R)) C R) ===> X)
===> rel-converter A B C' R ===> X)

case-converter case-converter

(proof )
end

2.5 Well-typing

coinductive WT-converter :: (‘a, 'b) T = (‘out, 'in) T = ('a, 'b, 'out, "in) con-
verter = bool
(«-/ -Fc/ -+ [100, 0, 0] 99)
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for 7 7' where
WT-converterl: T, ' b¢ conv +/ if
N¢. ¢ € outs-T T = T' g run-converter conv q +/
Agq rconv’. [ q € outs-T T; (r, conv’) € results-gpv ' (run-converter conv q) |
= r € responses-I T q NI, T o conv’ y/

lemma WT-converter-coinduct[consumes 1, case-names WT-converter, case-conclusion
WT-converter WT-gpuv results-gpv, coinduct pred: WT-converter]:

assumes X conv

and Aconv q r conv’. [ X conv; q € outs-T T |
= T’ kg run-converter conv q \/ N
((r, conv’) € results-gpv I’ (run-converter conv q) — r € responses-Z I q N

(X conv’' VI, T conv’ /)

shows Z, T’ k¢ conv +/

(proof )

lemma WT-converterD:
assumes Z, 7' ¢ conv v/ q € outs-T T
shows WT-converterD-WT: I’ bg run-converter conv q /
and WT-converterD-results: (r, conv’) € results-gpv Z' (run-converter conv q)
= 1 € responses-T T ¢ NI, Tt conv’ \/
(proof )

lemma WT-converterD":

assumes Z, Z' ¢ conv v/ q € outs-T T

shows Z' g run-converter conv ¢ \/ N\ (¥ (r, conv’) € results-gpv I’ (run-converter
conv q). v € responses-L L g NI, T ¢ conv’ /)

{proof)

lemma WT-converter-botl [simp]: bot, T ¢ conv v/

(proof)

lemma WT-converter-mono:
[Z1, 22 V¢ conv /;T1'<T1;I2<7I2'] = Z1'Z2'F¢ conv/
(proof)

lemma callee-invariant-on-run-resource [simp|: callee-invariant-on run-resource (WT-resource
T
{proof)

interpretation run-resource: callee-invariant-on run-resource WT-resource T T
for 7

{proof)

lemma raw-converter-invariant-run-converter: raw-converter-invariant Z ' run-converter
(WT-converter T T")

(proof)

interpretation run-converter: raw-converter-invariant T ' run-converter WT-converter
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IT7T' for TT'
(proof )

lemma WT-converter-Z-full: T-full, Z-full ¢ conv /
(proof )

lemma WT-converter-map-converter |WT-intro]:
Z, I’ F¢ map-converter f g f' g’ conv / if
x: map-Z (inv-into UNIV f) (inv-into UNIV ¢) Z, map-Z f' ¢' ' k¢ conv /
and f: inj f and g: surj g
(proof)

2.6 Losslessness

coinductive plossless-converter :: ('a, 'b) T = (‘out, 'in) T = ('a, 'b, 'out, in)
converter = bool
for 7 7’ where
plossless-converterl: plossless-converter T I’ conv if
Na. a € outs-T T = plossless-gpv T’ (run-converter conv a)
Na b conv’. [ a € outs-T I; (b, conv’) € results-gpv I’ (run-converter conv a)
| = plossless-converter Z I' conv’

lemma plossless-converter-coinduct[consumes 1, case-names plossless-converter,
case-conclusion plossless-converter plossless step, coinduct pred: plossless-converter]:
assumes X conv
and step: A\conv a. [ X conv; a € outs-I T | = plossless-gpv ' (run-converter
conv a) A
(V (b, conv’) € results-gpv I’ (run-converter conv a). X conv’ V plossless-converter
Z I’ conv’)
shows plossless-converter T T’ conv
(proof)

lemma plossless-converterD:
[ plossless-converter T I' conv; a € outs-Z T |
= plossless-gpv I’ (run-converter conv a) A
(V (b, conv’) € results-gpv I’ (run-converter conv a). plossless-converter T T’
conv’)

{proof)

lemma plossless-converter-bot1 [simp]: plossless-converter bot T conv
{proof)

lemma plossless-converter-mono:
assumes *: plossless-converter Z1 Z2 conv
and le: outs-ZT T1' C outs-T T1 712 <ZI2'

and WT: 71,72 t¢ conv /

shows plossless-converter T1' T2' conv
(proof )

19



lemma raw-converter-invariant-run-plossless-converter: raw-converter-invariant T
Z' run-converter (Aconv. plossless-converter T Z' conv AN Z,Z' F¢ conv +/)

{proof)

interpretation run-plossless-converter: raw-converter-invariant

T I’ run-converter \conv. plossless-converter T Z' conv AN T,T't¢ conv 4/ for T
I/
(proof )

named-theorems plossless-intro Introduction rules for probabilistic losslessness

2.7 Operations

context
fixes callee :: 's = 'a = ('b x s, 'out, "in) gpv
begin

primcorec converter-of-callee :: 's = (‘a, 'b, 'out, 'in) converter where
run-converter (converter-of-callee s) = (Aa. map-gpv (map-prod id converter-of-callee)
id (callee s a))

end

lemma converter-of-callee-parametric [transfer-rule]: includes lifting-syntax shows

((§ ===> A ===> rel-gpv”’ (rel-prod B S) C R) ===> § ===> rel-converter
A B CR)

converter-of-callee converter-of-callee

(proof)

lemma map-converter-of-callee:
map-converter f g h k (converter-of-callee callee s) =
converter-of-callee (map-fun id (map-fun f (map-gpv’ (map-prod g id) h k))
callee) s

{(proof)

lemma WT-converter-of-callee:
assumes WT: A\s q. ¢ € outs-T T = T' bg callee s q v/
and res: As qr s’ [ ¢ € outs-IT Z; (r, s') € results-gpv I’ (callee s q) | = r
€ responses-Z T q
shows Z, T’ ¢ converter-of-callee callee s \/

{proof)

We can define two versions of parallel composition. One that attaches to
the same interface and one that attach to different interfaces. We choose
the one variant where both attach to the same interface because (1) this is
more general and (2) we do not have to assume that the resource respects
the parallel composition.

primcorec parallel-converter
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= (Ya, b, 'out, "in) converter = (’c, 'd, 'out, 'in) converter = ('a + ‘¢, 'b + 'd,
‘out, "in) converter
where
run-converter (parallel-converter convl conv2) = (Aac. case ac of
Inl a = map-gpv (map-prod Inl (Aconvl’. parallel-converter convl’ conv2)) id
(run-converter convl a)
| Inr b = map-gpv (map-prod Inr (Aconv2’. parallel-converter convl conv2’)) id
(run-converter conv2 b))

lemma parallel-callee-parametric [transfer-rule]: includes lifting-syntax shows
(rel-converter A B C' R ===> rel-converter A’ B’ C R ===> rel-converter
(rel-sum A A') (rel-sum B B') C' R)
parallel-converter parallel-converter

{proof)

lemma parallel-converter-assoc:
parallel-converter (parallel-converter convl conv2) conv3 =
map-converter rsuml lsumr id id (parallel-converter convl (parallel-converter
conv2 convy))

{proof)

lemma plossless-parallel-converter [plossless-intro):

[ plossless-converter T1 T convl; plossless-converter T2 T conv2; Z1,T F¢ convl
Vi I2,T ko conv2 /]

= plossless-converter (L1 @& T2) T (parallel-converter convl conv2)

(proof )

primcorec id-converter :: ('a, 'b, 'a, 'b) converter where
run-converter id-converter = (Aa.
map-gpv (map-prod id (A-. id-converter)) id (Pause a (Ab. Done (b, ()))))

lemma id-converter-parametric [transfer-rule]: rel-converter A B A B id-converter
id-converter

{proof)

lemma converter-of-callee-id-oracle [simp]:
converter-of-callee id-oracle s = id-converter

{proof)

lemma conv-callee-plus-id-left: converter-of-callee (plus-intercept id-oracle callee)
S =

parallel-converter id-converter (converter-of-callee callee s)

(proof)

lemma conv-callee-plus-id-right: converter-of-callee (plus-intercept callee id-oracle)
S =

parallel-converter (converter-of-callee callee s) id-converter

(proof)
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lemma plossless-id-converter [simp, plossless-introl: plossless-converter T T id-converter
(proof)

lemma WT-converter-id [simp, intro, WT-intro|: Z, T F¢ id-converter \/
(proof)

lemma WT-map-converter-idD:
Z,7' b¢ map-converter id id f g id-converter / = T < map-Z fg T’
(proof)

definition fail-converter :: (‘a, b, 'out, 'in) converter where
fail-converter = Converter (A-. Fail)

lemma fail-converter-sel [simpl: run-converter fail-converter a = Fuil
{proof)

lemma fail-converter-parametric [transfer-rule]: rel-converter A B C' R fail-converter
fail-converter

{proof)

lemma plossless-fail-converter [simp|: plossless-converter T T’ fail-converter <—
T = bot (is ?lhs +— ?rhs)
(proof )

lemma plossless-fail-converterl [plossless-intro): plossless-converter bot I’ fail-converter
(proof )

lemma WT-fail-converter [simp, WT-introl]: Z, T' k¢ fail-converter \/
(proof )

lemma map-converter-id-move-left:
map-converter f g f' g’ id-converter = map-converter (f' o f) (g o ¢’) id id
id-converter

{proof)

lemma map-converter-id-move-right:
map-converter f g f' g’ id-converter = map-converter id id (f' o f) (g o g’)
id-converter

{proof)

And here is the version for parallel composition that assumes disjoint inter-
faces.

primcorec parallel-converter?
2 (Ya, 'b, 'out, 'in) converter = (’c, 'd, 'out’, 'in’) converter = (‘a + ‘¢, 'b + 'd,
‘out + ‘out’, "in + 'in’) converter
where
run-converter (parallel-converter2 convl conv2) = (Aac. case ac of
Inl a = map-gpv (map-prod Inl (Aconvl’. parallel-converter2 convl’ conv2))
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id (left-gpv (run-converter convl a))
| Inr b = map-gpv (map-prod Inr (Aconv2'. parallel-converter2 convl conv2’))
id (right-gpv (run-converter conv2 b)))

lemma parallel-converter2-parametric [transfer-rule]: includes lifting-syntax shows
(rel-converter A B C' R ===> rel-converter A’ B’ C' R’
===> rel-converter (rel-sum A A') (rel-sum B B’) (rel-sum C C') (rel-sum R
R'))
parallel-converter? parallel-converter?
(proof )

lemma map-converter-parallel-converter2:
map-converter (map-sum f ') (map-sum g g') (map-sum h h') (map-sum k k')
(parallel-converter? convl conv2) =
parallel-converter2 (map-converter f g h k convl) (map-converter f' g’ h' k'
conv2)

(proof)

lemma WT-converter-parallel-converter?2 | WT-intro:
assumes 71,72 k¢ convl +/
and Z1'Z2' ¢ conv2 +/
shows 71 ®7 T1' 72 ®1 I2' ¢ parallel-converter?2 convl conv? +/
(proof )

lemma plossless-parallel-converter2 [plossless-intro):
assumes plossless-converter Z1 T1' convl
and plossless-converter Z2 L2' conv2
shows plossless-converter (Z1 &z I2) (Z1' &1 Z2") (parallel-converter2 convl
conv?)

{proof)

lemma parallel-converter2-map1-out:

parallel-converter2 (map-converter f g h k convl) conv2 =

map-converter (map-sum f id) (map-sum g id) (map-sum h id) (map-sum k id)
(parallel-converter2 convl conv2)

{proof)

lemma parallel-converter2-map2-out:

parallel-converter?2 convl (map-converter f g h k conv2) =

map-converter (map-sum id f) (map-sum id g) (map-sum id h) (map-sum id k)
(parallel-converter2 convl conv2)

(proof )

primcorec left-interface :: ('a, 'b, ‘out, 'in) converter = (‘a, 'b, ‘out + ‘out’, "in
+ 'in') converter where

run-converter (left-interface conv) = (Aa. map-gpv (map-prod id left-interface) id
(left-gpv (run-converter conv a)))
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lemma left-interface-parametric [transfer-rule]: includes lifting-syntax shows
(rel-converter A B C R ===> rel-converter A B (rel-sum C C') (rel-sum R R'))
left-interface left-interface
{proof)

primcorec right-interface :: (‘a, 'b, 'out, 'in) converter = (‘a, 'b, 'out’ + 'out,
in" + '"in) converter where

run-converter (right-interface conv) = (Aa. map-gpv (map-prod id right-interface)
id (right-gpv (run-converter conv a)))

lemma right-interface-parametric [transfer-rule]: includes lifting-syntaz shows

(rel-converter A B C' R’ ===> rel-converter A B (rel-sum C C") (rel-sum R
R")) right-interface right-interface
{proof)

lemma parallel-converter2-alt-def:
parallel-converter2 convl conv2 = parallel-converter (left-interface convl) (right-interface
conv?)

{proof)

lemma conv-callee-parallel-id-left: converter-of-callee (parallel-intercept id-oracle
callee) (s, s') =

parallel-converter2 (id-converter) (converter-of-callee callee s”)

(proof)

lemma conv-callee-parallel-id-right: converter-of-callee (parallel-intercept callee id-oracle)
(s, 8") =

parallel-converter2 (converter-of-callee callee s) (id-converter)

(proof )

lemma conv-callee-parallel: converter-of-callee (parallel-intercept calleel callee2)

(5,8")

= parallel-converter2 (converter-of-callee calleel s) (converter-of-callee callee2 s')
{proof)

lemma WT-converter-parallel-converter | WT-intro):
assumes 71, Z ¢ convl +/
and 72, T k¢ conv2 +/
shows 71 @®7 Z2, T k¢ parallel-converter convl conv2 +/

{proof)

primcorec converter-of-resource :: ('a, 'b) resource = ('a, 'b, 'c, 'd) converter
where

run-converter (converter-of-resource res) = (Ax. map-gpv (map-prod id con-
verter-of-resource) id (lift-spmf (run-resource res x)))

lemma WT-converter-of-resource [ WT-intro]:

assumes 7 Fres res /
shows Z, T’ F¢ converter-of-resource res /
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{proof)

lemma plossless-converter-of-resource [plossless-intro):
assumes lossless-resource I res
shows plossless-converter T I’ (converter-of-resource res)

{proof)

lemma plossless-converter-of-callee:

assumes \s z. © € outs-Z T1 = plossless-gpv L2 (callee s z) A (V (y, s)Eresults-gpv
Z2 (callee s z). y € responses-I T1 x)

shows plossless-converter T1 T2 (converter-of-callee callee s)

{proof)

context
fixes A :: 'a set
and 7 :: (¢, 'd) T
begin

primcorec restrict-converter :: ('a, 'b, 'c, 'd) converter = (‘a, 'b, 'c, 'd) converter
where
run-converter (restrict-converter cnv) = (Aa. if a € A then
map-gpv (map-prod id (Acnv'. restrict-converter cnv’)) id (restrict-gpv T
(run-converter cnv a))
else Fail)

end

lemma WT-restrict-converter |[WT-intro|:
assumes Z,7' ¢ cnv /
shows Z,7' ¢ restrict-converter A T’ cnv +/

(proof)

lemma pgen-lossless-restrict-gpv [simp]:

T bg gpv / = pgen-lossless-gpv b T (restrict-gpv T gpv) = pgen-lossless-gpv b
T gpv

(proof )

lemma plossless-restrict-converter [simp]:
assumes plossless-converter T T’ conv
and Z.Z' ¢ conv +/
and outs-ZT Z C A
shows plossless-converter T ' (restrict-converter A I’ conv)

{proof)

lemma plossless-map-converter:

plossless-converter T I’ (map-converter f g h k conv)

if plossless-converter (map-Z (inv-into UNIV f) (inv-into UNIV g) ) (map-Z h
kT") conv inj f

(proof)
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2.8 Attaching converters to resources

primcorec attach :: (‘a, 'b, ‘out, "in) converter = (‘out, 'in) resource = ('a, 'b)
resource where
run-resource (attach conv res) = (Aa.
map-spmf (A((b, conv’), res’). (b, attach conv’ res’)) (exec-gpv run-resource
(run-converter conv a) res))

lemma attach-parametric [transfer-rule]: includes lifting-syntaz shows
(rel-converter A B C' R ===> rel-resource C R ===> rel-resource A B) attach
attach

{proof)

lemma attach-map-converter:

attach (map-converter f g h k conv) res = map-resource f g (attach conv (map-resource
h k res))

{proof)

lemma WT-resource-attach |[WT-intro|: [ Z, Z' k¢ conv \/; I bresres /]| = T
Fres attach conv res v/

(proof)

lemma lossless-attach [plossless-introl:
assumes plossless-converter T T' conv
and lossless-resource T res
and Z, 7' F¢ conv v/ ' Fres res «/
shows lossless-resource T (attach conv res)

{proof)

definition attach-callee
2 ('s=Ta= (b x's, 'out, in) gpv)
= ('s" = 'out = (in x 's’) spmf)
= (s x 's’"= 'a = ('b x 's x 's’) spmf) where
attach-callee callee oracle = (A\(s, s’) q. map-spmf rprodl (exec-gpv oracle (callee

s q) s)

lemma attach-callee-simps [simpl:

attach-callee callee oracle (s, s') ¢ = map-spmf rprodl (exec-gpv oracle (callee s
q) ')

(proof )

lemma attach-CNV-RES:
attach (converter-of-callee callee s) (resource-of-oracle res s’) =
resource-of-oracle (attach-callee callee res) (s, s')

(proof)
lemma attach-stateless-callee:

attach-callee (stateless-callee callee) oracle = extend-state-oracle (As q. exec-gpv
oracle (callee q) s)
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{proof)

lemma attach-id-converter [simp]: attach id-converter res = res
{proof)

lemma attach-callee-parallel-intercept: includes lifting-syntar shows
attach-callee (parallel-intercept calleel callee2) (plus-oracle oraclel oracle2) =
(rprodl ———> id ———> map-spmf (map-prod id lprodr)) (plus-oracle (lift-state-oracle
extend-state-oracle (attach-callee calleel oraclel)) (extend-state-oracle (attach-callee
callee2 oracle2)))

(proof)

lemma attach-callee-id-oracle [simp]:
attach-callee id-oracle oracle = extend-state-oracle oracle

(proof)

lemma attach-parallel2: attach (parallel-converter2 convl conv2) (parallel-resource
resl res2)
= parallel-resource (attach convl resl) (attach conv2 res2)

{proof)

2.9 Composing converters

primcorec comp-converter :: (‘a, 'b, 'out, 'in) converter = (‘out, 'in, ‘out’, "in")
converter = ('a, 'b, "out’, 'in’) converter where

run-converter (comp-converter convl conv?) = (Aa.

map-gpv (A((b, convl’), conv2’). (b, comp-converter convl’ conv2’)) id (inline
run-converter (run-converter convl a) conv2))

lemma comp-converter-parametric [transfer-rule]: includes lifting-syntar shows

(rel-converter A B C R ===> rel-converter C R C' R’ ===> rel-converter A
B C'" R

comp-converter comp-converter

{proof)

lemma comp-converter-map-converterl :
fixes conv’ :: (‘a, 'b, ‘out, "in) converter shows
;L o
comp-converter (map-converter f g h k conv) conv’ = map-converter f g id id
(comp-converter conv (map-converter h k id id conv’))

(proof)

lemma comp-converter-map-converter2:
fixes conv :: ('a, 'b, 'out, 'in) converter shows
comp-converter conv (map-converter f g h k conv’) = map-converter id id h k
(comp-converter (map-converter id id f g conv) conv’)

{proof)

lemma attach-compose:
attach (comp-converter convl conv2) res = attach convl (attach conv2 res)
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(proof)
including lifting-syntax

{proof)

lemma comp-converter-assoc:

comp-converter (comp-converter convl conv2) convd = comp-converter convl
(comp-converter conv2 conv3)

(proof)

including lifting-syntax

(proof )

lemma comp-converter-assoc-left:

assumes comp-converter convl conv?2 = conv3

shows comp-converter convl (comp-converter conv2 conv) = comp-converter
convs conv

{proof)

lemma comp-converter-attach-left:
assumes comp-converter convl conv?2 = conv3
shows attach convl (attach conv2 res) = attach conv3 res
(proof)

lemmas comp-converter-eqs =
asm-rl[where psi=z = y for z y :: (-, -, -, -) converter]
comp-converter-assoc-left
comp-converter-attach-left

lemma WT-converter-comp | WT-intro:
[Z,Z' ke conv /; T, T" Feo conv’ /]| = I, " b¢ comp-converter conv conv’

{proof)

lemma plossless-comp-converter [plossless-intro):
assumes plossless-converter T T' conv
and plossless-converter Z' "' conv’
and Z, 7' ¢ conv / I, " ¢ conv’ /
shows plossless-converter T ' (comp-converter conv conv’)
(proof)

lemma comp-converter-id-left: comp-converter id-converter conv = conv
(proof)

lemma comp-converter-id-right: comp-converter conv id-converter = conv
(proof)

lemma comp-coverter-of-callee: comp-converter (converter-of-callee calleel s1) (converter-of-callee
callee? s2)
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= converter-of-callee (A(s1, s2) q. map-gpv rprodl id (inline callee2 (calleel s1

q) s2)) (s1, 52)
(proof )

lemmas comp-converter-of-callee’ = comp-converter-eqs| OF comp-coverter-of-callee]

lemma comp-converter-parallel2: comp-converter (parallel-converter2 convll convir)
(parallel-converter2 conv2l conv2r) =
parallel-converter2 (comp-converter convil conv2l) (comp-converter convlr conv2r)

(proof)

lemmas comp-converter-parallel2’ = comp-converter-eqs| OF comp-converter-parallel2]

lemma comp-converter-mapI-out:
L ;L L
comp-converter (map-converter f g id id conv) conv’ = map-converter f g id id
(comp-converter conv conv’)

(proof)

lemma parallel-converter2-comp1-out:
parallel-converter2 (comp-converter conv conv’) conv'’ = comp-converter (parallel-converter?
conv id-converter) (parallel-converter2 conv’ conv”)

{proof)

lemma parallel-converter2-comp2-out:
parallel-converter2 conv' (comp-converter conv conv’) = comp-converter (parallel-converter2
id-converter conv) (parallel-converter2 conv'’ conv’)

{proof)

2.10 Interaction bound

coinductive interaction-any-bounded-converter :: (‘a, 'b, 'c, 'd) converter = enat
= bool where

interaction-any-bounded-converter conv n if

Na. interaction-any-bounded-by (run-converter conv a) n

Aa b conv’. (b, conv’) € results’-gpv (run-converter conv a) = interaction-any-bounded-converter
conv’ n

lemma interaction-any-bounded-converterD:

assumes interaction-any-bounded-converter conv n

shows interaction-any-bounded-by (run-converter conv a) n A (V (b, conv’)Eresults’-gpv
(run-converter conv a). interaction-any-bounded-converter conv’ n)

{proof)

lemma interaction-any-bounded-converter-mono:
assumes interaction-any-bounded-converter conv n
and n < m
shows interaction-any-bounded-converter conv m

{proof)
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lemma interaction-any-bounded-converter-trivial [simp): interaction-any-bounded-converter
conv 0o

{proof)

lemmas interaction-any-bounded-converter-start =
interaction-any-bounded-converter-mono
interaction-bounded-by-mono

method interaction-bound-converter-start = (rule interaction-any-bounded-converter-start)
method interaction-bound-converter-step uses add simp =
((match conclusion in interaction-bounded-by - - - = fail | interaction-any-bounded-converter
- - = fail | - = <solves <clarsimp simp add: simpy») | rule add interaction-bound)
method interaction-bound-converter-rec uses add simp =
(interaction-bound-converter-step add: add simp: simp; (interaction-bound-converter-rec
add: add simp: simp)?)
method interaction-bound-converter uses add simp =
(interaction-bound-converter-start, interaction-bound-converter-rec add: add simp:
stmp)

lemma interaction-any-bounded-converter-id [interaction-bound):
interaction-any-bounded-converter id-converter 1

{proof)

lemma raw-converter-invariant-interaction-any-bounded-converter:

raw-converter-invariant Z-full Z-full run-converter (Aconv. interaction-any-bounded-converter
conv n)

(proof)

lemma interaction-bounded-by-left-gpv [interaction-bound):
assumes interaction-bounded-by consider gpv n
and Az. consider’ (Inl ) => consider x
shows interaction-bounded-by consider’ (left-gpv gpv) n

(proof)

lemma interaction-bounded-by-right-gpv [interaction-bound):
assumes interaction-bounded-by consider gpv n
and Az. consider’ (Inr ) = consider x
shows interaction-bounded-by consider’ (right-gpv gpv) n

(proof)

lemma interaction-any-bounded-converter-parallel-converter?:
assumes interaction-any-bounded-converter convl n
and interaction-any-bounded-converter conv2 n
shows interaction-any-bounded-converter (parallel-converter2 convl conv2) n

{proof)
lemma interaction-any-bounded-converter-parallel-converter2’ [interaction-bound):

assumes interaction-any-bounded-converter convl n
and interaction-any-bounded-converter conv2 m
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shows interaction-any-bounded-converter (parallel-converter? convl conv2) (max
nm)
{proof)

lemma interaction-any-bounded-converter-compose [interaction-bound):
assumes interaction-any-bounded-converter convl n
and interaction-any-bounded-converter conv2 m
shows interaction-any-bounded-converter (comp-converter convl conv2) (n * m)

(proof)

lemma interaction-any-bounded-converter-of-callee [interaction-bound):
assumes s z. interaction-any-bounded-by (conv s x) n
shows interaction-any-bounded-converter (converter-of-callee conv s) n

{proof)

lemma interaction-any-bounded-converter-map-converter [interaction-bound):
assumes interaction-any-bounded-converter conv n
and surj k
shows interaction-any-bounded-converter (map-converter f g h k conv) n

{proof)

lemma interaction-any-bounded-converter-parallel-converter:
assumes interaction-any-bounded-converter convl n
and interaction-any-bounded-converter conv2 n
shows interaction-any-bounded-converter (parallel-converter convl conv2) n

(proof)

lemma interaction-any-bounded-converter-parallel-converter’ [interaction-bound):
assumes interaction-any-bounded-converter convl n
and interaction-any-bounded-converter conv2 m
shows interaction-any-bounded-converter (parallel-converter convl conv2) (max
nm)
(proof)

lemma interaction-any-bounded-converter-converter-of-resource:
interaction-any-bounded-converter (converter-of-resource res) n

(proof)

lemma interaction-any-bounded-converter-converter-of-resource’ [interaction-bound):
interaction-any-bounded-converter (converter-of-resource res) 0

{proof)

lemma interaction-any-bounded-converter-restrict-converter [interaction-bound):
interaction-any-bounded-converter (restrict-converter A T c¢cnv) bound
if interaction-any-bounded-converter cnv bound

{proof)

end
theory Converter-Rewrite imports
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Converter
begin

3 Equivalence of converters restricted by inter-
faces

coinductive eg-resource-on :: 'a set = ('a, 'b) resource = ('a, 'b) resource = bool
(- Fr/ -~/ - [100, 99, 99] 99)
for A where
eq-resource-onl: A Fr res ~ res’ if
Na. a € A = rel-spmf (rel-prod (=) (eg-resource-on A)) (run-resource res a)
(run-resource res’ a)

lemma eg-resource-on-coinduct [consumes 1, case-names eg-resource-on, coinduct
pred: eg-resource-on|:
assumes X res res’
and Ares res’ a. [ X res res’; a € A
= rel-spmf (rel-prod (=) (Ares res’. X res res’ V A Fr res ~ res’))
(run-resource res a) (run-resource res’ a)
shows A Fr res ~ res’

{proof)

lemma eg-resource-onD:

assumes A Fr res ~ res’ a € A

shows rel-spmf (rel-prod (=) (eg-resource-on A)) (run-resource res a) (run-resource
res’ a)

(proof )

lemma eg-resource-on-refl [simpl: A br res ~ res

(proof)

lemma eq-resource-on-refll: res = res’ = A g res ~ res’
(proof )

lemma eq-resource-on-sym: A g res ~ res’ if A bg res’ ~ res
(proof )

lemma eg-resource-on-trans [trans]: At g res ~ res’ if Abpg res ~ res’ AFpg res’
12}
~ res

{proof)

lemma eg-resource-on-UNIV-D [simp]: res = res’ if UNIV kg res ~ res’
{proof)

lemma eqg-resource-on-UNIV-iff: UNIV g res ~ res’ +— res = res’
(proof )

lemma eg-resource-on-mono: | A’ g res ~ res’;y A C A'] = A kg res ~ res’
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{proof)

lemma eg-resource-on-empty [simp]: {} Fr res ~ res’
{proof)

lemma eg-resource-on-resource-of-oraclel:
includes lifting-syntax
fixes S
assumes sim: (S ===> eg-on A ===> rel-spmf (rel-prod (=) S)) r1 r2
and S: S s1 s2
shows A kg resource-of-oracle r1 s1 ~ resource-of-oracle r2 s2

{proof)

lemma exec-gpv-eg-resource-on:
assumes outs-Z Z g res ~ res’
and 7 kg gpv /
and 7 Fres res y/
shows rel-spmf (rel-prod (=) (eg-resource-on (outs-I T))) (exec-gpv run-resource
gpv res) (exec-gpv run-resource gpuv res’)

{proof)

inductive eg-Z-generat :: ('a = 'b = bool) = (‘out, 'in) T = ('c = 'd = bool)
= (a, 'out, "in = 'c) generat = ('b, 'out, in = 'd) generat = bool
for A Z D where
Pure: eq-Z-generat A Z D (Pure x) (Pure y) if A z y
| 10: eq-Z-generat A T D (IO out c¢) (IO out ¢’) if out € outs-Z T Ninput. input
€ responses-I T out => D (c input) (¢’ input)

hide-fact (open) Pure IO

inductive-simps eq-Z-generat-simps [simp, code]:
eq-L-generat A T D (Pure x) (Pure y)
eq-Z-generat A Z D (IO out ¢) (Pure y)
eq-Z-generat A T D (Pure x) (10 out’ ¢’)
eq-I-generat A Z D (IO out ¢) (10 out’ ¢’

inductive-simps eq-Z-generat-iff1:
eq-L-generat A Z D (Pure x) g’
eq-Z-generat A Z D (IO out ¢) g’

inductive-simps eq-Z-generat-iff2:
eq-Z-generat A Z D g (Pure z)
eq-I-generat AL D g (IO out ¢)

lemma eq-Z-generat-mono’:

[ e¢-Z-generat AZ Daxy; Ney. Azy=— A'z2y; N\oey. Day= D'z y; T <
']

= eq-T-generat A’ T' D' z y

(proof )
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lemma eq-Z-generat-mono: eq-L-generat A T D < eq-I-generat A’ T' D' if A <
A'DLSD' IT<T
(proof)

lemma eq-Z-generat-mono’’ [monol:
[Nzy. Azy — A'zy; NAey. Day — D'z y]
= eq-Z-generat AL Dz y — eqg-Z-generat A'Z D'z y
(proof )

lemma eq-Z-generat-conversep: eq-I-generat A=1=1 T D717 = (eq-T-generat A
T D)flfl
(proof)

lemma eq-Z-generat-refil:
assumes Az. z € generat-pures generat = A z x
and Aout c. generat = IO out ¢ = out € outs-Z T A (Y inputEresponses-I T
out. D (¢ input) (c input))
shows eq-Z-generat A T D generat generat
{proof)

lemma eq-Z-generat-relcompp:

eq-Z-generat A Z D OO eq-Z-generat A’ T D' = eq-Z-generat (A OO A") T (D
00 D)

(proof )

lemma eq-Z-generat-mapl:
eq-L-generat A T D (map-generat f id ((o) g) generat) generat’ +—
eq-Z-generat (Az. A (fz)) T (A\z. D (g z)) generat generat’

{proof)

lemma eq-Z-generat-map2:
eq-L-generat A T D generat (map-generat fid ((o) g) generat’) +—
eq-Z-generat Az y. Az (fy)) Z Az y. Dz (gy)) generat generat’

{proof)

lemmas eq-Z-generat-map [simp] =

eq-Z-generat-map1[abs-def] eq-I-generat-map?2

eq-Z-generat-mapl [where g=id, unfolded fun.map-id0, abs-def] eq-I-generat-map2[where
g=id, unfolded fun.map-id0]

lemma eq-7-generat-into-rel-generat:
eq-I-generat A I-full D generat generat’ = rel-generat A (=) (rel-fun (=) D)
generat generat’

{proof)
coinductive eq-Z-gpv :: ('a = 'b = bool) = (‘out, "in) T = ('a, 'out, 'in) gpv =

(’b, ‘out, "in) gpv = bool
for A 7 where
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eq-Z-gpvl: eq-I-gpv A T gpv gpv’
if rel-spmf (eq-Z-generat A T (eq-Z-gpv A I)) (the-gpv gpv) (the-gpv gpv’)

lemma eq-Z-gpv-coinduct [consumes 1, case-names eq-Z-gpv, coinduct pred: eq-I-gpv]:
assumes X gpv gpv’

and Agpv gpv’. X gpv gpv’
= rel-spmf (eq-Z-generat A T (Agpv gpv’. X gpv gpv’ V eq-Z-gpv A T gpv

gpv")) (the-gpv gpv) (the-gpv gpv’)
shows eq-Z-gpv A T gpv gpv’

(proof)

lemma eq-Z-gpvD:

eq-Z-gpv A T gpv gpv’ = rel-spmf (eq-I-generat A T (eq-Z-gpv A T)) (the-gpv
gpv) (the-gpv gpv’)

(proof )

lemma eq-Z-gpv-Done [introl]: A ©y = eq-Z-gpv A T (Done z) (Done y)
{proof)

lemma eq-Z-gpv-Done-iff [simpl: eq-Z-gpv A T (Done z) (Done y) +— Az y
(proof )

lemma eq-Z-gpv-Pause:
[ out € outs-T I; Ninput. input € responses-Z T out = eq-Z-gpv A T (rpv input)

(rpv” input) |
= eq-Z-gpv A T (Pause out rpv) (Pause out rpv’)

{proof)

lemma eq-Z-gpv-mono: eq-L-gpv A L < eq-T-gpv A’ T'if A: A< A'T <T'
(proof)

lemma eq-Z-gpv-mono”:

[ e¢-Z-gpv AZ gpv gpv’s Ney. Acy = A'zy; T <T'| = eq¢-Z-gpv A’ T’
gpv gpv’

(proof )

lemma eq-Z-gpv-mono’’ [monol:
eq-L-gpv A T gpv gpv’ — eq-Z-gpv A’ T gpv gpv’' if Nz y. Axy — Al zy
{proof )

lemma eq-Z-gpv-conversep: eq-Z-gpv A~ ~1 T = (eq-T-gpv A Z)~ 171
{proof )

lemma eq-Z-gpv-refil:
[ Az. = € results-gpv T gpv = Az z; L Fg gpv /| = eq-Z-gpv A T gpv gpv
(proof )

lemma eq-Z-gpv-into-rel-gpv: eq-I-gpv A Z-full gpv gpv’ = rel-gpv A (=) gpv gpv’
(proof )
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lemma eq-Z-gpv-relcompp: eq-Z-gpv (A OO0 A") T = eq-Z-gpv AT OO eq-Z-gpv A’
7 (is ?lhs = ?rhs)
(proof )

lemma eq-Z-gpv-map-gpvl: eq-Z-gpv A T (map-gpv f id gpv) gpv’' «— eq-Z-gpv
(Az. A (fz)) Z gpv gpv’ (is ?lhs < ?rhs)
(proof )

lemma eg-Z-gpv-map-gpv2: eq-Z-gpv A T gpv (map-gpv f id gpv’) = eq-Z-gpv (Az
y- Az (fy) T gpv gpv’
(proof )

lemmas eq-Z-gpv-map-gpv [simp] = eq-Z-gpv-map-gpvl [abs-def] eq-I-gpv-map-gpv2

lemma (in callee-invariant-on) eq-Z-exec-gpv:

[ eq-Z-gpv AT gpv gpv’; I s ]| = rel-spmf (rel-prod A (eq-onp I)) (exec-gpv callee
gpv s) (exec-gpu callee gpv’ s)
(proof)

lemma eq-Z-gpv-coinduct-bind [consumes 1, case-names eq-Z-gpv):
fixes gpv :: (‘a, 'out, 'in) gpv and gpv’ :: ('a’, ‘out, 'in) gpv
assumes X: X gpv gpv’
and step: Agpv gpv’. X gpv gpv’
= rel-spmf (eq-Z-generat A T (Agpv gpv'. X gpv gpv’ V eq¢-Z-gpv A T gpv
gpv’ VvV
(Fgpv" gpv"’" (B :: 'b = b’ = bool) f g. gpv = bind-gpv gpv"" [ N gpv’ =
bind-gpv gpv'"" g N eq¢-IZ-gpv B I gpv' gpv’”’ A (rel-fun B X) f g))) (the-gpv gpv)
(the-gpv gpv')
shows eq-Z-gpv A T gpv gpv’
(proof)

context
fixes S :: 's1 = 's2 = bool
and calleel :: 's1 = 'out = (in x 's1, 'out’, 'in’) gpv
and callee2 :: 's2 = 'out = (in x 's2, ‘out’, 'in’) gpv
and Z :: (Yout, in) T
and 7' :: (‘out’, 'in") T
assumes callee: \sl s2q. [ S sl s2; q € outs-T I ] = eq-Z-gpv (rel-prod (eq-onp
(Ar. r € responses-Z T q)) S) I’ (calleel s1 q) (callee2 s2 q)
begin

lemma eq-Z-gpv-inlinel :
includes lifting-syntax
assumes S s! s2 eq-Z-gpv A T gpvl gpv2
shows rel-spmf (rel-sum (rel-prod A S)
(Mg, mpul, rpv2) (q', rpvl’, rpv2’). ¢ = ¢’ N ¢’ € outs-Z I' A (3¢ € outs-T
T.

/

(Vr € responses-Z T’ q'. eq-Z-gpv (rel-prod (eq-onp (Ar'. r’ € responses-T
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Zq") 8S)Z (rpvlr) (rpvl’ 1)) A
(Vr' € responses-Z T q”. eq-Z-gpv A I (rpv2 r’) (rpv2’ 1’)))))
(inlinel calleel gpvl s1) (inlinel callee2 gpv2 s2)
(proof )

lemma eq-7-gpv-inline:
assumes S: § sl s2
and gpv: eq-Z-gpv A T gpvl gpv2
shows eq-Z-gpv (rel-prod A S) I’ (inline calleel gpvl s1) (inline callee2 gpv2 s2)
(proof )

end

lemma eq-Z-gpv-left-gpv-cong:
eq-Z-gpv AL gpv gpv’ = eq-I-gpv A (Z &1 I') (left-gpv gpv) (left-gpv gpv’)
(proof )

lemma eq-Z-gpv-right-gpv-cong:
eq-Z-gpv A L' gpv gpv' = eq-I-gpv A (T &1 I') (right-gpv gpv) (right-gpv gpv’)
(proof)

lemma eq-Z-gpvD-WTI: [ eq-Z-gpv AT gpv gpv'; T Fg gpv /| = T kg gpv’ v/
(proof )

lemma eq-Z-gpvD-results-gpv2:
assumes eq-Z-gpv A T gpv gpv’ y € results-gpv T gpv’
shows Jz € results-gpv Z gpv. A x y
(proof)

coinductive eg-Z-converter :: (‘a, 'b) T = (‘out, "in) T = ('a, 'b, 'out, 'in) con-
verter = ('a, 'b, 'out, "in) converter = bool
(- Fe/ -~/ - [100, 0, 99, 99] 99)
for Z 7' where
eq-T-converterl: T, T' ¢ conv ~ conv’ if
Nq. q € outs-T T = eq-Z-gpv (rel-prod (eg-onp (Ar. r € responses-I I q))
(eq-Z-converter T I')) I' (run-converter conv q) (run-converter conv’ q)

lemma eq-Z-converter-coinduct [consumes 1, case-names eq-L-converter, coinduct
pred: eq-I-converter]:
assumes X conv conv’
and Aconv conv’ q. [ X conv conv’; ¢ € outs-Z T ]
= eq-Z-gpv (rel-prod (eq-onp (Ar. r € responses-I T q)) (Aconv conv’. X conv
conv' VI, T' ke conv ~ conv’)) I’
(run-converter conv q) (run-converter conv’ q)
shows 7, Z' ¢ conv ~ conv’

(proof)

lemma eqg-7-converterD:
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eq-Z-gpv (rel-prod (eq-onp (Ar. r € responses-Z I q)) (eq-Z-converter T Z')) I’
(run-converter conv q) (run-converter conv’ q)

if Z, T' b¢ conv ~ conv’ q € outs-T T

{proof)

lemma eq-Z-converter-refll: T, T' ¢ conv ~ conv if T, T' F¢ conv +/
(proof)

lemma eq-Z-converter-sym [sym]: Z, ' k¢ conv ~ conv’ if T, T’ ¢ conv’ ~ conv
(proof )

lemma eq-Z-converter-trans [trans):
[Z,TI'te conv ~ conv’; T, T Fo conv’ ~ conv” | = I, T’ ¢ conv ~ conv’”’
(proof)

lemma eq-7-converter-mono:
assumes x: 1, T2 ¢ conv ~ conv’
and le: 71'<T17Z2 <712’
shows 71’ Z2' ¢ conv ~ conv’

{proof)

lemma eq-Z-converter-eq: convl = conv2 if T-full, Z-full -¢ convl ~ conv2
(proof)

lemma eq-Z-attach-on:
assumes Z' Fres res \/ Z-uniform A UNIV, Z' k¢ conv ~ conv’
shows A g attach conv res ~ attach conv’ res

{proof)

lemma eq-Z-attach-on'”:
assumes Z' Fres res \/ Z, I’ b¢ conv ~ conv’ A C outs-Z T
shows A g attach conv res ~ attach conv’ res

{proof)

lemma eq-Z-attach:
[ Z' bres res v/; Z-full, T' b conv ~ conv’ | = attach conv res = attach conv
res

{proof)

/

lemma eq-Z-comp-cong:
[Z1,72 k¢ convl ~ convl’; 2,78 Fe conv2 ~ conv2’]
= 711,713 ¢ comp-converter convl conv? ~ comp-converter convl’ conv2’

{proof)

lemma comp-converter-cong: comp-converter convl conv2 = comp-converter convl’
conv2’
if Z-full, T ¢ convl ~ convl’ T, T-full ¢ conv2 ~ conv2’

(proof)
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lemma parallel-converter2-id-id:
T1®717I2,71 7 L2 ¢ parallel-converter2 id-converter id-converter ~ id-converter

{proof)

lemma parallel-converter2-eq-Z-cong:

[Z1,71' e convl ~ convl’y T2, 22" Fe conv2 ~ conv2’ ]

=71 ®7 12,71’ &1 I2' ¢ parallel-converter? convl conv2 ~ parallel-converter?
convl’ conv?’

{proof)

lemma id-converter-eq-self: T,T' ¢ id-converter ~ id-converter if T < T'
(proof)

lemma eq-Z-converterD-WT1:
assumes Z,7' ¢ convl ~ conv2 and Z,Z' ¢ convl /
shows Z,7' F¢ conv2 +/

(proof)

lemma eq-Z-converterD-WT:

assumes Z,7' o convl ~ conv2

shows Z,7' F¢ convl / +— Z,Z' k¢ conv2 /
(proof)

lemma eq-Z-gpv-Fail [simp): eq-Z-gpv A T Fail Fail
(proof)

lemma eq-7-restrict-gpu:
assumes eq-Z-gpv A T gpv gpv’
shows eq-Z-gpv A T (restrict-gpv T gpv) gpv’
(proof)

lemma eq-7Z-restrict-converter:
assumes Z.7' F¢ cnu +/
and outs-Z Z C A
shows 7,7’ ¢ restrict-converter A ' cnv ~ cnv

{proof)

lemma eq-7-restrict-gpv-full:
eq-L-gpv A I-full (restrict-gpv T gpv) (restrict-gpv I gpv’)
if eq-Z-gpv A T gpv gpv’
(proof )

lemma eq-7-restrict-converter-cong:
assumes Z,7' ¢ cnv ~ cnv’
and A C outs-ZT T
shows restrict-converter A ' cnv = restrict-converter A ' cnv’

(proof)

end
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4 'Trace equivalence for resources

theory Random-System imports Converter-Rewrite begin

fun trace-callee :: ('a, 'b, 's) callee = 's spmf = ('a x 'b) list = 'a = 'b spmf
where

trace-callee callee p [| x = bind-spmf p (As. map-spmf fst (callee s x))
| trace-callee callee p ((a, b) # xs) © =

trace-callee callee (cond-spmjf-fst (bind-spmf p (As. callee s a)) b) zs x

definition trace-callee-eq :: (‘a, 'b, 's1) callee = (‘a, 'b, 's2) callee = 'a set =
's1 spmf = 's2 spmf = bool where

trace-callee-eq calleel callee2 A p q <—

(Vas. set xs C A x UNIV — (Vz € A. trace-callee calleel p zs © = trace-callee
callee2 q xs x))

abbreviation trace-callee-eq’ :: 'a set = (‘a, 'b, 's1) callee = 's1 = ('a, b, 's2)
callee = 's2 = bool

(- Fe/ (1)) =/ (-((-))) (90, 0, 0, 0, 0] 91)

where trace-callee-eq’ A calleel s1 callee2 s2 = trace-callee-eq calleel callee2 A
(return-spmf s1) (return-spmf s2)

lemma trace-callee-eql:
assumes Azs z. [ set zs C A x UNIV; z € A
= trace-callee calleel p xs x = trace-callee callee2 q xs x
shows trace-callee-eq calleel callee2 A p q

{proof)

lemma trace-callee-eqD:
assumes trace-callee-eq calleel callee2 A p q
and set zs C A x UNIVz € A
shows trace-callee calleel p xs x = trace-callee callee2 q xs x

(proof)

lemma cond-spmf-fst-None [simp]: cond-spmf-fst (return-pmf None) z = return-pmf
None
(proof )

lemma trace-callee-None [simp]:
trace-callee callee (return-pmf None) zs x = return-pmf None

{proof)

proposition trace’-eql-sim:
fixes calleel :: ("a, 'b, 's1) callee and callee2 :: ('a, 'b, 's2) callee
assumes start: S p q
and step: Apqa. [Spqgac A] =
bind-spmf p (As. map-spmf fst (calleel s a)) = bind-spmf q (As. map-spmf fst
(callee2 s a))
and sim: Ap garesb s’ [ Spq; a € A; res € set-spmf q; (b, s') € set-spmf
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(callee2 res a) |
= S (cond-spmf-fst (bind-spmf p (As. calleel s a)) b)
(cond-spmf-fst (bind-spmf q (As. callee2 s a)) b)
shows trace-callee-eq calleel callee2 A p q

(proof)

fun trace-callee-auz :: ('a, 'b, 's) callee = 's spmf = (‘a x 'b) list = 's spmf
where

trace-callee-auz callee p [| = p
| trace-callee-auzx callee p ((z, y) # xs) = trace-callee-auzx callee (cond-spmf-fst
(bind-spmf p (Ares. callee res ) y) xs

lemma trace-callee-conv-trace-callee-auz:
trace-callee callee p s a = bind-spmf (trace-callee-aux callee p xs) (\s. map-spmf
fst (callee s a))

(proof)

lemma trace-callee-aux-append:

trace-callee-auz callee p (zs @ ys) = trace-callee-auz callee (trace-callee-auz callee
p as) ys

(proof )

inductive trace-callee-closure :: ('a, 'b, 's1) callee = ('a, 'b, 's2) callee = 'a set
= 's1 spmf = 's2 spmf = 's1 spmf = 's2 spmf = bool

for calleel callee2 A p q where

trace-callee-closure calleel callee2 A p q (trace-callee-auz calleel p xs) (trace-callee-aux
callee2 q xs) if set xs C A x UNIV

lemma trace-callee-closure-start: trace-callee-closure calleel callee2 A p q p q
(proof )

lemma trace-callee-closure-step:
assumes trace-callee-eq calleel callee2 A p q
and trace-callee-closure calleel callee2 A p q p’ q’
and a € A
shows bind-spmf p’ (As. map-spmf fst (calleel s a)) = bind-spmf ¢’ (As. map-spmf
fst (callee2 s a))
(proof)

lemma trace-callee-closure-sim:
assumes trace-callee-closure calleel callee?2 A p q p’ q’
and ¢ € A
shows trace-callee-closure calleel callee2 A p q
(cond-spmf-fst (bind-spmf p’ (As. calleel s a)) b)
(cond-spmf-fst (bind-spmf q' (Xs. callee2 s a)) b)
(proof )

proposition trace-callee-eq-complete:
assumes trace-callee-eq calleel callee2 A p q
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obtains S
where S p ¢
and A\pga.[SpgacA] =
bind-spmf p (As. map-spmf fst (calleel s a)) = bind-spmf q (As. map-spmf fst
(callee2 s a))
and Apqgasbs'.[Spgq ac A;se set-spmf q; (b, s') € set-spmf (callee2 s
0]
= S (cond-spmf-fst (bind-spmf p (As. calleel s a)) b)
(cond-spmf-fst (bind-spmf q (As. callee2 s a)) b)
(proof )

lemma set-spmf-cond-spmf-fst: set-spmf (cond-spmf-fst p a) = snd * (set-spmf p
N {a} x UNIV)
(proof )

lemma trace-callee-eq-run-gpv:
fixes calleel :: ("a, 'b, 's1) callee and callee2 :: ('a, 'b, 's2) callee
assumes trace-eq: trace-callee-eq calleel callee2 A p q
and invl: callee-invariant-on calleel I1 T
and invl: callee-invariant-on callee2 12 T
and WT: T g gpv v/
and out: outs-gpv I gpv C A
and pq: lossless-spmf p lossless-spmf q
and [1: Vxeset-spmf p. 11 x
and I12: V yeset-spmf q. 12 y
shows bind-spmf p (run-gpv calleel gpv) = bind-spmf q (run-gpv callee2 gpv)
{proof)

lemma trace-callee-eq’-run-gpv:
fixes calleel :: ("a, 'b, 's1) callee and callee2 :: (‘a, 'b, 's2) callee
assumes trace-eq: A o calleel (s1) = callee2(s2)
and invl: callee-invariant-on calleel 11 T
and invl: callee-invariant-on callee2 12 T
and WT: T g gpv /
and out: outs-gpv T gpv C A
and [I1: I1 s1
and 12: 12 s2
shows run-gpv calleel gpv s1 = run-gpv callee2 gpv s2

(proof)
abbreviation trace-eq :: ‘a set = ('a, 'b) resource spmf = ('a, 'b) resource spmf
= bool where

trace-eq = trace-callee-eq Tun-resource run-resource
abbreviation trace-eq’ :: 'a set = (a, 'b) resource = (a, 'b) resource = bool
«(-) Fr/ (=) = (-)» [90, 90, 90] 91) where

A bR res = res’ = trace-eq A (return-spmf res) (return-spmf res’)

lemma trace-callee-resource-of-oracle2:
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trace-callee run-resource (map-spmf (resource-of-oracle callee) p) xzs © =
trace-callee callee p xs x

(proof)

lemma trace-callee-resource-of-oracle [simp]:
trace-callee run-resource (return-spmf (resource-of-oracle callee s)) xs & =
trace-callee callee (return-spmf s) xs

{proof)

lemma trace-eq’-resource-of-oracle [simp):
A Fg resource-of-oracle calleel s1 = resource-of-oracle callee2 s2 =
A F¢ calleel (s1) =~ callee2(s2)

{proof)

end

5 Distinguisher
theory Distinguisher imports Random-System begin
type-synonym (‘a, 'b) distinguisher = (bool, 'a, 'b) gpv

translations
(type) (‘a, 'b) distinguisher <= (type) (bool, 'a, 'b) gpv

definition connect :: (‘a, 'b) distinguisher = ('a, 'b) resource = bool spmf where
connect d res = run-gpv run-resource d res

definition absord :: (‘a, 'b) distinguisher = (‘a, 'b, 'out, 'in) converter = (‘out,
'in) distinguisher where
absorb d conv = map-gpv fst id (inline run-converter d conv)

lemma distinguish-attach: connect d (attach conv res) = connect (absorb d conv)
res

(proof)

lemma absorb-comp-converter: absorb d (comp-converter conv conv’) = absorb
(absorb d conv) conv’

(proof)

lemma connect-cong-trace:
fixes res! res2 :: ('a, 'b) resource
assumes trace-eq: A Fr resl =~ res2
and WT:Ztgd+/
and out: outs-gpv Z d C A
and WTI1: T bres resl +/
and WT2: T bres res2 +/
shows connect d res1 = connect d res2

{proof)
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lemma distinguish-trace-eq:
assumes distinguish: \distinguisher. T kg distinguisher \/ = connect distin-
guisher res = connect distinguisher res’
and WTI1: T bres resl +/
and WT2: T bFres res2 +/
shows outs-T Z Fp res = res’

(proof)

lemma connect-eg-resource-cong:
assumes 7 tg distinguisher /

and outs-Z T Fg res ~ res’
and Z Fres res y/
shows connect distinguisher res = connect distinguisher res’

(proof)

lemma WT-gpuv-absorb [WT-intro]:
[Z' Vg gpv ;T TFe convy/ ] = I g absorb gpv conv +/
(proof)

lemma plossless-gpu-absorb [plossless-intro]:
assumes gpv: plossless-gpv Z' gpv
and conv: plossless-converter ' T conv
and [WT-intro]: T' g gpv / I', T b¢ conv +/
shows plossless-gpv T (absorb gpv conv)
(proof )

lemma interaction-any-bounded-by-absorb [interaction-bound):
assumes gpv: interaction-any-bounded-by gpv boundl
and conv: interaction-any-bounded-converter conv bound2
shows interaction-any-bounded-by (absorb gpv conv) (boundl * bound2)

(proof)

end

6 Wiring
theory Wiring imports

Distinguisher
begin

6.1 Notation
hide-const (open) Resumption.Pause Monomorphic-Monad.Pause Monomorphic-Monad.Done

no-notation Sublist.parallel (infixl «||> 50)
no-notation plus-oracle (infix «®o» 500)

notation Resource (<§R$»)
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notation Converter («§C$»)

alias RES = resource-of-oracle
alias CNV = converter-of-callee

alias id-intercept = id-oracle
notation id-oracle (<1p»)

notation plus-oracle (infixr «®o> 504)
notation parallel-oracle (infixr «to» 504)

notation plus-intercept (infixr <& 504)
notation parallel-intercept (infixr <i;» 504)

notation parallel-resource (infixr <||» 501)

notation parallel-converter (infixr «|«» 501)
notation parallel-converter2 (infixr <|—> 501)
notation comp-converter (infixr <®» 502)

notation fail-converter (< L¢»)
notation id-converter (<1¢)

notation attach (infixr «>» 500)

6.2 Wiring primitives

primrec swap-sum :: ‘a + 'b = 'b + 'a where
swap-sum (Inl x) = Inr z
| swap-sum (Inry) = Inly

definition swapc :: (‘a + 'b, 'c + 'd, 'b + 'a, 'd + '¢) converter where
swapc = map-converter swap-sum swap-sum id id 1¢

definition rassoclc :: (Ya + (b + '¢), 'd + ('e + 'f), ('a + 'b) + 'c, ('d + 'e) +
'f) converter where

rassoclc = map-converter lsumr rsuml id id 1¢
definition lassocrc :: ((a + 'b) + ‘¢, ('d + ) + 'f, "a + ('b + '¢), 'd + (e +
'f)) converter where

lassocrc = map-converter rsuml lsumr id id 1o

definition swap-rassocl where swap-rassocl = lassocrc @ (1¢ |= swapc) © ras-
socle
definition swap-lassocr where swap-lassocr = rassoclc © (swape |= 1¢) © las-
socrc

definition parallel-wiring :: (('a + 'b) + (e + 'f), ("¢ + 'd) + ("9 + 'h), ('a +

‘e) + ('b+ 'f), ("e + '9) + ('d + 'h)) converter where
parallel-wiring = lassocrc @ (1¢ |= swap-lassocr) © rassoclc
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lemma WT-lassocre [WT-introl: (Z1 @&z Z2) &1z I3, 11 &1 (Z2 &z 13) F¢
lassocro +/
{proof)

lemma WT-rassoclc [WT-intro|: T1 ®z (Z2 &1 I13), (Z1 &7 12) &z I3 t¢
rassoclc +/
{proof )

lemma WT-swapc [WT-intro|: T1 &1 2,72 &z I1 Fo swapc +/
(proof)

lemma WT-swap-lassocr [WT-introl: Z1 &z (Z2 &z Z3),I2 &1z (Z1 ©113) k¢
swap-lassocr +/

(proof)

lemma WT-swap-rassocl [WT-intro|: (Z1 &7 I2) &z I3, (Z1 &1 13) ®1I2 ¢
swap-rassocl /
{proof)

lemma WT-parallel-wiring [WT-introl:
(T1 ®112) @7 (I3 ®z14), (T1 ®1zI3) Dz (I2 Bz IT4) b parallel-wiring /
{proof)

lemma map-swap-sum-plus-oracle: includes lifting-syntax shows

(id ———> swap-sum ———> map-spmf (map-prod swap-sum id)) (oraclel ®o
oracle2) =

(oracle2 ®o oraclel)
(proo)

lemma map-Z-rsuml-lsumr [simpl: map-Z rsuml lsumr (Z1 &z (Z2 &7 I3)) =
(Z1 @1 I2) &1 13)
(proof )

lemma map-Z-lsumr-rsuml [simp]: map-Z lsumr rsuml ((Z1 &z I2) &z I3) =
(Z1 ©1 (T2 ®1 I3))
(proof)

lemma map-Z-swap-sum [simp]: map-Z swap-sum swap-sum (L1 &7 I2) = 12
@z L1
(proof)

definition parallel-resourcel-wiring :: ('a + ('b + '¢), 'd + ("e + f), 'b + ('a +
‘c), 'e + ('d + 'f)) converter where
parallel-resourcel-wiring = swap-lassocr

lemma WT-parallel-resourcel-wiring [WT-intro]: T1 &7 (Z2 &1 Z8),ZI2 &1 (Z1
@7 Z3) k¢ parallel-resourcel-wiring +/

{proof)
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lemma plossless-rassoclc [plossless-intro|: plossless-converter (Z1 ®1 (Z2 &7 Z3))
(Z1 &1 Z2) @1 13) rassoclc
(proof )

lemma plossless-lassocreo [plossless-intro): plossless-converter ((Z1 &7 I2) &z
Z3) (11 &1 (Z2 &1 13)) lassocrc

{proof)

lemma plossless-swape [plossless-intro): plossless-converter (Z1 ®&r I2) (12 &z
71) swapc
(proof)

lemma plossless-swap-lassocr [plossless-intro):
plossless-converter (Z1 @&z (Z2 @z I3)) (Z2 &z (Z1 ®1 I3)) swap-lassocr

(proof)

lemma rsuml-lsumr-parallel-converter2:

map-converter id id rsuml lsumr ((convl |= conv2) |= convs) =

map-converter rsuml lsumr id id (convl |= conv2 |= convs)

(proof )
lemma comp-lassocrc: ((convl |= conv2) |= convl) © lassocre = lassocre ©
(convl |= conv2 |= conv3)

{proof)

lemmas comp-lassocrc’ = comp-converter-eqs| OF comp-lassocrc]

lemma lsumr-rsuml-parallel-converter2:

map-converter id id lsumr rsuml (convl |= (conv2 |= conv8)) =
map-converter lsumr rsuml id id ((convl |= conv2) |= conv3)
{proof)

lemma comp-rassoclc:
(convl |= conv2 |= conv8) @ rassoclc = rassoclc ® ((convl |= conv2) |= convs)

(proof) )

lemmas comp-rassoclc’ = comp-converter-eqs| OF comp-rassoclc)

lemma swap-sum-right-gpv:
map-gpv’ id swap-sum swap-sum (right-gpv gpv) = left-gpv gpv
(proof )

lemma swap-sum-left-gpv:
map-gpv’ id swap-sum swap-sum (left-gpv gpv) = right-gpv gpv
(proof )

lemma swap-sum-parallel-converter?:
map-converter id id swap-sum swap-sum (convl |= conv2) =
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map-converter swap-sum swap-sum id id (conv2 |= convl)
{proof)

lemma comp-swapc: (convl |= conv2) @ swapc = swapc © (conv2 |= convl)
(proof)

lemmas comp-swapc’ = comp-converter-eqs|OF comp-swapc|

lemma comp-swap-lassocr: (convl |= conv2 |= convd) @ swap-lassocr = swap-lassocr
©® (conv2 |= convl |= conv3)

(proof)

lemmas comp-swap-lassocr’ = comp-converter-eqs| OF comp-swap-lassocr]

lemma comp-parallel-wiring:

((C1 |= C2) |= (C3 |= C4)) © parallel-wiring = parallel-wiring ® ((C1 |= C3)
= (C2 |= C4))

(proof )

lemmas comp-parallel-wiring’ = comp-converter-eqs|OF comp-parallel-wiring)

lemma attach-converter-of-resource-conv-parallel-resource:
converter-of-resource res |« 1¢ > res’ = res || res’

{proof)

lemma attach-converter-of-resource-conv-parallel-resource2:
1¢ |« converter-of-resource res > res’ = res’ || res
(proof)

lemma plossless-parallel-wiring [plossless-intro):

plossless-converter (21 &z I2) &z (I3 &z Z4)) (ZT1 @z I3) @z (T2 @1z Z4))
parallel-wiring

(proof )

lemma run-converter-lassocr [simp):
run-converter lassocrc © = Pause (rsuml z) (Az. Done (lsumr x, lassocrc))

{proof)

lemma run-converter-rassocl [simp]:
run-converter rassoclc * = Pause (Isumr z) (Az. Done (rsuml z, rassoclc))

(proof )

lemma run-converter-swap [simp|: run-converter swapc x = Pause (swap-sum x)
(Az. Done (swap-sum z, swapc))

{proof)

definition lassocr-swap-sum where lassocr-swap-sum = rsuml o map-sum swap-sum
id o lsumr
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lemma run-converter-swap-lassocr [simpl:
run-converter swap-lassocr © = Pause (lassocr-swap-sum z) (
case lsumr x of Inl - = (Ay. case lsumr y of Inl - = Done (lassocr-swap-sum
y, swap-lassocr) | - = Fail)
| Inr - = (Ay. case lsumr y of Inl - = Fail | Inr - = Done (lassocr-swap-sum
y, swap-lassocr)))

{proof)

definition parallel-sum-wiring where parallel-sum-wiring = lsumr o map-sum id
lassocr-swap-sum o rsuml

lemma run-converter-parallel-wiring:
run-converter parallel-wiring * = Pause (parallel-sum-wiring ) (
case rsuml z of Inl - = (A\y. case rsuml y of Inl - = Done (parallel-sum-wiring
y, parallel-wiring) | - = Fail)
| Inr © = (case lsumr x of Inl - = (Ay. case rsuml y of Inl - = Fail
| Inr x = (case lsumr x of Inl - = Done (parallel-sum-wiring y, parallel-wiring) |
Inr - = Fail))
| Inr - = (Ay. case rsuml y of Inl - = Fail
| Inr © = (case lsumr x of Inl - = Fail | Inr - = Done (parallel-sum-wiring y,
parallel-wiring)))))

{proof)

lemma bound-lassocr¢ [interaction-bound): interaction-any-bounded-converter las-
socrc 1

{proof)

lemma bound-rassoclc [interaction-bound): interaction-any-bounded-converter ras-
socle 1

(proof)

lemma bound-swapc [interaction-bound]: interaction-any-bounded-converter swapc
1

{proof)

lemma bound-swap-rassocl [interaction-bound): interaction-any-bounded-converter
swap-rassocl 1

{proof)

lemma bound-swap-lassocr [interaction-bound): interaction-any-bounded-converter
swap-lassocr 1

{proof)

lemma bound-parallel-wiring [interaction-bound): interaction-any-bounded-converter
parallel-wiring 1
(proof )
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6.3 Characterization of wirings

type-synonym (’a, b, 'c, 'd) wiring = (‘la = '¢) x ('d = 'b)

inductive wiring :: (‘a, 'b) T = ('c, 'd) T = ('a, 'b, 'c, 'd) converter = ('a, 'b,
‘e, 'd) wiring = bool
for Z T’ cnv
where
wiring:
wiring T Z' env (f, g) if
Z,7' F¢o env ~ map-converter id id f g 1¢
I e env /

lemmas wiringl = wiring
hide-fact wiring

lemma wiringD:
assumes wiring Z Z' cnv (f, g)
shows wiringD-eq: Z,7' -¢ c¢cnv ~ map-converter id id f g 1¢
and wiringD-WT: ZZ' ¢ cnv /
(proof )

named-theorems wiring-intro introduction rules for wiring

definition apply-wiring :: ('a, 'b, 'c, 'd) wiring = ('s, ‘¢, 'd) oracle’ = (’s, 'a, 'b)
oracle’
where apply-wiring = (A(f, g). map-fun id (map-fun f (map-spmf (map-prod g

id))))

lemma apply-wiring-simps: apply-wiring (f, g) = map-fun id (map-fun f (map-spmf
(map-prod g id)))
(proof )

lemma attach-wiring-resource-of-oracle:
assumes wiring: wiring Z1 T2 conv fg
and WT: Z2 bres RES res s +/
and outs: outs-Z Z1 = UNIV
shows conv > RES res s = RES (apply-wiring fg res) s
(proof)

lemma wiring-id-converter [simp, wiring-intro|: wiring T T 1¢ (id, id)
{proof)

lemma apply-wiring-id [simp|: apply-wiring (id, id) res = res
(proof )

definition attach-wiring :: (‘a, 'b, ‘c, 'd) wiring = ('s = ‘c = ('d x 's, 'e, ’f)
gpv) = (s = 'a = ('b x's, ‘e, 'f) gpv)

where attach-wiring = (A(f, g). map-fun id (map-fun f (map-gpv (map-prod g
id) id)))
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lemma attach-wiring-simps: attach-wiring (f, g) = map-fun id (map-fun f (map-gpv
(map-prod g id) id))
(proof )

lemma comp-wiring-converter-of-callee:
assumes wiring: wiring L1 Z2 conv w
and WT: 72,73 ¢ CNV callee s v/
shows 71,78 k¢ conv ® CNV callee s ~ CNV (attach-wiring w callee) s

(proof)

definition comp-wiring :: ('a, 'b, ‘¢, 'd) wiring = ('c, 'd, 'e, 'f) wiring = ('a, 'b,
‘e, 'f) wiring (infix] <o, 55)
where comp-wiring = (A\(f, g) (f', ¢')- (f' o f, g0 g")

lemma comp-wiring-simps: comp-wiring (f, g) (f’, ¢') = (f'o f, g o g’)
(proof)

lemma wiring-comp-converterl [wiring-introl:

wiring T " (convl ® conv2) (fg oy fg') if wiring T T’ convl fg wiring T' I
conv2 fg'
(proof)

definition parallel2-wiring
= (Ya, 'b, ‘e, 'd) wiring = (‘a’, b, ‘¢!, 'd’) wiring
= ('a+ "a, b+ b, 'c+ ¢/, 'd + 'd’) wiring (infix <|,,» 501) where
parallel2-wiring = (A(f, g) (f’, ¢'). (map-sum f f’, map-sum g g’))

lemma parallel2-wiring-simps:
parallel2-wiring (f, g) (f', ¢') = (map-sum f f’, map-sum g g’
(proof )

lemma wiring-parallel-converter2 [simp, wiring-introl:
assumes wiring 1 T1' convl fg
and wiring T2 Z2' conv2 fg'
shows wiring (Z1 &7 Z2) (Z1' &z Z2') (convl |= conv2) (fg |w fg")
(proof)

lemma apply-parallel2 [simp]:

apply-wiring (fg |w fg') (resl @0 res2) = (apply-wiring fg resl &o apply-wiring
fg’ res2)
{proof )

lemma apply-comp-wiring [simp|: apply-wiring (fg o, fg') res = apply-wiring fg
(apply-wiring fq' res)
(proof )

definition lassocry, :: (("a + '0) + ‘¢, ('d + 'e) + 'f, '"a + ('b + '¢), 'd + (e +
"F)) wiring
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where lassocr,, = (rsuml, lsumr)

definition rassocly, :: (Ya + ("0 + ‘¢), '"d + ('e + 'f), ('a + 'b) + ¢, ('d + 'e) +
'f) wiring
where rassocl,, = (lsumr, rsuml)

definition swap,, :: (‘a + b, 'c + 'd, 'b + 'a, 'd + '¢) wiring where
swap,, = (swap-sum, swap-sum)

lemma wiring-lassocr [simp, wiring-intro):
wiring (Z1 &z I2) &7z I3) (ZT1 &7 (T2 ®1 I3)) lassocre lassocr,,
{proof )

lemma wiring-rassocl [simp, wiring-introl:
wiring (Z1 @&z (Z2 @z Z3)) (Z1 ®1 I2) ®&z I3) rassocle rassocly,
(proof)

lemma wiring-swap [simp, wiring-intro): wiring (Z1 &z Z2) (Z2 &z 1) swapc
SWaAP,,
(proof )

lemma apply-lassocr,, [simp]: apply-wiring lassocr,, (resl ®o res2 ®o resd) =
(resl ®o res2) Go resd
(proof)

lemma apply-rassocl,, [simp): apply-wiring rassocl,, ((resl @o res2) do resd) =
resl Go res?2 o ress
(proof)

lemma apply-swap,, [simp]: apply-wiring swap,, (resl Go res2) = res? Go resl

(proof)

end

7 Security

theory Constructive-Cryptography imports
Wiring
begin

definition advantage A resl res2 = |spmf (connect A resl) True — spmf (connect
A res2) True|

locale constructive-security-aux =
fixes real-resource :: security = (‘a + e, 'b + 'f) resource
and ideal-resource :: security = ('c + 'e, 'd + 'f) resource
and sim :: security = (‘a, 'b, 'c, 'd) converter
and Z-real :: security = ('a, 'b) T
and Z-ideal :: security = ('c, 'd) T
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and Z-common :: security = (e, 'f) T
and bound :: security = enat
and lossless :: bool
assumes WT-real [WT-intro]: \n. Z-real n &z I-common 1 bres real-resource

ny
and WT-ideal [WT-intro|: \n. Z-ideal n &1 Z-common n tFres ideal-resource

ny
and WT-sim [WT-intro]: A\n. Z-real n, I-ideal n F¢ sim 1 +/
and adv: A\A :: security = (‘a + 'e, 'b + 'f) distinguisher.
[ An. Z-real n &z Z-common ntg An \/;
An. interaction-bounded-by (A-. True) (A n) (bound n);
An. lossless = plossless-gpv (Z-real np &z Z-common 1) (A n) |
= negligible (\n. advantage (An) (simn |= 1¢ > ideal-resource n) (real-resource

n))

locale constructive-security =
constructive-security-aux real-resource ideal-resource sim Z-real Z-ideal Z-common
bound lossless
for real-resource :: security = (‘a + e, 'b + 'f) resource
and ideal-resource :: security = ('c + e, 'd + 'f) resource
and sim :: security = (‘a, 'b, 'c, 'd) converter
and Z-real :: security = (‘a, 'b) T
and Z-ideal :: security = (‘c, 'd) T
and Z-common :: security = ('e, 'f) T
and bound :: security = enat
and lossless :: bool
and w :: security = ('c, 'd, 'a, 'b) wiring
+
assumes correct: 3env. VD i security = (‘¢ + e, 'd + 'f) distinguisher.
(Vn. Z-ideal n @&z Z-common ntg D n +/)
— (V. interaction-bounded-by (A-. True) (D n) (bound n))
— (Vn. lossless — plossless-gpv (Z-ideal n &1 I-common n) (D n))
— (Vn. wiring (Z-ideal n) (Z-real n) (cnv n) (wn)) A
negligible (An. advantage (D n) (ideal-resource n) (cnv n |= 1¢ > real-resource

n))

locale constructive-security2 =
constructive-security-aux real-resource ideal-resource sim Z-real Z-ideal Z-common
bound lossless
for real-resource :: security = (‘a + 'e, 'b 4+ 'f) resource
and ideal-resource :: security = ('c + ‘e, 'd + 'f) resource
and sim :: security = (‘a, 'b, 'c, 'd) converter
and Z-real :: security = (‘a, 'b) T
and Z-ideal :: security = (‘c, 'd) T
and Z-common :: security = ('e, 'f) T
and bound :: security = enat
and lossless :: bool
and w :: security = ('c, 'd, 'a, 'b) wiring
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assumes sim: 3 cnv. Y. wiring (Z-ideal 1) (Z-real n) (cnv 1) (w n) A wiring
(Z-ideal n) (Z-ideal 1) (cnv n © sim n) (id, id)
begin

lemma constructive-security:
constructive-security real-resource ideal-resource sim Z-real Z-ideal Z-common
bound lossless w

(proof)

sublocale constructive-security real-resource ideal-resource sim Z-real Z-ideal Z-common
bound lossless w

{proof)

end

7.1 Composition theorems

theorem composability:

fixes real

assumes constructive-security middle ideal sim-inner Z-middle Z-inner Z-common
bound-inner lossless-inner wi

assumes constructive-security real middle sim-outer Z-real Z-middle Z-common
bound-outer lossless-outer w2

and bound [interaction-bound]: \n. interaction-any-bounded-converter (sim-outer
1) (bound-sim 1)

and bound-le: A\n. bound-outer n * maz (bound-sim n) 1 < bound-inner 7

and lossless-sim [plossless-intro]: A\n. lossless-inner = plossless-converter (Z-real
1) (Z-middle n) (sim-outer n)

shows constructive-security real ideal (An. sim-outer n ® sim-inner 1) I-real
Z-inner T-common bound-outer (lossless-outer V lossless-inner) (An. wl n o, w2

n)
(proof)

theorem (in constructive-security) lifting:
assumes WT-conv [WT-intro]: An. Z-common'n, Z-common n ¢ conv n +/
and bound [interaction-bound]: A\n. interaction-any-bounded-converter (conv 1)
(bound-conv n)
and bound-le: An. bound’ n x maz (bound-conv n) 1 < bound n
and lossless [plossless-intro]: \n. lossless = plossless-converter (Z-common
n) (Z-common 1) (conv 1)
shows constructive-security
(M. 1¢ |= conv n > real-resource ) (An. 1¢ |= conv n > ideal-resource n)

/

sim
T-real T-ideal T-common' bound’ lossless w

(proof)

theorem constructive-security-trivial:
fixes res
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assumes [WT-intro]: \n. T n @&z Z-common n Fres res n +/

shows constructive-security res res (A-. 1¢) T Z I-common bound lossless (A-.
(id, id))
(proof)

theorem parallel-constructive-security:

assumes constructive-security reall ideall simi1 Z-reall Z-innerl I-commonl
boundl losslessl wl

assumes constructive-security real? ideal2 sim2 ZL-real2 T-inner2 I-common?2
bound2 lossless2 w2

and lossless-reall [plossless-introl: \n. lossless2 = lossless-resource (Z-reall
1 ®z Z-commonl n) (reall n)
and lossless-sim2 [plossless-intro]: A\n. lossless] = plossless-converter (I-real?
1) (Z-inner2 n) (sim2 n)
and lossless-ideal2 [plossless-intro]: \n. lossless] = lossless-resource (Z-inner2
n @z Z-common2 n) (ideal2 n)
shows constructive-security (An. parallel-wiring > reall n || real2 n) (An. paral-
lel-wiring > ideall n || ideal2 n) (An. siml n |= sim2 n)
(M. Z-reall n @1 Z-real2 n) (\n. Z-innerl n &z -inner2 n) (An. Z-commonl
n @z Z-common2 n)
(An. min (boundl n) (bound2 n)) (lossless1 V lossless2) (An. w1l 1 |, w2 1)
(proof)

theorem (in constructive-security) parallel-realisationl:
assumes WT-res: An. Z-res n &z Z-common’n bres res n +/
and lossless-res: \n. lossless = lossless-resource (Z-res n @&z I-common’ n)
(res )
shows constructive-security (An. parallel-wiring t> res n || real-resource n)
(An. parallel-wiring t> (res n || ideal-resource n)) (An. parallel-converter2 id-converter
(sim 1))
(An. Z-res n ®1 L-real n) (A\n. T-res n &1 L-ideal 1) (An. I-common’ n &z
Z-common n) bound lossless (An. (id, id) |» w n)
(proof)

theorem (in constructive-security) parallel-realisation2:
assumes WT-res: An. Z-res n &z Z-common’n bres res n +/
and lossless-res: \n. lossless = lossless-resource (Z-res n &1 I-common’ n)
(res 1)
shows constructive-security (An. parallel-wiring t> real-resource 1 || res n)
(An. parallel-wiring > (ideal-resource n || res n)) (An. parallel-converter2 (sim
n) id-converter)
(A\n. Z-real n &1 L-res ) (M. Z-ideal n &1 I-res ) (An. I-common 1 Sz
Z-common'n) bound lossless (An. w n |, (id, id))
(proof)

theorem (in constructive-security) parallel-resourcel:

assumes WT-res [WT-intro|: \n. Z-res n Fres res n +/
and lossless-res [plossless-intro|: \n. lossless = lossless-resource (Z-res 1) (res

95



)
shows constructive-security (An. parallel-resourcel-wiring > res n || real-resource

n)
(An. parallel-resourcel-wiring > res n || ideal-resource n) sim

T-real T-ideal (An. I-res n &7 I-common n) bound lossless w
(proof)

end

8 Examples

theory System-Construction imports
../ ../ Constructive-Cryptography

begin

8.1 Random oracle resource

locale rorc =
fixes range :: 'r set
begin

fun rnd-oracle :: (‘'m = 'r option, 'm, 'r) oracle’ where
rnd-oracle f m = (case f m of
(Some r) = return-spmf (r, f)
| None = do {
r < spmf-of-set (range);
return-spmf (r, f(m = Some r))})

definition res = RES (rnd-oracle ®o rnd-oracle) Map.empty
end

8.2 Key resource
locale key =
fixes key-gen :: 'k spmf
begin
fun key-oracle :: ('k option, unit, 'k) oracle’ where
key-oracle None () = do { k < key-gen; return-spmf (k, Some k)}
| key-oracle (Some z) () = return-spmf (z, Some x)
definition res = RES (key-oracle ®¢ key-oracle) None
end
8.3 Channel resource

datatype ‘a cstate = Void | Fail | Store 'a | Collect 'a
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datatype ‘a aquery = Look | ForwardOrEdit (forward-or-edit: 'a) | Drop
type-synonym ’a insec-query = 'a option aquery
type-synonym auth-query = unit aquery

consts Forward :: 'a aquery
abbreviation Forward-auth :: auth-query where Forward-auth = ForwardOrEdit

0

abbreviation Forward-insec :: 'a insec-query where Forward-insec = Forwar-
dOrEdit None

abbreviation FEdit :: 'a = 'a insec-query where Edit m = ForwardOrEdit (Some
m)

adhoc-overloading Forward = Forward-auth

adhoc-overloading Forward = Forward-insec

translations
(logic) CONST Forward <= (logic) CONST ForwardOrEdit (CONST None)
(logic) CONST Forward <= (logic) CONST ForwardOrEdit (CONST Prod-
uct-Type. Unity)
(type) auth-query <= (type) unit aquery
(type) 'a insec-query <= (type) 'a option aquery

8.3.1 Generic channel

locale channel =
fixes side-oracle :: ('m cstate,
begin

‘a, 'b option) oracle’

fun send-oracle :: ('m cstate, 'm, unit) oracle’ where
send-oracle Void m = return-spmf ((), Store m)
| send-oracle s m = return-spmf ((), s)

fun recv-oracle :: (‘m cstate, unit, 'm option) oracle’ where
recv-oracle (Collect m) () = return-spmf (Some m, Fuail)

| recv-oracle s () = return-spmf (None, s)

definition res :: (‘a + 'm + unit, 'b option + unit + 'm option) resource where
res = RES (side-oracle ®o send-oracle o recv-oracle) Void

end

8.3.2 Insecure channel

locale insec-channel
begin

fun insec-oracle :: ('m cstate, 'm insec-query, 'm option) oracle’ where

insec-oracle Void (Edit m’) = return-spmf (None, Collect m')
| insec-oracle (Store m) (Edit m") = return-spmf (None, Collect m')
| insec-oracle (Store m) Forward = return-spmf (None, Collect m)

o7



| insec-oracle (Store m) Drop = return-spmf (None, Fail)
| insec-oracle (Store m) Look = return-spmf (Some m, Store m)
| insec-oracle s - = return-spmf (None, s)

sublocale channel insec-oracle (proof)

end

8.3.3 Authenticated channel

locale auth-channel
begin

fun auth-oracle :: ('m cstate, auth-query, 'm option) oracle’ where
auth-oracle (Store m) Forward = return-spmf (None, Collect m)

| auth-oracle (Store m) Drop = return-spmf (None, Fail)
| auth-oracle (Store m) Look = return-spmf (Some m, Store m)
| auth-oracle s - = return-spmf (None, s)

sublocale channel auth-oracle {proof)
end

fun insec-query-of :: auth-query = 'm insec-query where
insec-query-of Forward = Forward

| insec-query-of Drop = Drop

| insec-query-of Look = Look

abbreviation (input) auth-response-of :: (‘mac x 'm) option = 'm option
where auth-response-of = map-option snd

abbreviation insec-auth-wiring :: (auth-query, 'm option, ('mac X 'm) insec-query,
(‘mac x 'm) option) wiring
where insec-auth-wiring = (insec-query-of, auth-response-of)

8.3.4 Secure channel
locale sec-channel

begin

fun sec-oracle :: ('a list cstate, auth-query, nat option) oracle’ where
sec-oracle (Store m) Forward = return-spmf (None, Collect m)

| sec-oracle (Store m) Drop = return-spmf (None, Fail)
| sec-oracle (Store m) Look = return-spmf (Some (length m), Store m)
| sec-oracle s - = return-spmf (None, s)

sublocale channel sec-oracle (proof)

end

o8



abbreviation (input) auth-query-of :: auth-query = auth-query
where auth-query-of = id

abbreviation (input) sec-response-of :: 'a list option = nat option
where sec-response-of = map-option length

abbreviation auth-sec-wiring :: (auth-query, nat option, auth-query, 'a list option)
wiring
where auth-sec-wiring = (auth-query-of, sec-response-of)

8.4 Cipher converter

locale cipher =
AUTH: auth-channel + KEY: key key-alg
for key-alg :: 'k spmf +
fixes enc-alg :: 'k = 'm = 'c spmf
and dec-alg :: 'k = 'c = 'm option
begin

definition enc :: (‘m, unit, unit + 'c, 'k + unit) converter where
enc = CNV (stateless-callee (Am. do {
k < Pause (Inl ()) Done;
¢ « lift-spmf (enc-alg (projl k) m);
(- 2 'k 4+ unit) + Pause (Inr ¢) Done;
Done (())
1) 0

definition dec :: (unit, ‘'m option, unit + unit, 'k + ’c option) converter where
dec = CNV (stateless-callee (A-. Pause (Inr ()) (Ac’.
case ¢’ of Inr (Some ¢) = (do {
k <+ Pause (Inl ()) Done;
Done (dec-alg (projl k) ¢) })
| - = Done None)

) 0

definition 7F :: (auth-query, 'c option, auth-query, 'c option) converter («m%))

where

7TE =1 C
definition routing = (1 ¢ |= lassocrc) © swap-lassocr @ (1¢ |= (1¢ |= swap-lassocr)
©® swap-lassocr) © rassoclo

definition res = (1 ¢ |= enc |= dec) > (1 ¢ |= parallel-wiring) > parallel-resourcel-wiring
> (KEY.res || AUTH .res)

lemma res-alt-def: res = ((1¢ |= enc |= dec) © (1¢ |= parallel-wiring)) > paral-

lel-resourcel-wiring > (KEY .res || AUTH .res)
{proof)
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end

8.5 Message authentication converter

locale macode =
INSEC: insec-channel + RO: rorc range
for range :: 'r set +
fixes mac-alg :: 'r = 'm = 'a spmf
begin

definition enm :: (‘m, unit, ‘'m + (‘a x 'm), 'r + unit) converter where
enm = CNV (A\bs m. if bs

then Done ((), True)

else do {
r < Pause (Inl m) Done;
a < lift-spmf (mac-alg (projl r) m);
(- it 'r + unit) + Pause (Inr (a, m)) Done;
Done ((), True)

1) False

definition dem :: (unit, ‘'m option, 'm + unit, 'r + (‘a x 'm) option) converter
where
dem = CNV (stateless-callee (A-. Pause (Inr ()) (Aam'.
case am’ of Inr (Some (a, m)) = (do {
r < Pause (Inl m) Done;
a’ + lift-spmf (mac-alg (projl r) m);
Done (if a’ = a then Some m else None) })
| - = Done None)

) 0

definition 7F :: ((‘a x 'm) insec-query, (‘a x 'm) option, ('a x 'm) insec-query,

(‘a x 'm) option) converter («7¥)) where

’ﬂ'EE]C

definition routing = (1 ¢ |= lassocre) © swap-lassocr © (1¢ |= (1¢ |= swap-lassocr)
©® swap-lassocr) © rassoclo

definition res = (1 ¢ |= enm |= dem) > (1 ¢ |= parallel-wiring) > parallel-resourcel-wiring
> (RO.res || INSEC.res)

end

lemma interface-wiring:

(env-advr |= cnv-send |= cnv-recv) > (1 ¢ |= parallel-wiring) > parallel-resourcel-wiring
>

(RES (res2-send ©o res2-recv) res2-s || RES (resl-advr o resl-send @o resl-recv)
resl-s)
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cnv-advr |= cnv-send |= cnv-recv >

RES (fresl-advr ©o (res2-sendt @o tresl-send) ®o resl-recvt o fresi-recv)
(res2-s, resi-s)

(is-> 201 > 2L2 > 2L3 = - 1> ?R)
(proof)

definition id’ where id’ = id

end

9 Security of one-time-pad encryption

theory One-Time-Pad imports
System-Construction
begin

definition key :: security = bool list spmf where
key n = spmf-of-set (nlists UNIV n)

definition enc :: security = bool list = bool list = bool list spmf where
enc n k m = return-spmf (k [®] m)

definition dec :: security = bool list = bool list = bool list option where
dec n k ¢ = Some (k [®] ¢)

definition sim :: 'b list option = 'a = ('b list option x 'b list option, 'a, nat
option) gpv where
sim ¢ g = (do {
lo < Pause q Done;
(case lo of
Some n = if ¢ = None
then do {
z  lift-spmf (spmf-of-set (nlists UNIV n));
Done (Some z, Some x)}
else Done (¢, c)
| None = Done (None, c))})

context
fixes n :: security
begin

private definition key-channel-send :: bool list option x bool list cstate
= bool list = (unit x bool list option x bool list cstate) spmf where
key-channel-send s m = do {
(k, s) « (key.key-oracle (key n))T s ();
¢+ encnkm;
(-, 8) « Tchannel.send-oracle s c;
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return-spmf ((), s)}

private definition key-channel-recv :: bool list option x bool list cstate
= 'a = (bool list option x bool list option x bool list cstate) spmf where
key-channel-recv s m =do {
(¢, 8) < tchannel.recv-oracle s ();
(case ¢ of None = return-spmf (None, s)
| Some ¢/ = do {
(k, s) + (key.key-oracle (key n))T s ();
return-spmf (dec n k ¢’, s)})}

private abbreviation callee-sec-channel where
callee-sec-channel callee = lift-state-oracle extend-state-oracle (attach-callee callee
sec-channel.sec-oracle)

private inductive S :: (bool list option x wunit X bool list cstate) spmf =
(bool list option x bool list cstate) spmf = bool where
S (return-spmf (None, (), Void))
(return-spmf (None, Void))
| S (return-spmf (None, (), Store plain))
(map-spmf (Akey. (Some key, Store (key [®] plain))) (spmf-of-set (nlists UNIV
1))

if length plain = id’ n
| S (return-spmf (None, (), Collect plain))
(map-spmf (Akey. (Some key, Collect (key [®] plain))) (spmf-of-set (nlists
UNIV 1))
if length plain = id’ n
| S (return-spmf (Some (key [®] plain), (), Store plain))
(return-spmf (Some key, Store (key [®] plain)))
if length plain = id' n length key = id’ n for key
| S (return-spmf (Some (key [®] plain), (), Collect plain))
(return-spmf (Some key, Collect (key [®] plain)))
if length plain = id’ n length key = id’ n for key
| S (return-spmf (None, (), Fail))
(map-spmf (Az. (Some z, Fail)) (spmf-of-set (nlists UNIV n)))
| S (return-spmf (Some (key [®] plain), (), Fail))
(return-spmf (Some key, Fail))
if length plain = id’ n length key = id’ n for key plain

lemma resources-indistinguishable:

shows (UNIV <+> nlists UNIV (id' n) <+> UNIV) kg

RES (callee-sec-channel sim @o t1channel.send-oracle ®o Ttchannel.recv-oracle)
(None :: bool list option, (), Void)

~
~

RES (fauth-channel.auth-oracle ®o key-channel-send ®o key-channel-recv)
(None :: bool list option, Void)

(is YA bR RES (?L1 ®o ?L2 ®o ?L3) ?SL = RES (R1 ©®o ?R2 ®o ?R3)
?SR)

62



(proof)

lemma real-resource-wiring:
shows cipher.res (key n) (enc n) (dec n)
= RES (fauth-channel.auth-oracle ®¢ key-channel-send ®o key-channel-recv)
(None, Void)
including lifting-syntax
(proof)

lemma ideal-resource-wiring:

shows (CNV callee s) |= 1¢ > channel.res sec-channel.sec-oracle

= RES (callee-sec-channel callee ®o t1channel.send-oracle o 11channel.recv-oracle
) (s, (), Void) (is ?L1 > - = ?R)
(proof)

end

lemma eq-Z-gpv-Donel:

eq-Z-gpv A T (Done z) gpv «— lossless-spmf (the-gpv gpv) A (V¥ aEset-spmf
(the-gpv gpv). eq-I-generat A T (eq-Z-gpv A T) (Pure z) a)

(proof )

lemma eq-Z-gpv-Done2:

eq-Z-gpv A T gpv (Done z) «— lossless-spmf (the-gpv gpv) A (V aEset-spmf
(the-gpv gpv). eq-I-generat A T (eq-Z-gpv A T) a (Pure x))

(proof )

context begin
interpretation CIPHER: cipher key n enc n dec n for n {(proof)
interpretation S-CHAN: sec-channel {proof)

lemma one-time-pad:
defines Z-real = An. Z-uniform UNIV (insert None (Some ‘ nlists UNIV 1))
and Z-ideal = An. Z-uniform UNIV {None, Some n}
and Z-common = An. Z-uniform (nlists UNIV n) UNIV @1 Z-uniform UNIV
(insert None (Some  nlists UNIV 7))
shows
constructive-security? CIPHER.res (A-. S-CHAN .res) (A-. CNV sim None)
T-real T-ideal Z-common (\-. 00) False (A-. auth-sec-wiring)
(proof)

end

end

10 Security of message authentication

theory Message-Authentication-Code imports
System-Construction
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begin

definition rd :: security = bool list set where
rnd 1 = nlists UNIV n

definition mac :: security = bool list = bool list = bool list spmf where
mac n rm = return-spmf r

definition vld :: security = bool list set where
vld n = nlists UNIV 7

fun valid-mac-query :: security = (bool list X bool list) insec-query = bool where
valid-mac-query n (ForwardOrEdit (Some (a, m))) <— a € vldn A m € vid n
| valid-mac-query n - = True

fun sim =2 ('b list x 'b list) option + unit = ('b list x 'b list) insec-query
= (('b list x 'b list) option x (('b list x 'b list) option + unit), auth-query , 'b
list option) gpv where
stm (Inr ()) - = Done (None, Inr())
| sim (Inl None) (Edit (a', m’)) = do { - + Pause Drop Done; Done
(None, Inr ())}
| sim (Inl (Some (a, m))) (Edit (a’, m") = (ifa=a" Am=m’
then do { - <= Pause Forward Done; Done (None, Inl (Some (a, m)))}
else do { - < Pause Drop Done; Done (None, Inr ())})
| sim (Inl None) Forward = do {
Pause Forward Done;
Done (None, Inl None) }
| sim (Inl (Some -)) Forward = do {
Pause Forward Done;
Done (None, Inr () }
| sim (Inl None) Drop = do {
Pause Drop Done;
Done (None, Inl None) }
| sim (Inl (Some -)) Drop = do {
Pause Drop Done;
Done (None, Inr () }
| sim (Inl (Some (a, m))) Look = do {
lo <+ Pause Look Done;
(case lo of
Some m = Done (Some (a, m), Inl (Some (a, m)))
| None = Done (None, Inl (Some (a, m))))}

| sim (Inl None) Look = do {
lo < Pause Look Done;
(case lo of

Some m = do {
a < lift-spmf (spmf-of-set (nlists UNIV (length m)));
Done (Some (a, m), Inl (Some (a, m)))}
| None = Done (None, Inl None))}
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context
fixes n :: security
begin

private definition rorc-channel-send :: ((bool x wunit) x (bool list = bool list
option) X (bool list x bool list) cstate, bool list, unit) oracle’ where
rorc-channel-send s m = (if fst (fst s)
then return-spmf ((), (True, ()), snd s)
else do {
(r, ) < (rorc.rnd-oracle (rnd n))t (snd s) m;
a < macn rm;
(-, 8) < fchannel.send-oracle s (a, m);
return-spmf ((), (True, ()), s)

private definition rorc-channel-recv :: ((bool x wunit) x (bool list = bool list
option) X (bool list x bool list) cstate, unit, bool list option) oracle’ where
rore-channel-recv s ¢ = do {
(m, 8) < Tichannel.recv-oracle s ();
(case m of
None = return-spmf (None, s)
| Some (a, m) = do {
(r, s) < f(rorc.rnd-oracle (rnd 1))t s m;
a' + macn rm;
return-spmf (if o’ = a then Some m else None, s)})

}

private definition rorc-channel-reco-f :: ((bool list = bool list option) x (bool list
x bool list) cstate, unit, bool list option) oracle’ where
rorc-channel-recv-f s ¢ = do {
(am, (as, ams)) < fchannel.recv-oracle s ();
(case am of
None = return-spmf (None, (as, ams))
| Some (a, m) = (case as m of
None = do {
a'" i bool list < spmf-of-set (nlists UNIV 1 — {a});
a’ <« spmf-of-set (nlists UNIV n);
(ifa’ = a
then return-spmf (None, as(m := Some a'’), ams)
else return-spmf (None, as(m := Some a’), ams)) }
| Some a’ = return-spmf (if o’ = a then Some m else None, as, ams)))}

private fun lazy-channel-send :: (bool list cstate x (bool list x bool list) option x
(bool list = bool list option), bool list, unit) oracle’ where
lazy-channel-send (Void, es) m = return-spmf ((), (Store m, es))

| lazy-channel-send s m = return-spmf ((), s)

private fun lazy-channel-recv :: (bool list cstate x (bool list x bool list) option x
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(bool list = bool list option), unit, bool list option) oracle’ where
lazy-channel-recv (Collect m, None, as) () = return-spmf (Some m, (Fail, None,
s))
| lazy-channel-recv (ms, Some (a’, m’), as) () = (case as m' of
None = do {
a < spmf-of-set (rnd n);
return-spmf (if a = a' then Some m' else None, cstate.Fail, None, as (m':=
Some a))}
| Some a = return-spmf (if a = a’ then Some m’ else None, Fail, None, as))
| lazy-channel-recv s () = return-spmf (None, s)

private fun lazy-channel-insec :: (bool list cstate x (bool list x bool list) option x
(bool list = bool list option),
(bool list x bool list) insec-query, (bool list x bool list) option) oracle’ where
lazy-channel-insec (Void, -, as) (Edit (a’, m’)) = return-spmf (None, (Collect
m’, Some (a’, m’), as))
| lazy-channel-insec (Store m, -, as) (Edit (a’, m')) = return-spmf (None, (Collect
m', Some (a’, m’), as))

| lazy-channel-insec (Store m, es) Forward = return-spmf (None, (Collect
m, es))

| lazy-channel-insec (Store m, es) Drop = return-spmf (None, (Fail,
es))

| lazy-channel-insec (Store m, None, as) Look = (case as m of

None = do {
a + spmf-of-set (rnd n);
return-spmf (Some (a, m), Store m, None, as (m := Some a))}
| Some a = return-spmf (Some (a, m), Store m, None, as))
| lazy-channel-insec s - = return-spmf (None, s)

private fun lazy-channel-recv-f :: (bool list cstate x (bool list x bool list) option
X (bool list = bool list option), unit, bool list option) oracle’ where
lazy-channel-recv-f (Collect m, None, as) () = return-spmf (Some m, (Fail,
None, as))
| lazy-channel-recv-f (ms, Some (a’, m"), as) () = (case as m' of
None = do {
a + spmf-of-set (rnd n);
return-spmf (None, Fail, None, as (m' := Some a))}
| Some a = return-spmf (if a = a’ then Some m' else None, Fail, None, as))
| lazy-channel-recv-f s () = return-spmf (None, s)

private abbreviation callee-auth-channel where
callee-auth-channel callee = lift-state-oracle extend-state-oracle (attach-callee callee
auth-channel.auth-oracle)

private abbreviation
valid-insec@ = {(z :: (bool list x bool list) insec-query). case x of
ForwardOrEdit (Some (a, m)) = length a = id’ n A length m = id' 7
| - = True}
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private inductive S :: (bool list cstate x (bool list x bool list) option x (bool list
= bool list option)) spmf
= ((bool x unit) x (bool list = bool list option) x (bool list x bool list) cstate)
spmf = bool where
S (return-spmf (Void, None, Map.empty))
(return-spmf ((False, (), Map.empty, Void))
| S (return-spmf (Store m, None, Map.empty))
(map-spmf (Aa. ((True, (), [m — a], Store (a, m))) (spmf-of-set (nlists UNIV
1))
if length m = id' n
| S (return-spmf (Collect m, None, Map.empty))
(map-spmf (Aa. ((True, ()), [m — a], Collect (a, m))) (spmf-of-set (nlists
UNIV 7))
if length m = id’' n
| S (return-spmf (Store m, None, [m +— al))
(return-spmf ((True, ()), [m — a], Store (a, m)))
if length m = id’ n and length a = id’ n
| S (return-spmf (Collect m, None, [m — al))
(return-spmf ((True, ()), [m — a], Collect (a, m)))
if length m = id’ n and length a = id’ n
| S (return-spmf (Fail, None, Map.empty))
(map-spmf (Aa. ((True, (), [m — a], Fail)) (spmf-of-set (nlists UNIV n)))
if length m = id'n
| S (return-spmf (Fail, None, [m — a]))
(return-spmf ((True, ()), [m — a], Fail))
if length m = id’ n and length a = id’ n
| S (return-spmf (Collect m', Some (a’, m'), Map.empty))
(return-spmf ((False, ()), Map.empty, Collect (a’, m')))
if length m’' = id' n and length o’ = id' 7
| S (return-spmf (Collect m’, Some (a’, m’), [m — a]))
(return-spmf ((True, ()), [m — a], Collect (a’, m")))
if length m = id’ n and length a = id’ n and length m’ = id’ n and length o’ =
id'n
| S (return-spmf (Collect m’, Some (a’, m’), Map.empty))
(map-spmf (Az. ((True, (), [m — z], Collect (a’, m’))) (spmf-of-set (nlists
UNIV 1))
if length m = id’ n and length m' = id’ n and length o’ = id' n
| S (map-spmf (Az. (Fail, None, as(m'+— z))) spmf-s)
(map-spmf (Az. ((False, (), as(m’ — ), Fail)) spmf-s)
if length m' = id’ n and lossless-spmf spmf-s
| S (map-spmf (Az. (Fail, None, as(m’ — z))) spmjf-s)
(map-spmf (Az. ((True, ()), as(m’ — z), Fail)) spmf-s)
if length m' = id' n and lossless-spmf spmf-s
| S (return-spmf (Fail, None, [m’ — a']))
(map-spmf (Az. ((True, (), [m — z, m"— o], Fail)) (spmf-of-set (nlists UNIV
1))
if length m = id’' n and length m’= id’ n and length o’ = id’ n
| S (map-spmf (Az. (Fail, None, [m’ — z])) (spmf-of-set (nlists UNIV n N {z. z
£ ')
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(map-spmf (Ax. ((True, (), [m — fst z, m' — snd z], Fail)) (spmf-of-set (nlists
UNIV n x nlists UNIV n N {z. snd x # a'})))
if length m = id’ n and length m'= id’ n
| S (map-spmf (Az. (Fail, None, as(m’ — z))) spmjf-s)
(map-spmf (Ap. ((True, (), as(m’ — fst p, m — snd p), Fail)) (mk-lossless
(pair-spmf spmf-s (spmf-of-set (nlists UNIV 1)))))
if length m = id’ n and length m'= id’ n and lossless-spmf spmf-s

private lemma trace-eq-lazy:
assumes 7 > 0
shows (valid-insecQ) <+> nlists UNIV (id’' n) <4+> UNIV) kg
RES (lazy-channel-insec o lazy-channel-send ®o lazy-channel-recv) (Void,
None, Map.empty)

~
~

RES ({tinsec-channel.insec-oracle @ o rorc-channel-send $o rorc-channel-recv)
((False, (), Map.empty, Void)
(is YA FRr RES (?L1 &0 ?L2 ®o ?L3) ?SL = RES (?R1 ©o ?R2 &0 ?R3)
?SR)
(proof ) lemma game-difference:
defines 7 = Z-uniform (Set.Collect (valid-mac-query n)) (insert None (Some
(nlists UNIV 1 x nlists UNIV 7)) ®z
(Z-uniform (vld n) UNIV @&z Z-uniform UNIV (insert None (Some  vld n)))
assumes bound: interaction-bounded-by’ (A-. True) A q
and lossless: plossless-gpv T A
and WI:Zt+g A/
shows
|spmf (connect A (RES (lazy-channel-insec ®¢ lazy-channel-send @o lazy-channel-recv-f)
(Void, None, Map.empty))) True —
spmf (connect A (RES (lazy-channel-insec o lazy-channel-send ®o lazy-channel-recv)
(Void, None, Map.empty))) Truel
< q/ real (2 "n) (is ?LHS < -)
(proof) inductive S’ :: (((bool list x bool list) option + unit) x unit x bool list
cstate) spmf =
(bool list cstate x (bool list x bool list) option x (bool list = bool list option))
spmf = bool where
S’ (return-spmf (Inl None, (), Void))
(return-spmf (Void, None, Map.empty))
| S (return-spmf (Inl None, (), Store m))
(return-spmf (Store m, None, Map.empty))
if length m = id' n
| S (return-spmf (Inr (), (), Collect m))
(return-spmf (Collect m, None, Map.empty))
if length m = id'n
| S’ (return-spmf (Inl (Some (a, m)), (), Store m))
(return-spmf (Store m, None, [m — a]))
if length m = id'n
| S (return-spmf (Inr (), (), Collect m))
(return-spmf (Collect m, None, [m +— a]))

¢
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if length m = id' n
| S’ (return-spmf (Inr (), (), Fail))
(return-spmf (Fail, None, Map.empty))
| S’ (return-spmf (Inr (), (), Fail))
(return-spmf (Fail, None, [m — z]))
if length m = id'n
| S (return-spmf (Inr (), (), Void))
(return-spmf (Collect m’, Some (a’, m’), Map.empty))
if length m' = id’' n and length o’ = id’ 7
| S’ (return-spmf (Inr (), (), Fail))
(return-spmf (Collect m’, Some (a’, m’), Map.empty))
if length m' = id’' n and length o’ = id' 7
| S’ (return-spmf (Inr (), (), Store m))
(return-spmf (Collect m’, Some (a’, m’), Map.empty))
if length m = id’ n and length m’' = id’ n and length o’ = id' n
| S (return-spmf (Inl (Some (a’, m")), (), Collect m"))
(return-spmf (Collect m’, Some (a', m’), [m’ — a']))
if length m’ = id' n and length o’ = id' 7

| S (return-spmf (Inl None, (), cstate.Collect m))
(return-spmf (cstate.Collect m, None, Map.empty))

if length m = id'n

| S (return-spmf (Inl None, (), cstate.Fail))
(return-spmf (cstate.Fail, None, Map.empty))

| S’ (return-spmf (Inr (), (), Fail))
(return-spmf (Collect m’, Some (a', m’), [m — a]))
if length m = id’ n and length m' = id’ n and length o’ = id’ n and m # m’
return-spmf (Inr at
| 8" (return-spmf (Inr (), (), Foil)
(return-spmf (Collect m’, Some (a’, m’), [m — al))
if length m = id’ n and length m’ = id’ n and length a’ = id’n and a # a’
| S’ (return-spmf (Inl None, (), Collect m’))
(return-spmf (Collect m’, Some (a’, m’), [m’ — a']))
if length m’' = id' n and length o’ = id' 7
return-spmj (Inr ollect m
| 8 (return-spmf (Inr (), (), Collect m")
(return-spmf (Collect m’, Some (a', m’), [m’ — a]))
if length m' = id’' n and length o’ = id' n
| S (return-spmf (Inr (), (), Void))
(map-spmf (Aa'. (Fail, None, [m’ — a')) (spmf-of-set (nlists UNIV n)))
if length m' = id' n
return-spmf (Inr at
|5 ( pmf (Inr (), (), Fail))
(map-spmf (Aa’. (Fail, None, [m’ — a])) (spmf-of-set (nlists UNIV n)))
if length m' = id' n
return-spmf (Inr tore m
| 87 ( pmf (Inr (), (), S )
(map-spmf (Aa’. (Fail, None, [m’ — a'])) (spmf-of-set (nlists UNIV n)))
if length m = id’ n and length m’ = id' n
| S (return-spmf (Inr (), (), Fail))
(map-spmf (Aa'. (Fail, None, [m — a, m’ — a'])) (spmf-of-set (nlists UNIV

1))
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/

if length m = id’ n and length m' = id’ n and m # m
| S' (return-spmf (Inl (Some (a’, m")), (), Fail))
(return-spmf (Fail, None, [m’ — a’]))
if length m' = id’' n and length o’ = id’ 7
| S (return-spmf (Inl None, (), Fail))
(return-spmf (Fail, None, [m’' — a']))
if length m' = id’' n and length o’ = id' 7

private lemma trace-eq-sim:
shows (valid-insecQ) <+> nlists UNIV (id’' n) <+> UNIV) kg
RES (callee-auth-channel sim ®o t1channel.send-oracle ®o Ttchannel.recv-oracle)

(Inl None, (), Void)

~
~

RES (lazy-channel-insec o lazy-channel-send ®o lazy-channel-recv-f) (Void,
None, Map.empty)
(is YA bR RES (?L1 ®o ?L2 ®o ?L3) ?SL = RES (YR1 ®o ?R2 ®o ?R3)
?SR)
(proof) lemma real-resource-wiring: macode.res (rnd n) (mac n) =
RES (ftinsec-channel.insec-oracle o rorc-channel-send ®o rorc-channel-recv)
((False, (), Map.empty, Void)
(is ?L = ?R) including lifting-syntax
(proof ) lemma ideal-resource-wiring: (CNV callee s) |= 1 ¢ > channel.res auth-channel.auth-oracle

RES (callee-auth-channel callee ®o 11channel.send-oracle ®o t1channel.recv-oracle
) (s, (), Void) (is ?L1 > - = ?R)
(proof)

lemma all-together:
defines 7 = Z-uniform (Set.Collect (valid-mac-query n)) (insert None (Some
(nlists UNIV n x nlists UNIV n))) &z
(Z-uniform (vld n) UNIV @1 T-uniform UNIV (insert None (Some ‘ vld n)))
assumes 7 > 0
and interaction-bounded-by’ (A-. True) (A n) ¢
and lossless: plossless-gpv T (A n)
and WT:Ztg An/
shows
|spmf (connect (An) (CNV sim (Inl None) |= 1¢ > channel.res auth-channel.auth-oracle))
True —
spmf (connect (A n) (macode.res (rnd n) (mac n))) True| < q / real (2~

¢

n)
(proof)

end
context begin

interpretation MAC: macode rnd n mac n for n (proof)
interpretation A-CHAN: auth-channel (proof)
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lemma WT-enm:

X # {} = Z-uniform (vld n) UNIV, Z-uniform (vld n) X &1 T-uniform (X x
vld ) UNIV o MAC.enm 1/

{proof)

lemma WT-dem: Z-uniform UNIV (insert None (Some ‘vld n)), Z-full &7 T-uniform
UNIV (insert None (Some * (nlists UNIV n x nlists UNIV 1))) Fc MAC.dem n

v
{proof)

lemma valid-insec-query-of [simp]: valid-mac-query n (insec-query-of x)
(proof )

lemma secure-mac:
defines Z-real = An. Z-uniform {z. valid-mac-query n x} (insert None (Some
(nlists UNIV n x nlists UNIV 7)))
and Z-ideal = \n. Z-uniform UNIV (insert None (Some ‘ nlists UNIV 7))
and Z-common = An. Z-uniform (vld n) UNIV @z Z-uniform UNIV (insert
None (Some ‘ vld n))
shows
constructive-security MAC.res (A-. A-CHAN .res) (A-. CNV sim (Inl None))
T-real T-ideal Z-common (A-. enat q) True (\-. insec-auth-wiring)

(proof)

¢

end

end

11 Secure composition: Encrypt then MAC

theory Secure-Channel imports
One-Time-Pad
Message-Authentication-Code
begin

context begin
interpretation INSEC: insec-channel (proof)

interpretation MAC: macode rnd n mac n for n (proof)
interpretation AUTH: auth-channel (proof)

interpretation CIPHER: cipher key n enc n dec n for n (proof)
interpretation SEC: sec-channel (proof)

lemma plossless-enc [plossless-intro]:
plossless-converter (Z-uniform (nlists UNIV n) UNIV) (Z-uniform UNIV (nlists
UNIV n) @1 Z-uniform (nlists UNIV n) UNIV) (CIPHER.enc n)

{proof)
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lemma plossless-dec [plossless-introl:

plossless-converter (Z-uniform UNIV (insert None (Some ‘ nlists UNIV n)))
(Z-uniform UNIV (nlists UNIV n) @z Z-uniform UNIV (insert None (Some *
nlists UNIV n))) (CIPHER.dec n)

(proof)

lemma callee-invariant-on-key-oracle:
callee-invariant-on
(CIPHER.KEY .key-oracle n ®&o CIPHER.KEY .key-oracle 7))
(Az. case z of None = True | Some x’ = length ' = n)
(Z-uniform UNIV (nlists UNIV 1) &z Z-full)
(proof)

interpretation key: callee-invariant-on
CIPHER.KEY .key-oracle n ©o CIPHER.KEY .key-oracle n
Az. case T of None = True | Some z' = length ' = n
T-uniform UNIV (nlists UNIV n) &7 Z-full for n

{proof)

lemma WT-enc [WT-intro|: Z-uniform (nlists UNIV n) UNIV,

Z-uniform UNIV (nlists UNIV n) @1 Z-uniform (vid n) UNIV t¢ CIPHER.enc
nv

{proof )

lemma WT-dec [WT-intro): Z-uniform UNIV (insert None (Some ‘ nlists UNIV
),

T-uniform UNIV (nlists UNIV 1) &z Z-uniform UNIV (insert None (Some *
vld 1)) ke

CIPHER.dec n «/

{proof)

lemma bound-enc [interaction-bound]: interaction-any-bounded-converter (CIPHER.enc
n) (enat 2)
{proof)

lemma bound-dec [interaction-bound)]: interaction-any-bounded-converter (CIPHER.dec
n) (enat 2)

{proof)

theorem mac-otp:
defines Z-real = A\n. Z-uniform {z. valid-mac-query n x} UNIV
and Z-ideal = \-. Z-full
and Z-common = An. Z-uniform (vld n) UNIV @71 I-full
shows
constructive-security
(M. 1¢ |= (CIPHER.enc n |= CIPHER.dec n) ® parallel-wiring t>
parallel-resourcel-wiring >
CIPHER.KEY .res n ||
(1¢ |= MAC.enm n |= MAC.dem n >
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1¢ |= parallel-wiring >
parallel-resourcel-wiring > MAC.RO.res n || INSEC .res))
(A-. SEC.res)
(An. CNV Message-Authentication-Code.sim (Inl None) @ CNV One-Time-Pad.sim
None)
(An. Z-uniform (Set.Collect (valid-mac-query n)) (insert None (Some * (nlists
UNIV n x nlists UNIV 1))))
(An. Z-uniform UNIV {None, Some n})
(An. Z-uniform (nlists UNIV n) UNIV @&z Z-uniform UNIV (insert None
(Some ¢ nlists UNIV 7))
(A-. enat q) True (An. (id, map-option length) o, (insec-query-of, map-option
snd))
(proof)

end

end

theory Fzamples imports
Secure-Channel / Secure-Channel

begin

end
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