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Abstract

Information flow security ensures that the secret data manipulated
by a program does not influence its observable output. Proving infor-
mation flow security is especially challenging for concurrent programs,
where operations on secret data may influence the execution time of a
thread and, thereby, the interleaving between threads. Such internal
timing channels may affect the observable outcome of a program even
if an attacker does not observe execution times. Existing verification
techniques for information flow security in concurrent programs at-
tempt to prove that secret data does not influence the relative timing
of threads. However, these techniques are often restrictive (for instance
because they disallow branching on secret data) and make strong as-
sumptions about the execution platform (ignoring caching, processor
instructions with data-dependent execution time, and other common
features that affect execution time).

In this entry, we formalize and prove the soundness of CoMM-
CSL [1], a novel relational concurrent separation logic for proving se-
cure information flow in concurrent programs that lifts these restric-
tions and does not make any assumptions about timing behavior. The
key idea is to prove that all mutating operations performed on shared
data commute, such that different thread interleavings do not influ-
ence its final value. Crucially, commutativity is required only for an
abstraction of the shared data that contains the information that will
be leaked to a public output. Abstract commutativity is satisfied by
many more operations than standard commutativity, which makes our
technique widely applicable.
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1 State Model

1.1 Partial Heaps

theory PartialMap
imports Main
begin

type-synonym (‘a, 'b) map = ‘a — 'b

fun compatible-options :: (‘a = 'a = bool) = 'a option = 'a option = bool where
compatible-options f (Some a) (Some b) «— fa b
| compatible-options - - - «<— True

fun merge-option :: ('b = 'b = 'b) = 'b option = 'b option = 'b option where
merge-option - None None = None

| merge-option - (Some a) None = Some a

| merge-option - None (Some b) = Some b

| merge-option f (Some a) (Some b) = Some (f a b)

definition merge-options :: ('c = ‘¢ = '¢) = (b, 'c) map = ('b, 'c) map = ('b,
‘c) map where
merge-options f a b p = merge-option f (a p) (b p)

definition compatible-maps :: ('b = 'b = bool) = ('a, 'b) map = ('a, 'b) map =
bool where
compatible-maps f h1 h2 <— (V hi. compatible-options f (h1 hl) (h2 hl))

lemma compatible-mapsl:
assumes Az a b. h1 x = Some a A h2 x = Some b => fa b
shows compatible-maps f h1 h2

{proof)

definition map-included :: (‘a, 'b) map = (‘a, 'b) map = bool where
map-included h1 h2 <— (Vz. hl © # None — hl x = h2 x)

lemma map-includedl:
assumes Az r. hl z = Some r = h2 x = Some r
shows map-included h1 h2

(proof)

lemma compatible-maps-empty:
compatible-maps f h (Map.empty)
(proof )

lemma compatible-maps-comm:
compatible-maps (=) h1 h2 <— compatible-maps (=) h2 hl
(proof )

lemma add-heaps-asso:



(h1 ++ h2) ++ h3 = h1 ++ (h2 ++ h3)
(proof)

lemma compatible-maps-same:
assumes compatible-maps (=) ha hbd
and ha x = Some y
shows (ha ++ hb) x = Some y

(proof)

lemma compatible-maps-refi:
compatible-maps (=) h h
(proof )

lemma map-invo:
h++h=nh
(proof )

lemma included-then-compatible-maps:
assumes map-included hi h
and map-included h2 h
shows compatible-maps (=) h1 h2

(proof)

lemma commut-charact:
assumes compatible-maps (=) hi1 h2
shows h1 ++ h2 = h2 ++ hi

(proof)
end

1.2 Fractional Permissions

theory PosRat
imports Main HOL.Rat
begin

typedef prat = { r :: rat |r. r > 0} (proof)
setup-lifting type-definition-prat

lift-definition pwrite :: prat is 1 (proof)
lift-definition half :: prat is 1 / 2 (proof)

lift-definition pgte :: prat = prat = bool is (>) (proof)
lift-definition pgt :: prat = prat = bool is (>) (proof)
lift-definition It :: prat = prat = bool is (<) (proof)

lift-definition pmult :: prat = prat = prat is (x) (proof)
lift-definition padd :: prat = prat = prat is (+) (proof)



lift-definition pdiv :: prat = prat = prat is (/) (proof)

lift-definition pmin :: prat = prat = prat is (min) (proof)
lift-definition pmax :: prat = prat = prat is (max) (proof)

lemma pmin-comm:
pmin a b = pmin b a
(proof )

lemma pmin-greater:
pgte a (pmin a b)
(proof )

lemma pmin-is:
assumes pgte a b
shows pmin a b = b
(proof)

lemma pmaz-comm:
pmax a b = pmaz b a

{proof)

lemma pmaz-smaller:
pgte (pmaz a b) a

(proof)

lemma pmaz-is:
assumes pgte a b
shows pmax a b = a

(proof)

lemma pmaz-is-smaller:
assumes pgte = a
and pgte x b
shows pgte = (pmaz a b)

(proof)

lemma half-between-0-1:
pgt pwrite half

{proof)

lemma pgt-implies-pgte:
assumes pgt a b
shows pgte a b

(proof)



lemma half-plus-half:
padd half half = pwrite
(proof)

lemma padd-comm:
padd a b = padd b a
(proof)

lemma padd-asso:
padd (padd a b) ¢ = padd a (padd b c)
(proof )

lemma pgte-antisym:
assumes pgte a b
and pgte b a
shows a = b

(proof)

lemma sum-larger:
pgt (padd a b) a
(proof )

lemma greater-sum-both:
assumes pgte a (padd b c)
shows Jal a2. a = padd al a2 N pgte al b N\ pgte a2 c

(proof)

lemma padd-cancellative:
assumes a = padd x b
and a = padd y b
shows z = y

{proof)

lemma not-pgte-charact:
- pgte a b <— pgt b a

{proof)

lemma pgte-pgt:
assumes pgt a b
and pgte ¢ d
shows pgt (padd a ¢) (padd b d)

{proof)

lemma pmult-distr:
pmult a (padd b ¢) = padd (pmult a b) (pmult a )

(proof)



lemma pmult-comm:
pmult a b = pmult b a

{proof)

lemma pmult-special:
pmult pwrite © = x
(proof)

definition pinv where
pinv p = pdiv pwrite p

lemma pinv-double-half:
pmult half (pinv p) = pinv (padd p p)
(proof)

lemma pinv-inverts:
assumes pgte a b
shows pgte (pinv b) (pinv a)

(proof)

lemma pinv-pmult-ok:
pmult p (pinv p) = pwrite
(proof)

lemma pinv-pwrite:
pinv pwrite = pwrite
(proof)

lemma pmin-pmax:
assumes pgte x (pmin a b)
shows = = pmin (pmaz z a) (pmaz x b)

(proof)

lemma pmin-sum:
padd (pmin a b) ¢ = pmin (padd a ¢) (padd b c)
{proof)

lemma pmin-sum-larger:
pgte (pmin (padd al b1) (padd a2 b2)) (padd (pmin al a2) (pmin b1 b2))
(proof)

end



1.3 Permission Heaps

theory FractionalHeap
imports Main PosRat PartialMap
begin

type-synonym (I, 'v) fract-heap = 'l — prat x v

definition compatible-fractions :: ('l, 'v) fract-heap = ('l, 'v) fract-heap = bool
where

compatible-fractions h h' +—

(Vipp'. hl= Somep A h'l= Somep’ — pgte pwrite (padd (fst p) (fst p’)))

definition same-values :: ('l, 'v) fract-heap = ('l, 'v) fract-heap = bool where
same-values h h' +— (VI1p p'. h 1 = Some p A h' |l = Some p’ — snd p = snd

p’)

fun fadd-options :: (prat x 'v) option = (prat x 'v) option = (prat X 'v) option
where
fadd-options None x = x

| fadd-options © None = z

| fadd-options (Some z) (Some y) = Some (padd (fst z) (fst y), snd x)

lemma fadd-options-cancellative:
assumes fadd-options a x = fadd-options b x
shows a = b

(proof)

definition compatible-fract-heaps :: ('l, "v) fract-heap = (’l, 'v) fract-heap = bool
where
compatible-fract-heaps h h' <— compatible-fractions h h' A same-values h h'

lemma compatible-fract-heapsl:
assumes Al p p’. h 1l = Some p A b’ | = Some p’ = pgte pwrite (padd (fst p)
(fst ')
and Alpp’. hil= Somep AN h'l= Somep = sndp= sndp’
shows compatible-fract-heaps h h'
(proof)

lemma compatible-fract-heapsE:
assumes compatible-fract-heaps h h'
and h |l = Some p A h' I = Some p’
shows pgte pwrite (padd (fst p) (fst p’))
and snd p = snd p’
(proof )

lemma compatible-fract-heaps-comm:
assumes compatible-fract-heaps h h'



shows compatible-fract-heaps h' h
(proof)

The following definition only makes sense if h and h’ are compatible

definition add-fh :: ('l, 'v) fract-heap = ('l, 'v) fract-heap = ('l, 'v) fract-heap
where
add-fb h h' 1 = fadd-options (h 1) (k' 1)

definition full-ownership :: ('l, 'v) fract-heap = bool where
full-ownership h «— (V1 p. hl = Some p — fst p = pwrite)

lemma full-ownershipl:
assumes Al p. h |l = Some p = fst p = pwrite
shows full-ownership h
(proof )

fun apply-opt where
apply-opt f None = None
| apply-opt f (Some z) = Some (f x)

definition normalize :: ('l, 'v) fract-heap = ('l = 'v) where
normalize h | = apply-opt snd (h 1)

lemma normalize-eq:
normalize h | = None <— h | = None
normalize h | = Some v <— (Ip. h | = Some (p, v)) (is A +— ?B)

(proof)

definition fpdom where
fodom h = {z. Jv. h x = Some (pwrite, v)}

lemma compatible-then-dom-disjoint:
assumes compatible-fract-heaps h1 h2
shows dom h1 N fpdom h2 = {}
and dom h2 N fpdom h1 = {}

(proof)

lemma compatible-dom-sum:
assumes compatible-fract-heaps h1 h2
shows dom (add-fh h1 h2) = dom h1 U dom h2 (is YA = ?B)

(proof)

lemma add-fh-asso:
add-fh (add-fh a b) ¢ = add-fh a (add-fh b ¢)
(proof)

lemma add-fh-update:
assumes b x = None



shows add-fh (a(z — p)) b = (add-fh a b)(z — p)
(proof)

end

1.4 Extended Heaps

theory StateModel
imports FractionalHeap HOL— Library. Multiset
begin

type-synonym loc = nat
type-synonym val = nat

We store the initial value with the unique guard
type-synonym f-heap = (loc, val) fract-heap
type-synonym ’‘a gs-heap = (prat x 'a multiset) option
type-synonym (’i, ‘a) gu-heap = i = 'a list option

type-synonym ('i, ‘a) heap = f-heap x 'a gs-heap x (i, 'a) gu-heap

type-synonym wvar = string
type-synonym normal-heap = (nat — nat)
type-synonym store = (var = nat)

fun get-fh where get-fh x = fst x
fun get-gs where get-gs © = fst (snd x)
fun get-gu where get-gu x = snd (snd x)

Two "heaps" are compatible iff: 1. The fractional heaps have the same com-
mon values and sum to at most 1 2. The unique guard heaps are disjoint 3.
The shared guards permissions sum to at most 1
definition compatible :: ('i, 'a) heap = ('i, 'a) heap = bool (infixl ## 60) where
h #4 L' <— compatible-fract-heaps (get-fh h) (get-fh ') A (Vk. get-gu h k =
None V get-gu h' k = None)
A (Vp p' get-gs h = Some p A get-gs h' = Some p’ — pgte pwrite (padd (fst p)
(fst p)))

lemma compatiblel:
assumes compatible-fract-heaps (get-fh h) (get-fh h')
and Ak. get-gu h k = None V get-gu h' k = None
and A\p p’. get-gs h = Some p A get-gs h' = Some p’ = pgte pwrite (padd

(fst p) (fst p"))
shows h ## h'

{proof)

fun add-gu-single where
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add-gu-single None © = x
| add-gu-single x None = z

definition add-gu where
add-gu ul u2 k = add-gu-single (ul k) (u2 k)

lemma comp-add-gu-comm:
assumes Ak. h k = None V h' k = None
shows add-gu h h' = add-gu h' h

{(proof)

fun add-gs :: (prat x 'a multiset) option = (prat x 'a multiset) option = (prat
x 'a multiset) option
where
add-gs None x = x
| add-gs © None = x
| add-gs (Some p) (Some p’) = Some (padd (fst p) (fst p’), snd p + snd p’)

lemma add-gs-cancellative:
assumes add-gs a x = add-gs b x
shows a = b

{proof)

lemma add-gs-comm:
add-gs a b = add-gs b a
(proof)

lemma compatible-fheaps-comm:
assumes compatible-fract-heaps a b
shows add-fh a b = add-fh b a

{(proof)

fun plus :: ('i, 'a) heap option = (i, 'a) heap option = ('i, 'a) heap option (infixl
@ 63) where

None @ - = None
| - ® None = None
| Some h1 @ Some h2 = (if h1 #4 h2 then Some (add-fh (get-fh h1) (get-fh h2),
add-gs (get-gs h1) (get-gs h2), add-gu (get-gu h1) (get-gu h2)) else None)

lemma plus-extract:
assumes Some x = Some a @ Some b
shows get-fh © = add-fh (get-fh a) (get-fh b)
and get-gs © = add-gs (get-gs a) (get-gs b)
and get-gu x = add-gu (get-gu a) (get-gu b)
(proof)

lemma compatible-eq:
Some a @& Some b = None «— — a ## b

{proof)
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lemma compatible-comm:
a ## b<+— b#HH#H a
(proof )

lemma heap-ext:
assumes get-fh a = get-fh b
and get-gs a = get-gs b
and get-gu a = get-gu b
shows a = b
(proof)

lemma plus-comm:
a®b=bDa
{proof )

lemma asso2:
assumes Some a ® Some b = Some ab

and - b ## ¢
shows — ab #+# ¢
(proof)

lemma plus-extract-point-fh:
assumes Some x = Some a @ Some b
and get-fh a | = Some pa
and get-fh b 1 = Some pb
shows snd pa = snd pb A pgte pwrite (padd (fst pa) (fst pb)) A get-fh x | =
Some (padd (fst pa) (fst pb), snd pa)
(proof )

lemma assol:
assumes Some a ® Some b = Some ab
and Some b ® Some ¢ = Some be
shows Some ab @& Some ¢ = Some a ® Some be

(proof)

lemma simpler-asso:
(Some a @ Some b) ® Some ¢ = Some a & (Some b & Some ¢)

(proof )

lemma plus-asso:
(a®db)@Dc=a® (bd c)

(proof)

definition larger :: (i, ‘a) heap = ('i, 'a) heap = bool (infixl = 55) where
a ¥ b+— (Jec. Some a = Some b @ Some c)

lemma larger-trans:
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assumes a = b

and b » ¢
shows a > ¢
(proof )

lemma comp-smaller:
assumes a ## b
and Some b = Some ¢ ® Some d
shows a ## ¢

(proof)

lemma full-squard-sum-same:
assumes get-gs a = Some (pwrite, sargs)
and Some h = Some a @ Some b
shows get-gs h = Some (pwrite, sargs)

(proof)

lemma full-uguard-sum-same:
assumes get-gu a k = Some uargs
and Some h = Some a @ Some b
shows get-gu h k = Some uargs

(proof)

lemma smaller-more-compatible:
assumes a ## b
and a > ¢
shows ¢ ## b
(proof)

lemma equiv-sum-get-fh:
assumes get-fh a = get-fh o’
and get-fh b = get-fh b’
and Some x = Some a ® Some b
and Some z' = Some a’ & Some b’
shows get-fh z = get-fh =’
(proof )

lemma addition-cancellative:
assumes Some a = Some b @ Some ¢
and Some a = Some b’ ® Some ¢
shows b = b’

(proof)

lemma addition-cancellatives:
assumes Some x = Some a @ Some b @ Some ¢
and Some x = Some a’ ® Some b & Some ¢
shows a = a’

(proof)
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lemma largers3:
assumes Some £ = Some a & Some b & Some ¢
shows z > b

(proof)

lemma add-get-fh:
assumes Some ¢ = Some a & Some b
shows get-fh © = add-fh (get-fh a) (get-fh b)
(proof )

lemma sum-gs-one-none:
assumes Some © = Some a & Some b
and get-gs b = None
shows get-gs x = get-gs a
(proof )

lemma sum-gs-one-some:
assumes Some x = Some a B Some b
and get-gs a = Some (pa, ma)
and get-gs b = Some (pb, mb)
shows get-gs x = Some (padd pa pb, ma + mb)
(proof )

definition empty-heap :: ('i, ‘a) heap where
empty-heap = (Map.empty, None, Ak. None)

lemma dom-normalize:
dom h = dom (normalize h)

(proof)

lemma sum-second-none-get-fh:
assumes Some x = Some a @ Some b
and get-fh b | = None
shows get-fh x | = get-fh a |
(proof)

lemma sum-first-none-get-fh:
assumes Some x = Some a @ Some b
and get-fh a | = None
shows get-fh x | = get-fh b 1
(proof)
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lemma dom-sum-two:
assumes Some x = Some a © Some b
shows dom (get-fh x) = dom (get-fh a) U dom (get-fh b)
(proof)

lemma dom-three-sum:

assumes Some £ = Some a & Some b & Some ¢

shows dom (get-fh ©) = dom (get-fh a) U dom (get-fh b) U dom (get-fh c)
(proof)

lemma addition-smaller-domain:
assumes Some a = Some b @ Some ¢
shows dom (get-fh b) C dom (get-fh a)
(proof )

lemma one-value-sum-same:
assumes Some x = Some a @ Some b
and get-fh a | = Some (7, v)
shows J7’. get-fh x| = Some (7', v)
(proof)

lemma compatible-last-two:
assumes Some £ = Some a & Some b & Some ¢
shows b ## ¢

{proof)

lemma add-fh-map-empty:
add-fh h Map.empty = h
{proof )

end

2 Imperative Concurrent Language

This file defines the syntax and semantics of a concurrent programming
language, based on Viktor Vafeiadis’ Isabelle soundness proof of CSL [2],
and adapted to Isabelle 2016-1 by Qin Yu and James Brotherston (see
https://people.mpi-sws.org/ viktor/cslsound/).

theory Lang
imports Main StateModel
begin

2.1 Language Syntax and Semantics

type-synonym state = store X mnormal-heap
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datatype exp =
Evar var
| Enum nat

| Eplus exp exp

datatype bexp =
Beq exp exp
| Band bexp bexp
| Bnot bexp
| Btrue

datatype cmd =
Cskip

| Cassign var exp

| Cread wvar exp

| Cwrite exp exp

| Calloc var exp

| Cdispose exp

| Cseq emd emd

| Cpar cmd cmd

| Cif  bexp emd emd

| Cwhile bexp ecmd

| Catomic cmd

Arithmetic expressions (exp) consist of variables, constants, and arithmetic
operations. Boolean expressions (bexp) consist of comparisons between arith-
metic expressions. Commands (¢md) include the empty command, variable
assignments, memory reads, writes, allocations and deallocations, sequential
and parallel composition, conditionals, while loops, local variable declara-
tions, and atomic statements.

2.1.1 Semantics of expressions

Denotational semantics for arithmetic and boolean expressions.

primrec
edenot :: exp = store = nat
where
edenot (Evar v) s =sv
| edenot (Enum n) s =n

| edenot (Eplus el e2) s = edenot el s + edenot e2 s

primrec
bdenot :: bexp = store = bool
where
bdenot (Beq el e2) s = (edenot el s = edenot €2 s)
| bdenot (Band b1 b2) s = (bdenot bl s A bdenot b2 s)
| bdenot (Bnot b) s = (= bdenot b s)
| bdenot Btrue - = True
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2.1.2 Semantics of commands

We give a standard small-step operational semantics to commands with
configurations being command-state pairs.

inductive
red :: cmd = state = cmd = state = bool
and red-rtrans :: cmd = state = cmd = state = bool
where
red-Seql [intro]: red (Cseq Cskip C') o C o
| red-Seg2lelim]: red C1 o C1' 0’ = red (Cseq C1 C2) o (Cseq C1' C2) o’
| red-If1[intro]: bdenot B (fst 0) = red (Cif B C1 C2) o C1 o
| red-If2[intro]: = bdenot B (fst o) = red (Cif B C1 C2) 0 C2 o
| red-Atomic[intro]: red-rtrans C o Cskip o’ = red (Catomic C) o Cskip o’
| red-Parl[elim]: red C1 o C1' 0’ = red (Cpar C1 C2) o (Cpar C1' C2) o’
| red-Par2[elim]: red C2 o C2' ¢’ = red (Cpar C1 C2) o (Cpar C1 C2') o'
| red-Par3intro]: red (Cpar Cskip Cskip) o (Cskip) o
| red-Looplintro]: red (Cwhile B C) o (Cif B (Cseq C' (Cwhile B C')) Cskip) o
| red-Assign|intro]:[ o = (s,h); o' = (s(z := edenot E s), h) | = red (Cassign x
E) o Cskip o’
| red-Read[intro]: [ o = (s,h); h(edenot E s) = Some v; ¢’ = (s(x :=v), h) | =
red (Cread z E) o Cskip o’
| red-Write[intro]: [ o = (s,h); o’ = (s, h(edenot E s — edenot E' 5)) | = red
(Cwrite E E') o Cskip o’
| red-Alloclintro]: [ o = (s,h); v & dom h; o’ = (s(z := v), h(v — edenot E s)) |
= red (Calloc z E) o Cskip o’
| red-Free[intro]: [ o = (s,h); o' = (s, h(edenot E s := None)) | = red (Cdispose
E) o Cskip o’

| NoStep: red-rtrans C o C o
| OneMoreStep: | red C' o C' o’ ; red-rtrans C' o’ C" ¢"'| = red-rtrans C o C"
0_//

inductive-cases red-par-cases: red (Cpar C1 C2) o C' o’
inductive-cases red-atomic-cases: red (Catomic C) o C' o’

2.1.3 Abort semantics

inductive
aborts :: cmd = state = bool
where
aborts-Seqlintro]:  aborts C1 ¢ = aborts (Cseq C1 C2) o
| aborts-Atomic[intro]: [ red-rtrans C o C' ¢’ ; aborts C' o' | = aborts (Catomic
C)o
| aborts-Parl [intro]: aborts C1 o = aborts (Cpar C1 C2) o
| aborts-Par2[intro]: aborts C2 o = aborts (Cpar C1 C2) o
| aborts-Read[intro]: edenot E (fst o) ¢ dom (snd o) = aborts (Cread z E) o
| aborts-Writelintro]: edenot E (fst o) ¢ dom (snd o) = aborts (Cwrite E E') o
| aborts-Free[intro]: edenot E (fst o) ¢ dom (snd o) => aborts (Cdispose E) o
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inductive-cases abort-atomic-cases: aborts (Catomic C) o

2.2 Useful Definitions and Results

The free variables of expressions, boolean expressions, and commands are
defined as expected:

primrec
foE 2 exp = wvar set
where
foE (Evar v) = {v}
| foE (Enum n) = {}
| foE (Eplus el e2) = (foE el U foE e2)

primrec

fuB :: bexp = wvar set
where

fuB (Beq el e2) = (fuE el U fuE e2)
| fuB (Band b1 b2) = (fuB b1 U fuB b2)

| fuB (Bnotb) = (fuBb)
| fuB Btrue ={}
primrec
fuC 2 emd = var set
where
PC (Cskip) = 1{)
| foC (Cassign v E) = ({v} U fE E)
| fo€ (Cread v E) = ({v} U foE E)
| fo€ (Cuwrite E1 E2) = (foE E1 U fuE E2)
| fo€ (Calloc v E) = ({v} U fuE E)
| foC (Cdispose E) = (foE E)
| fu€ (Cseq C1 C2) = (fuC C1 U foC C2)
| fo€ (Cpar C1 C2) = (fvC C1 U fuC C2)
| fo€ (Cif B C1 C2) = (fuB BU fuC C1 U fvC C2)
| foC (Cwhile B C) = (fuB B U fuC ()
| fo€ (Catomic C) = (foC C)
primrec
wrC :: emd = var set
where

wrC (Cskip) ={}

| wrC (Cassign v E) = {v}

| wrC (Cread v E) = {v}

| wrC (Cwrite E1 E2) = {}

| wrC (Calloc v E) = {v}

| wrC (Cdispose E) = {}

| wrC (Cseq C1 C2) = (wrC C1 U wrC C2)
| wrC (Cpar C1 C2) = (wrC C1 U wrC C2)
| wrC (Cif B C1 C2) = (wrC C1 U wrC C2)

18



| wrC (Cwhile B C) = (wrC C)

| wrC (Catomic C) = (wrC C)
primrec
SubE :: var = exp = exp = exp
where
subE z E (Evar y) = (if ¢ = y then E else Evar y)
| subE z E (Enum n) = Enum n

| subE z E (Eplus el e2) = Eplus (subE z E el) (subE z E e2)

primrec
subB :: var = exp = bexp = bexp
where
subB x E (Beq el e2) = Beq (subE z E el) (subE z E e2)
| subB x E (Band b1 b2) = Band (subB z E b1) (subB z E b2)
| subB x E (Bnot b) = Bnot (subB x E b)
| subB = E Btrue = Btrue

Basic properties of substitutions:

lemma subF-assign:
edenot (subE = E e) s = edenot e (s(xz := edenot E s))

(proof)

lemma subB-assign:

bdenot (subB x E b) s = bdenot b (s(xz := edenot E s))
(proof)

inductive-cases red-skip-cases: red Cskip o C' o’
inductive-cases aborts-skip-cases: aborts Cskip o

lemma skip-simps[simp):
= red Cskip o C' o’
= aborts Cskip o

{proof)

definition

agrees :: 'a set = (‘a = 'b) = (‘a = 'b) = bool
where

agrees X s s' =Vr e X. sz =s"x

lemma agrees-union:
agrees (A U B) s s’ +— agrees A s s’ N\ agrees B s s’

{proof)

Proposition 4.1: Properties of basic properties of red.

lemma agreeslI:
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assumes A\z. 2 € X = sz =3s"z
shows agrees X s s’

{proof)

lemma red-properties:

red C o C'o' = fuC C’' C fuC C N wrC C' C wrC C A agrees (— wrC C) (fst
o) (fst )

red-rtrans C o C' o’ = foC C' C foC C N wrC C' C wrC C A agrees (— wrC
C) (fst o’) (fst o)
{(proof)

Proposition 4.2: Semantics does not depend on variables not free in the term

lemma exp-agrees: agrees (fuE E) s s’ = edenot E s = edenot E s’

(proof)

lemma bexp-agrees:
agrees (fuB B) s s’ = bdenot B s = bdenot B s’

(proof)

lemma red-not-in-fv-not-touched:
red Co C'oc' = 1z ¢ fuCC = fstox=fsto'z
red-rtrans C o C'o' =z ¢ fuC C = fsto x = fst o' x

(proof)

lemma agrees-updatel :
assumes agrees X s s’
shows agrees X (s(z := v)) (s'(z := v))

(proof)

lemma agrees-update2:
assumes agrees X s s’
and z ¢ X
shows agrees X (s(z := v)) (s'(x := v'))

(proof)

lemma red-agrees-aux:
red C o C'oc' = (Vs h. agrees X (fst o) s A sndo =h A fuCCC X —
(3s" ' red C (s, h) C’ (s, h') A agrees X (fst c’) s’ A snd o' = 1))
red-rtrans C o C' o0’ = (Vs h. agrees X (fst ) s A snd c = h A fuC C C X
H
(3s" h'. red-rtrans C (s, h) C' (s’, h') A agrees X (fst o) s’ A snd o’ = h'))
(proo)
lemma red-agrees|[rule-format):
red C o C'c'= VXs. agrees X (fsto) s — sndo =h — foCC C X —
(3s" h'. red C (s, h) C' (s, h') A agrees X (fst ') s' A snd o' = h')
(proof)

lemma aborts-agrees:
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assumes aborts C o
and agrees (fuC C) (fst o) s
and snd o = h
shows aborts C (s, h)

(proof)

corollary exp-agrees2|[simp]:
z ¢ fuE E = edenot E (s(z := v)) = edenot E s
(proof)

lemma agrees-update:
assumes a ¢ S
shows agrees S s (s(a = v))
{proof)

lemma agrees-comm:
agrees S s s’ < agrees S s’ s

{proof)

lemma not-in-dom:
assumes z ¢ dom s
shows s © = None

{proof)

lemma agrees-minusD:
agrees (—X)zy = XNY ={} = agrees Yz y
(proof )

end

3 CommCSL

theory CommCSL
imports Lang StateModel
begin

definition no-guard :: (i, 'a) heap = bool where
no-guard h <— get-gs h = None A (Vk. get-gu h k = None)

typedef ‘a precondition = { pre :: ('a = 'a = bool) |pre. Va b. pre a b — (pre
baA preaa)}

{proof)

lemma charact-rep-prec:
assumes Rep-precondition pre a b
shows Rep-precondition pre b a N Rep-precondition pre a a

{proof)
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typedef ('i, ‘a) indexed-precondition = { pre :: (i = 'a = 'a = bool) |pre. Va b
k.prekab— (prekbaAprekaa)}
{proof)

lemma charact-rep-indexed-prec:
assumes Rep-indexed-precondition pre k a b
shows Rep-indezed-precondition pre k b a N\ Rep-indezed-precondition pre k a a

{proof)

type-synonym 'a list-exp = store = 'a list

3.1 Assertion Language

datatype ('i, ‘a, 'v) assertion =
Bool bexp
| Emp
| And (', 'a, 'v) assertion (i, 'a, 'v) assertion
| Star (i, 'a, 'v) assertion (i, 'a, 'v) assertion (- * - 70)
| Low bexp
| LowEzp exp

| PointsTo exp prat exp
| Exists var (i, 'a, 'v) assertion

| EmptyFullGuards

| PreSharedGuards 'a precondition
| PreUniqueGuards (i, 'a) indexed-precondition

| View normal-heap = "v ('i, 'a, 'v) assertion store = v

| SharedGuard prat store = 'a multiset
| UniqueGuard i 'a list-exp

| Imp bexp (i, 'a, 'v) assertion
| NoGuard

inductive PRE-shared-simpler :: (‘a = 'a = bool) = 'a multiset = 'a multiset
= bool where

Empty: PRE-shared-simpler spre {#} {#}
| Step: [ PRE-shared-simpler spre a b ; spre za xb | = PRE-shared-simpler spre
(a + {# za #}) (b + {# ab #})

definition PRE-unique :: (b = 'b = bool) = 'b list = 'b list = bool where
PRE-unique upre uargs uargs' <— length uargs = length uargs’ AN (Vi. i > 0 A
i < length uargs’ — upre (uargs ! i) (uargs’! i))

/ /

fun hyper-sat :: (store x (’i, 'a) heap) = (store x ('i, 'a) heap) = ('i, 'a, nat)

22



assertion = bool (-, - = - [51, 65, 66] 50) where

(s, -), (s', -) = Bool b <— bdenot b s A bdenot b s’
| (- R), (- B') E Emp <— dom (get-fh h) = {} A dom (get-fh h') = {}
|o,0'EAnd AB+—o,0' EANoc,0'EB
| (s, h), (s', ') |E Star A B <— (3h1 h2 h1’' h2'. Some h = Some h1 & Some
h2 A Some h’ = Some h1’ & Some h2’
A (s, h ) h1'y = A A (s, h2), (s', h2') = B)

1
| (s, ), (s, ) E Low e «— bdenot e s = bdenot e s’

| (s, h), (s’, ') |E PointsTo loc p x <— get-fh h (edenot loc s) = Some (p, edenot
z s) A get-fh b’ (edenot loc s’) = Some (p, edenot  s')

A dom (get-fh h) = {edenot loc s} N dom (get-fb h') = {edenot loc s’}

| (s, h), (s'; b) |E Ezists x A +— (v v’ (s(z :=v), h), (s'(x :=2'), ') E A)

| (s, b), (s', h') = EmptyFullGuards «— (get-gs h = Some (pwrite, {#}) N (Vk.
get-gu h k = Some []) A get-gs h' = Some (pwrite, {#}) A (Vk. get-gu h' k = Some
1)

| (s, h), (s, B") |E PreSharedGuards spre «—

(3 sargs sargs’. get-gs h = Some (pwrite, sargs) N get-gs h' = Some (puwrite,
sargs”) N PRE-shared-simpler (Rep-precondition spre) sargs sargs’

A get-fh h = Map.empty A get-fh b’ = Map.empty)
| (s, h), (s, B') = PreUniqueGuards upre «—

(Juargs uargs’. (Vk. get-gu h k = Some (uargs k)) A (Vk. get-gu b’ k = Some
(uargs’ k)) A (V k. PRE-unique (Rep-indexed-precondition upre k) (uargs k) (uargs’
k)) A get-fh h = Map.empty N\ get-fh h' = Map.empty)

| (s, h), (s, ") | View f J e +— ((s, h), (s, b') = J A f (normalize (get-fh h))
= e s A f (normalize (get-fh b)) = e ')
| (s, h), (s', h") = SharedGuard m ms +— ((Vk. get-gu h k = None A get-gu h' k
= None) A get-gs h = Some (7, ms s) A get-gs h' = Some (mw, ms s’)

A get-fh b = Map.empty A get-fh h' = Map.empty)

| (s, h), (s, h') = UniqueGuard k lexp «— (get-gs h = None A get-gu h k = Some
(lexp s) N get-gu b’ k = Some (lexp s’) A get-gs h' = None

A get-fh h = Map.empty A get-fh b’ = Map.empty N (Vk'. k' # k —
get-gu h k' = None A get-gu h' k' = None))
| (s, h), (s', ") |E LowExp e +— edenot e s = edenot e s’

| (s, h), (s, ') = Imp b A <— bdenot b s = bdenot b s’ A (bdenot b s — (s, h),
(s', h') = A)

| (s, h), (s, h') = NoGuard «— (get-gs h = None A (Vk. get-gu b k = None) A
get-gs h' = None A (Vk. get-gu h' k = None))

lemma sat-PreUniquek:
assumes (s, h), (s’, h') = PreUniqueGuards upre
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shows Juargs uargs’. (Vk. get-gu h k = Some (uargs k)) A (Vk. get-gu h' k =
Some (uargs’ k)) A (Vk. PRE-unique (Rep-indezed-precondition upre k) (uargs k)
(uargs’ k))

{proof)

lemma decompose-heap-triple:
h = (get-fh h, get-gs h, get-gu h)
(proof )

definition depends-only-on :: (store = 'v) = var set = bool where
depends-only-on e S +— (Vs s’. agrees Ss s’ — es = e s’)

lemma depends-only-onl:
assumes /\s s’ :: store. agrees S s s' = es=-es’
shows depends-only-on e S

{proof)

definition fuS :: (store = 'v) = var set where
fuS e = (SOME S. depends-only-on e S)

lemma fuSE:
assumes agrees (fvSe) s s
shows e s = e s’

(proof)

/

fun fvA :: (i, 'a, 'v) assertion = var set where
fvA (Bool b) = fuB b

| foA (And A’ B) = fuA AU foA B

| foA (Star A B) = fuA AU fvA B

| fuA (Low e) = fuB e

| foA Emp = {}

| fuA (PointsTo v va vb) = foE v U foE vb

| foA (Exists © A) = fuA A — {z}

| foA (SharedGuard - €) = fuS e

| fuA (UniqueGuard - e) = fuS e

| foA (View view A e) = fuA AU fuS e
| fvA (PreSharedGuards -) = {}

| fuA (PreUniqueGuards -) = {}

| foA EmptyFullGuards = {}

| foA (LowEzxp z) = fvE x

| foA (Imp b A) = fuB b U fuA A

definition subS :: var = exp = (store = 'v) = (store = 'v) where
subSx E e = (As. e (s(z := edenot E s)))

lemma subS-assign:

24



subSz Ees «— e (s(z := edenot E s))
{proof)

fun collect-existentials :: (i, 'a, nat) assertion = var set where
collect-existentials (And A B) = collect-existentials A U collect-existentials B

| collect-existentials (Star A B) = collect-existentials A U collect-existentials B

| collect-existentials (Exists x A) = collect-existentials A U {z}

| collect-existentials (View view A e) = collect-existentials A

| collect-existentials (Imp - A) = collect-existentials A

| collect-existentials - = {}

A~ N S

fun subA :: var = exp = ('i, 'a, nat) assertion = (i, 'a, nat) assertion where
subA x E (And A B) = And (subA z E A) (subA z E B)

| subA z E (Star A B) = Star (subA z E A) (subA z E B)

| subA = E (Bool B) = Bool (subB x E B)

| subA z E (Low e) = Low (subB z E e)

| subA z E (LowEzp e) = LowExp (subE z E e)

| subA z E (UniqueGuard k e) = UniqueGuard k (subS = E e)

| subA z E (SharedGuard 7 e) = SharedGuard 7 (subS z E e)

| subA z E (View view A e) = View view (subA © F A) (subS z E e)

| subA z E (PointsTo loc w e) = PointsTo (subE x E loc) © (subE z E e)

| subA x FE (Exists y A) = (if x = y then Exists y A else Fxists y (subA z E A))

| subA « E (Imp b A) = Imp (subB = E b) (subA z E A)

| subA - - A=A

lemma subA-assign:
assumes collect-existentials A N foE E = {}
shows (s, h), (s, h') |E subA © E A +— (s(z := edenot E s), h), (s'(z := edenot
s, ) E A
{proof)

lemma PRE-uniquel:
assumes length uargs = length uargs’
and Ai. i > 0 A i < length uargs’ = upre (uargs ! i) (uargs’! q)
shows PRE-unique upre uargs uargs’
(proof)

lemma PRE-unique-implies-tl:
assumes PRE-unique upre (ta # qa) (tb # qb)
shows PRE-unique upre qa gb

(proof)

lemma charact-PRE-unique:

assumes PRE-unique (Rep-indexed-precondition pre k) a b

shows PRE-unique (Rep-indezed-precondition pre k) b a AN PRE-unique (Rep-indexed-precondition
pre k) a a

(proof )
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lemma charact-PRE-shared-simpler:
assumes PRFE-shared-simpler rpre a b
and Rep-precondition pre = rpre
shows PRE-shared-simpler (Rep-precondition pre) b a N PRE-shared-simpler
(Rep-precondition pre) a a
(proof)

lemma always-sat-refl-auz:
assumes (s, h), (s, h') E A
shows (s, h), (s, h) E A
(proof)

lemma always-sat-refl:
assumes o, 0’ = A
shows o, 0 = A
(proof)

lemma agrees-same-auz:
assumes agrees (fuA A) s s”
and (s, h), (s’, b)) E A
shows (s”, h), (s’, ) E A
(proof )

lemma agrees-same:
assumes agrees (fuA A) s s”
shows (s, h), (s’, h/) = A+— (s, h), (s, h) E A
(proof )

lemma sat-comm-aux:
(s, h), (s, Ay E A= (s',h)), (s, h) = A
(proof)

lemma sat-comm:
o, 0/ EA+—oc oA
(proof)

definition precise where

precise J «— (Vs1 H1 h1 h1’ s2 H2 h2 h2'. Hl = h1 A H1 = h1’' A H2 = h2
A H2 = h2'

A (s1, h1), (s2, h2) = J A (s, h1"), (s2, h2") E J — h1’'= hl A h2' = h2)

lemma precisel:
assumes A\s! HI h1 h1’ s2 H2 h2 h2'. H1 = hi N Hl = h1’ AN H2 = h2 N H2
= h2 =
(s1, hl), (s2,h2) E J = (s1, hl’), (s2,h2) = J = h1'=hl AN h2' =
h2
shows precise J

{proof)
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lemma preciseF:
assumes precise J
and Hl = h1 AN Hl = h1’' AN H2 = h2 N H2 = h2'
and (s1, h1), (s2, h2) &= J A (s1, h1'), (s2, h2") = J
shows h1’' = hl1 A h2' = h2
(proof)

definition unary where
unary J «— (Vs hs"h'. (s, h), (s, h) E J A (s, h'), (s, ) = J — (s, h),
(s, h') = J)

lemma unaryl:
assumes A\s! h1 s2 h2. (s1, hi), (s1, h1) = J A (s2, h2), (s2, h2) E J =
(s1, hi), (s2, h2) = J
shows unary J
(proof)

lemma unary-smallerl:
assumes Aol 02.01,0l EJANc2,02J = 0l,02FJ
shows unary J

{proof)

lemma unaryE:
assumes unary J

and (s, h), (s, h) |= J A (s’ h), (s', B) = J
shows (s h), (s’, ') E J
{proof)

definition entails :: (i, 'a, nat) assertion = ('i, 'a, nat) assertion = bool where

entails A B+— (Vo o'. 0,0’ EA— 0,0’ = B)

lemma entailsl:
assumes Az y. 2z, yEF A= 2,y = B
shows entails A B

{proof)

lemma sat-points-to:
assumes (s, h :: (i, ‘a) heap), (s, h) | PointsTo a 7 e
shows get-fh h = [edenot a s — (m, edenot e s)]

(proof)

lemma unary-inv-then-view:
assumes unary J
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shows unary (View f J e)
(proof)

lemma precise-inv-then-view:
assumes precise J
shows precise (View f J e)
(proof)

fun syntactic-unary :: (i, 'a, nat) assertion = bool where
syntactic-unary (Bool b) +— True

| syntactic-unary (And A B) <— syntactic-unary A N syntactic-unary B

| syntactic-unary (Star A B) +— syntactic-unary A N syntactic-unary B

| syntactic-unary (Low e) <— False

| syntactic-unary Emp «— True

| syntactic-unary (PointsTo v va vb) +— True

| syntactic-unary (Ezists x A) «— syntactic-unary A

| syntactic-unary (SharedGuard - e) <— True

| syntactic-unary (UniqueGuard - e) <— True

| syntactic-unary (View view A e) <— syntactic-unary A

| syntactic-unary (PreSharedGuards -) +— False

| syntactic-unary (PreUniqueGuards -) «— False

| syntactic-unary EmptyFullGuards <— True

| syntactic-unary (LowExp z) «— False

| syntactic-unary (Imp b A) «— False

lemma syntactic-unary-implies-unary:
assumes syntactic-unary A
shows unary A

{proof)

record (i, 'a, 'v) single-context =
view :: (loc — wval) = v
abstract-view :: 'v = v
saction :: 'v = 'a = v
waction :: i = v = 'a = v
invariant :: (i, 'a, 'v) assertion

/

type-synonym ('i, ‘a, "v) cont = ('i, 'a, 'v) single-context option

definition no-guard-assertion where

no-guard-assertion A «— (V sl hl s2 h2. (s1, hl), (s2, h2) E A — no-guard

h1 A no-guard h2)

Axiom that says that view only depends on the part of the heap described

by inv

definition view-function-of-inv :: ('i, 'a, nat) single-context = bool where

view-function-of-inv T «— (¥ (h == (i, 'a) heap) (b’ :: (i, 'a) heap) s. (s, h), (s,

h) | invariant T A (h' = h)
— wview ' (normalize (get-fh h)) = view T' (normalize (get-fh h')))
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definition wf-indexed-precondition :: (i = 'a = 'a = bool) = bool where
wf-indezxed-precondition pre +— NVa bk. preka b — (pre kb a A pre k a a))

definition wf-precondition :: ('a = 'a = bool) = bool where
wf-precondition pre <— (Y a b. pre a b — (pre b a A pre a a))

lemma wf-precondition-rep-prec:
assumes wf-precondition pre
shows Rep-precondition (Abs-precondition pre) = pre
(proof )

lemma wf-indexed-precondition-rep-prec:
assumes wf-indezed-precondition pre
shows Rep-indexed-precondition (Abs-indexed-precondition pre) = pre

{proof)

definition LowView where
LowView f A x = (Exists x (And (View f A (As. s z)) (LowExp (Evar x))))

lemma LowViewE:
assumes (s, h), (s’, b') E LowView f A
and z ¢ fud A
shows (s, h), (s, ') E A A f (normalize (get-fh h)) = [ (normalize (get-fh
h'))
(proof)

lemma LowViewl:
assumes (s, h), (s, h') E A
and f (normalize (get-fh h)) = f (normalize (get-fh h'))

and z ¢ fuAd A
shows (s, h), (s’, ') E LowView f A z
(proof)

definition disjoint :: (‘a set) = (‘a set) = bool
where disjoint h1 h2 = (h1 N h2 = {}

definition unambiguous where

unambiguous A © <— (V81 h1 s2 h2 vl v2 v1’ v2' (s1(z := vl), h1), (s2(z :=
0v2), h2) = A

A (s1(z:=wl"), h1), (s2(z :=v2), h2) E A — vl = vl' A v2 = v2’)
definition all-azioms :: ('v = 'w) = (v = 'a = v) = (Ya = 'a = bool) = ('i
= 'v="b= "v) = (i = 'b = 'b = bool) = bool where

all-axioms « sact spre uact upre <—
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— Every action’s relational precondition is sufficient to preserve the low-ness of the
abstract view of the resource value:

(Vv v’ sarg sarg’. « v = a v’ A spre sarg sarg’ — « (sact v sarg) = a (sact v’
sarg’)) A

(Vv v warg warg’ i. « v = a v’ A upre i uarg uarg’ — « (uact i v uarg) = «
(uact © v" uarg”)) A

(V sarg sarq’. spre sarg sarg’ — spre sarg’ sarg’) A
(V uarg varg’ i. upre i uarg uvarg’ — upre i uarg’ uarg’) A

— All relevant pairs of actions commute w.r.t. the abstract view:

(Vv v’ sarg sarg’. « v =« v' A spre sarg sarg A spre sarg’ sarg’ — « (sact (sact
v sarg) sarg’) = « (sact (sact v’ sarg’) sarg)) A

(Vv v’ sarg uarg i. « v = « v’ A\ spre sarg sarg A upre i uarg uarg — « (sact
(uact i v warg) sarg) = a (uact i (sact v’ sarg) uarg)) A

(Vv v warg uarg’ ii'. i £ i’ AN a v =« v A upre i uarg uarg A upre i’ uarg’
uarg’

— « (uact i’ (uact i v varg) varg’) = « (uact i (uact i’ v’ varg’) uarg))

3.2 Rules of the Logic

inductive CommCSL :: (i, 'a, nat) cont = ('i, 'a, nat) assertion = cmd = ('i,
‘a, nat) assertion = bool
(- {-} - {-} [51,0,0] 81) where
RuleSkip: A + {P} Cskip {P}
| RuleAssign: [ AT. A = Some I' = = ¢ fvA (invariant T') ; collect-existentials
PnfEE={}] = At {subA z F P} Cassign x E {P}
| RuleNew: [ = ¢ foE E; AT'. A = Some ' = z ¢ fvA (invariant T') A view-function-of-inv
I'] = A F {Emp} Calloc z E {PointsTo (Evar z) pwrite E}
| RuleWrite: [ AI'. A = Some I' = view-function-of-inv T' ; v ¢ foE loc |
= A F {Euxists v (PointsTo loc pwrite (Evar v))} Cwrite loc E {PointsTo loc
pwrite E'}
[T AL. A = Somel = z ¢ fuA (invariant I') A view-function-of-inv T ; © ¢ fuE
FUfiEe] =
A F {PointsTo E w e} Cread x E {And (PointsTo E m e) (Bool (Beq (Evar z)
e))}
| RuleShare: [T = ( view = f, abstract-view = «, saction = sact, uaction = uact,
invariant = J |) ; all-axioms a sact spre uact upre ;
Some I' b {Star P EmptyFullGuards} C {Star Q (And (PreSharedGuards (Abs-precondition
spre)) (PreUniqueGuards (Abs-indexed-precondition upre)))};
view-function-of-inv ' ; unary J ; precise J ; wf-indered-precondition upre ;
wf-precondition spre ; x ¢ fvA J ;
no-guard-assertion (Star P (LowView («a o f) J z)) | = None - {Star P
(LowView (a o f) Jz)} C {Star Q (LowView (a o f) J x)}
| RuleAtomicUnique: [ T = (| view = f, abstract-view = «, saction = sact, uaction
= wact, invariant = J |) ;
no-guard-assertion P ; no-guard-assertion @ ;
None = {Star P (View f J (As. s z))} C {Star Q (View f J (As. uact index (s
7) (map-to-arg (s uarg))))} ;
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precise J ; unary J ; view-function-of-inv T' ; x ¢ foC C U fuA P U fuA Q U
fvA J ; uarg ¢ fuC C
¢ fuC C 5z ¢ fuS (As. map-to-list (s 1)) ; z & fuS (As. map-to-arg (s uarg) #

map-to-list (s 1)) ]

= Some I' b {Star P (UniqueGuard index (As. map-to-list (s 1)))} Catomic C
{Star @ (UniqueGuard index (As. map-to-arg (s uarg) # map-to-list (s 1)))}
| RuleAtomicShared: [ T = ( view = f, abstract-view = «, saction = sact, uaction
= wact, invariant = J |) ; no-guard-assertion P ; no-guard-assertion @ ;

None + {Star P (View f J (As. s z))} C {Star Q (View f J (As. sact (s z)
(map-to-arg (s sarg))))} ;

precise J ; unary J ; view-function-of-inv T ; z ¢ foC C U fuA P U fuA Q U fvA
J ; sarg ¢ fuC C ;

ms ¢ foC C ; x & fuS (As. map-to-multiset (s ms)) ; x & fuS (As. {# map-to-arg
(s sarg) #} + map-to-multiset (s ms)) |

= Some I' b {Star P (SharedGuard m (\s. map-to-multiset (s ms)))} Catomic
C {Star Q (SharedGuard m (As. {# map-to-arg (s sarg) #} + map-to-multiset (s
ms)))}
| RulePar: [ AF{P1} C1 {Q1}; A+ {P2} C2 {Q2} ; disjoint (fvA P1 U foC
C1 U fuA Q1) (wrC C2) ;

disjoint (fvA P2 U fuC C2 U fvA Q2) (wrC C1) ; NT. A = Some I’ = disjoint
(foA (invariant T)) (wrC C2) ;

AL. A = Some T' = disjoint (fvA (invariant T)) (wrC C1) ; precise P1 V
precise P2 ]

= A+ {Star P1 P2} Cpar C1 C2 {Star Q1 Q2}
| RuleIfi: [ A+ {And P (Bool b)} C1 {Q} ; A+ {And P (Bool (Bnot b))} C2
{Q}]

= A+ {And P (Low b)} Cif b C1 C2 {Q}
| Rulelf2: [ A+ {And P (Bool b)} C1 {Q} ; A+ {And P (Bool (Bnot b))} C2
{Q} 5 unary Q]

= A+ {P} Cifb C1 C2 {Q}
| RuleSeq: [ A+ {P} C1 {R}; AF{R} C2{Q}] = A+ {P} Cseq C1 C2 {Q}
| RuleFrame: [ A F {P} C {Q} ; disjoint (fvA R) (wrC C) ; precise PV precise
R]

= A+ {Star P R} C {Star Q R}
| RuleCons: [ A+ {P'} C {Q'} ; entails P P'; entails Q' Q] = A+ {P} C
{Q}
| RuleExists: [ A+ {P} C {Q}; z ¢ fo€C C ; AT. A = Some I’ = = ¢ fvA
(invariant T') ; unambiguous P z |

= A\ {Euxists ¢ P} C {Ezists v Q}
| RuleWhilel: A = {And I (Bool b)} C {And I (Low b)} = A+ {And I (Low
b)} Cwhile b C {And I (Bool (Bnot b))}
| RuleWhile2: [ unary I ; A+ {And I (Bool b)} C {I} | = A F {I} Cwhile b C
{And I (Bool (Bnot b))}

end
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4 Soundness of CommCSL

4.1 Abstract Commutativity

theory AbstractCommutativity
imports Main CommCSL HOL— Library. Multiset
begin

datatype ('i, ‘a, 'b) action = Shared (get-s: 'a) | Unique (get-i: i) (get-u: 'b)

We consider a family of unique actions indexed by ’i

lemma sabstract:
assumes all-axioms « sact spre uact upre
shows a v = a v’ A spre sarg sarg’ = « (sact v sarg) = « (sact v’ sarg’)
(proof )

lemma uabstract:
assumes all-axioms « sact spre uact upre
shows o v = a v’ A upre i uarg uarg’ = « (uact i v uarg) = « (uact i v' uarg’)
(proof )

lemma spre-refl:
assumes all-axioms « sact spre uact upre
shows spre sarg sarg’ = spre sarg’ sarg’

(proof )

lemma upre-refi:
assumes all-axioms « sact spre uact upre
shows upre i uarg varg’ = upre i uarg’ varg’
(proof )

lemma ss-com:

assumes all-axioms « sact spre uact upre

shows a v = a v/ = spre sarg sarg N spre sarg’ sarg’ = « (sact (sact v sarg)
sarg’) = a (sact (sact v’ sarg’) sarg)

(proof )

lemma su-com:

assumes all-azioms « sact spre uact upre

shows a v = o v/ = spre sarg sarg A\ upre i uarg varg = « (sact (uvact i v
uarg) sarg) = « (uact i (sact v’ sarg) warg)

{proof)

lemma uu-com:
assumes all-axioms « sact spre uact upre
and 7 # ¢’
and a v =a v’
and upre i’ uarg’ uarg’
and upre i uarg uarg
shows «a (uact i’ (uact i v uarg) varg’) = a (uact @ (uact i’ v' uarg’) varg)
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(proof)

definition PRE-shared :: (‘a = 'a = bool) = 'a multiset = 'a multiset = bool
where

PRE-shared spre sargs sargs’ <— (3 ms. image-mset fst ms = sargs A image-mset
snd ms = sargs’ A (Vz €# ms. spre (fst z) (snd z)))

lemma PRE-shared-same-size:
assumes PRE-shared spre sargs sargs’
shows size sargs = size sargs’

(proof)

definition is-Unique :: (i, 'a, 'b) action = bool where
is-Unique a <— — is-Shared a

definition is-Unique-i :: 'i = ('i, 'a, 'b) action = bool where
is-Unique-i © a <— is-Unique a A get-i a = i

definition possible-sequence :: 'a multiset = (i = 'b list) = ('i, 'a, 'b) action list
= bool where

possible-sequence sargs uargs s +— ((Vi. uargs i = map get-u (filter (is-Unique-i
i) s)) A sargs = image-mset get-s (filter-mset is-Shared (mset s)))

lemma possible-sequencel :
assumes Ai. uargs i = map get-u (filter (is-Unique-i i) s)
and sargs = image-mset get-s (filter-mset is-Shared (mset s))
shows possible-sequence sargs uargs s

{proof)

fun remove-at-index :: nat = 'd list = 'd list where
remove-at-index - [| = []

| remove-at-index 0 (x # xs) = xs

| remove-at-index (Suc n) (z # zs) = x # (remove-at-index n xs)

lemma remove-at-index:
assumes n < length [
shows length (remove-at-index n 1) = length | — 1
and i > 0 A i < n = remove-at-indexnl!'i=1"!14
and i > n A i < lengthl — 1 = remove-at-indexn ! i =11 (i + 1)
(proof)

fun insert-at :: nat = 'd = 'd list = 'd list where
insert-at 0 x | = x # 1

| insert-at - x [| = [x]

| insert-at (Suc n) © (h # xs) = h # (insert-at n x xs)

lemma insert-at-indez:
assumes n < length [
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shows length (insert-at n z 1) = length | + 1

and i > 0 ANi<n— insert-atnzl!i=1!14

and n > 0 = insert-atnzl!n=uzx

and i > nAi<lengthl+ 1 = insert-atnal!i=1!(i— 1)
(proof )

lemma list-ext:
assumes length a = length b
and \i. ¢ > 0 ANi<lengtha = ali=0bli
shows a = b
(proof )

lemma mset-remove-index:
assumes i > 0 A i < length [
shows mset | = mset (remove-at-index i 1) + {# 1! i #}
(proof )

lemma filter-remove:
assumes k > 0 N k < length s

and - P (s ! k)
shows filter P (remove-at-index k s) = filter P s
(proof )

lemma exists-index-in-sequence-shared:
assumes a €# sargs
and possible-sequence sargs uargs s
shows Ji. ¢ > 0 A i < length s A s! i = Shared a N possible-sequence (sargs
— {# a #}) uargs (remove-at-index i )
(proof)

lemma head-possible-exists-first-unique:
assumes a = hd (uargs j)
and uargs j # ||
and possible-sequence sargs uargs s
shows 34. ¢ > 0 A i < length s A s! i = Uniqueja N Vk.k>0ANEk<i
— - 4s-Unique-i j (s ! k))
(proof )

lemma remove-at-indez-filter:
assumes { > 0 A { < length s AN P (s ! %)
and \j. j > 0ANj<i= - P (s!}])
shows tl (map get-u (filter P s)) = map get-u (filter P (remove-at-index i s))
(proof )

definition tail-kth where
tail-kth vargs k = uargs(k := tl (uargs k))

lemma exists-index-in-sequence-unique:
assumes a = hd (uargs k)
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and uargs k # []
and possible-sequence sargs uargs s
shows Ji. 7 > 0 AN i < length s A s! i = Unique k a N\ possible-sequence sarqs
(tail-kth uargs k) (remove-at-index i s)
NN GF>0N3G<i— —is-Unique-i k (s!j))
(proof)

lemma possible-sequence-where-is-unique:
assumes possible-sequence sargs uargs (Unique k a # )
shows a = hd (uargs k)

(proof)

lemma possible-sequence-where-is-shared:
assumes possible-sequence sargs uargs (Shared a # s)
shows a €# sargs

(proof)

lemma PRE-unique-tll:
assumes PRFE-unique upre qa gb
and upre ta tb
shows PRE-unique upre (ta # qa) (tb # gb)

(proof)

fun abstract-pre :: (‘'a = 'a = bool) = (i = 'b = 'b = bool) = ('i, 'a, 'b) action
= (i, 'a, 'b) action = bool where

abstract-pre spre upre (Shared sarg) (Shared sarg’) +— spre sarg sarg’
| abstract-pre spre upre (Unique k uarg) (Unique k' uarg’) «— k = k'’ A upre k
uarg uarg’
| abstract-pre spre upre - - «— False

definition PRE-sequence :: ('a = 'a = bool) = (i => 'b = 'b = bool) = (i,
‘a, 'b) action list = ('i, 'a, 'b) action list = bool where

PRE-sequence spre upre s s’ < length s = length s' A (Vi. 1 > 0 A i < length
s — abstract-pre spre upre (s ! i) (s'! 1))

lemma PRE-sequencel:
assumes PRE-sequence spre upre s s’
and i > 0 A i < length s
shows abstract-pre spre upre (s ! i) (s’ 1)
(proof )

lemma PRFE-sequencel:
assumes length s = length s’
and Ai. i > 0 A i < length s => abstract-pre spre upre (s! i) (s'! )
shows PRE-sequence spre upre s s’

(proof)

lemma PRE-sequencel-rec:
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assumes PRE-sequence spre upre s s’
and abstract-pre spre upre a b
shows PRE-sequence spre upre (a # s) (b # s')
(proof )

lemma PRF-sequenceE-rec:
assumes PRE-sequence spre upre (a # s) (b # s')
shows PRE-sequence spre upre s s’
and abstract-pre spre upre a b

(proof)

fun compute :: ("v = "a = v) = (i= "v="b= "v) = v= (', 'a, 'b) action
list = v where
compute sact uact v0 [| = v0
| compute sact uact v0 (Shared sarg # s) = sact (compute sact uact v0 s) sarg
| compute sact uact v0 (Unique k uarg # s) = uact k (compute sact uact v0 s) uarg

lemma obtain-other-elem-ms:
assumes PRE-shared spre sargs sargs’
and sarg €# sargs
shows Jsarg’. sarg’ €4 sargs’ A\ spre sarg sarg’ N PRE-shared spre (sargs —
{# sarg #}) (sargs’ — {# sarg’ #})
(proof)

lemma exists-aligned-sequence:
assumes possible-sequence sargs uargs s
and possible-sequence sargs’ uargs’ s’

and PRE-shared spre sargs sargs’
and A\k. PRE-unique (upre k) (uargs k) (uargs’ k)

shows 35", possible-sequence sargs’ uargs’ s"’ N PRE-sequence spre upre s s''
(proof )

lemma insert-remove-same-list:
assumes k > 0 A k < length s
and s ' k ==z
shows s = insert-at k z (remove-at-indez k s)

(proof)

lemma swap-works:
assumes length s = length s’

and k < length s — 1
and Ai.i > 0ANi<lengthsNi#kNi#k+ 1= sli=3s"14
and s k=s"1(k+ 1)
and s’ k=s!(k+ 1)
and PRE-sequence spre upre s s
and a v0 = a v0’
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and — (k" is-Unique-i k' (s ! k) A is-Unique-i k' (s ! (k + 1)))
and all-azioms a sact spre uact upre
shows « (compute sact uact v0 s) = a (compute sact uact v0' s’) (is A = ?B)

{proof)

lemma mset-remove:
assumes k > 0 A k < length s
shows mset s = mset (remove-at-indezx k s) + {# s | k #}

{proof)

lemma abstract-pre-refi:
assumes abstract-pre spre upre a b
and all-azioms a sact spre uact upre
shows abstract-pre spre upre b b

(proof)

lemma PRE-sequence-refl:
assumes PRE-sequence spre upre s s’
and all-azioms a sact spre uact upre
shows PRE-sequence spre upre s’ s’

(proof)

lemma PRE-sequence-removes:
assumes PRFE-sequence spre upre s s
shows PRE-sequence spre upre (remove-at-index n s) (remove-at-index n s)

(proof)

lemma PRE-sequence-insert:
assumes abstract-pre spre upre T
and PRFE-sequence spre upre s s
shows PRE-sequence spre upre (insert-at n  s) (insert-at n x s)

(proof)

lemma empty-possible-sequence:
assumes possible-sequence sargs uargs ||
and possible-sequence sargs uargs s’
shows s’ = ||

(proof)

lemma it-all-commutes:
assumes possible-sequence sargs uargs s
and possible-sequence sargs uargs s’
and « v0 = « v0’
and PRE-sequence spre upre s s
and PRE-sequence spre upre s’ s’
and all-azioms a sact spre uact upre
shows «a (compute sact uact v0 s) = « (compute sact uact v0’ s')

(proof)
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lemma PRE-sequence-same-abstract:
assumes PRE-sequence spre upre s s’
and a v0 = « v0’
and all-arioms a sact spre uact upre
shows « (compute sact uact v0 s) = a (compute sact uact v0’ s’)

{proof)

lemma simple-possible- PRE-seq:
assumes possible-sequence sargs uargs s
and possible-sequence sargs’ uargs’ s’
and PRE-shared spre sargs sargs’
and A\k. PRE-unique (upre k) (uargs k) (uargs’ k)
and all-azioms a sact spre uact upre
shows PRE-sequence spre upre s’ s’

(proof)

lemma main-lemma:
assumes possible-sequence sargs uargs s
and possible-sequence sargs’ uargs’ s’

and PRE-shared spre sargs sargs’
and Ak. PRE-unique (upre k) (uargs k) (uargs’ k)

and a v0 = « v0’
and all-axioms a sact spre uact upre

shows «a (compute sact uact v0 s) = a (compute sact uact v0’ s’)

(proof)

inductive reachable-value :: ('v = ‘a = v) = (i="v="b= "v)= v="a
multiset = (i = 'b list) = v = bool where

Self: reachable-value sact uact v0 {#} (Ak. []) v0
| SharedStep: reachable-value sact uact v0 sargs uargs vl => reachable-value sact
uact v0 (sargs + {# sarg #}) uargs (sact v1 sarg)
| UniqueStep: reachable-value sact uact v0 sargs uargs v = reachable-value sact
uact v0 sargs (uargs(k := uarg # vargs k)) (uact k vl uarg)

lemma reachable-then-possible-sequence-and-compute:
assumes reachable-value sact uact v0 sargs uargs vl
shows 3s. possible-sequence sargs uargs s A\ vl = compute sact uact v0 s

{proof)

lemma PRE-shared-simpler-implies:
assumes PRFE-shared-simpler spre a b
shows PRE-shared spre a b

{proof)

theorem main-result:
assumes reachable-value sact uact v0 sargs uargs v
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and reachable-value sact uact v0' sargs’ vargs’ v’
and PRE-shared-simpler spre sargs sargs’
and Ak. PRE-unique (upre k) (uargs k) (uargs’ k)
and « v0 = « v0’
and all-axzioms « sact spre uact upre

shows a v = a v’

(proof)

end

4.2 Consistency

theory Guards
imports StateModel CommCSL AbstractCommutativity
begin

A state is "consistent" iff: 1. All its permissions are full 2. Has unique guards
iff has shared guard 3. The values in the fractional heaps are "reachable"
wrt to the sequence and multiset of actions 4. Has exactly guards for the
names in "scope"

definition reachable :: ('i, 'a, 'v) single-context = v = ('i, 'a) heap = bool where
reachable scont v0 h +— (V sargs uargs. get-gs h = Some (pwrite, sargs) N (Y k.

get-gu b k = Some (uargs k))

— reachable-value (saction scont) (uaction scont) v0 sargs uargs (view scont

(normalize (get-fh h))))

lemma reachablel:

assumes /\sargs uargs. get-gs h = Some (pwrite, sargs) N (Vk. get-gu h k =
Some (uargs k))
= reachable-value (saction scont) (uaction scont) v0 sargs uargs (view scont
(normalize (get-fh h)))

shows reachable scont v0 h

{proof)

lemma reachableE:

assumes reachable scont v0 h

and get-gs h = Some (pwrite, sargs)

and Ak. get-gu h k = Some (uargs k)

shows reachable-value (saction scont) (uaction scont) v0 sargs uargs (view scont
(normalize (get-fh h)))
{proof)

definition all-guards :: (i, 'a) heap = bool where
all-guards b +— (Fv. get-gs h = Some (pwrite, v)) A (Vk. get-gu h k # None)

lemma no-guardl:
assumes get-gs h = None
and Ak. get-gu h k = None
shows no-guard h
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{proof)

definition semi-consistent :: ('i, 'a, "v) single-context = v = ('i, 'a) heap = bool
where
semi-consistent I" v0 h <— all-guards h A reachable T v0 h

lemma semi-consistentE:

assumes semi-consistent I' v0 h

shows 3 sargs uargs. get-gs h = Some (pwrite, sargs) N (Vk. get-gu h k = Some
(uargs k))

A reachable-value (saction T') (uaction T') v0 sargs uargs (view T' (normalize
(get-fh h)))
(proof)

lemma semi-consistentl:
assumes all-guards h
and reachable I' v0 h
shows semi-consistent I' v0 h

{proof)

lemma no-guard-then-smaller-same:
assumes Some h = Some a & Some b
and no-guard h
shows no-guard a

(proof)

lemma all-guardsl:
assumes Ak. get-gu h k # None
and Jwv. get-gs h = Some (pwrite, v)
shows all-guards h

(proof)

lemma all-guards-same:
assumes all-guards a
and Some h = Some a @ Some b
shows all-guards h

(proof)

definition empty-unique where
empty-unique - = None

definition remove-guards :: (i, 'a) heap = (i, 'a) heap where
remove-guards h = (get-fh h, None, empty-unique)

lemma remove-guards-smaller:
h = remove-guards h

{(proof)

lemma no-guard-remove:

40



assumes Some a = Some b & Some ¢

and no-guard c
= get-gs b

shows get-gs a =
and get-gu a = get-gu b
(proof )
lemma full-guard-comp-then-no:

assumes a ## b
and all-guards a
shows no-guard b

(proof)
lemma sum-of-no-guards:
assumes no-guard a
and no-guard b
and Some © = Some a & Some b
shows no-guard x
(proof)

lemma no-guard-remove-guards:
no-guard (remove-guards h)

{proof)

lemma get-fh-remove-guards:
get-fh (remove-guards h) = get-fh h

(proof)

(i, 'a, nat) assertion = bool where

lemma pair-satl:

definition pair-sat :: (store x (i, ‘a) heap) set = (store x (

i, 'a) heap) set =

pair-sat S S’ Q «— Vo o'.ce SANo'e S — 0,0’ E Q)

assumes As hs'h'. (s, h) € S A (s, h) € S"= (s, h), (s, b)) E Q

shows pair-sat S S’ Q
(proof )

shows pair-sat S S’ Q
(proof)
lemma pair-satE:
assumes pair-sat S S’ Q
and (s, h) € S A (s, b)) € §’
shows (s, h), (s, b)) E Q

{proof)

(store x ('i, 'a) heap) set where

definition add-states :: (store x ('i, 'a) heap) set = (store x (

lemma pair-sat-smallerl:
assumes Ao o . c e SAc’'e S = o,0'EQ

'i, 'a) heap) set =
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add-states S1 S2 = {(s, H) |s H h1 h2. Some H = Some h1 & Some h2 A (s,
h1) € S1 A (s, h2) € 52}

lemma add-states-sat-star:
assumes pair-sat SA SA’ A
and pair-sat SB SB’ B
shows pair-sat (add-states SA SB) (add-states SA’ SB") (Star A B)

(proof)

lemma add-states-subset:
assumes S1 C S1’
shows add-states S1 S2 C add-states S1’ S2

(proof)

lemma add-states-comm:
add-states S1 S2 = add-states S2 S1

(proof)

lemma magic-lemma:
assumes Some 1 = Some al ® Some j1
and Some 2 = Some a2 @ Some j2
and (s1, z1), (s2, z2) = Star A J
and (s1, j1), (s2,42) = J
and precise J
shows (s1, al), (s2, a2) E A
{proof )

lemma full-no-guard-same-normalize:
assumes full-ownership (get-fh h) A\ no-guard h
and full-ownership (get-fh h') A no-guard b’
and normalize (get-fh h) = normalize (get-fh h')
shows h = h'

(proof)

lemma get-fh-same-then-remove-guards-same:
assumes get-fh a = get-fh b
shows remove-guards a = remove-guards b
(proof)

lemma remove-guards-sum:

assumes Some x = Some a © Some b

shows Some (remove-guards ) = Some (remove-guards a) & Some (remove-guards
b)
(proof)

lemma no-guard-smaller:
assumes a = b
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shows remove-guards a = remove-guards b
(proof )

definition add-empty-guards :: (i, 'a) heap = (i, 'a) heap where
add-empty-guards h = (get-fh h, Some (pwrite, {#}), (A-. Some []))

lemma no-guard-map-empty-compatible:
assumes no-guard a
and get-fh b = Map.empty
shows a ## b
(proof)

lemma no-guard-add-empty-is-add:

assumes no-guard h

shows Some (add-empty-guards h) = Some h @ Some (Map.empty, Some (pwrite,
{#1), (A~ Some []))
(proof)

lemma no-guard-and-sat-p-empty-guards:
assumes (s, h), (s’, ') E A
and no-guard h A no-guard h’'
shows (s, add-empty-guards ), (s', add-empty-guards h') = Star A EmptyFull-
Guards
(proof)

lemma no-guard-add-empty-guards-sum:
assumes no-guard x
and Some x = Some a ® Some b
shows Some (add-empty-guards ©) = Some (add-empty-guards a) & Some b

{proof)

lemma semi-consistent-empty-no-guard-initial-value:

assumes no-guard h

shows semi-consistent I’ (view I' (FractionalHeap.normalize (get-fh h))) (add-empty-guards
h)
(proof)

lemma no-guards-remove-same:
assumes no-guard h
shows h = remove-guards (add-empty-guards h)

{proof)

lemma no-guards-remove:
no-guard h <— h = remove-guards h

{proof)
definition add-sguard-to-no-guard :: (i, 'a) heap = prat = 'a multiset = ('i, 'a)

heap where
add-sguard-to-no-guard h m ms = (get-fh h, Some (7, ms), (A-. None))
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lemma get-fh-add-squard:
get-fh (add-sguard-to-no-guard h m ms) = get-fh h
(proof )

lemma add-squard-as-sum:

assumes no-guard h

shows Some (add-sguard-to-no-guard h = ms) = Some h & Some (Map.empty,
Some (m, ms), (A-. None))
(proof)

definition add-uguard-to-no-guard :: i = ('i, 'a) heap = 'a list = ('i, 'a) heap
where
add-uguard-to-no-guard k h | = (get-fh h, None, (A-. None)(k := Some 1))

lemma get-fh-add-uguard:
get-fh (add-uguard-to-no-guard k h 1) = get-fh h
(proof )

lemma prove-sum:
assumes a ## b
and A\z. Some x = Some a ® Some b =z =y
shows Some y = Some a & Some b

(proof)

lemma add-uguard-as-sum:

assumes no-guard h

shows Some (add-uguard-to-no-guard k h 1) = Some h & Some (Map.empty,
None, (A-. None)(k := Some 1))

(proof)

lemma no-guard-and-no-heap:
assumes Some h = Some p ® Some g
and no-guard p
and get-fh g = Map.empty
shows remove-guards h = p
(proof)

lemma decompose-guard-remove-easy:
Some h = Some (remove-guards h) ® Some (Map.empty, get-gs h, get-gu h)

(proof)

lemma all-guards-no-guard-propagates:
assumes all-guards x
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and Some x = Some a ® Some b
and no-guard a
shows all-guards b

{proof)

lemma all-guards-exists-uargs:
assumes all-guards x
shows Juargs. Vk. get-gu x k = Some (uargs k)

(proof)

lemma all-guards-sum-known-one:
assumes Some ¢ = Some a & Some b
and all-guards x
and Ak. get-gu a k = None
and get-gs a = Some (7, ms)
shows 7’ msf uargs. (Vk. get-gu b k = Some (uargs k)) A
((m = pwrite A get-gs b = None N msf = {#}) V (pwrite = padd © 7' A get-gs
b = Some (7', msf)))
(proof)

fun add-pwrite-option where
add-pwrite-option None = None
| add-pwrite-option (Some x) = Some (pwrite, )

definition denormalize :: normal-heap = (', 'a) heap where
denormalize H = ((Al. add-pwrite-option (H l)), None, (A-. None))

lemma denormalize-properties:
shows no-guard (denormalize H)

and full-ownership (get-fh (denormalize H))

and normalize (get-fh (denormalize H)) = H

and full-ownership (get-fh h) A no-guard h => denormalize (normalize (get-fh
h) =h

and full-ownership (get-fh h) = denormalize (normalize (get-fh h)) = re-
move-guards h

(proof)

lemma no-guard-then-sat-star-uguard:
assumes no-guard h A no-guard h’
and (s, ), (', h') = Q
shows (s, add-uguard-to-no-guard k h (e s)), (s
(e s") |E Star Q (UniqueGuard k e)
(proof )

/

, add-uguard-to-no-guard k h'

lemma no-guard-then-sat-star:
assumes no-guard h A no-guard h’
and (s, h), (s', ') = Q

shows (s, add-squard-to-no-guard h © (ms s)), (s’

. add-squard-to-no-guard h' 7
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(ms s’) = Star Q (SharedGuard m ms)
(proof)

end

4.3 Safety and Hoare Triples

theory Safety
imports Guards
begin

4.3.1 Preliminaries

/ !

definition sat-inv :: store = (
where
sat-inv s hj T <— (s, hj), (s, hj) | invariant T A no-guard hj

i, 'a) heap = ('i, 'a, nat) single-context = bool

lemma sat-invl:
assumes (s, hj), (s, hj) E invariant T
and no-guard hj
shows sat-inv s hj T’

(proof)

s and s’ can differ on variables outside of vars, does not change anything.
upper-fvs S vars means that vars is an upper-bound of "fv S"

definition upper-fus :: (store x ('i, 'a) heap) set = var set = bool where
upper-fus S vars «— (Vs s" h. (s, h) € S A agrees vars s s' — (s', h) € S)

Only need to agree on vars

definition upperize where
upperize S vars = { o' |0 0’. 0 € S A snd 0 = snd o' A agrees vars (fst o) (fst

o)}

definition close-var where
close-var S ¢ = { ((fst o)(z :=v), snd o) |c v. 0 € § }

lemma upper-fvsl:
assumes As s’ h. (s, h) € S A agrees vars s s' = (s’, h) € S
shows upper-fus S vars
{proof)

lemma pair-sat-comm:
assumes pair-sat S S’ A
shows pair-sat S’ S A

(proof)

lemma in-upperize:
(s’, h) € upperize S vars <— (Is. (s, h) € S A agrees vars s s') (is ?4 <— ?B)
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(proof)

lemma upper-fus-upperize:
upper-fus (upperize S vars) vars

(proof)

lemma upperize-larger:
S C upperize S vars

(proof)

lemma pair-sat-upperize:

assumes pair-sat S S’ A

shows pair-sat (upperize S (fvA A)) S’ A
(proof)

lemma in-close-var:
(s', h) € close-var S x «— (s wv. (s, h) € S A s' = s(z:=v)) (is YA «+— ?B)
(proof)

lemma pair-sat-close-var:
assumes z ¢ fud A
and pair-sat S S’ A
shows pair-sat (close-var S x) S" A
(proof)

lemma pair-sat-close-var-double:
assumes pair-sat S S’ A
and z ¢ fuAd A
shows pair-sat (close-var S z) (close-var S" z) A

{proof)

lemma close-var-subset:
S C close-var S z

(proof)

lemma upper-fvs-close-vars:
upper-fvs (close-var S z) (— {z})
(proof)

lemma sat-inv-agrees:
assumes sat-inv s hj T’
and agrees (fud (invariant T)) s s
shows sat-inv s’ hj T
(proof)

!

lemma abort-iff-fvC:
assumes agrees (fuC C) s s’
shows aborts C' (s, h) +— aborts C (s’, h)

{proof)
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lemma view-function-of-invE:
assumes view-function-of-inv T’
and sat-inv s h T’
and (b’ :: ('i, 'a) heap) = h
shows view T' (normalize (get-fh b)) = view T' (normalize (get-fh h'))
(proof)

4.3.2 Safety

fun no-abort :: (i, 'a, nat) cont = cmd = store = (', 'a) heap = bool where
no-abort None C s h «— (VY hf H. Some H = Some h & Some hf A full-ownership
(get-fh H) A no-guard H
— = aborts C (s, normalize (get-fh H)))
| no-abort (Some T') C' s h +— (Yhf H hj v0. Some H = Some h @& Some hj @
Some hf A full-ownership (get-fh H) N\
semi-consistent I v0 H A sat-inv s hj T’
— = aborts C (s, normalize (get-fh H)))

lemma no-abortl:

assumes A(hf :: (i, 'a) heap) (H :: (i, 'a) heap). Some H = Some h @ Some
hf ANA = None A full-ownership (get-fh H) A no-guard H = — aborts C (s,
normalize (get-fh H))

and A\H hf hj v0 T. A = Some T' A Some H = Some h & Some hj & Some

hf A full-ownership (get-fh H) A semi-consistent T' v0 H A sat-inv s hj T

= - aborts C (s, normalize (get-fh H))

shows no-abort A C' s (h :: (i, 'a) heap)
(proof)

lemma no-abortSomel:

assumes A\ H hf hj v0. Some H = Some h & Some hj & Some hf A full-ownership
(get-fh H) A semi-consistent T' v0 H A sat-inv s hj T

= - aborts C (s, normalize (get-fh H))

shows no-abort (Some I') C's (h :: (i, 'a) heap)

(proof )

lemma no-abortNonel:

assumes A(hf :: (i, 'a) heap) (H :: (i, 'a) heap). Some H = Some h & Some
hf A full-ownership (get-fh H) A no-guard H = — aborts C (s, normalize (get-fh
1))

shows no-abort (None :: (i, 'a, nat) cont) C s (h :: (i, 'a) heap)

(proof )

lemma no-abortk:
assumes no-abort A C s h
shows Some H = Some h @ Some hf = A = None => full-ownership (get-fh
H) = no-guard H = — aborts C (s, normalize (get-fh H))
and A = Some I' = Some H = Some h & Some hj & Some hf = sat-inv s
hj T' = full-ownership (get-fh H) = semi-consistent T" v0 H
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= = aborts C (s, normalize (get-fh H))
{proof)

fun safe :: nat = ('i, ‘a, nat) cont = emd = (store x (i, 'a) heap) = (store x
(i, 'a) heap) set = bool where
safe 0 - - - - <— True

| safe (Suc n) None C (s, h) S ¢— (C = Cskip — (s, h) € S) A no-abort (None
("4, 'a, nat) cont) Csh A

(VH hf C" s" h'. Some H = Some h @ Some hf A full-ownership (get-fh H) A
no-guard H

A red C (s, normalize (get-fh H)) C’ (s', h')

— (3n" H'. full-ownership (get-fh H') A no-guard H' A h' = normalize (get-fh
H') A Some H' = Some h' & Some hf A safe n (None :: (i, ‘a, nat) cont) C' (s’
h") 5))

| safe (Suc n) (Some T') C (s, h) S <— (C = Cskip — (s, h) € S) A no-abort
(SomeT) C'sh A

(VHhRf C's" b’ hj v0. Some H = Some h & Some hj & Some hf A full-ownership
(get-fh H) A semi-consistent T v0 H A sat-inv s hj T

A red C (s, normalize (get-fh H)) C’ (s', h')

— (3h" H' hj'. full-ownership (get-fh H') A semi-consistent T v0 H' A sat-inv
s"hj' T

A k' = normalize (get-fh H') A Some H' = Some h'”' & Some hj' & Some hf A
safe n (Some T') C' (s’, h'") S))

lemma safeNonel:
assumes C = Cskip = (s, h) € S
and no-abort None C s h
and A\H hf C' s’ h'. Some H = Some h & Some hf A full-ownership (get-fh
H) A no-guard H A red C (s, normalize (get-fh H)) C’ (s, h')
= (3h" H'. full-ownership (get-fh H') A no-guard H' A h' = normalize (get-fh
H') A Some H' = Some h'' @ Some hf A safe n (None :: (i, 'a, nat) cont) C' (s’
hl/) S)
shows safe (Suc n) (None :: (i, 'a, nat) cont) C (s, h :: (i, 'a) heap) S
(proof)

lemma safeSomel:
assumes C = Cskip = (s, h) € S
and no-abort (SomeT') C's h

and AH hf C' s’ b’ hj v0. Some H = Some h & Some hj & Some hf A
full-ownership (get-fh H)

A semi-consistent T v0 H A sat-inv s hj T A red C (s, normalize (get-fh H))
C’ (s, h')
= (3n"” H' hj’. full-ownership (get-fb H') N semi-consistent T v0 H' A sat-inv
s"hj’'T
A k' = normalize (get-fh H') A Some H' = Some h'' & Some hj' @ Some hf A
safe n (Some T') C' (s', h'') S)
shows safe (Suc n) (SomeT) C (s, h :: (i, 'a) heap) S
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{proof)

lemma safel:
fixes A :: ('i, 'a, nat) cont
assumes C = Cskip = (s, h) € S
and no-abort A C s h
and AH hf C' s’ h'. A = None = Some H = Some h & Some hf A
full-ownership (get-fh H) A no-guard H A red C (s, normalize (get-fh H)) C’ (s’
h’)
= (3n" H'. full-ownership (get-fh H') A no-guard H' A h' = normalize (get-fh
H') A Some H' = Some h" & Some hf A safe n (None :: ('i, 'a, nat) cont) C' (s’
//) )
and A\H hf C' s"h' hj v0 T. A = Some T' = Some H = Some h & Some
hj & Some hf A full-ownership (get-fh H)
A semi-consistent T' v0 H A sat-inv s hj T' A red C (s, normalize (get-fh H))
C’ (s, b
= (3 R H' hj'. full-ownership (get-fh H') N semi-consistent T v0 H' A sat-inv
s"hj’'T
A h' = normalize (get fh H')
safe n (Some T') C' (s', h'") S)
shows safe (Suc n) A C (s
(proof)

A Some H' = Some h' @& Some hj’ & Some hf N

, b (i, 'a) heap) S

lemma safeSomeAltl:
assumes C = Cskip = (s, h) € S
and AH hf hj v0. Some H = Some h @ Some hj ® Some hf A full-ownership
(get-fh H) A semi-consistent T' v0 H A sat-inv s hj T
= = aborts C (s, normalize (get-fh H))
and AH hf C' s’ h' hj v0. Some H = Some h & Some hj & Some hf A
full-ownership (get-fh H)
A semi-consistent T v0 H A sat-inv s hj T = red C (s, normalize (get-fh
1)) ¢ (', 1)
= (3n"” H' hj’. full-ownership (get-fb H') N semi-consistent T v0 H' A sat-inv
s'"hj’'T
A k' = normalize (get-fh H') A Some H' = Some h'' & Some hj' @ Some hf A
safe n (Some T') C' (s', h'") S)
shows safe (Suc n) (Some T) C (s, h :: (i, 'a) heap) S
(proof)

lemma safeSomeF:
assumes safe (Suc n) (Some T') C (s, h :: (i, 'a) heap) S
shows C = Cskip = (s, h) € S
and no-abort (SomeT') C's h
and Some H = Some h ® Some hj @ Some hf = full-ownership (get-fh H)
= semi-consistent T v0 H = sat-inv s hj T' = red C (s, normalize
(get-fh H)) C’ (s', 1)
= (3n"” H' hj'. full-ownership (get-fh H') N\ semi-consistent T v0 H' A sat-inv
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s"hj'T

A h' = normalize (get-fh H') A Some H' = Some h'' & Some hj' & Some hf A
safe n (Some T') C' (s', h'") S)

(proof)

lemma safeNonekE:
assumes safe (Suc n) (None :: ('i, 'a, nat) cont) C (s, h :: ("7, 'a) heap) S
shows C = Cskip = (s, h) € §
and no-abort (None :: ('i, 'a, nat) cont) C s h
and Some H = Some h ® Some hf = full-ownership (get-fh H) = no-guard
H = red C (s, normalize (get-fh H)) C’ (s’, h')
= (3h" H'. full-ownership (get-fh H') A no-guard H' A h' = normalize (get-fh
H') A Some H' = Some h'' & Some hf A safe n (None :: (i, 'a, nat) cont) C’ (s’,
h//) S)
(proof )

lemma safeNoneE-bis:
fixes no-cont :: (i, 'a, nat) cont
assumes safe (Suc n) no-cont C (s, h :: (i, 'a) heap) S
and no-cont = None
shows C = Cskip = (s, h) € S
and no-abort no-cont C' s h
and Some H = Some h @ Some hf = full-ownership (get-fh H) = no-guard
H = red C (s, normalize (get-fh H)) C’ (s’, ')
= (3h" H'. full-ownership (get-fh H') A no-guard H' A h' = normalize (get-fh
H’) A Some H' = Some h' & Some hf A safe n no-cont C' (s’, h'") S)
(proof)

4.3.3 Useful results about safety

lemma no-abort-larger:
assumes h' = h
and no-abort I' C s h
shows no-abort T C s b’

(proof)

lemma safe-larger-set-aux:
fixes A :: ('i, ‘a, nat) cont
assumes safe n A C (s, h) S
and S C S’
shows safe n A C (s, h) S’
(proof )

lemma safe-larger-set:
assumes safe n A C o S
and S C S’
shows safen A C o S’
(proof )
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lemma safe-smaller-aux:
fixes A :: ('i, ‘a, nat) cont
assumes m < n
and safen A C (s, h) S
shows safe m A C (s, h) S
{proof)

lemma safe-smaller:
assumes m < n
and safen A C o S
shows safe m A C o S

{proof)

lemma safe-free-vars-au:
fixes A :: ('i, 'a, nat) cont
assumes safe n A C (s0, h) S
and agrees (fuC C U vars) s0 sl
and upper-fus S vars
and AI'. A = Some I' = agrees (fvA (invariant I')) s0 s1
shows safe n A C (s1, h) S

(proof)

lemma safe-free-vars-None:
assumes safe n (None :: (i, 'a, nat) cont) C (s, h) S
and agrees (fuC C U vars) s s’
and upper-fvs S vars
shows safe n (None :: (i, 'a, nat) cont) C (s, h) S
(proof)

lemma safe-free-vars-Some:
assumes safe n (Some ') C (s, h) S
and agrees (fuC C U vars U fvA (invariant T)) s s’
and upper-fvs S vars
shows safe n (Some I') C (s/, h) S
(proof)

lemma safe-free-vars:
fixes A :: ('i, ‘a, nat) cont
assumes safe n A C (s, h) S
and agrees (fvC C U vars) s s
and upper-fvs S vars
and AT. A = Some I' = agrees (fvA (invariant T)) s s’
shows safe n A C (s', h) S
(proof)

/
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4.3.4 Hoare triples

definition hoare-triple-valid :: (i, 'a, nat) cont = ('i, 'a, nat) assertion = cmd
= (', 'a, nat) assertion = bool

(- (-} - 1} [61,0,0] 81) where

hoare-triple-valid T' P C Q +— (3X. Vo n.o,0 EP — safenT C o (X o))
A

Vo o'.o,0' = P — pair-sat (X o) (£ 0') Q))

lemma hoare-triple-validl:
assumes As hn. (s, h), (s, h) E P = safe n T C (s, h) (2 (s, h))
and As h s’ h'. (s, h), (s, ') |E P = pair-sat ( !
shows hoare-triple-valid T' P C @
(proof )

™

—

)
S~

lemma hoare-triple-valid-smallerl:
assumes Ao n. 0,0 = P = safenT C o (¥ o)
and Ao ¢'. 0,0’ |= P = pair-sat (X o) (X o') Q
shows hoare-triple-valid T' P C @
(proof )

lemma hoare-triple-validE:
assumes hoare-triple-valid ' P C' Q
shows 3X.(Vo n.o, 0 = P — safen T C o (X 0)) A
(Vo o' 0,0’ |E P — pair-sat (X o) (X ¢’) Q)
(proof )

lemma hoare-triple-valid-simplerE:
assumes hoare-triple-valid T' P C @
and o, 0’ = P
shows 35 S5’ safe nT" C 0 S A safenT" C o’ S’ A pair-sat S S’ Q
(proof )

end

4.4 Soundness of the Rules

theory Soundness
imports Safety AbstractCommutativity
begin

4.4.1 Skip

lemma safe-skip:
fixes A :: ("i, 'a, nat) cont
assumes (s, h) € S
shows safe n A Cskip (s, h) S

{proof)
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theorem rule-skip:
hoare-triple-valid T' P Cskip P

(proof)

4.4.2 Assign

inductive-cases red-assign-cases: red (Cassign  E) o C' o’
inductive-cases aborts-assign-cases: aborts (Cassign x E) o

lemma safe-assign:

fixes A :: ('i, 'a, nat) cont

assumes A A = Some I' = z ¢ fvA (invariant T')

shows safe m A (Cassign z E) (s, h) { (s(xz := edenot E s), h) }
(proof)

theorem assign-rule:
fixes A :: ('i, 'a, nat) cont
assumes AI'. A = Some I’ = z ¢ fvA (invariant T)
and collect-existentials P N foE E = {}
shows hoare-triple-valid A (subA z E P) (Cassign © E) P

(proof)

4.4.3 Alloc

inductive-cases red-alloc-cases: red (Calloc x E) o C' o’
inductive-cases aborts-alloc-cases: aborts (Calloc x E) o

lemma safe-new-None:

safe n (None :: (i, 'a, nat) cont) (Calloc © E) (s, (Map.empty, gs, gu)) { (s(z
= a), (Map.empty(a — (pwrite, edenot E s)), gs, gu)) |a. True }
(proof)

lemma safe-new-Some:
assumes z ¢ fuA (invariant T)
and view-function-of-inv T’
shows safe n (Some T') (Calloc x E) (s, (Map.empty, gs, gu)) { (s(z = a),
(Map.empty(a — (pwrite, edenot E s)), gs, gu)) |a. True }
{proof)

lemma safe-new:
fixes A :: ('i, 'a, nat) cont
assumes A" A = Some I' = z ¢ fvA (invariant T') A view-function-of-inv T
shows safe n A (Calloc z E) (s, (Map.empty, gs, gu)) { (s(z := a), (Map.empty(a
— (pwrite, edenot E s)), gs, gu)) |a. True }
(proof)
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theorem new-rule:
fixes A :: ('i, ‘a, nat) cont
assumes z ¢ fuF E
and A\T. A = Some T’ = z ¢ foA (invariant T') A view-function-of-inv T
shows hoare-triple-valid A Emp (Calloc x E) (PointsTo (Evar z) pwrite E)
(proof )

4.4.4 Write

inductive-cases red-write-cases: red (Cwrite x E) o C' o’
inductive-cases aborts-write-cases: aborts (Cwrite x E) o

lemma safe-write-None:

assumes fh (edenot loc s) = Some (pwrite, v)

shows safe n (None :: (i, ‘a, nat) cont) (Cwrite loc E) (s, (fh, gs, gu)) { (s,
(fh(edenot loc s — (pwrite, edenot E s)), gs, gu)) }

{proof )

lemma safe-write-Some:
assumes fh (edenot loc s) = Some (pwrite, v)
and view-function-of-inv T’
shows safe n (Some I') (Cuwrite loc E) (s, (fh, gs, gu)) { (s, (fh(edenot loc s —
(pwrite, edenot E s)), gs, gu)) }

(proof)

lemma safe-write:
fixes A :: ('i, 'a, nat) cont
assumes fh (edenot loc s) = Some (pwrite, v)
and AT. A = Some I' = view-function-of-inv T
shows safe n A (Cwrite loc E) (s, (fh, gs, gu)) { (s, (fh(edenot loc s — (pwrite,
edenot E s)), gs, gu)) }

{proof)

theorem write-rule:
fixes A :: ('i, ‘a, nat) cont
assumes AI'. A = Some I' = view-function-of-inv T
and v ¢ fvF loc
shows hoare-triple-valid A (Exists v (PointsTo loc pwrite (Evar v))) (Cwrite loc
E) (PointsTo loc puwrite F)

(proof)

4.4.5 Read

inductive-cases red-read-cases: red (Cread © E) o C' o'
inductive-cases aborts-read-cases: aborts (Cread x E) o

lemma safe-read-None:
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safe n (None :: (i, 'a, nat) cont) (Cread x E) (s, ([edenot E s — (7, v)], gs, gu))
*<{ (3(9};2 v), ([edenot E s — (m, v)l, gs, gu)) }
Proo

lemma safe-read-Some:
assumes view-function-of-inv I’
and z ¢ fvA (invariant T')
shows safe n (Some I') (Cread z E) (s, ([edenot E s — (m, v)], gs, gu)) { (s(z
=), ([edenot E s — (m, v)], gs, gu)) }
(proof)

lemma safe-read:
fixes A :: ('i, 'a, nat) cont
assumes A" A = Some I' = z ¢ fvA (invariant T') A view-function-of-inv T
shows safe n A (Cread © E) (s, ([edenot E s — (m, v)], gs, gu)) { (s(z := v),
([edenot E s — (m, v)], gs, gu)) }
{proof )

theorem read-rule:
fixes A :: ('i, 'a, nat) cont
assumes AI'. A = Some I’ = = ¢ fvA (invariant T') A view-function-of-inv T'
and z ¢ foE E U foE e
shows hoare-triple-valid A (PointsTo E w e) (Cread x E) (And (PointsTo E w
e) (Bool (Beq (Evar z) €)))

(proof)

4.4.6 Share

lemma share-no-abort:
assumes no-abort (Some I') C s (h :: (i, 'a) heap)
and Some (h':: (i, 'a) heap) = Some h & Some hj
and sat-inv s hj T’
and get-gs h = Some (pwrite, sargs)
and Ak. get-gu h k = Some (uargs k)
and reachable-value (saction T') (uaction T') v0 sargs uargs (view T' (normalize
(get-fh hj)))
and view-function-of-inv T’
shows no-abort None C' s (remove-guards h')
(proof)

definition S-after-share where
S-after-share S T v0 = { (s, remove-guards h') |h hj h' s. semi-consistent T' v0
h'" A Some h'/ = Some h @ Some hj A (s, h) € S A sat-inv s hj T }

lemma share-lemma:
assumes safe n (Some T') C (s, b :: (i, 'a) heap) S
and Some (h':: (i, 'a) heap) = Some h & Some hj
and sat-inv s hj T’
and semi-consistent T' v0 h'
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and view-function-of-inv T’
shows safe n (None :: (i, 'a, nat) cont) C (s, remove-guards h') (S-after-share
ST v0)
{proof)

definition no-need-guards where
no-need-guards A <— (Vs1 hl s2 h2. (s1, hi), (s2, h2) = A — (s1, re-
move-guards h1), (s2, remove-guards h2) = A)

lemma has-guard-then-safe-none:
assumes — no-guard h
and C = Cskip = (s, h) € S
shows safe n (None :: (i, 'a, nat) cont) C (s, h) S
(proof)

theorem share-rule:
fixes T :: ('i, 'a, nat) single-context
assumes I' = ( view = f, abstract-view = «, saction = sact, uaction = uact,
invariant = J |
and all-azioms a sact spre uact upre
and hoare-triple-valid (Some T) (Star P EmptyFullGuards) C (Star @ (And
(PreSharedGuards (Abs-precondition spre)) (PreUniqueGuards (Abs-indexed-precondition
upre))))
and view-function-of-inv T’
and unary J A precise J
and wf-indexed-precondition upre N\ wf-precondition spre
and z ¢ fuA J
and no-guard-assertion (Star P (LowView (a o f) J 1))
shows hoare-triple-valid (None :: (i, 'a, nat) cont) (Star P (LowView (« o f)
Jz)) C (Star Q (LowView (o o f) J z))
(proof)

4.4.7 Atomic

lemma red-rtrans-induct:
assumes red-rtrans C o C' o’
and ACo. PCo Co
and N\C o C'c’ C"c". red C o C' ¢’ = red-rtrans C' o' C" ¢” = P C'
0_/ C//U//:> P C o C//O.//
shows P C o C' o’
(proof)

lemma safe-atomic:
assumes red-rtrans C1 o1 C2 o2
and o1 = (s, H1)
and 02 = (s2, H2)
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and An. safe n (None :: (i, 'a, nat) cont) C1 (s1, h) S
and H = denormalize H1
and Some H = Some h @ Some hf
and full-ownership (get-fh H) A no-guard H

shows — aborts C2 o2 A (C2 = Cskip —

(3ht H'. Some H' = Some h1 @& Some hf A H2 = normalize (get-fh (H')) A

no-guard H' A full-ownership (get-fh H') A (s2, h1) € S))
(proof)

theorem atomic-rule-unique:
fixes T' :: ('i, 'a, nat) single-context

fixes map-to-list :: nat = 'a list
fixes map-to-arg :: nat = 'a

assumes I' = ( view = f, abstract-view = «, saction = sact, uaction = uact,
invariant = J )
and hoare-triple-valid (None :: (i, 'a, nat) cont) (Star P (View f J (As. s z)))
C (Star Q (View f J (Xs. uact index (s x) (map-to-arg (s uarg)))))

and precise J N\ unary J
and view-function-of-inv T’
and z ¢ fuC C U fuA P U fuA QU fuA J

and uarg ¢ fuC C
and | ¢ fuC C

and z ¢ fvS (As. map-to-list (s 1))
and z ¢ fuS (As. map-to-arg (s uarg) # map-to-list (s 1))

and no-guard-assertion P
and no-guard-assertion

shows hoare-triple-valid (Some I') (Star P (UniqueGuard index (\s. map-to-list
(s 1)) (Catomic C)
(Star @ (UniqueGuard index (As. map-to-arg (s uvarg) #
map-to-list (s 1))))
(proof)

theorem atomic-rule-shared:
fixes I :: ('i, 'a, nat) single-context

fixes map-to-multiset :: nat = 'a multiset
fixes map-to-arg :: nat = 'a

assumes I' = ( view = f, abstract-view = «, saction = sact, uaction = uact,

invariant = J )
and hoare-triple-valid (None :: ('i, 'a, nat) cont) (Star P (View f J (As. s
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7)) C
(Star Q (View fJ (As. sact (s z) (map-to-arg (s sarg)))))
and precise J N\ unary J
and view-function-of-inv T’
and z ¢ foC C U fvA P U fA QU foA J

and sarg ¢ fuC C
and ms ¢ foC C

and z ¢ fvS (As. map-to-multiset (s ms))
and z ¢ fuS (As. {# map-to-arg (s sarg) #} + map-to-multiset (s ms))

and no-guard-assertion P
and no-guard-assertion Q)

shows hoare-triple-valid (Some T') (Star P (SharedGuard 7 (As. map-to-multiset
(s ms)))) (Catomic C)
(Star @ (SharedGuard m (As. {# map-to-arg (s sarg) #} + map-to-multiset
(s ms))))
(proof )

4.4.8 Parallel

lemma par-cases:
assumes red (Cpar C1 C2) o C' o’
and AC1'. C'= Cpar C1' C2 N red C1 0 C1' o' = P
and AC2'. C' = Cpar C1 C2' AN red C2 0 C2' ¢’ = P
and C1 = Cskip N C2 = Cskip N C' = Cskip No =0’ = P
shows P
(proof )

lemma no-abort-par:
assumes no-abort I' C1 s h
and no-abort ' C2 s h
shows no-abort I' (Cpar C1 C2) s h

(proof)
lemma parallel-comp-none:
assumes safe n (None :: (i, 'a, nat) cont) C1 (s, h1) S1

and safe n (None :: ('i, 'a, nat) cont) C2 (s, h2) S2
and Some h = Some h1 ® Some h2

and disjoint (fvC C1 U varsl) (wrC C2)
and disjoint (foC C2 U vars2) (wrC C1)

and upper-fvs S1 varsl
and upper-fus S2 vars2

shows safe n (None :: (i, 'a, nat) cont) (Cpar C1 C2) (s, h) (add-states S1
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52)
(proof)

lemma parallel-comp-some:
assumes safe n (Some I') C1 (s, h1) St
and safe n (Some T') C2 (s, h2) S2
and Some h = Some h1 & Some h2

and disjoint (fuC C1 U varsl) (wrC C2)
and disjoint (fuC C2 U vars2) (wrC C1)

and upper-fus S1 varsl
and upper-fus S2 vars2

and disjoint (fvA (invariant T)) (wrC C2)
and disjoint (fvA (invariant T)) (wrC C1)

shows safe n (Some I') (Cpar C1 C2) (s, h) (add-states S1 S2)
{proof)

lemma parallel-comp:

fixes A :: ('i, ‘a, nat) cont

assumes safe n A C1 (s, h1) S1
and safe n A C2 (s, h2) S2
and Some h = Some h1 @& Some h2
and disjoint (fvC C1 U varsl) (wrC C2)
and disjoint (fuC C2 U vars2) (wrC C1)
and upper-fus S1 varsl
and upper-fus S2 vars2

and AT'. A = Some I' = disjoint (fvA (invariant T')) (wrC C2)
and AT'. A = Some I' = disjoint (fvA (invariant T')) (wrC C1)

shows safe n A (Cpar C1 C2) (s, h) (add-states S1 S2)
(proof)

theorem rule-par:
fixes A :: ('i, 'a, nat) cont

assumes hoare-triple-valid A P1 C1 Q1
and hoare-triple-valid A P2 C2 Q2
and disjoint (fvA P1 U foC C1 U fvA Q1) (wrC C2)
and disjoint (fvA P2 U foC C2 U fvA Q2) (wrC C1)

and AT'. A = Some T' = disjoint (fvA (invariant T')) (wrC C2)
and AT'. A = Some I' = disjoint (fvA (invariant T')) (wrC C1)
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and precise P1 V precise P2

shows hoare-triple-valid A (Star P1 P2) (Cpar C1 C2) (Star Q1 Q2)
(proof)

4.4.9 If

lemma if-cases:
assumes red (Cif b C1 C2) (s, h) C’' (s, b')
and C'=(C1 = s=5s"ANh=h' = bdenot b s = P
and C'=(C2 = s=s'"ANh=h' = = bdenot b s = P
shows P

{proof)

lemma if-safe-None:
fixes A :: ('i, 'a, nat) cont

assumes bdenot b s => safen A C1 (s, h) S
and - bdenot b s = safen A C2 (s, h) S
and A = None
shows safe (Suc n) (None :: (i, 'a, nat) cont) (Cif b C1 C2) (s, h) S
(proof )

lemma if-safe-Some:
assumes bdenot b s => safe n (Some T') CI (s, h) S
and - bdenot b s = safe n (SomeT) C2 (s, h) S
shows safe (Suc n) (Some T') (Cif b C1 C2) (s, h) S

(proof)

lemma if-safe:
fixes A :: ('i, 'a, nat) cont
assumes bdenot b s = safe n A C1 (s, h) S
and — bdenot b s = safe n A C2 (s, h) S
shows safe (Suc n) A (Cif b C1 C2) (s, h) S
(proof)

theorem if1-rule:
fixes A :: ('i, ‘a, nat) cont
assumes hoare-triple-valid A (And P (Bool b)) C1 Q
and hoare-triple-valid A (And P (Bool (Bnot b))) C2 Q
shows hoare-triple-valid A (And P (Low b)) (Cif b C1 C2) Q

(proof)

theorem if2-rule:
fixes A :: ('i, 'a, nat) cont
assumes hoare-triple-valid A (And P (Bool b)) C1 Q
and hoare-triple-valid A (And P (Bool (Bnot b))) C2 Q

and unary Q
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shows hoare-triple-valid A P (Cif b C1 C2) Q
(proof)

4.4.10 Sequential composition

inductive-cases red-seg-cases: red (Cseq C1 C2) o C' o’

lemma aborts-seq-aborts-C1:
assumes aborts (Cseq C1 C2) o
shows aborts C1 o

{proof)

lemma safe-seq-None:
assumes safe n (None :: (i, 'a, nat) cont) C1 (s, h) S1
and Am s’ h’. m < n A (s, h') € S1 = safe m (None :: (i, 'a, nat) cont)
C2 (s, h') 52
shows safe n (None :: (i, 'a, nat) cont) (Cseq C1 C2) (s, h) S2
(proof)

lemma safe-seq-Some:
assumes safe n (Some I') C1 (s, h) St
and Am s’ h'. m < n A (s, h') € S1 = safe m (SomeT) C2 (s', h') S2
shows safe n (Some I') (Cseq C1 C2) (s, h) S2
{proof)

lemma seg-safe:
fixes A :: ('i, ‘a, nat) cont
assumes safe n A C1 (s, h) S1
and Am s’ h’. m < nA (s, h)) € S1 = safem A C2 (s', h") S2
shows safe n A (Cseq C1 C2) (s, h) S2
{proof)

theorem seg-rule:
fixes A :: ('i, 'a, nat) cont
assumes hoare-triple-valid A P C1 R
and hoare-triple-valid A R C2 Q
shows hoare-triple-valid A P (Cseq C1 C2) Q

(proof)

4.4.11 Frame rule

lemma safe-frame-None:
assumes safe n (None :: (i, 'a, nat) cont) C (s, h) S
and Some H = Some h & Some hf0
shows safe n (None :: (i, 'a, nat) cont) C (s, H) (add-states S {(s", hf0) |s".
agrees (— wrC C) s s''})
(proof)

lemma safe-frame-Some:
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assumes safe n (Some ') C (s, h) S
and Some H = Some h & Some hf0
shows safe n (Some I') C (s, H) (add-states S {(s", hf0) |s". agrees (— wrC
C) s s"})
(proof )

lemma safe-frame:
fixes A :: ('i, 'a, nat) cont
assumes safe n A C (s, h) S
and Some H = Some h & Some hf0
shows safe n A C (s, H) (add-states S {(s”, hf0) |s". agrees (— wrC C) s s''})

{proof)

theorem frame-rule:
fixes A :: ('i, 'a, nat) cont
assumes hoare-triple-valid A P C @
and disjoint (fvA R) (wrC C)
and precise P V precise R
shows hoare-triple-valid A (Star P R) C (Star Q R)

(proof)

4.4.12 Consequence

theorem consequence-rule:
fixes A :: ('i, 'a, nat) cont
assumes hoare-triple-valid A P’ C Q'
and entails P P’
and entails Q' Q
shows hoare-triple-valid A P C Q

(proof)

4.4.13 Existential

theorem existential-rule:
fixes A :: ('i, ‘a, nat) cont
assumes hoare-triple-valid A P C Q
and z ¢ fuC C
and A\T'. A = Some I' = = ¢ fvA (invariant T)
and unambiguous P x
shows hoare-triple-valid A (Exists © P) C (Fzists x Q)

(proof)

4.4.14 While loops

inductive leads-to-loop where

leads-to-loop b I ¥ 0 o
| [ leads-to-loop b I ¥ o o’ ; bdenot b (fst ') ; 0’ € ¥ ¢’ ] = leads-to-loop b I
Yoo
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definition leads-to-loop-set where
leads-to-loop-set b [ ¥ 0 = { o' |o’. leads-to-loop b [ ¥ o o'}

definition trans-YX where
trans-¥ b I X o = Set.filter (Ao. = bdenot b (fst o)) (leads-to-loop-set b I ¥ o)

inductive-cases red-while-cases: red (Cwhile b s) o C' o’
inductive-cases abort-while-cases: aborts (Cwhile b s) o

lemma safe-while-None:
assumes Ao m. o, o0 = And I (Bool b) = safe n (None :: (i, 'a, nat) cont) C
o (X o)
and Ao ¢'. 0, ¢’ | And I (Bool b) = pair-sat (X o) (X o) I
and (s, h), (s, h) E I
and leads-to-loop b I X o (s, h)
shows safe n (None :: (i, 'a, nat) cont) (Cwhile b C) (s, h) (trans-X b I X o)

(proof)

lemma safe-while-Some:
assumes Ao m. o, 0 = And I (Bool b) = safe n (Some T') C o (X o)
and Ao o’. 0, 0’ = And I (Bool b) = pair-sat (X o) (X o') I
and (s, h), (s, h) = I
and leads-to-loop b I ¥ o (s, h)
shows safe n (Some T') (Cwhile b C) (s, h) (trans-X b I ¥ o)

(proof)

lemma safe-while:
fixes A :: ('i, 'a, nat) cont
assumes Ao m. o, 0 = And I (Bool b)) = safe n A C o (X 0)
and Ao o'. 0, 0’ = And I (Bool b) = pair-sat (X o) (X o') I
and (s, h), (s, h) E I
and leads-to-loop b I X o (s, h)
shows safe n A (Cwhile b C) (s, h) (trans-X b I X o)

{proof)

lemma leads-to-sat-inv-unary:
assumes leads-to-loop b I X o o’
and Ao o’ 0, 0’ = (And I (Bool b)) = pair-sat (X o) (X o’) I

ando,0 I
shows o/, o' =T
(proof)

theorem while-rule2:
fixes A :: ('i, 'a, nat) cont
assumes unary I
and hoare-triple-valid A (And I (Bool b)) C'I
shows hoare-triple-valid A I (Cwhile b C) (And I (Bool (Bnot b)))

(proof)
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fun iterate-sigma :: nat = bexp = ('i, 'a, nat) assertion = ((store x (i, 'a) heap)

= (store x ('i, 'a) heap) set) = (store x ('i, 'a) heap) = (store x ('i, 'a) heap)
set

where

iterate-sigma 0 b I ¥ 0 = {0}
| iterate-sigma (Sucn) b1 X o= (Jo’ € Set.filter (Ao. bdenot b (fst o)) (iterate-sigma
nblXY o) X

lemma union-of-iterate-sigma-is-leads-to-loop-set:
assumes leads-to-loop b I X o o’
shows o’ € (|Jn. iterate-sigma n b I ¥ o)

{proof)

lemma trans-included:

trans-¥ b I ¥ o C Set.filter (Ao. = bdenot b (fst o)) (| n. iterate-sigma n b 1 ¥
o)
(proof)

lemma iterate-sigma-low-all-sat-I-and-low:
assumes Ao o’. 0, 0’ |= (And I (Bool b)) = pair-sat (X o) (X o’) (And I (Low
)
andol,02 I
and bdenot b (fst 1) = bdenot b (fst 02)
shows pair-sat (iterate-sigma n b I X o1) (iterate-sigma n b I ¥ c2) (And I
(Low b))

{proof)

lemma iterate-empty-later-empty:
assumes iterate-sigma n b I ¥ o = {}
and m > n
shows iterate-sigma m b I ¥ o = {}

{proof)

lemma all-same:
assumes Ao o’. 0,0’ = (And I (Bool b)) = pair-sat (X o) (X o’) (And I (Low
b))
and o1,02 =1
and bdenot b (fst c1) = bdenot b (fst 02)
and z1 € iterate-sigma n b 1 X ol
and z2 € iterate-sigma n b 1 ¥ o2
shows bdenot b (fst 1) = bdenot b (fst z2)

(proof)

lemma non-empty-at-most-once:
assumes Ao o’. 0, 0’ |= (And I (Bool b)) = pair-sat (X o) (X o’) (And I (Low

b))
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ando,0 I

and Set.filter (Ao. = bdenot b (fst o)) (iterate-sigma nl1 b I ¥ o) # {}

and Set.filter (Ao. = bdenot b (fst o)) (iterate-sigma n2 b I ¥ o) # {}
shows nl = n2

(proof)

lemma one-non-empty-union:
assumes Ao o’. 0, 0’ |= (And I (Bool b)) = pair-sat (X o) (X ¢') (And I (Low
)
and o, 0 T
and Set.filter (Ao. = bdenot b (fst o)) (iterate-sigma k b I X o) # {}
shows Set.filter (Ao. = bdenot b (fst o)) (IUn. iterate-sigma n b I ¥ o) =
Set.filter (Ao. = bdenot b (fst o)) (iterate-sigma kb I ¥ o)

(proof)

definition not-set where
not-set b S = Set.filter (Ao. = bdenot b (fst o)) S

lemma union-exists-at-some-point-exactly:
assumes Ao o’. 0, 0’ |= (And I (Bool b)) = pair-sat (X o) (X ¢') (And I (Low
b))
and ol,02 E I
and bdenot b (fst 01) = bdenot b (fst 02)
and Set.filter (Ao. = bdenot b (fst o)) (Un. iterate-sigma n b I ¥ o1) # {}
and Set.filter (Ao. = bdenot b (fst o)) (Un. iterate-sigma n b I ¥ 02) # {}
shows 3 k. not-set b ({J n. iterate-sigma n b I ¥ o1) = not-set b (iterate-sigma
kbIX ol) A not-set b (|Jn. iterate-sigma n b I ¥ 02) = not-set b (iterate-sigma
kbIYo2)

(proof)

theorem while-rulel:
fixes A :: ('i, 'a, nat) cont
assumes hoare-triple-valid A (And I (Bool b)) C (And I (Low b))
shows hoare-triple-valid A (And I (Low b)) (Cwhile b C) (And I (Bool (Bnot

b)))
(proof)

lemma entails-smallerl:
assumes Asl! hi s2 h2. (s1, hi), (s2, h2) = A = (s1, hl), (s2, h2) = B
shows entails A B

{proof)

corollary while-rule:
fixes A :: ('i, 'a, nat) cont
assumes entails P (Star P’ R)
and unary P’
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and fuA RN wrC C = {}
and hoare-triple-valid A (And P’ (Bool €)) C P’
and hoare-triple-valid A (And P (Bool (Band e ¢'))) C (And P (Low (Band
ee'))
and precise P’V precise R
shows hoare-triple-valid A (And P (Low (Band e €'))) (Cseq (Cwhile (Band e
e”) C) (Cwhile e C)) (And (Star P’ R) (Bool (Bnot ¢)))

(proof)

4.4.15 CommCSL is sound

theorem soundness:
assumes A - {P} C {Q}
shows A = {P} C {Q}
(proof )

4.5 Corollaries

theorem safety:
assumes hoare-triple-valid (None :: (i, 'a, nat) cont) P C Q
and (sI, h1), (s2, h2) = P

and Some HI = Some h1 & Some hfl A full-ownership (get-fh H1) A no-guard
Hi
— extend hl to a normal state H1 without guards

and Some H2 = Some h2 @ Some hf2 A full-ownership (get-fh H2) A no-guard
H2
— extend h2 to a normal state H2 without guards

shows Ao’ C'. red-rtrans C (s1, normalize (get-fh H1)) C' o' => = aborts C’
!
o
and Ao’ C'. red-rtrans C (s2, normalize (get-fh H2)) C' o’ = — aborts C’

0_/

and Ao1’ o2’ red-rtrans C (s1, normalize (get-fh H1)) Cskip o1’
= red-rtrans C (s2, normalize (get-fh H2)) Cskip o2’
= (3h1’ h2’' H1' H2'. no-guard H1' A full-ownership (get-fh H1") N snd o1’
= normalize (get-fh H1') A Some H1' = Some h1’ & Some hfl
A no-guard H2' A full-ownership (get-fh H2') A snd 02’ = normalize (get-fh
H2"Y A Some H2' = Some h2' ® Some hf2
A (fst a1’, h1'), (fst 02, h2') = Q)
(proof)

lemma neutral-add:
Some h = Some h @& Some (Map.empty, None, (A-. None))

(proof)

corollary safety-no-frame:
assumes hoare-triple-valid (None :: (i, 'a, nat) cont) P C Q
and (s1, H1), (s2, H2) = P
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and full-ownership (get-fh H1) A no-guard H1
and full-ownership (get-fh H2) A no-guard H2

shows Ao’ C'. red-rtrans C (s1, normalize (get-fh H1)) C' ¢’ = — aborts C’
O./
and Ao’ C'. red-rtrans C (s2, normalize (get-fh H2)) C' o' = — aborts C’

O_/

and A\o1' o2’ red-rtrans C (s1, normalize (get-fh H1)) Cskip o1’
= red-rtrans C (s2, normalize (get-fh H2)) Cskip o2’
= (3 H1' H2' no-guard H1' A full-ownership (get-fh H1') A snd o1’ = nor-
malize (get-fh H1')
A no-guard H2' A full-ownership (get-fh H2') A snd 02’ = normalize (get-fh
H2')
A (fst o1’, H1"), (fst 02’ H2') = Q)
(proof)

end

theory NonlInterference
imports Soundness

begin

fun low-list where
low-list || = Bool Btrue
| low-list (v # q) = And (LowExp (Evar v)) (low-list q)

lemma low-listE:
assumes (sI, h1), (s2, h2) | low-list |
and z € set [
shows sl z = s2 ¢

(proof)

lemma low-list]:
assumes A\z. z € set |l = sl v = s2x
shows (s1, h1), (s2, h2) = low-list |
{proof)

corollary non-interference:
assumes (None :: (i, 'a, nat) cont) = {And P (low-list In)} C {low-list Out}
and red-rtrans C' (s1, normalize (get-fh H1)) Cskip (s1', h1")
and red-rtrans C (s2, normalize (get-fh H2)) Cskip (s2', h2’)
and A\z. z € set In = sl z = s2zx
and z € set Out
and (s1, H1), (s2, H2) = P
and full-ownership (get-fh H1) A no-guard H1
and full-ownership (get-fh H2) A no-guard H2
shows s1'z =2’z

(proof)
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definition heapify where
heapify h = (Al. apply-opt (Av. (pwrite, v)) (h 1), None, A-. None)

lemma heapify-properties:
full-ownership (get-fh (heapify h))
no-guard (heapify h)
normalize (get-fh (heapify h)) = h
(proof)

corollary non-interference-no-precondition:
assumes (None :: (i, 'a, nat) cont) = {low-list In} C {low-list Out}
and red-rtrans C (s1, h1) Cskip (s1’, h1’)
and red-rtrans C (s2, h2) Cskip (s2', h2’)
and Az. z € set In = sl z = s2zx
and z € set Out
shows s1'z = 2"z

(proof)

end
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