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Abstract

The following document formalizes and verifies several architectural design patterns [1].
Each pattern specification is formalized in terms of a locale where the locale assumptions
correspond to the assumptions which a pattern poses on an architecture. Thus, pattern
specifications may build on top of each other by interpreting the corresponding locale. A
pattern is verified using the framework provided by the AFP entry Dynamic Architectures [3].

Currently, the document consists of formalizations of 4 different patterns: the singleton,
the publisher subscriber, the blackboard pattern, and the blockchain pattern. Thereby, the
publisher component of the publisher subscriber pattern is modeled as an instance of the
singleton pattern and the blackboard pattern is modeled as an instance of the publisher
subscriber pattern.

In general, this entry provides the first steps towards an overall theory of architectural
design patterns [2].
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1 A Theory of Singletons

In the following, we formalize the specification of the singleton pattern as described in [4].

theory Singleton
imports DynamicArchitectures. Dynamic-Architecture-Calculus
begin

1.1 Singletons

In the following we formalize a variant of the Singleton pattern.

locale singleton = dynamic-component cmp active

for active :: 'id = cnf = bool («||-||-» [0,110]60)

and cmp = 'id = cnf = ‘emp («o-(-) [0,110]60) +
assumes alwaysActive: Nk. 3id. ||id||;

and unique: 3id. Vk. Vid'. (||id'|| — id = id’)
begin

1.1.1 Calculus Interpretation

balA: [Fi>n. |lc||t 4 ¢ (oct (¢ = t)p)] = eval c t t' n [p]p

baIN1: [3i. |lellt s - Fizn. |lelltq); ¢ (' (n — (¢ A t) — 1))] = eval c t t' n [o]p

baIN2: [Bi. ||c|lt 4 ¢ (t' n)] = eval ¢ t t' n [¢]p

1.1.2 Architectural Guarantees

definition the-singleton = THE id. Vk. Vid'. ||id'||, — id' = id

theorem ts-prop:
fixes k::enf
shows Aid. ||id||;, = id = the-singleton
and |[the-singleton||;,

(proof )
declare ts-prop(2)[simp]

lemma [Nact-active[simp):
fixes cid t n
shows (the-singleton < t)yp = n

{proof)

lemma [Nzt-active[simp]:
fixes cid t n
shows (the-singleton — t)yp = n



(proof)

lemma bal[intro):
fixestna

assumes @ (Uthe-singleton(t n))
shows eval the-singleton t t' n [p]y (proof)

lemma baFE|elim]:
fixestna
assumes eval the-singleton t t' n [o]p

shows ¢ (Uthe-singleton(t n)) (proof)

lemma evtE[elim):
fixes tid n a
assumes eval the-singleton t t' n (Op )
shows dn'>n. eval the-singleton t t' n' ~

(proof)

lemma globE|[elim]:
fixes tidn a
assumes eval the-singleton t t' n (Op )
shows V n'>n. eval the-singleton t t' n' ~

(proof)

lemma untill [intro]:
fixes t::nat = cnf
and t":nat = ‘cmp
and n:nat
and n’:nat
assumes n'>n
and ewval the-singleton t t' n' ~
and An”. [n<n’; n"'<n’] = eval the-singleton t t' n'' ~’
shows eval the-singleton t t' n (v" Uy )
(proof)

lemma untilE[elim]:
fixes tid n '~y
assumes eval the-singleton t t' n (v Up )
shows 3n'>n. eval the-singleton t t' n' v A (Vn'">n. n"' < n’ — eval the-singleton t t' n'' ~’)

(proof)
end

end

2 A Theory of Publisher-Subscriber Architectures

In the following, we formalize the specification of the publisher subscriber pattern as described
in [4].
theory Publisher-Subscriber

imports Singleton
begin



2.1 Subscriptions

datatype ‘evt subscription = sub 'evt | unsub 'evt

2.2 Publisher-Subscriber Architectures

locale publisher-subscriber =
pb: singleton pbactive pbecmp +
sb: dynamic-component sbcmp sbactive
for pbactive :: 'pid = cnf = bool («||-||-» [0,110]60)
and pbemp :: 'pid = enf = 'PB (<o-(-)» [0,110]60)
and sbactive :: 'sid = enf = bool (<||-||-» [0,110]60)
and sbemp :: 'sid = enf = 'SB (co-(-)» [0,110]160) +
fixes pbsb :: 'PB = (evt set) subscription set
and pbnt :: 'PB = (‘evt x 'msg)
and sbnt :: 'SB = (‘evt x 'msg) set
and sbsb :: 'SB = ('evt set) subscription
assumes connl: Nk pid. ||pid||;,
= pbsb (apia(k)) = (U side{sid. [|sid| }. {sbsb (7;q(k))})
and conn2: Nt n n' sid pid E e m.
[t € arch; ||pid||¢ p; ||sid||t n; sub E = sbsb (o4;4(t n)); n'"> n; e € E;
Bn'E n'>nAn'<n"A|sidl, A
unsub E' = sbsb (0 44(t n')) N e € E;
(e, m) = pbat (gt n™)); lisidll, o]
= pbnt (0,;4(t n")) € sbnt (o44(t n'"))
begin

2.2.1 Calculus Interpretation
pb.balA: [Fi>n. ||c||¢t s ¢ (et (pb.nxtAct ¢ t n))] = pb.eval ¢ t t' n [y

sb.balA: [Fi>n. ||c|lt 55 ¢ (oct (sb.natAct ¢ t n))] = sb.eval c t t' n [¢]p

2.2.2 Results from Singleton

abbreviation the-pb :: 'pid where
the-pb = pb.the-singleton

pb.ts-prop ( 1 ): ||id||p = id = the-pb

pb.ts-prop ( 2 ): ||the-pb||

2.2.3 Architectural Guarantees

The following theorem ensures that a subscriber indeed receives all messages associated with
an event for which he is subscribed.

theorem msgDelivery:

fixes t n n'’ and sid::’sid and F e m

assumes t € arch
and |[sid];
and sub E = sbsb (044(t n))
and n”' > n
and An' E'.n' > n An' < n' Alsid|, ,,» A unsub B’ = sbsb(o 4q(t n'))

ANe€E'

and e € FE



and (e,m) = pbnt (o 4pe-pp(t n"))
and | sid|[,
shows (e,m) € sbnt (o4;4(t n'"))

(proof)

Since a publisher is actually a singleton, we can provide an alternative version of constraint
connl.

lemma connlA:
fixes k
shows pbsb (0 ge-py(k)) = (U side{sid. |lsid] ). {sbsh (o5iq(k))})
(proof )

end

end

3 A Theory of Blackboard Architectures

In the following, we formalize the specification of the blackboard pattern as described in [4].

theory Blackboard
imports Publisher-Subscriber
begin

3.1 Problems and Solutions

Blackboards work with problems and solutions for them.

typedecl PROB

consts sb :: (PROB x PROB) set
axiomatization where sbWF: wf sb
typedecl SOL

consts solve:: PROB = SOL

3.2 Blackboard Architectures

In the following, we describe the locale for the blackboard pattern.

locale blackboard = publisher-subscriber bbactive bbemp ksactive kscmp bbrp bbes kscs ksrp
for bbactive :: 'bid = cnf = bool (¢||-||-» [0,110]60)
and bbemp :: 'bid = cnf = 'BB (co-(-)» [0,110]60)
and ksactive :: 'kid = enf = bool (<||-||-» [0,110]60)
and kscmp :: 'kid = cnf = 'KS (<o-(-)» [0,110]60)
and bbrp :: 'BB = (PROB set) subscription set
and bbcs :: ‘BB = (PROB x SOL)
and kscs :: 'KS = (PROB x SOL) set
and ksrp :: 'KS = (PROB set) subscription +
fixes bbns :: ‘BB = (PROB x SOL) set
and ksns :: 'KS = (PROB x SOL)
and bbop :: 'BB = PROB
and ksop :: 'KS = PROB set
and prob :: 'kid = PROB
assumes
ks1: ¥ p. ks. p=prob ks — Component Parameter
— Assertions about component behavior.
and bhvbbl: At t' bld p s. [t € arch] = pb.eval bld t t' 0



(O ([ADD. (p,s)€bbns bb]y
—b (Oy [\bb. (p,s) = bbes bb]p)))
and bhvbb2: A\t t' bld P q. [t€arch] = pb.eval bId t t' 0
(Oy ([\bb. sub P € bbrp bb A q € P], —°
(Ov [ADb. q = bbop bb],)))
and bhvbb3: At t’' bld p . [t€arch] = pb.eval bId ¢t t' 0
(Oy ([AbD. p = bbop(bb)], —°
([Abb. p=bbop(bb)]y Wy, [Abb. (p,solve(p)) = bbes(bd)]p)))
and bhvks1: A\t t' kId p P. [t€arch; p = prob kId] = sb.eval kId t t' 0
(Op ([Nks. sub P = ksrp ks|, A
(Vo gq. ((sb.pred (geP)) —° (Op ([Nks. (g,s0lve(q)) € kscs ks]p))))
—b (Oy [Mks. (p, solve p) = ksns ks]p)))
and bhvks2: At t' kId p P q. [t € arch;p = prob kId] = sb.eval kId t t' 0
(Op [Nks. sub P = ksrp ks A ¢ € P — (q,p) € sbp)
and bhvks3: N\t t' kId p. [t€arch;p = prob kld] = sb.eval kId t t' 0
(Op ([\ks. pEksop ks|y —° (Op [Mks. (3 P. sub P = ksrp ks)]p)))
and bhvks4: N\t t' kId p P. [t€arch; peP] = sb.eval kId t t' 0
(Oy ([Mks. sub P = ksrp ks, —°
((=* (3 P'. (sb.pred (peP’) A’ [\ks. unsub P’ = ksrp ks|y))) 20,
[Aks. (p,solve p) € kscs ksp)))

— Assertions about component activation.

and actks:
At n kid p. [t € arch; ||kid||y n; p=prob kid; p€ksop (o4;4(t n))]
= (In">n. ||kid|,,, N (p, solve p) = ksns (op;q(t n')) A
(Vn'">n. n"<n’ — |kid|, )
v (/. ([Kidll, 0 A (~(p, solve p) = ksns (o4iq(t 7))

— Assertions about connections.
and connl: Ak bid. ||bid||,
= bbns (0pq(k)) = (Ukide{kid. ||kid||}. {ksns (o4;q(k))})
and conn2: Ak kid. || kid||,
— ksop (opig(k) = (U bide{bid. [[bid]|i}. {bbop (piq(k)})
begin

notation sb.INAct («(- < -)-»)
notation sb.nztAct (<{(- = -)-»)
notation pb.INAct («(- < -).»)
notation pb.natAct (<(- — -)»)

3.2.1 Calculus Interpretation
pb.balA: [Fi>n. ||c||t 4 ¢ (0ct (¢ = t)n)] = pb.eval ¢ t t' n [p]p

sb.balA: [Fi>n. |[c||t 4 ¢ (oct (¢ = t)p)] = sb.eval ¢ t t' n [y

3.2.2 Results from Singleton
abbreviation the-bb = the-pb

pb.ts-prop ( 1 ): ||id||p = id = the-bb

pb.ts-prop ( 2 ): ||the-bb||;



3.2.3 Results from Publisher Subscriber

msgDelivery: [t € arch; ||sid||; n; sub E = ksrp (0ggt n); n < n's An' E.n < n'An'<n” A
||sid||; ,» A unsub E' = ksrp (ogqt n') A e € E'; e € E; (e, m) = bbes (04peppt n'); ||sid||, ]
= (e, m) € kscs (ogiqt n')
lemma conn2-bb:
fixes k and kid::'kid
assumes | kid||;,

shows bbop (o pe-pp(k))Eksop (o1;4(k))
(proof)

3.2.4 Knowledge Sources

In the following we introduce an abbreviation for knowledge sources which are able to solve a
specific problem.

definition sKs:: PROB = 'kid where
sKs p = (SOME kid. p = prob kid)

lemma sks-prob:
p = prob (sKs p)
(proof)

3.2.5 Architectural Guarantees

The following theorem verifies that a problem is eventually solved by the pattern even if no
knowledge source exist which can solve the problem on its own. It assumes, however, that for
every open sub problem, a corresponding knowledge source able to solve the problem will be
eventually activated.

lemma pSolved-Ind:
fixes t and t"::nat ='BB and p and t"::nat ='KS
assumes tcarch and
V. 3n'zn. [sKs (bbop(o eyt W), 27
shows
Vn. (3P. sub P € bbrp(cipepp(t n)) AN p € P) —
(3m=n. (p,solve(p)) = bbes (04 pp(t m)))
— The proof is by well-founded induction over the subproblem relation sb

{proof)

theorem pSolved:

fixes t and t":nat ='BB and t"::nat ='KS
assumes tcarch and

V. (3n>n. [[sKs (bbop(ope-pp(t 7))l ,,0)
shows

Vn. (VP. (sub P € bbrp(cipepp(t n))

Ly (Vp € P. (3m2n. (p,solve(p)) = bbes (ogpe.pp(t )

(proof)

end

end

4 Some Auxiliary Results

theory Auziliary imports Main



begin
lemma disjE3: PV Q VR —= (P = §5) = (@ = S) = (R = S) = S (proof)

lemma ge-induct[consumes 1, case-names step):
fixes i::nat and j::nat and P::nat = bool
shows i < j= (An.i<n= ((Ym >i. m<n — Pm) = Pn)) = Pj

(proof)

lemma my-induct[consumes 1, case-names base step):
fixes P::nat=>bool
assumes less: © < j
and base: P j
and step: An. i <n=n<j= (Vn>n. n'<j — Pn’) = Pn
shows P i

(proof)

lemma Greatest-ex-le-nat: assumes 3k. Pk A (VEk'. Pk’ — k' < k) shows —(3 n’> Greatest P. P n’)

(proof )

lemma cardFExz: assumes finite A and finite B and card A > card B shows dz€A. -~ z€B

(proof)

lemma cardshift: card {i:nat. i>n AN i <n’Ap(n"+ 9} =card {i. i>(n+n")ANi<(n'+n")A
p i}
(proof )

end

5 Relative Frequency LTL

theory RF-LTL
imports Main HOL— Library.Sublist Auziliary DynamicArchitectures. Dynamic-Architecture- Calculus
begin

type-synonym ’s seq = nat = s
abbreviation ccard n n’ p = card {i. i>n A i < n’ A p i}

lemma ccard-same:
assumes — p (Suc n')
shows ccard n n’ p = ccard n (Suc n’) p

(proof)

lemma ccard-zero[simp):
fixes n::nat
shows ccard n np = 0

{proof)

lemma ccard-inc:
assumes p (Suc n')
and n’ > n
shows ccard n (Suc n') p = Suc (ccard n n' p)

(proof)



lemma ccard-mono:
assumes n'>n
shows n'’>n’ = ccard n (n"::nat) p > ccard n n' p

(proof)

lemma ccard-ub[simpl:
ccardnn’p < Sucn’ —n

(proof)

lemma ccard-sum:
fixes n::nat
assumes n'>n'"’
and n'>n
shows ccard n n’ P = ccard n n’' P + ccard n'' n' P

(proof)

lemma ccard-ex:
fixes n::nat
shows ¢>1 = c < ccard nn’” P = 3An'<n’. n'>n A ccard nn’ P = ¢

(proof)

lemma ccard-freg:
assumes (n':nat)>n
and ccard n n' P > ccard n n’ Q + cnf
shows In’ n”. ccard n’ n” P > enf A ccard n’ n"' Q < enf

(proof)

locale honest =
fixes be:: (‘a list) seq

and n::nat
assumes growth: n'20 = n'<n = be n’ = bc (n'—1) V (Ib. bc n’ = bc (n' — 1) Q b)
begin
end

locale dishonest =
fixes be:: (‘a list) seq
and mining::bool seq
assumes growth: An:nat. prefiv (be (Suc n)) (be n) V (I b::'a. be (Suc n) = be n @ [b]) A mining
(Suc n)
begin

lemma prefiz-save:
assumes prefiz sbe (be n')
and Vn'">n’. n''<n' — length (bc n’"") > length sbc
shows n'’>n’ = prefiz sbc (be n'"")

(proof)

theorem prefiz-length:
assumes prefiz sbe (be n’) and — prefiz sbe (be n'') and n'<n
shows 3In'"">n’. n'’<n’ A length (bec n'"") < length sbc

(proof)

11

theorem grow-mining:
assumes length (bc n) < length (be (Suc n))
shows mining (Suc n)



{proof)

lemma length-suc-length:
length (be (Suc n)) < Suc (length (be n))
(proof)

end

locale dishonest-growth =
fixes bc:: nat seq
and mining:: nat = bool
assumes asl: An:nat. be (Suc n) < Suc (be n)
and as2: An:nat. be (Suc n) > be n = mining (Suc n)
begin

end
sublocale dishonest C dishonest-growth An. length (bc n) {proof)

context dishonest-growth
begin
theorem ccard-diff-lgth:
n'>n = ccard n n’ (An. mining n) > (bc n’ — be n)
(proof )

end

locale honest-growth =
fixes bc:: nat seq
and mining:: nat = bool
and init:: nat
assumes asl: An:nat. be (Suc n) > ben
and as2: An:nat. mining (Suc n) = be (Suc n) > be n
begin
lemma grow-mono: n’>n=—=-bc n'">bc n

(proof)

theorem ccard-diff-lgth:
shows n'>n = bc n’ — be n > ccard n n’ (An. mining n)

{proof)

end

locale bounded-growth = hg: honest-growth hbc hmining + dg: dishonest-growth dbc dmining
for hbc:: nat seq
and dbc:: nat seq
and hmining:: nat = bool
and dmining:: nat = bool
and sbc::nat
and cnf::nat +

assumes fair: An n'. ccard n n’ (An. dmining n) > cnf = ccard n n' (An. hmining n) > cnf

and a2: hbc 0 > sbc+cenf
and a3: dbc 0 < sbe

begin

theorem hn-upper-bound: shows dbc n < hbc n

(proof)

10



end

end

6 Blockchain Architectures

theory Blockchain imports Auxiliary DynamicArchitectures. Dynamic-Architecture-Calculus RF-LTL
begin

6.1 Blockchains

A blockchain itself is modeled as a simple list.

type-synonym 'a BC = ’a list

abbreviation maz-cond:: (‘a BC) set = 'a BC = bool
where maz-cond Bb=1b¢e B A (Vb'eB. length b’ < length b)

no-syntax

-MAX1  :opttrns = b= 'b («(<indent=3 notation=<binder MAX» MAX -./ -)» [0, 10] 10)
-MAX = opttrn = 'a set = 'b = b («(<indent=3 notation=<binder MAX»MAX -€-./ -)» [0, 0,
10] 10)

definition MAX:: (‘a BC) set = 'a BC
where MAX B = (SOME b. max-cond B b)

lemma maz-ex:
fixes XS::('a BC) set
assumes XS # {}
and finite XS
shows Jase XS. (VyseXS. length ys < length xs)

(proof)

lemma mazx-prop:
fixes XS::('a BC) set
assumes XS # {}
and finite XS
shows MAX XS € XS
and Vb'e XS. length b' < length (MAX XS)

(proof)

lemma maz-less:
fixes b::’a BC and b"::'a BC and B::('a BC) set
assumes beB
and finite B
and length b > length b’
shows length (MAX B) > length b’

(proof)

6.2 Blockchain Architectures

In the following we describe the locale for blockchain architectures.

locale Blockchain = dynamic-component cmp active
for active :: 'nid = enf = bool (4||-||-» [0,110]60)

11



and cmp :: 'nid = enf = 'ND («o-(-)» [0,110]60) +
fixes pin :: 'ND = ('nid BC) set
and pout :: 'ND = 'nid BC
and bc :: 'ND = 'nid BC
and mining :: 'ND = bool
and honest :: 'nid = bool
and actHn :: enf = 'nid set
and actDn :: cnf = 'nid set
and PoW:: trace = nat = nat
and hmining:: trace = nat = bool
and dmining:: trace = nat = bool
and cb:: nat
defines actHn k = {nid. ||nid||; A honest nid}
and actDn k = {nid. ||nid||; A — honest nid}
and PoW t n = (LEAST z. V nid€actHn (t n). length (be (0,,4(t n))) < x)
and hmining t = (An. InidcactAn (t n). mining (o,;4(t n)))
and dmining t = (An. Inid€actDn (t n). mining (o,;4(t n)))
assumes consensus: \nid t t’ be’::('nid BC'). [honest nid] = eval nid ¢t t' 0
(Op ([And. be’ = (if (3bepin nd. length b > length (bc nd)) then (MAX (pin nd)) else (be nd))p
—b Oy [And.(= mining nd A bc nd = be’ V mining nd A (3b. be nd = be’ Q [b]))]))
and attacker: Anid t t’ be’. [- honest nid] = eval nid t t' 0
(O ([And. b’ = (SOME b. b € (pin nd U {bc nd}))]y —°
Op [And.(—= mining nd A prefix (be nd) be’ vV mining nd A (3b. be nd = be’ Q [b]))]s))
and forward: Anid t t'. eval nid t t' 0 (Op [And. pout nd = be nd)p)
— At each time point a node will forward its blockchain to the network
and init: Anid t t'. eval nid t t' 0 [And. be nd=[]]s
and conn: Ak nid. [||nid||;; honest nid]
= pin (cmp nid k) = (|Jnid’€actHn k. {pout (cmp nid’ k)})
and act: A\t ninat. finite {nid::'nid. ||nid||; ,}
and actHn: \t n:nat. Inid. honest nid A ||nid||; , A ||nid||; (Suc n)
and fair: An n'. ccard n n’ (dmining t) > ¢b = ccard n n’ (hmining t) > cb
and closed: \t nid b n:nat. [||nid||; »; b € pin (o,4(t n))] = Inid". [[nid’||; , A be (0,,;4/(t n))
=
and mine: A\t nid n::nat. [honest nid; ||nid|, (Suc n)> Mmining (0p4a(t (Suc n)))] = ||ndd||¢ 5
begin

lemma init-model:
assumes — (3n’. latestAct-cond nid t n n’)
and | nid]|; ,
shows be (0,4t n) =[]

(proof)

lemma fwd-bc:
fixes nid and t::nat = cnf and t’:nat = 'ND
assumes |nid|s
shows pout (0,4t n) = be (0,4t )

{proof)

lemma finite-input:
fixes t n nid
assumes |nid|s 5
defines dep nid’ = pout (0,,,/(t n))
shows finite (pin (cmp nid (t n)))
(proof)

12



lemma nempty-input:
fixes ¢t n nid
assumes |nid| 5
and honest nid

shows pin (cmp nid (t n))#{} (proof)

lemma onlyone:
assumes 3n'>n. ||tid||, ./
and 3In'<n. |[tid|,
shows 3i. (tid < t)p < i N i < (tid = t)p A ||tid]|y ;
(proof)

6.2.1 Component Behavior

lemma bhv-hn-ex:
fixes t and t":nat = 'ND and tid
assumes honest tid
and In'>n. |[tid||, .
and I n'<n. |[tid|,
and 3 bepin (o4t (tid < t)n). length b > length (be (ot (tid < t)n))
shows — mining (oygt (tid — t)n) A be (o4gt (tid — t)n) =
Blockchain. MAX (pin (o4qt (tid < t)n)) V mining (o4t (tid — t)n) A
(3b. be (o4t (tid — tyn) = Blockchain. MAX (pin (044t (tid < t)n)) Q [b])
(proof)

lemma bhv-hn-in:
fixes t and t":nat = 'ND and tid
assumes honest tid
and In'>n. [[tid|,
and In'<n. |[tid|,
and — (3 bepin (o444t (tid < t)n). length b > length (be (o4t (tid < t)n)))
shows — mining (o4gt (tid — tyn) A be (ogqt (tid — t)n) = be (oygt (tid < tyn) V
mining (o4qt (tid — t)n) A (3b. be (o4t (tid — t)p) = be (o4yqt (tid < t)n) Q [b])
(proof)

lemma bhv-hn-context:
assumes honest tid
and |tid||;
and In'<n. |[tid||,
shows I nid’. ||nid'||, (tid + tyn (mining (o 4qt n) A (3. be (o4qt n) = be (0,41t (tid < t)p) Q

[8]) v

= mining (0 gt n) A be (o4qt n) = be (0,40t (tid < t)pn))
(proof)

lemma bhv-dn:
fixes t and t":nat = 'ND and wid
assumes — honest uid
and 3n'>n. [|uid||,
and In'<n. [Juid|,
shows — mining (o4t (uid — t)n) A prefix (be (oy;qt (uid — t)yn)) (SOME b. b € pin (0,4t (uid
 th) U {be (gt (uid + t))})
V mining (0,4t (wid — t)n) A (3b. be (0,4t (wid — t)n) = (SOME b. b € pin (0,4t (wid <
tyn) U {be (oyiqt (uid < t)n)}) Q [b])
(proof )

lemma bhv-dn-context:
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assumes — honest uid
and ||uid][;
and 3n'<n. |[uid||,
shows Jnid’. ||nid'||, (uid « typ N (mining (o gt n) A (3b. prefiz (be (044t n)) (be (0,4t (wid
tyn) @ [b]))
V = mining (oyiqt n) A prefiv (be (oyiqt 1)) (be (0,4t (uid < t)pn)))
(proof)

6.2.2 Maximal Honest Blockchains

abbreviation mbc-cond:: trace = nat = 'nid = bool
where mbc-cond t n nid = nid€actln (t n) A (Vnid'€actHn (t n). length (b (o,,,/(t n))) < length

(be (0pig(t ))))

lemma mbc-ex:
fixes t n
shows Jz. mbc-cond t n x

(proof)

definition MBC:: trace = nat = 'nid
where MBC t n = (SOME b. mbc-cond t n b)

lemma mbc-prop[simpl:
shows mbc-cond t n (MBC t n)

{proof)

6.2.3 Honest Proof of Work

An important construction is the maximal proof of work available in the honest community.
The construction was already introduces in the locale itself since it was used to express some of
the locale assumptions.

abbreviation pow-cond:: trace = nat = nat = bool
where pow-cond t n n’ =V nideactHn (t n). length (be (0,,;4(t n))) < n’

lemma pow-ex:
fixes t n
shows pow-cond t n (length (be (oo ¢ n(t 1))
and Vz'. pow-cond t n ' — z'>length (be (o et n(t 1))

{proof)

lemma pow-prop:
pow-cond t n (PoW t n)
(proof )

lemma pow-eq:
fixes n
assumes 3 tidcactHn (t n). length (be (o44(t 1)) = =
and VtideactHn (t n). length (be (04;4(t n))) < z
shows PoWtn =z

(proof)

lemma pow-mbc:
shows length (be (o gt nt 1)) = PoWitn

{proof)
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lemma pow-less:
fixes ¢t n nid
assumes pow-cond t n x
shows PoWitn <z

(proof)

lemma pow-le-max:
assumes honest tid

and ||tid||¢ p
shows PoW t n < length (MAX (pin (044t n)))
(proof)

lemma pow-ge-lgth:
assumes honest tid

and ||tid]|; p
shows length (bc (o4qt n)) < PoW tn
(proof )

lemma pow-le-lgth:
assumes honest tid
and |[tid];
and —(3bepin (o4t n). length b > length (be (44t n)))
shows length (bc (044t n)) > PoW tn
(proof)

lemma pow-mono:
shows n’>n = PoWtn'> PoWtn

(proof)

lemma pow-equals:
assumes PoWtn = PoWtn'
and n'>n
and n'>n
and n''<n’
shows PoW t n = PoW t n'"' {(proof)

lemma pow-mining-suc:
assumes hmining t (Suc n)
shows PoW t n < PoW t (Suc n)

(proof)

6.2.4 History

In the following we introduce an operator which extracts the development of a blockchain up
to a time point n.
abbreviation his-prop t n nid n’ nid' =
(I n. latestAct-cond nid" t n' n) A |snd x|, (
(prefiz (be (7,50t 0) (be (0snq olt (s 2))) V N
(3. be (0,51t 1)) = (be (0 gng ot (fst 2)))) @ [8] A mining (54t n'))))

fst o) NIt o= (nid’ < t),r A
)

inductive-set
his:: trace = nat = 'nid = (nat x 'nid) set
for t:trace and n::nat and nid::'nid
where [||nid||; ] = (n,nid) € his t n nid
| [(n',nid’) € his t n nid; Fz. his-prop t n nid n' nid’ ] = (SOME z. his-prop t n nid n’ nid' x) €
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his t n nid

lemma his-act:
assumes (n',nid’) € his t n nid
shows ||nid'|[, ./

{proof)

In addition we also introduce an operator to obtain the predecessor of a blockchains develop-
ment.

definition hisPred
where hisPred t n nid n’ = (GREATEST n”. 3nid’. (n'',nid")€ his t n nid A n"' < n’)

lemma hisPrev-prop:
assumes 3n''<n’. Inid’. (n",nid")€ his t n nid
shows hisPred t n nid n’ < n’ and 3nid’. (hisPred t n nid n’,nid")€ his t n nid

(proof)

lemma hisPrev-nez-less:
assumes 3n''<n’. Inid’. (n”,nid")€ his t n nid
shows —(Jz€his t n nid. fst x < n' A fst x>hisPred t n nid n')

(proof)

lemma his-le:
assumes ¢ € his t n nid
shows fst x<n

(proof)

lemma his-determ-base:
shows (n, nid’) € his t n nid = nid'=nid

(proof)

lemma hisPrev-same:
assumes In’'<n’. Inid’. (n',nid’)€ his t n nid
and In’'<n’. Inid’. (n",nid")€ his t n nid
and (n',nid’)e his t n nid
and (n",nid"”)€ his t n nid
and hisPred t n nid n'=hisPred t n nid n"’
shows n'=n"’

(proof)

lemma his-determ-ext:
shows n'<n = (I nid’. (n’,nid")€his t n nid) = (I!nid’. (n’,nid’)€his t n nid) A
(3n"<n’. Inid’. (n",nid")€ his t n nid) — (. his-prop t n nid n' (THE nid’. (n',nid")€his t n
nid) ) A
(hisPred t n nid n', (SOME nid’. (hisPred t n nid n', nid") € his t n nid)) = (SOME x. his-prop t n
nid n' (THE nid’. (n’,nid")€his t n nid) z))
(proof )

corollary his-determ-ex:
assumes (n',nid’)€his t n nid
shows 3!nid’. (n',nid")ehis t n nid

(proof)

corollary his-determ:
assumes (n',nid’)€his t n nid
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and (n',nid")€his t n nid
shows nid'=nid"" (proof)

corollary his-determ-the:
assumes (n',nid")€his t n nid
shows (THE nid'. (n', nid")€his t n nid) = nid’
{proof)

6.2.5 Blockchain Development

definition devBC'::trace = nat = 'nid = nat = 'nid option
where devBC t n nid n’ =
(if (Fnid’. (n’, nid"€ his t n nid) then (Some (THE nid’. (n', nid’)€his t n nid))
else Option.None)

lemma devBC-some[simp]: assumes |[nid||¢ , shows devBC t n nid n = Some nid
(proof)

lemma devBC-act: assumes - Option.is-none (devBC t n nid n') shows ||the (devBC t n nid n')|, ./

(proof)

lemma his-ex:
assumes —Option.is-none (devBC t n nid n’)
shows 3 nid’. (n',nid’")€his t n nid

(proof)

lemma devEzt-nopt-leq:
assumes —Option.is-none (devBC' t n nid n’)
shows n'<n

(proof)

An extended version of the development in which deactivations are filled with the last value.

function devEzt::trace = nat = 'nid = nat = nat = 'nid BC

where [In'<ng. = Option.is-none (devBC t n nid n'); Option.is-none (devBC t n nid ns)] = devExt
t nonid ns 0 = be (Jthe (devBC t n nid (GREATEST n'. n’<ns A —Option.is-none (devBC t n nid n')))(t
(GREATEST n'. n'<ng A = Option.is-none (devBC t n nid n"))))

| [- (3n'<ns. = Option.is-none (devBC t n nid n')); Option.is-none (devBC t n nid ny)] = devExt t
n nid ng 0 = [

| = Option.is-none (devBC t n nid n,) = devExst t n nid ng 0 = be (04, (devBC t n nid ns)(t Ns))

| = Option.is-none (devBC't n nid (ns + Suc n')) = devExt t n nid ns (Suc n') = be (04, (dewBC t n nid (ns + Suc n/))(
(ns + Suc n’)))

| Option.is-none (devBC' t n nid (ns + Suc n')) = devExt t n nid ns (Suc n’) = devExt t n nid ns n’
(proof)

termination (proof)

lemma devEzt-same:
assumes Vn'"">n’. n'’<n” — Option.is-none (devBC t n nid n'")
and n'>n,
and n'"'<n'
shows n'"">n'=devExt t n nid ns (n"""—ng) = devExt t n nid ns (n'—ng)
(proof)

lemma devEzt-be[simp]:
assumes — Option.is-none (devBC t n nid (n'+n'"))
shows devEzt t n nid n' n'' = be (o4, (devBC t n nid (n/+n//))(t (n"+n")))
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(proof)

lemma devFExt-greatest:
assumes 3n’'<n’+n'"". = Option.is-none (devBC t n nid n'")
and Option.is-none (devBC t n nid (n'+n’")) and - n''=
. ! 1 __
shows devExt t nnidn’n" = be (Jthe (devBC' t n nid (GREATEST n'". n'"<(n'+n’) A =Option.is-none (devBC t n nid n’
(GREATEST n"". n""<(n"+n"") A =Option.is-none (devBC ¢ n nid n'"))))
(proof)

lemma devExt-shift: devExt t n nid (n'+n'") 0 = devExt t n nid n' n”
(proof)

lemma devEzxt-be-geq:
assumes — Option.is-none (devBC t n nid n’) and n'>ng
shows devExt t n nid ny (n'—ns) = be (04, (dewBC t n nid n/)(t n’)) (is YLHS = ?RHS)

(proof)

lemma his-bc-empty:
assumes (n',nid’)€ his t n nid and —(In’"'<n’. Inid". (n",nid"")€ his t n nid)
shows bc (o,;4/(t n')) =]

(proof)

lemma devEzt-devop:

prefix (devExt t n nid ns (Suc n’)) (devExt t n nid ng n') V (3 b. devExt t n nid ns (Suc n’) = devExt t
n nid ns n’ Q [b]) A = Option.is-none (devBC t n nid (ns + Suc n')) A ||the (devBC't n nid (ns + Suc
n/))”t (ns + Suc n’) A ns + Sucn’ < n A mining (Uthe (devBC t n nid (ns + Suc n’))(2£ (ns + Suc n')))
(proof)

abbreviation devLgthBC where devLgthBC t n nid ns = (An'. length (devExt t n nid ng n'))

theorem blockchain-save:
fixes t::nat=cnf and n,; and sbc and n
assumes V nid. honest nid — prefiz sbc (be (0,;4(t ((nid — t)n,))))
and YV nideactDn (t ns). length (be (0,;4(t ns))) < length sbe
and PoW t ngs>length sbc + cb
and Vn'<ng. Vnid. ||nid||, ,» — length (bc (o4t n')) < length sbc V prefiz sbe (be (0 pq(t n')))
and n>ng
shows Vnid € actHn (¢ n). prefiz sbe (be (0,;4(t n)))
(proof)

end

end
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