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Abstract

The following document formalizes and verifies several architectural design patterns [1].
Each pattern specification is formalized in terms of a locale where the locale assumptions
correspond to the assumptions which a pattern poses on an architecture. Thus, pattern
specifications may build on top of each other by interpreting the corresponding locale. A
pattern is verified using the framework provided by the AFP entry Dynamic Architectures [3].

Currently, the document consists of formalizations of 4 different patterns: the singleton,
the publisher subscriber, the blackboard pattern, and the blockchain pattern. Thereby, the
publisher component of the publisher subscriber pattern is modeled as an instance of the
singleton pattern and the blackboard pattern is modeled as an instance of the publisher
subscriber pattern.

In general, this entry provides the first steps towards an overall theory of architectural
design patterns [2].
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1 A Theory of Singletons

In the following, we formalize the specification of the singleton pattern as described in [4].

theory Singleton
imports DynamicArchitectures. Dynamic-Architecture-Calculus
begin

1.1 Singletons

In the following we formalize a variant of the Singleton pattern.

locale singleton = dynamic-component cmp active

for active :: 'id = cnf = bool («||-||-» [0,110]60)

and cmp = 'id = cnf = ‘emp («o-(-) [0,110]60) +
assumes alwaysActive: Nk. 3id. ||id||;

and unique: 3id. Vk. Vid'. (||id'|| — id = id’)
begin

1.1.1 Calculus Interpretation

balA: [Fi>n. |lc||t 4 ¢ (oct (¢ = t)p)] = eval c t t' n [p]p

baIN1: [3i. |lellt s - Fizn. |lelltq); ¢ (' (n — (¢ A t) — 1))] = eval c t t' n [o]p

baIN2: [Bi. ||c|lt 4 ¢ (t' n)] = eval ¢ t t' n [¢]p

1.1.2 Architectural Guarantees

definition the-singleton = THE id. Vk. Vid'. ||id'||, — id' = id

theorem ts-prop:
fixes k::enf
shows Aid. ||id||;, = id = the-singleton
and |[the-singleton||;,
proof —
{ fix id
assume al: ||id||g,
have (THE id. Vk. Vid'. ||id'||, — id' = id) = id
proof (rule the-equality)
show V& id'. ||id'||, — id' = id

proof
fix k show Vid'. ||id'||; — id' = id
proof
fix id’ show |id'||, — id' = id
proof



assume ||id'||,
from wunique have 3id. V. Vid'. (||id')|, — id = id’) .
then obtain ¢" where Vk. Vid'. (||id’||;, — ¢'' = id’) by auto
with «||id’||;» have id=i¢"" and id'=i"" using al by auto
thus id’ = id by simp
qed
qed
qed
next
fix ¢” show V£ id' ||id'||;, — id’' = i’ = i"’ = id using al by auto
qged
hence ||id||;, = id = the-singleton by (simp add: the-singleton-def)
} note g1 = this
thus Aid. ||id||, = id = the-singleton by simp

from alwaysActive obtain id where ||id||; by blast
with ¢! have id = the-singleton by simp
with «||id| ;> show |[the-singleton];, by simp

qed

declare ts-prop(2)[simp]

lemma [Nact-active]simp):
fixes cid t n
shows (the-singleton < t)yp = n
using [Nact-active ts-prop(2) by auto

lemma [Nzt-active[simp]:

fixes cid t n

shows (the-singleton — t)yp = n
by (simp add: nztAct-active)
lemma bal[intro:

fixes tn a

assumes ¢ (Uthe—smgleton(t n))
shows eval the-singleton t t' n [p], using assms by (simp add: balANow)

lemma baE[elim]:
fixestna
assumes eval the-singleton t t' n [¢]p
shows ¢ (0 pe-singleton(t 1)) using assms by (simp add: baEANow)

lemma evtE][elim]:
fixes tid n a
assumes eval the-singleton t t' n (Op 7)
shows dn'>n. eval the-singleton t t' n' ~
proof —
have ||the-singleton||s 5, by simp
with assms obtain n’ where n'>(the-singleton — t)n and (3Fi>n’. ||the-singleton||; ; A
(Vn'">(the-singleton < t) . n'" < (the-singleton — t) + — eval the-singleton t t' n'" v)) v
- (Fi>n'. ||the-singleton]||s ;) N eval the-singleton t t' n' v using evtEA[of n the-singleton t] by blast
moreover have | the-singleton|, ,,» by simp
ultimately have
V n'">(the-singleton <= t), . n'" < (the-singleton — t) + — eval the-singleton t t' n'" v by auto
hence eval the-singleton t t' n’ ~ by simp
moreover from «n'>(the-singleton — t)p» have n’>n by (simp add: naxtAct-active)



ultimately show ?thesis by auto
qed

lemma globE[elim]:
fixes tidn a
assumes eval the-singleton t t' n (O, 7)
shows V n'>n. eval the-singleton t t' n' ~
proof
fix n’ show n < n’ — eval the-singleton t t' n' v
proof
assume n<n’
hence (the-singleton < t)y, < n’ by simp
moreover have |[the-singleton||; , by simp
ultimately show eval the-singleton t t' n' v
using <eval the-singleton t t' n (O, v)» globEA by blast
qed
qed

lemma untill[intro]:
fixes t::nat = cnf
and t":nat = ‘cmp
and n::nat
and n':nat
assumes n'>n
and eval the-singleton t t' n' ~
and An”. [n<n’; n"'<n’] = eval the-singleton t t' n' ~’
shows eval the-singleton t t' n (y" Uy 7)
proof —
have ||the-singleton||s 5, by simp
moreover from n’>n» have (the-singleton < t)n < n’ by simp
moreover have |[the-singleton||, .+ by simp
moreover have
In'">(the-singleton <= t), 1. n'" < (the-singleton — t),+ A\ eval the-singleton t t' n' v A
(Vn'"">(the-singleton — t)n. n'"" < (the-singleton <= t) n —
(3n"""">(the-singleton < t), . n'""" < (the-singleton — t), 11/ A eval the-singleton t t' n'""" "))
proof —
have n'>(the-singleton <= t) /by simp
moreover have n’ < (the-singleton — t)n/ by simp

moreover from assms(3) have (Vn'>(the-singleton — t)n. n'" < (the-singleton < t),» —
111

(3n""">(the-singleton <= t), . n'"" < (the-singleton — t), n A eval the-singleton t t' n'"'" ~')
by auto
ultimately show ?thesis using <eval the-singleton t t' n’ v» by auto
qed

ultimately show ?thesis using untilIA[of n the-singleton t n’' t' v 4] by blast
qed

lemma untilE[elim]:

fixes tid n v’ v

assumes eval the-singleton t t' n (y' LUy )

shows In'>n. eval the-singleton t t' n’ v A (Vn'>n. n" < n’ — eval the-singleton t t’ n'' )
proof —

have ||the-singleton||s 5, by simp

with <eval the-singleton t t' n (v' U ) obtain n’ where n'>(the-singleton — t)p and

(Fi>n'. ||the-singleton| s ;) A

(Vn'">(the-singleton <= t) . n'" < (the-singleton — t), + — eval the-singleton t t' n'" v) A



(Vn'">(the-singleton <= t)n. n" < (the-singleton <= t),+ — eval the-singleton t t' n'" v') v
= (Fi>n'. |the-singleton]s ;) N
eval the-singleton ¢t t' n’ v A (VY n'>(the-singleton < t)n. n'" < n’ — eval the-singleton t t' n'' ~')
using untilEA[of n the-singleton t t' ' +] by auto
moreover have |[the-singleton||, .+ by simp
ultimately have
(Vn'">(the-singleton < t) . n'" < (the-singleton — t) » — eval the-singleton t t" n'" ~v) A
(Vn'">(the-singleton <= t)p. n'" < (the-singleton <= t),» — eval the-singleton t t' n'' v') by auto
hence eval the-singleton t t' n’ v and (Vn">n. n' < n’ — eval the-singleton t t' n'’ v') by auto
with <eval the-singleton t t' n' > «n'>(the-singleton — t)pn> show ?thesis by auto
qed
end

end

2 A Theory of Publisher-Subscriber Architectures

In the following, we formalize the specification of the publisher subscriber pattern as described
in [4].

theory Publisher-Subscriber
imports Singleton
begin

2.1 Subscriptions

datatype ‘evt subscription = sub 'evt | unsub 'evt

2.2 Publisher-Subscriber Architectures

locale publisher-subscriber =
pb: singleton pbactive pbemp +
sb: dynamic-component sbemp sbactive
for pbactive :: 'pid = cnf = bool (¢||-||-» [0,110]60)
and pbemp :: 'pid = enf = 'PB (co-(-)» [0,110]60)
and sbactive :: 'sid = enf = bool (¢||-||-> [0,110]60)
and sbemp :: 'sid = enf = 'SB (co-(-)» [0,110]60) +
fixes pbsb :: 'PB = ('evt set) subscription set
and pbnt :: 'PB = (‘evt x 'msg)
and sbnt :: 'SB = (‘evt x 'msg) set
and sbsb :: 'SB = ('evt set) subscription
assumes connl: Ak pid. ||pid||;,
= pbsb (0,,44(k)) = (U side{sid. ||sid||y}. {sbsb (0;q(k))})
and conn2: Nt nn' sid pid E e m.
[t € arch; ||pid||¢ n; ||sid|| n; sub E = sbsb (04;4(t n)); n'> n; e € E;
Bn'E.n'>nAn' <nA|sid|, 0 A
unsub E' = sbsb (0 44(t n')) N e € E;
(e, m) = pbnt (opig(t n")); [|sidll; ]
= pbnt (0,54(t n")) € sbnt (o44(t n"))
begin

2.2.1 Calculus Interpretation

pb.balA: [Fi>n. ||c||¢t 4 ¢ (et (pb.nxtAct ¢ t n))] = pb.eval ¢ t t' n [y



sb.balA: [Fi>n. ||c|lt 55 ¢ (oct (sb.natAct ¢ t n))] = sb.eval c t t' n [¢]p

2.2.2 Results from Singleton

abbreviation the-pb :: 'pid where
the-pb = pb.the-singleton

pb.ts-prop ( 1 ): ||id||p = id = the-pb

pb.ts-prop ( 2 ): |[the-pb||

2.2.3 Architectural Guarantees

The following theorem ensures that a subscriber indeed receives all messages associated with
an event for which he is subscribed.

theorem msgDelivery:
fixes t n n'’ and sid::'sid and F e m
assumes t € arch
and | sid]}; ,
and sub E = sbsb (04;4(t n))
and n”" > n
and An' E'. n' > n An' < n' Alsid|, o A unsub B’ = sbsb(o 4q(t n'))
ANe€E'
and e € F
and (e,m) = pbnt (0 4pepp(t n'"))
and | sid|[,
shows (e,m) € sbnt (o44(t n'"))
using assms conn2 pb.ts-prop(2) by simp

Since a publisher is actually a singleton, we can provide an alternative version of constraint
connl.

lemma conniA:
fixes k
shows pbsb (e pp(k)) = (U side{sid. ||sid||y}. {sbsb (o4q(k))})
using connl[OF pb.ts-prop(2)] .

end

end

3 A Theory of Blackboard Architectures

In the following, we formalize the specification of the blackboard pattern as described in [4].

theory Blackboard
imports Publisher-Subscriber
begin

3.1 Problems and Solutions

Blackboards work with problems and solutions for them.

typedecl PROB
consts sb :: (PROB x PROB) set
axiomatization where sbWF: wf sb



typedecl SOL
consts solve:: PROB = SOL

3.2 Blackboard Architectures

In the following, we describe the locale for the blackboard pattern.

locale blackboard = publisher-subscriber bbactive bbcmp ksactive kscmp bbrp bbes kscs ksrp
for bbactive :: 'bid = cnf = bool («||-||-» [0,110]60)
and bbemp :: 'bid = enf = ‘BB («o-(-)» [0,110]60)
and ksactive :: 'kid = cnf = bool (¢||-]|-» [0,110]60)
and ksemp 2 'kid = enf = 'KS («o-(-)» [0,110]60)
and bbrp :: 'BB = (PROB set) subscription set
and bbcs :: ‘BB = (PROB x SOL)
and kscs :: 'KS = (PROB x SOL) set
and ksrp :: 'KS = (PROB set) subscription +
fixes bbns :: ‘BB = (PROB x SOL) set
and ksns :: 'KS = (PROB x SOL)
and bbop :: 'BB = PROB
and ksop :: 'KS = PROB set
and prob :: 'kid = PROB
assumes
ks1: ¥ p. ks. p=prob ks — Component Parameter
— Assertions about component behavior.
and bhvbb1: A\t t' bld p s. [t € arch] = pb.eval bId t t' 0
(O ([AbD. (p,s)€bbns bbly
— (Op [N, (p,s) = bbes bbly)))
and bhvbb2: A\t t’' bId P q. [t€arch] = pb.eval bId t ¢' 0
(Op ([Abb. sub P € bbrp bb A g € P], —°
(Op [Abb. g = bbop bD])))
and bhvbb3: A\t t' bld p . [t€arch] = pb.eval bId t t’' 0
(Qy ([ADD. p = bbop(bb)], —°
([Abb. p=bbop(bb)], Wy, [Abb. (p,solve(p)) = bbes(bb)]p)))
and bhvksl: N\t ¢’ kId p P. [t€arch; p = prob kId] = sb.eval kId t ¢’ 0
(Oy ([Mks. sub P = ksrp ks|p A
(Vp q. ((sb.pred (g€P)) —° (Op ([Nks. (g,s0lve(q)) € kscs ks]p))))
—b (Op [Mks. (p, solve p) = ksns ks|p)))
and bhvks2: N\t t' kId p P q. [t € arch;p = prob kId] = sb.eval kId t t' 0
(Op [Mks. sub P = ksrp ks A ¢ € P — (gq,p) € sb]p)
and bhvks8: Nt t' kId p. [t€arch;p = prob kId] = sb.eval kId t t' 0
(Op ([Nks. pEksop ksly —° (O [Aks. (3 P. sub P = ksrp ks)]y)))
and bhvks4: A\t t' kId p P. [t€arch; peP] = sb.eval kId t t' 0
(Op ([Mks. sub P = ksrp ks, —°
(= (3p P (sb.pred (pP’) Ab [Mks. unsub P' = ksrp ks|y))) Wy
[Aks. (p,solve p) € kscs ks]p)))

— Assertions about component activation.

and actks:
At n kid p. [t € arch; ||kid||¢ n; p=prob kid; peksop (op;q(t n))]
= (3n">n. ||kid|, ,,» N (p, solve p) = ksns (oq(t n')) A
(Vn'">n. n''<n’ —s ||kid|, , )
vV (Vn'>n. (|kid], ,,» N (=(p, solve p) = ksns (ot n')))))

— Assertions about connections.
and conni: Ak bid. ||bid||g,
= bbns (opiq(k)) = (Ukide{kid. ||kid|}. {ksns (opiq(k))})



and conn2: Nk kid. || kid||g,
— ksop (opga(k) = (U bide{bid. |bid]}. {bbop (o4i(k))})
begin
notation sb.INAct («(- < -)o»
notation sb.naztAct (<(- — -).
notation pb.INAct ((- < -)o»
notation pb.natAct (<(- — -)-

)
)
)
)

3.2.1 Calculus Interpretation
pb.balA: [Fi>n. ||c||t 4 ¢ (0ct (¢ = t)n)] = pb.eval ¢ t t' n [o]p

sb.balA: [Fi>n. ||c|lt 55 @ (oct (¢ = t)p)] = sb.eval ¢ t t' n [plp

3.2.2 Results from Singleton
abbreviation the-bb = the-pb

pb.ts-prop ( 1 ): ||id||, = id = the-bb

pb.ts-prop ( 2 ): ||the-bb||;

3.2.3 Results from Publisher Subscriber

msgDelivery: [t € arch; ||sid||; n; sub E = ksrp (oggt n); n < n's Bn’ E.n < n' An' < n'" A
|sid||, ,,» N unsub E' = ksrp (ogiqt n') N e € E'; e € E; (e, m) = bbes (0pe-ppt n''); ||sid]|; ,,77]
— (e, m) € kscs (ogiqgt n')
lemma conn2-bb:
fixes k and kid::'kid
assumes | kid||;,
shows bbop (0 pe-pp(k))Eksop (o1;4(k))
proof —
from assms have ksop (o4;4(k)) = (U bide{bid. ||bid| 1} {bbop (cp;4(k))}) using conn2 by simp
moreover have (| bid.{bid. | bid||;,})={the-bb} using pb.ts-prop(1) by auto

hence (U bide {bid. ||bid|;)}. {bbop (o3;q(k))}) = {bbop (0 gpe.pp(k))} by auto
ultimately show ?thesis by simp
qed

3.2.4 Knowledge Sources
In the following we introduce an abbreviation for knowledge sources which are able to solve a
specific problem.
definition sKs:: PROB = 'kid where
sKs p = (SOME kid. p = prob kid)

lemma sks-prob:
p = prob (sKs p)
using sKs-def somel-ex[of Akid. p = prob kid] ksl by auto

3.2.5 Architectural Guarantees

The following theorem verifies that a problem is eventually solved by the pattern even if no
knowledge source exist which can solve the problem on its own. It assumes, however, that for



every open sub problem, a corresponding knowledge source able to solve the problem will be
eventually activated.

lemma pSolved-Ind:
fixes ¢t and t"::nat ='BB and p and t"::nat ='KS
assumes t€arch and
V. (3n>n. [[sKs (bbop(ape-pp(t 7))l ,,0)
shows
Vn. (3P. sub P € bbrp(oipepp(t n)) A p € P) —
(@m=n. (p,solve(p)) = bbes (0 ghepy(t M)
— The proof is by well-founded induction over the subproblem relation sb
proof (rule wf-induct[where r=sb|)
— We first show that the subproblem relation is indeed well-founded ...
show wf sb by (simp add: sbWF)
next
— ... then we show that a problem p is indeed solved
— if all its sub-problems p’ are eventually solved
fix p assume indH: Vp'. (p’, p) € sb — (Vn. (3P. sub P € bbrp (o4e-pp(t 7)) N p'€P)
— Bm2n. (p'solue(p’)) = bbes (0 gpe.pp(t m))))
show Vn. (3P. sub P € bbrp (o4pepp(t n)) A p € P)
— @m>n. (psolue(p)) = bbes (7e.pp(t m)))
proof
fix ng show (3 P. sub P € bbrp (o4pepp(t no)) A p € P) —
(Fm=no. (p,solve(p)) = bbes (7 ghe-pp(t m))
proof
assume 3 P. sub P € bbrp (o4p0-pp(t n0)) A p € P
moreover have (3P. sub P € bbrp (04,0-pp(t n0)) A p € P) — (In">ng. p=bbop(co4e_pp(t
n’))

proof
assume 3 P. sub P € bbrp (ope-pp(t 0)) A p € P
then obtain P where sub P € bbrp (o40-pp(t n0)) and p € P by auto
hence pb.eval the-bb ¢ t' ng [Abb. sub P € bbrp bb A p € PJ, using pb.bal by simp
moreover from pb.globE[OF bhvbb2] have
pb.eval the-bb t t' ng ([Abb. sub P € bbrp bb A p € Pl, —° Oy, [\bb. p = bbop bb];)
using <t€arch) by simp
ultimately have pb.eval the-bb t t' ng (Op [Abb. p = bbop bb],) using pb.impE by blast
then obtain n’ where n’>ng and pb.eval the-bb t t’ n' [Abb. p = bbop bb]
using pb.evtE by blast
hence p=bbop(0 4,e-pp(t n')) using pb.baE by auto
with <n'>ng» show In">ng. p=bbop(c4e.pp(t n')) by auto
qged
ultimately obtain n where n>ng and p=>bbop(c4,.-pp(t 7)) by auto

— Problem p is provided at the output of the blackboard until it is solved
— or forever...
from pb.globE[OF bhvbb3] have
pb.eval the-bb t t' n ([\ bb. p = bbop(bb)], —°
([X bb. p=bbop(bbd)], Wy, [Abb. (p,solve(p)) = bbes(bb)]y))
using <t€arch)» by auto
moreover from <p = bbop (0 ,.-pp(t n))> have
pb.eval the-bb t t' n [\ bb. p=bbop bb],
using <t€arch) pb.bal by simp
ultimately have pb.eval the-bb t t' n
([\ bb. p=bbop(bb)], Wy, [A bb. (p,solve(p)) = bbes(bb)]y)
using pb.impE by blast
hence pb.eval the-bb t t' n (([A bb. p=bbop bbly Up



[\ bb. (p,solve(p)) = bbes bby) VP (Oy [X bb. p=bbop b))
using pb.wuntil-def by simp
hence pb.eval the-bb t t' n
([Abb. p=Dbbop bb]y Lty [AbD. (p,solve(p)) = bbes bbly) V
(pb.eval the-bb t t' n (O, [A bb. p=bbop bb))
using pb.disjFE by simp
thus Im>ng. (p,solve p) = bbcs(o ge-pp(t m))
— We need to consider both cases, the case in which the problem is eventually
— solved and the case in which the problem is always provided as an output
proof
— First we consider the case in which the problem is eventually solved:
assume pb.eval the-bb t t’' n
([Abb. p=bbop bbly Uy [ADD. (p,solve(p)) = bbes bbly)
hence 3i>n. (pb.eval the-bb t t' i
[AbD. (p,solve(p)) = bbes bbly A
(VEk>n. k<i — pb.eval the-bb t t' k [Abb. p = bbop bbp))
using <t€archy pb.untilE by simp
then obtain ¢ where i>n and
pb.eval the-bb t t’ i [Abb. (p,solve(p)) = bbes bb]y by auto
hence (p,solve(p)) = bbes(ope-pp(t 7))
using <t€arch> pb.baFEA by auto
moreover from i>n) (n>ngy> have i>ny by simp
ultimately show #?thesis by auto
next
— Now we consider the case in which p is always provided at the output
— of the blackboard:
assume pb.eval the-bb t t' n
(Op [AbD. p=bbop bb]y)
hence Vn'>n. (pb.eval the-bb t t' n’ [Abb. p = bbop bbl;)
using <t€arch) pb.globE by auto
hence outp: Vn'>n. (p = bbop (o4pe-pp(t 7))
using <t€arch) pb.baE by blast

— thus, by assumption there exists a KS which is able to solve p and which
— is active at n'...
with assms(2) have 3n">n. ||sKs pl|, ,» by auto
then obtain n, where n;>n and |[sKs p||; ,, by auto
— ... and get the problem as its input.
moreover from (ny>n> have p = bbop (04,0pp(t 11))
using outp by simp
ultimately have peksop(o g (1 ni)) using conn2-bblof sKs p t ni| by simp

— thus the ks will either solve the problem or not solve it and
— be activated forever
hence (In'>ny. [|sKs pll, ,,» A
(p, solve p) = ksns (045 p(t n') A
(Vn'">ng. n"'<n’ — ||sKs th n//)) i
(Vn'>ng. (|[sKs pll; ,,» A
(=(p, solve p) = ksns (o555 p(t n"))))
using «(|[sKs p||; > actks[of t sKs p] <t€arch) sks-prob by simp
thus ?thesis
proof
— if the ks solves it
assume 3In'>ny. ||sKs pll; .+ A (p, solve p) = ksns (03 pt 1)
AN (Vn'"Zng. n" < n' — [|sKs pll; )

10



— it is forwarded to the blackboard
then obtain n, where n,>n; and |sKs pl|; .,
and (p, solve p) = ksns (o 4k pt ns) by auto
moreover have (sKs p — t)p, = ns
by (simp add: «||sKs p||¢ > sb.nxtAct-active)
ultimately have

(p,s0lve(p)) € bbns (0 4pe-pp(t ((sKs p = 1)n,)))
using connl[OF pb.ts-prop(2)] <||sKs p||¢ n,» by auto

— finally, the blackboard will forward the solution which finishes the proof.
with bhvbbl have pb.eval the-bb t t' ((sKs p — t)n,)
(Op [Abb. (p, solve p) = bbes bby)
using <t€archy pb.globE pb.impE|of the-bb t t'] by blast
then obtain ny where ny>(sKs p — t)p, and
pb.eval the-bb t t' ny [Abb. (p, solve p) = bbcs bb],,
using <t€archy pb.evtE[of t t' (sKs p — t)n,] by auto
hence (p, solve p) = bbcs (o 4pe-pp(t nf))
using <t € arch) pb.baEA by auto
moreover have ny>ng
proof —
from «||sKs pl|; , > have (sKs p — t)n,>ns
using sb.nztActl by blast
with «(sKs p — t)p, = ns> show ?2thesis
using ny>(sKs p — t)n,» ns>ngpy <np>ny <n>ng» by arith
qed
ultimately show #thesis by auto
next
— otherwise, we derive a contradiction
assume case-ass: ¥ n'>ny. |sKs pll; v A =(p, solve p) = ksns (04x5 pt n')

— first, the KS will eventually register for the subproblems P it requires to solve p...
from «|sKs pl| > have 3i>0. ||sKs p||; ; by auto
moreover have (sKs p < t)g < ni by simp
ultimately have sb.eval (sKs p) t t"' ny

([\ks. pEksop ksl —P (Op [Mks. 3 P. sub P = ksrp ks]p))

using sb.globEA[OF - bhvks3[of t p sKs p t'']] <t€archy sks-prob by simp
moreover have sb.eval (sKs p) t t"" ny [Mks. p € ksop ksp
proof —

from «||sKs pl|; 5, have In">ny. |[sKs p|, ,,» by auto

moreover have p € ksop (0x »(t ((sKs p — t)ny)))

proof —

from <||sKs pl¢ p,,> have (sKs p — t)n,=ns
using sb.nztAct-active by blast
with «peksop(o g (¢ ni))> show ?thesis by simp

qed

ultimately show ?thesis using sb.balA[of nj sKs p t] by blast
qed
ultimately have sb.eval (sKs p) t t" ng (Op [Mkes. IP. sub P = ksrp ks]p)

using sb.impFE by blast
then obtain n, where n,>(sKs p — t)n, and

Fizn,. |sKs pllt i A

(Vn"">(sKs p < typ,. n" < (sKsp — t)n,

— sb.eval (sKs p) t t”" n' [Aks. 3P. sub P = ksrp ksly) V

= (Fizne. [[sKs pll¢ ) A

sb.eval (sKs p) t t"” n, [A\ks. 3P. sub P = ksrp ksl

11



using «||sKs p||¢ p, > sb.evtEA[of ny sKs p t] by blast
moreover from case-ass have (sKs p — t)p, >n;, using sb.nztActl by blast
with n,.>(sKs p — t)n,> have n,.>n; by arith
hence 3i>n,. ||sKs pl||¢ ; using case-ass by auto
hence n, < (sKs p — t)p, using sb.nztActLe by simp
moreover have n, > (sKs p < t)p, by simp
ultimately have

sb.eval (sKs p) tt" n, [Aks. 3P. sub P = ksrp ks, by blast
with «3i>n,. ||sKs p||; ;» obtain P where

sub P = ksrp (0455 p(t ({(sKs p = t)n,)))

using sb.baFA by blast
hence sb.eval (sKs p) ¢t t"' n, [Aks. sub P = ksrp ksl

using «Ji>n,. ||sKs pll¢ p sb.balA sks-prob by blast

— the knowledgesource will eventually get a solution for each required subproblem:
moreover have sb.cval (sKs p) t t"" n, (¥, p’. (sb.pred (p'eP) —°
(Op [Mks. (p’,solve p') € kscs ksp)))
proof —
have V p’. sb.eval (sKs p) t t"" n, (sb.pred (p'eP) —°
(Op [Aks. (p’,solve p’) € kses ks]p))
proof
— by induction hypothesis, the blackboard will eventually provide solutions for subproblems
fix p’
have sb.eval (sKs p) t t'" n, (sb.pred (p'eP)) —
(sb.eval (sKs p) tt'" n,
(Op [Aks. (p’,solve p') € kscs ksy))
proof
assume sb.eval (sKs p) t t'" n, (sb.pred (p'€P))
hence p’ € P using sb.predE by blast
thus (sb.eval (sKs p) t t"" n, (Op [Mks. (p’,s0lve p') € kscs ksy))
proof —
have (sKs p < t)g < n, by simp
moreover from <|sKs pl; ,,,> have 3i>0. |sKs pl|; ; by auto
ultimately have sb.eval (sKs p) ¢ t"' n, ([Aks. sub P = ksrp kslp
—b (<> (3 P'. (sb.pred (p'eP’) Ab [Mks. unsub P’ = ksrp ks))) W
[Aks. (p',solve p’) € kscs ks]p))
using sb.globEA[OF - bhvksj[of t p' P sKs p t")]
«tearchy <||sKs pl|¢ > p'€P> by simp
with «sb.eval (sKs p) t t"" n, [Aks. sub P = ksrp ks]p> have
sb.eval (sKs p) t t"" n,. ((=* (3, P". (sb.pred (p'eP’) Ab
[Aks. unsub P' = ksrp ks|y))) 2y [Aks. (p’,solve p’) € kscs ks]p)
using sb.impE[of (sKs p) t t" n, [Aks. sub P = ksrp ks|p] by blast
hence sb.cval (sKs p) tt" n, ((=° (3, P'. (sb.pred (p'€P’) A
[Mks. unsub P’ = ksrp kslp))) thy [Aks. (p',s0lve p’) € kscs ks]p) V
sb.eval (sKs p) t t" n, (O, (=* (3, P’ (sb.pred (p’eP’) Ab
[Aks. unsub P' = ksrp ks|p)))) using sb.wuntil-def by auto
thus (sb.eval (sKs p) t t"" n, (Op [Mks. (p,solve p’) € kses ks]y))
proof
let ?y'==* (3, P’ (sb.pred (p'€P’) A’ ([Aks. unsub P’ = ksrp ksy)))
let 2y=[X\ks. (p’,solve p') € kscs ksl
assume sb.eval (sKs p) tt” n, (79" Uy ?v)
with «3i>n,.. ||sKs p||; ;» obtain n’ where n'>(sKs p — t)p, and
lass: (Fi>n'. ||sKs pll¢ ;) A (Vn"">(sKs p <= 1), . n"" < (sKsp — t),/
— sb.eval (sKs p) tt"" n"" 2y) A
(Vn'"">(sKs p <= t)n,. n" < (sKsp < )

T
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— sb.eval (sKsp) tt"' n" &) v
- (Fi>n’. ||sKs pllt ;) A sb.eval (sKs p) tt” n' 2y A
(Vn'">(sKs p < t)n,. n” < n’ — sb.eval (sKs p) tt"" n'" 2’
using sb.untilEA[of n, sKs p t t"] «<3i>n,. ||sKs p||; »» by blast
thus ?thesis
proof cases
assume 3i>n’. ||sKs pl|¢
with lass have Vn'">(sKs p <= t),. n" < (sKsp — 1),/
— sb.eval (sKs p) t t"" n'' 2y by auto
moreover have n'>(sKs p <= t),/ by simp
moreover have n' < (sKs p — t),/
using «3i>n’. ||sKs p||; o sb.natActLe by simp
ultimately have sb.eval (sKs p) t t'' n’ 2y by simp
moreover have (sKs p < t)p, < n’ using n, < (sKs p — t)n,>»
(sKs p < thn, < ny «(sKsp — t)n, < n’ by linarith
ultimately show ?thesis using «(3i>n,.. ||sKs p||¢ » <Fi>n'. ||sKs p||
n'>(sKs p <= t),» «n' < (sKsp — t),»
sb.evtIA[of n,. sKs p t n' t" ?y] by blast
next
assume - (3i>n’. ||sKs p|l¢ 4)
with lass have sb.eval (sKs p) t t"" n’ 2y A
(Vn'">(sKs p < t)n,. n” < n’ — sb.eval (sKs p) t t"" n' ?9') by auto
moreover have (sKs p < t)p, < n’
using «n, < (sKsp — typ,» «((sKs p < t)p, < no
(sKs p — t)n, < n’» by linarith
ultimately show ?thesis using «(3i>n,.. ||sKs p||¢ » < (Fi>n'. ||sKs pll¢ ;)
sb.evtIA[of n,. sKs p t n' t"" ?y] by blast
qed
next
assume cass: sb.eval (sKs p) t t” n,
(Op (= (3 P". (sb.pred (p'€P’) A [Nks. unsub P’ = ksrp ksp))))

have sub P = ksrp (03x p(t ((sKs p = t)n,))) A
p'€ P — (p,p) €sb
proof —
have 3i>0. ||sKs p||; ; using «<3i>0. ||sKs p||+ »» by auto
moreover have (sKs p < t)g < ({sKs p — t)n,) by simp
ultimately have sb.eval (sKs p) t t"" ((sKs p — t)n,.)
[A\ks. sub P = ksrp ks A p’ € P — (p’, p) € sb]y
using sb.globEA[OF - bhvks2[of t p sKs p t"' P]| <t € archy sks-prob by blast
moreover from «3i>n,. ||sKs p||; »» have
|sKs pl|; ((sKs p — t)p, ) USing sb.natActl by blast
ultimately show #thesis
using sb.baEANow[of sKs p t t"" (sKs p — t)n,] by simp
qged
with <p’ € P» have (p/, p) € sb
using (sub P = ksrp (045 (¢t ((sKs p = t)n,)))
sks-prob by simp
moreover from (3i>n,. ||sKs pl; »» have ||sKs p||; ((sKs p — t)n, )
using sb.nztActl by blast
with «sub P = ksrp (04x5 ,(t ((sKsp — t)n,)))
have sub P € bbrp (o4pepp(t ((sKs p — t)n,)))
using conniA by auto
with < p’ € P» have sub P € bbrp (opeppt ((sKs p — t)n,.)) A p’ € P by auto
ultimately obtain m where m>(sKs p — t)p, and (p’, solve p') = bbcs (0 p0-pp (2

T
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using indH by auto

— and due to the publisher subscriber property,
— the knowledge source will receive them
moreover have
PnP. (sKsp— thp, <nAn<mAlsKsplin A
unsub P = ksrp (ogks ,(t n)) A p' € P
proof
assume 3n P’ (sKsp — t)n, < nAn<mA |sKsplsnA
unsub P' = ksrp (04p¢s p(t n)) A p' € P’
then obtain n P’ where
IsKs pllt n and (sKs p — t)p, < nand n < m and
unsub P' = ksrp (04k5 p(t n)) and p’ € P’ by auto
hence sb.eval (sKs p) t t" n (3, P’. sb.pred (p'’€P’) A
[Aks. unsub P’ = ksrp ks]y) by blast
moreover have (sKs p < t)p, < n
using <, < (sKs p — t)p,» (sKsp < t)p, < ng
(sKs p — t)n, < n» by linarith
with cass have sb.eval (sKs p) t t" n (= (3, P'. (sb.pred (p'eP’)
Al [Nks. unsub P’ = ksrp ks]p)))
using sb.globEA[of n, sKs p tt”
=Y (3yP’. sb.pred (p' € P') A® [Nks. unsub P’ = ksrp ks|) n]
«Ji>n,.. |sKs pll¢ p by auto
ultimately show Fulse using sb.negE by auto
qed
moreover from «3i>n,. ||sKs p||¢ » have
|sKs pll; ((sKs p — t)p,) USING sb.nztActl by blast
moreover have sub P = ksrp (0455 p(t ((sKs p — t)n,)))
using «sub P = ksrp (0gx (t ((sKs p — t)n,)))> -
moreover from (m>(sKs p — t),» have (sKs p — t), < m by simp
moreover from «3i>n,. ||sKs p||¢
have (sKs p — t)n,>n, using sb.nztActl by blast
hence m>n;, using «(sKsp — t)n, < m» (sKsp — t)p, < npd
(sKs p — t)n, > np> by simp
with case-ass have ||sKs p|| m by simp
ultimately have (p’, solve p’) € kscs (045 ,(t m))
and [|sKs pll¢ m
using <t € archy msgDelivery[of t sKs p (sKs p — t)n, P m p’ solve p’]
<p’ € P> by auto
hence sb.eval (sKs p) t t"" m [Aks. (p’,solve p’) € kscs ks]p
using sb.balANow by simp
moreover have m > (sKs p < t)m by simp
moreover from <||sKs p||; n,» have m < (sKs p — t)m
using sb.nztActLe by auto
moreover from <3 i>n,. ||sKs p||; p» have
(sKs p < t)n, < (sKsp — t)p, by simp
with «(sKs p — t)n, < m» have (sKs p < t)n, < m by arith
ultimately show sb.eval (sKs p) t t" n,
(Op [MNks. (p',s0lve p') € kses kslp)
using <3 i>n,.. ||sKs pl|; p» sb.evtIA by blast
qed
qed
qed
thus sb.eval (sKs p) t t"" n, (sb.pred (p’eP) —°

T
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(O [Mks. (p,solve p') € kscs kslp))
using sb.impl by auto
qged
thus ?thesis using sb.alll by blast
qed

— Thus, the knowlege source will eventually solve the problem at hand...
ultimately have sb.eval (sKs p) t t"' n,

([Nks. sub P = ksrp ks, A

(Vi q. (sb.pred (g € P) —b Oy [Mks. (g, solve q) € kscs ks]p)))

using sb.conjl by simp
moreover from «3i>n,. ||sKs p||; ;» have 3i>0. ||sKs p||; ; by blast
hence sb.eval (sKs p) t t"" n,

(([\ks. sub P = ksrp ks|p A

(Vy q. (sb.pred (¢ € P) —b

Op [Mks. (g, solve q) € kscs ks]p))) —°

(O [Mks. (p, solve p) = ksns ks]p)) using <t € arch

sb.globEA[OF - bhvks1[of t p sKs p t'" P]| sks-prob by simp
ultimately have sb.eval (sKs p) t t" n,

(Op [Aks. (p,solve(p))=ksns(ks)]p)

using sb.impE[of sKs p t t"’ n,] by blast

— and forward it to the blackboard
then obtain ns; where n,>(sKs p — t)p, and
(Fizns. [[sKs pllt i A
(Vn"">(sKs p <= typ,. " < (sKs p — t)ypn, —
sb.eval (sKs p) t t"" n'' [Mks. (p,solve(p))=ksns(ks)]p)) V
~ @izn,. |I5Ks plly ) A
sb.eval (sKs p) t t" ng [Mks. (p,solve(p))=ksns(ks)]p
using sb.evtEA[of n, sKs p t] «<3i>n,. ||sKs p||; » by blast
moreover from «((sKs p — typ, > no (np>ngy ng>(sKs p — t)p,»
have n;>n; by arith
with case-ass have Ji>n,. ||sKs pl|¢ ; by auto
moreover have n;>(sKs p < t)n, by simp
moreover from «3i>n,. ||sKs p||¢ » have ng < (sKs p — t)p,
using sb.nxztActLe by simp
ultimately have sb.eval (sKs p) t t"" ng [Mks. (p,solve(p))=ksns(ks)]p
using sb.evtEA[of n, sKs p t] «(3i>n,. ||sKs p||¢ »» by blast
with «3i>ng. ||sKs p||; »» have
(p,solve(p)) = ksns (0 4k p(t ((sKs p — t)n,)))
using sb.baFA[of ns sKs p t t"" Aks. (p, solve p) = ksns ks] by auto
moreover from <3i>n,. ||sKs p|¢
have ||sKs p||, ((sKs p — t)n,) USING sb.nztActl by simp
ultimately have (p,solve(p)) € bbns (ohepp(t ((sKs p — t)n,)))
using connl[OF pb.ts-prop(2)[of t ({(sKs p — t)n,)]] by auto
hence pb.eval the-bb t t' (sKs p — t)n, [Abb. (p,solve(p)) € bbns bb]
using <t€arch) pb.bal by simp

— finally, the blackboard will forward the solution which finishes the proof.
with bhvbbl have pb.eval the-bb t t’' (sKs p — t)n,

(Op [ABD. (p, solve p) = bbcs bb]y)

using <t€archy pb.globE pb.impE|of the-bb t t'] by blast
then obtain n; where ny>(sKs p — t), and

pb.eval the-bb t t’ ny [Abb. (p, solve p) = bbes bb]s

using <t€archy pb.evtE[of t t' (sKs p — t)n,] by auto
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hence (p, solve p) = bbes (o 4pe-pp(t nf))
using <t € arch> pb.baFA by auto
moreover have ny>ng
proof —
from 3n""">n;. [|sKs pl|, > have (sKs p — t)n,>ng
using sb.nztActLe by simp
moreover from «n;>n> and «||sKs pl|; , > have (sKs p — t)p, >ny
using sb.nztActl by blast
ultimately show ?thesis
using «n;>(sKs p — t)p,» (ns>(sKs p — t)p,>
(sKs p — thn, >np> <np.>(sKs p — t)nyd <np>ny <n>ngr by arith
qed
ultimately show ?thesis by auto
qed
qged
qed
qed
qed

theorem pSolved:
fixes t and t"::nat ='BB and t'"::nat ='KS
assumes t€arch and
Vi, (@n'=n. |sKs (bbop(oge.pp(t )y )
shows
Vn. (VP. (sub P € bbrp(cpepp(t n))
— (Vp € P. (Am=n. (psolve(p)) = bbes (0 gpe.pp(t m))))))
using assms pSolved-Ind by blast
end

end

4 Some Auxiliary Results

theory Auxiliary imports Main
begin

lemma disjE3: PV Q VR = (P = §) = (@ = S) = (R = S) = S by auto

lemma ge-induct|consumes 1, case-names stepl:
fixes i::nat and j::nat and P::nat = bool
shows i < j = (An.i<n= (Vm >1i. m<n — Pm) = Pn)) = Pj
proof —
assume a0: ¢ < jand al: (An. i <n = ((Ym > 4. m<n — P m) = P n))
have (An. Vm<n.i<m — Pm = i<n— Pn)
proof
fix n
assume a2: Vm<n. i <m — Pm
show i <n=— Pn
proof —
assume i < n
with af have (Ym > i. m<n — P m) = P n by simp
moreover from a2 have Vm > i. m<n — P m by simp
ultimately show P n by simp
qed
qed
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with nat-less-induct[of \j. i < j— Pjjlhavei<j— Pj.
with a0 show ?thesis by simp
qed

lemma my-induct[consumes 1, case-names base step):
fixes P::nat=-bool
assumes less: © < j
and base: P j
and step: An. i <n=n<j= (Vn>n. n'<j — Pn’) = Pn
shows P i
proof cases
assume j=0
thus “thesis using less base by simp
next
assume - j=0
have j — (j — i) > i — P (j — (j — 1))
proof (rule less-induct[of An:nat. j—n > i — P (j—n) j—1i])
fix x assume asmp: A\y. y<z = i<j—y— P (G —1y)
show i < j— 2z — P (j — x)
proof cases
assume z=0
with base show ?thesis by simp
next
assume — z=0
with «j # 0» have j — x < j by simp
show ?thesis
proof
assume ¢ < j —
moreover have Vn'>j—z. n'<j — P n’
proof
fix n'
show n'>j—x — n'<j — P n’
proof (rule HOL.impI[OF HOL.impl))
assume j — z < n’and n’ < j
hence j — n’ < z by simp
moreover from i < j — 2 ¢j — x < n’» have i < n’ using le-less-trans less-imp-le-nat by

blast
with «n’ < j» have i < j — (j — n’) by simp
ultimately have P (j — (j — n')) using asmp by simp
moreover from n’ < j» have j — (j — n’) = n’ by simp
ultimately show P n’ by simp
qed
qed
ultimately show P (j — z) using «j—z<j» step|of j—z| by simp
qed
ged
qged

moreover from less have j — (j — i) = ¢ by simp
ultimately show ?thesis by simp
qed

lemma Greatest-ex-le-nat: assumes k. Pk A (VEk'. Pk’ — k' < k) shows —~(3 n">Greatest P. P n’)
by (metis Greatest-equality assms less-le-not-le)

lemma cardEz: assumes finite A and finite B and card A > card B shows Jz€A. -~ z€B

17



proof cases
assume A C B
with assms have card A<card B using card-mono by blast
with assms have Fulse by simp
thus ?thesis by simp
next
assume - A C B
thus “thesis by auto
qed

lemma cardshift: card {i:nat. i>n A i < n’Ap((n"+ 9} =card {i. i>(n+ 0"y ANi<(n +n")A
p i}
proof —
let 2f=M\i. i+n"
have bij-betw ?f {iznat. i>n A i< n'Ap "+ )} {i.i>nh+n")ANi<(n +n")Api}
proof (rule bij-betwl’)
fixzyassumez e {i.n<iANi<n'Apn”"+i}landye{i.n<ini<n Apn"”"+1i)}
show (z + n” =y + n”) = (z = y) by simp
next
fix z:nat assume z € {i. n <iAi<n' Ap(n'+ i)}
hence n<z and z < n’ and p(n’+z) by auto
moreover have n'+z=z+n" by simp
ultimately have n + n”’ < z + n” and z + n”’ < n’ 4+ n” and p (z + n') by auto
thusz + n” € {i.n+n" <iANi<n"+n" Api} by auto
next
fix y:nat assume y € {i. n+ n"" <iANi<n' '+ n" Api}
hence n+n''<y and y<n’+n’ and p y by auto
then obtain z where z=y—n'"' by simp
with <n+n''<y> have y=z+n’ by simp
moreover from <z=y—n'"» <n+n’’<y> have z>n by simp
moreover from (z=y—n'» (y<n’+n’» have z<n’ by simp
moreover from (y=z+n'"y have y=n''+z by simp
with «p y» have p (n” + z) by simp
ultimately show Jze{i. n < iAi<n'Ap(n" + 9} y=2z+ n" by auto
qed
thus ?thesis using bij-betw-same-card by auto
qed

end

5 Relative Frequency LTL

theory RF-LTL
imports Main HOL— Library.Sublist Auziliary DynamicArchitectures. Dynamic-Architecture- Calculus
begin

type-synonym 's seq = nat = s
abbreviation ccard n n’ p = card {i. i>n A i < n’ A p i}
lemma ccard-same:

assumes — p (Suc n')

shows ccard n n' p = ccard n (Suc n’) p

proof —
have {i. i >n Ai< Sucn'Api}={i.i>nAi<n' Api}
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proof
show {i.n <iANi<Sucn'Api} C{i.n<iAni<n Api}
proof
fix zassume z € {i. n < i A i < Sucn’ A pi}
hence n<z and z<Suc n’ and p z by auto
with assms (1) have z#Suc n’ by auto
with «z<Suc n’» have z < n’ by simp
with (n<z» <p > show z € {i. n < i A i < n' A pi} by simp
qed
next
show {i.n <iAi<n'Api} C{i.n<iAi<Sucn'Api}by auto
qed
thus %thesis by simp
qed

lemma ccard-zero[simp]:
fixes n::nat
shows ccard n np = 0
by auto

lemma ccard-inc:
assumes p (Suc n’)
and n’ > n
shows ccard n (Suc n') p = Suc (ccard n n’ p)
proof —
let PA={i.i>nAi<n" Api}
have finite ?A by simp
moreover have Suc n’ ¢ ?A by simp
ultimately have card (insert (Suc n’) ?A) = Suc (card ?A) using card-insert-disjoint[of ?A] by simyp
moreover have insert (Suc n') 24 = {i. i>n A i < (Suc n') A p i}
proof
show insert (Sucn’) A C {i.n <iAi<Sucn’Api}
proof
fix z assume z € insert (Sucn’) {i. n <iANi<n'Api}
hence z=Sucn’'Vn <z Az <n'Apzby simp
thusz € {i.n <iAi< Sucn'Api}
proof
assume z = Suc n’
with assms (1) assms (2) show ?2thesis by simp
next
assumen <z Az <n'Apzx
thus ?thesis by simp
qed
qed
next
show {i. n < i A i< Sucn’Api} Cinsert (Sucn’) ?A by auto
qged
ultimately show ?thesis by simp
qed

lemma ccard-mono:

assumes n'>n

shows n'’>n’ = ccard n (n"::nat) p > ccard n n' p
proof (induction n'’ rule: dec-induct)

case base
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then show ?case ..
next
case (step n”)
then show ?case
proof cases
assume p (Suc n”)
moreover from step.hyps assms have n<n’’' by simp
ultimately have ccard n (Suc n'") p = Suc (ccard n n’' p) using ccard-inclof p n'' n] by simp
also have ... > ccard n n’ p using step.IH by simp
finally show ?case .
next
assume - p (Suc n”)
moreover from step.hyps assms have n<n’’' by simp
ultimately have ccard n (Suc n'") p = ccard n n’' p using ccard-same[of p n'’ n] by simp
also have ... > ccard n n’ p using step.IH by simp
finally show ?case by simp
qed
qed

lemma ccard-ub|simp]:
ccardnn’p < Sucn’ —n
proof —
have {i. i>n A i < n' A pi} C{i. i>n A i< n'} by auto
hence ccard n n' p < card {i. i>n A i < n'} by (simp add: card-mono)
moreover have {i. i>n A i < n'} = {n..n'} by auto
hence card {i. i>n A i < n’} = Sucn’ — n by simp
ultimately show ?thesis by simp
qed

lemma ccard-sum:
fixes n::nat
assumes n'>n’
and n'">n
shows ccard n n’ P = ccard n n’' P + ccard n'' n' P
proof —
have ccard n n’ P = card {i. i>n A i < n’ A P i} by simp
moreover have {i. i>n A i < n'APi} =
{i.i>n ANi<n”"ANPi}U{ii>n"Ni<n'APi} (is 2LHS = ?RHS)
proof
show ?LHS C YRHS by auto
next
show ?RHS C ?LHS
proof
fix z
assume z€ ?RHS
hence z>n Az < n”" APz Vz>n"ANz<n"APzxby auto
thus z€?LHS
proof
assume n < 2z Az <n” NPz
with assms show ?thesis by simp
next
assume n”’ <z ANz <n'APzx
with assms show ?thesis by simp
qed
qed

!
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qed
hence card ?LHS = card ?RHS by simp
ultimately have ccard n n’ P = card RHS by simp
moreover have card RHS = card {i. i>n AN i < n” NP i} + card {i. i>n"" ANi<n’'APi}
proof (rule card-Un-disjoint)

show finite {i. n < i A i < n” A P i} by simp

show finite {i. n” < i A i < n’ A P i} by simp

show {i. n <iANi<n”"APi}Nn{i.n"<iANi<n" APi}={} by auto
qged
moreover have ccard n n' P = card {i. i>n AN i < n'" A P i} by simp
moreover have ccard n'’ n’ P= card {i. i>n"" A i < n’ A P i} by simp
ultimately show ?thesis by simp

qed

lemma ccard-ex:
fixes n::nat
shows ¢>1 = c < ccard n n'' P = In'<n’. n">n A ccard nn' P = ¢
proof (induction c rule: dec-induct)
let 2l = LEAST iznat. n <iANi<n”ANPi
case base
moreover have ccard n n’ P < Suc (card {i. n < i AN i< n” AN Pi})
proof —
from <ccard n n’’ P > 1) have n’'>n using less-le-trans by force
then obtain n’ where Suc n’ = n’" and Suc n’ > n by (metis lessE less-imp-le-nat)
moreover have {i. n < i A i< Sucn’APi}={i.n<iAi<n’APi}by auto
hence card {i. n < i AN i< Sucn’ANPi}=card {i.n<iANi<n"APi}by simp
moreover have card {i. n < i A i < Sucn' A P i} < Suc (card {i. n <iANi<n'APi})
proof cases
assume P (Suc n’)
moreover from «n’’>ny «(Suc n’=n"» have n’>n by simp
ultimately show ?thesis using ccard-inc[of P n’ n] by simp
next
assume — P (Suc n’)
moreover from «n’’>ny «(Suc n’=n"» have n’>n by simp
ultimately show ?thesis using ccard-same[of P n’ n] by simp
qed
ultimately show ?thesis by simp
qed
ultimately have card {i. n < i A i < n” A Pi} > 1 by simp
hence {i. n < i A i < n'" A Pi} # {} by fastforce
hence 3i. n < i A i < n'" A P i by auto
hence ?i>n and ?l<n’ and P ?] using LeastI-ex[of Ai:nat. n < { A i < n'' A P i] by auto
moreover have {i. n < i AN i < 2l AP i} = {?}
proof
show {i. n <iANi< AP} C{%}
proof
fix ¢
assume i€{i. n < i A i < 7l A P i}
hence n < ¢ and 7 < 9l and P ¢ by auto
with <3i. n < i A i < n' A Pi have i=7]
using Least-le[of A\i. n < i A i < n” A P i by (meson antisym le-less-trans)
thus i€{?l} by simp
qed
next
show {?} C{i.n<iANi<2LAPi}
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proof
fix ¢
assume i€{?l}
hence i=?] by simp
with «?2l>ny <?l<n’y <P 21> show i€{i. n < i A i < 2l A P i} by simp
qed
qed
hence ccard n ¢l P = 1 by simp
ultimately show ?Zcase by auto
next
case (step c)
moreover from step.prems have Suc c<ccard n n'’ P by simp
ultimately obtain n’ where n'<n’ and n < n’ and ccard n n’ P = ¢ by auto
hence ccard n n” P = ccard n n’ P + ccard n’ n'’ P using ccard-sum[of n’ n'' n] by simp
with «Suc c<ccard n n"" Py <ccard n n’ P = ¢» have ccard n’ n'" P>1 by simp
moreover have ccard n’ n" P < Suc (card {i. n’ < i AN i< n” A Pi})
proof —
from <ccard n’ n' P > 1) have n'’>n’ using less-le-trans by force
then obtain n’”’ where Suc n'"' = n’ and Suc n'”’ > n’ by (metis lessE less-imp-le-nat)
moreover have {i. n' < i A i< Sucn”" ANPi}={i.n"<iANi<n" APi} by auto
hence card {i. n' < i AN i< Sucn’” ANPi}=card {i.n' <iNi<n"" A Pi}by simp
moreover have card {i. n' < i A i < Sucn'’ AN P i} < Suc (card {i. n' <iANi<n"" APi})
proof cases
assume P (Suc n'”)
moreover from (n’’>n’> <Suc n’'=n'"y have n'"">n’ by simp
ultimately show ?thesis using ccard-inc[of P n’"" n'] by simp
next
assume — P (Suc n'")
moreover from «n’’>n’y <Suc n'’=n'""y have n'"">n’ by simp
ultimately show ?thesis using ccard-samelof P n'"" n’] by simp
qed
ultimately show ?thesis by simp
qged
ultimately have card {i. n’ < i AN i <n” AN Pi} > 1 by simp
hence {i. n’ < i A i< n"” APi} #{} by fastforce
hence 3i. n’ < i A i < n' A Pi by auto
let 21 = LEAST i:nat. n’ <iANi<n'"ANPi
from 3i. n’ < i Ai < n'"APi have n’ < 9l
using Leastl-ex[of Aiznat. n’ < i A i < n'" A P i] by auto
with <n < n’» have ccard n 21 P = ccard n n’ P 4+ ccard n’ ?l P using ccard-sum[of n’ ?l n] by simp
moreover have {i. n' < i A < 20N Pi} ={?}
proof
show {i. n' < iANi < 2LANPi} C{%}
proof
fix ¢
assume i€{i. n' < i ANi < 2N Pi}
hence n’ < 7 and ¢ < ¢l and P i by auto
with <3i. n’ < i A i< n” AP i have i=7]
using Least-le[of Mi. n' < i A i < n' A P i by (meson antisym le-less-trans)
thus ie{?l} by simp
qed
next
show {2} C {i.n' <iANi< ?NPi}
proof
fix ¢
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assume ie{ %}
hence =%l by simp
moreover from 3i. n' < i A i < n’” A P have ?I<n’ and P ?]
using LeastI-ex[of Xi. n’ < i A i < n' A Pi] by auto
ultimately show ic{i. n’ < i A i < 2l A P i} using <?l>n"y by simp
qed
qed
hence ccard n’ 2l P = 1 by simp
ultimately have card {i. n < ¢ A i < 2l A P i} = Suc ¢ using <ccard n n' P = ¢» by simp
moreover from «3i. n’ < i Ai<n” A Pi have n’ < ?land 2l < n' and P ?]
using Leastl-ex[of Aiz:nat. n’ < i A i < n'' A Pi] by auto
with <n < ny have n<? and ?l<n’ by auto
ultimately show ?case by auto
qed

lemma ccard-freq:
assumes (n’:nat)>n
and ccard n n' P > ccard n n' Q + cnf
shows 3n’ n'". ccard n’ n”’ P > enf A ccard n’ n"’ Q < cnf
proof cases
assume cnf = 0
with assms(2) have ccard n n’ P > ccard n n’ Q by simp
hence card {i. n <iANi<n'APi}>card {i.n <iANi<n'AQi} (is card ?LHS>card ?RHS)
by simp
then obtain ¢ where i€ YLHS and — i € ?RHS and >0 using cardEx|[of ?LHS ?RHS| by auto
hence P i and — (@ i by auto
with «i>0) obtain n’ where P (Suc n”’) and =Q (Suc n'’) using gr0-implies-Suc by auto
hence ccard n'' (Suc n’”) P = 1 using ccard-inc by auto
with «cnf = 0> have ccard n'' (Suc n”’) P > cnf by simp
moreover from —Q (Suc n'’)y have ccard n'"' (Suc n'’) Q = 0 using ccard-samelof @ n'' n”] by
auto
with <cnf = 0» have ccard n"' (Suc n'") Q < enf by simp
ultimately show ?thesis by auto
next
assume - cnf = 0
show ?thesis
proof (rule ccontr)
assume — (In’ n". ccard n’ n'' P > enf A ccard n’ n' Q < enf)
hence hyp: Vn' n’. ccard n' n" Q < cnf — ccard n’ n"' P < cnf
using lel less-imp-le-nat by blast
show Fulse
proof cases
assume ccard n n’ Q < cnf
with hyp have ccard n n’ P < cnf by simp
with assms show Fualse by simp
next
let ?gcond=An". n"">n A n"'<n’ A (Fz>1. ccard n n” Q = z * cnf)
let ?g= GREATEST n'". ?gcond n'’
assume — ccard n n’ Q < cnf
hence ccard n n' Q > cnf by simp
hence 3dn'". ?gcond n'"’
proof —
from <ccard n n’ Q > cnf> <—enf=0> obtain n’’ where n'’>n and n’’<n’ and ccard n n'’ Q
= cnf
using ccard-ex[of enf n n’ Q| by auto
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moreover from <ccard n n' Q = cnf> have 3z>1. ccard n n"’ Q = z * cnf by auto
ultimately show ?thesis using less-imp-le-nat by blast
qed
moreover have Vn'’>n’. = ?gcond n' by simp
ultimately have gex: I3n”. ?gcond n'' A (¥ n'". 2gcond n
using boundedGreatest|of ?gcond - n’] by blast
hence J2>1. ccard n 79 @ = x x cnf and ?g > n using Greatestl-ex-nat[of ?gcond] by auto
moreover {fix n’’
have n'>n = Jdz>1. ccard n n" Q = x % enf = ccard n n'' P < ccard n n'" Q
proof (induction n'' rule: ge-induct)
case (step n')
from step.prems obtain z where z>1 and cas: ccard n n’ Q = z * cnf by auto
then show ?Zcase
proof cases
assume =1
with cas have ccard n n’ Q = cnf by simp
with hyp have ccard n n’ P < cnf by simp
with <ccard n n’ Q = cnf) show ?thesis by simp
next
assume —z=1
with <x>1) have z>1 by simp
hence z—1 > 1 by simp
moreover from <«cnf#0y <x—1 > 1) have (z—1) *x enf < z % enf A (z — 1) % enf # 0 by

" nl//gn//)

auto
with <z—1 > 1y <enf#0)<ccard n n’ Q = z * cnf> obtain n”’
where n’>n and n”<n’ and ccard n n" Q = (z—1) * enf
using ccard-ex[of (z—1)xenfn n’ Q| by auto
ultimately have 3z>1. ccard n n'' Q = z * cnf and n'’>n by auto
with <n’’>ny «<n'’<n’s have ccard n n' P < ccard n n"’ @) using step.IH by simp
moreover have ccard n’”’ n’ Q = cnf
proof —
from <z—1 > 1» have zxenf = ((z—1) * enf) + cenf
using semiring-normalization-rules(2)[of (z — 1) enf] by simp
with «ccard n n' Q = (z—1) * enf> <ccard n n’ Q = x x cnf>
have ccard n n’ Q = ccard n n'’ Q + cnf by simp
moreover from n’’>ny «n’’<n’y have ccard n n’ Q = ccard n n’’ Q + ccard n”’ n’ Q
using ccard-sum[of n'' n’ n] by simp
ultimately show ?thesis by simp
qed
moreover from <ccard n'”’ n’ Q = cnf> have ccard n’’ n’ P < cnf using hyp by simp
ultimately show ?thesis using (n'">n» «n'’<n’s ccard-sum[of n'' n’ n] by simp
qged
ged } note geq = this
ultimately have ccard n ?g P < ccard n ?g Q by simp
moreover have ccard ?g n’ P < cnf
proof (rule ccontr)
assume — ccard ?g n’ P < cnf
hence ccard ?g n’ P > cnf by simp
have ccard ?g n’ Q > cnf
proof (rule ccontr)
assume —ccard ?g n’ Q > cnf
hence ccard ?g n' Q < cnf by simp
with <ccard ?g n’ P > cnf> show False
using <= (In’ n”. ccard n’ n” P > enf A ccard n’ n" Q < enf)> by simp
qed
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with <= ¢nf=0> obtain n’”’ where n'’>?g and n’’<n’ and ccard ?g n"’ Q = cnf
using ccard-ex|of enf ?g n' Q] by auto
moreover have 31>1. ccard n n'' Q = x * cnf
proof —
from <JFz>1. ccard n ?g Q = x * cnf> obtain z where z>1 and ccard n ?g Q = z * cnf by
auto
from <n'">?g> «2g>n) have ccard n n' Q = ccard n ?g Q + ccard ?g n"' Q
using ccard-sum[of ?g n'' n Q] by simp
with <ccard n 29 Q = = * cnfy have ccard n n' Q = z * cnf + ccard ?g n'"' Q by simp
with <ccard ?g n'" Q = cnfy have ccard n n' Q = Suc z * cnf by simp
thus ?thesis by auto
qed
moreover from «n''>?%g (?g>n) have n’’>n by simp
ultimately have dn'">%g. ?gcond n’' by auto
moreover from gex have Vn'". ?gcond n'"’
auto

— n''<?g using Greatest-le-nat[of ?gcond] by

ultimately show Fulse by auto

qed

moreover from gexr have n'>?g using Greatestl-ex-nat[of ?gcond] by auto

ultimately have ccard n n’ P<ccard n n’ Q + cnf using ccard-sum[of ?g n’ n] using «?g > n»
by simp

with assms show False by simp

qed
qed

qed

locale honest =
fixes be:: (‘a list) seq
and n::nat
assumes growth: n'£A0 = n'<n = bc n’ = bc (n'—1) V (3b. ben’ = be (n' — 1) Q b)
begin
end

locale dishonest =
fixes be:: (‘a list) seq
and mining::bool seq
assumes growth: An:nat. prefic (be (Suc n)) (be n) V (I b:’a. be (Suc n) = be n Q [b]) A mining
(Suc n)
begin

lemma prefiz-save:
assumes prefiz sbe (be n')
and Vn'">n’. n"'<n'" — length (bc n'"’) > length sbc
shows n'">n" = prefiz sbe (bc n'"’)
proof (induction n'’ rule: dec-induct)
case base
with assms(1) show ?case by simp
next
case (step n)
from growth[of n] show ?case
proof
assume prefiz (be (Suc n)) (be n)
moreover from step.hyps have length (be (Suc n)) > length sbc using assms(2) by simp
ultimately show ¢thesis using step.IH using prefiz-length-prefiz by auto
next
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assume (3 b. be (Suc n) = be n @ [b]) A mining (Suc n)
with step.IH show ?thesis by auto
qged
qed

theorem prefiz-length:
assumes prefiz sbe (be n’) and — prefiz sbe (be n'') and n'<n
shows In'"">n'. n/'<n’" A length (be n'"’) < length sbc
proof (rule ccontr)
assume - (In'">n'. n""'<n’ A length (be n'"”) < length sbc)
hence Vn'"’>n’. n/'<n’ — length (bc n'"") > length sbc by auto
with assms have prefiz sbc (be n”') using prefiz-save[of sbc n’ n’| by simp
with assms (2) show False by simp
qed

11

theorem grow-mining:
assumes length (bc n) < length (be (Suc n))
shows mining (Suc n)
using assms growth leD prefiz-length-le by blast

lemma length-suc-length:
length (be (Suc n)) < Suc (length (bc n))
by (metis eq-iff growth le-Sucl length-append-singleton prefiz-length-le)

end

locale dishonest-growth =
fixes bc:: nat seq
and mining:: nat = bool
assumes asl: An:nat. be (Suc n) < Suc (be n)
and as2: An:nat. be (Suc n) > be n = mining (Suc n)
begin

end

sublocale dishonest C dishonest-growth An. length (be n) using grow-mining length-suc-length by un-
fold-locales auto

context dishonest-growth
begin
theorem ccard-diff-lgth:
n'>n = ccard n n' (An. mining n) > (bc n’ — bc n)
proof (induction n’ rule: dec-induct)
case base
then show ?case by simp
next
case (step n’)
from as! have bc (Suc n') < Suc (be n') V be (Suc n’) = Suc (be n')
using le-neq-implies-less by blast
then show ?case
proof
assume bc (Suc n') < Suc (be n')
hence bc (Suc n’) — be n < be n’ — be n by simp
moreover from step.hyps have ccard n (Suc n') (An. mining n) > ccard n n’ (An. mining n)
using ccard-mono[of n n’ Suc n’] by simp

26



ultimately show ?thesis using step.IH by simp

next
assume bc (Suc n') = Suc (be n')
hence bc (Suc n’) — be n < Suc (be n’ — be n) by simp
moreover from <bc (Suc n’) = Suc (bc n’)» have mining (Suc n’) using as2 by simp
with step.hyps have ccard n (Suc n’) (An. mining n) > Suc (ccard n n’ (An. mining n))

using ccard-inc by simp

ultimately show ?thesis using step.IH by simp

qed

qed
end

locale honest-growth =
fixes bc:: nat seq
and mining:: nat = bool
and init:: nat
assumes asl: An:nat. be (Suc n) > be n
and as2: An:nat. mining (Suc n) = be (Suc n) > be n
begin
lemma grow-mono: n’>n=—-bc n'">bc n
proof (induction n’ rule: dec-induct)
case base
then show ?case by simp
next
case (step n’)
then show ?case using asl[of n'] by simp
qed

theorem ccard-diff-lgth:
shows n'>n = bc n’ — be n > ccard n n’ (An. mining n)
proof (induction n’ rule: dec-induct)
case base
then show ?case by simp
next
case (step n’)
then show “case
proof cases
assume mining (Suc n’)
with as2 have bc (Suc n’) > be n' by simp
moreover from step.hyps have bc n’>bc n using grow-mono by simp
ultimately have bc (Suc n’) — be n > be n’ — be n by simp
moreover from as! have bc (Suc n’) — be n > be n' — be n by (simp add: diff-le-mono)
moreover from (mining (Suc n')) step.hyps
have ccard n (Suc n’) (An. mining n) < Suc (ccard n n’ (An. mining n))
using ccard-inc by simp
ultimately show ?thesis using step.IH by simp
next
assume — mining (Suc n')
hence ccard n (Suc n') (An. mining n) < (ccard n n' (An. mining n)) using ccard-same by simp
moreover from as! have bc (Suc n’) — be n > be n' — be n by (simp add: diff-le-mono)
ultimately show ?thesis using step.IH by simp
qed
qed
end
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locale bounded-growth = hg: honest-growth hbc hmining + dg: dishonest-growth dbc dmining
for hbc:: nat seq
and dbc:: nat seq
and hmining:: nat = bool
and dmining:: nat = bool
and sbc::nat
and cnf::nat +

assumes fair: An n'. ccard n n’ (An. dmining n) > enf = ccard n n’ (An. hmining n) > cnf

and a2: hbc 0 > sbc+cenf
and a3: dbc 0 < sbc

begin

theorem hn-upper-bound: shows dbc n < hbc n
proof (rule ccontr)
assume — dbc n < hbc n
hence dbc n > hbc n by simp
moreover from a2 a8 have hbc 0 > dbc 0 + cnf by simp
moreover have hbc n>hbc 0 using hg.grow-mono by simp
ultimately have dbc n — dbc 0 > hbc n — hbc 0 + cnf by simp
moreover have ccard 0 n (An. hmining n) < hbc n — hbe 0 using hg.ccard-diff-lgth by simp
moreover have dbc n — dbc 0 < ccard 0 n (An. dmining n) using dg.ccard-diff-lgth by simp
ultimately have ccard 0 n (An. dmining n) > ccard 0 n (An. hmining n) + cnf by simp
hence 3n’ n". ccard n' n'' (An. dmining n) > enf A ccard n’ n' (An. hmining n) < cnf
using ccard-freq by blast
with fair show Fulse using leD by blast
qed

end

end

6 Blockchain Architectures

theory Blockchain imports Auziliary DynamicArchitectures. Dynamic-Architecture-Calculus RF-LTL
begin

6.1 Blockchains

A blockchain itself is modeled as a simple list.

type-synonym 'a BC = ’a list

abbreviation maz-cond:: (‘a BC) set = 'a BC = bool
where maz-cond Bb= b€ B A (Vb'EB. length b’ < length b)

no-syntax

-MAX1  :opttrns = b= 'b (<(<indent=3 notation=<binder MAX»MAX -./ -)» [0, 10] 10)
-MAX = opttrn = 'a set = 'b = b («(<indent=3 notation=<binder MAX»MAX -€-./ -)» [0, 0,
10] 10)

definition MAX:: (‘a BC) set = 'a BC
where MAX B = (SOME b. max-cond B b)

lemma maz-ex:
fixes XS::("a BC) set
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assumes XS # {}
and finite XS
shows Jase XS. (VyseXS. length ys < length xs)
proof (rule Finite-Set.finite-ne-induct)
show finite XS using assms by simp
next
from assms show XS # {} by simp
next
fix z::'a BC
show Jzse{z}. Vyse{x}. length ys < length zs by simp
next
fix zs::'a BC and F::('a BC') set
assume finite F and F # {} and zs ¢ F and JuzseF. VyseF. length ys < length xs
then obtain zs where zscF and V yscF'. length ys < length xs by auto
show Jaxscinsert zs F. Vyscinsert zs F. length ys < length zs
proof (cases)
assume length zs > length xs
with «VyseF. length ys < length xs> show ?thesis by auto
next
assume - length zs > length zs
hence length zs < length xs by simp
with «xs € F» show ?thesis using Y ys€F'. length ys < length xs» by auto
qed
qed

lemma mazx-prop:
fixes XS::('a BC) set
assumes XS # {}
and finite XS
shows MAX XS € XS
and Vb'eXS. length b’ < length (MAX XS)
proof —
from assms have Jxs€ XS. V ys€ XS. length ys < length xs using maz-ez[of XS] by auto
with MAX-def[of XS] show MAX XS € XS and Vb'eXS. length b’ < length (MAX XS)
using somel-ex[of A\b. b € XS A (Vb'eXS. length b’ < length b)] by auto
qed

lemma maz-less:
fixes b::'a BC' and b"::'a BC' and B::('a BC') set
assumes beB
and finite B
and length b > length b’
shows length (MAX B) > length b’
proof —
from assms have Jas€B. V ys€B. length ys < length zs using max-ex[of B] by auto
with MAX-def[of B] have Vb'e€B. length b’ < length (MAX B)
using somel-ex[of A\b. b € B A (Vb'EB. length b’ < length b)] by auto
with <beB) have length b < length (MAX B) by simp
with «length b > length b’y show ?thesis by simp
qed

6.2 Blockchain Architectures

In the following we describe the locale for blockchain architectures.

locale Blockchain = dynamic-component cmp active
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for active :: 'nid = cenf = bool (<||-||-» [0,110]60)
and cmp :: 'nid = enf = 'ND («o-(-)» [0,110]60) +
fixes pin :: 'ND = ('nid BC) set
and pout :: 'ND = 'nid BC
and bc :: 'ND = 'nid BC
and mining :: 'ND = bool
and honest :: 'nid = bool
and actHn :: cnf = 'nid set
and actDn :: cnf = 'nid set
and PoW:: trace = nat = nat
and hmining:: trace = nat = bool
and dmining:: trace = nat = bool
and cb:: nat
defines actHn k = {nid. ||nid||; N honest nid}
and actDn k = {nid. ||nid||; A — honest nid}
and PoW ¢t n = (LEAST z. ¥V nideactHn (t n). length (be (0,;4(t n))) < z)
and hmining t = (An. InideactHn (t n). mining (o,;4(t n)))
and dmining t = (An. Inid€actDn (t n). mining (0 ,;4(t n)))
assumes consensus: \nid t t’ be’:('nid BC'). [honest nid] = eval nid ¢t t' 0
(Op ([And. be’ = (if (3bepin nd. length b > length (be nd)) then (MAX (pin nd)) else (bc nd))]p
—sb O [And.(= mining nd A be nd = be’ V mining nd A (3b. be nd = be’ Q [b]))]))
and attacker: Anid t t' be’. [ honest nid] = eval nid t ¢’ 0
(Op ([And. b’ = (SOME b. b € (pin nd U {bc nd}))]y —°
Op [And.(— mining nd A prefix (be nd) be’ vV mining nd A (3b. be nd = be’ Q [b]))]s))
and forward: Anid t t'. eval nid t t' 0 (Op [And. pout nd = be nd)y)
— At each time point a node will forward its blockchain to the network
and init: Anid ¢ t'. eval nid t t’ 0 [And. be nd=[]],
and conn: Ak nid. [||nid|y; honest nid]
= pin (ecmp nid k) = (U nid’€actHn k. {pout (cmp nid’' k)})
and act: At n:nat. finite {nid::"nid. ||nid||s 5}
and actAn: \t n:nat. Inid. honest nid A ||nid||; , A ||nid||; (Suc n)

t
t

and fair: An n'. ccard n n’ (dmining t) > ¢b = ccard n n’ (hmining t) > cb

and closed: \t nid b n:nat. [||nid||; »; b € pin (0,4(t n))] = Inid". [[nid’||; , A be (0,,;4/(t 1))
=b

and mine: A\t nid n::nat. [honest nid; ||nid|, (Suc n)i Mining (044t (Suc n)))] = ||ndd||¢ 5
begin

lemma init-model:
assumes — (3n’. latestAct-cond nid t n n’)
and |[nid||¢
shows be (0,4t n) =[]
proof —
from assms(2) have 3i>0. ||nid|; ; by auto
with init have bc (0,4t (nid — t)p) = [] using baEA[of 0 nid t] by blast
moreover from assms have n={(nid — t) using nztAct-eq by simp
ultimately show ?thesis by simp
qed

lemma fwd-bc:
fixes nid and t::nat = cnf and t’:nat = 'ND
assumes |nid|s 5
shows pout (0,4t n) = be (0,4t n)
using assms forward globEANow[THEN baEANow|of nid t t' n]] by blast

lemma finite-input:
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fixes t n nid
assumes |nid|s
defines dep nid’ = pout (0,,,/(t n))
shows finite (pin (cmp nid (t n)))
proof —
have finite {nid’. |nid’||; ,} using act by auto
moreover have pin (cmp nid (t n)) C dep ‘ {nid’. ||nid’||; }
proof
fix z assume = € pin (cmp nid (t n))
show z € dep ‘ {nid’. ||nid’||¢ n}
proof —
from assms obtain nid’ where ||nid'||; , and bc (0,,;,/(t n)) = =
using closed <z € pin (cmp nid (t n))»> by blast
hence pout (o,,,,/(t n)) = z using fuwd-bc by auto
hence z=dep nid’ using dep-def by simp
moreover from <||nid’||; ,» have nid’ € {nid’. ||nid’||; ,} by simp
ultimately show ?thesis using image-eql by simp
qed
qged
ultimately show ?thesis using finite-surj by metis
qed

lemma nempty-input:
fixes t n nid
assumes ||nid||; ,
and honest nid
shows pin (cmp nid (t n))#{} using conn|of nid t n] act assms actHn-def by auto

lemma onlyone:
assumes 3n'>n. |[tid||,
and 3In'<n. |[tid|, ./
shows 31i. (tid < typ < i A i < (tid — typ A ||tid]|¢
proof
show (tid < t)p < (tid < t)p A (tid < t)n < (tid — t)n A ||tid|, (tid « t)n
by (metis assms dynamic-component.nztActl latestAct-prop(1) latestAct-prop(2) less-le-trans or-
der-refl)
next
fix ¢
show (tid «+ t)p < i A i < (tid = t)p A ||tid||y ; = i = (tid + t)p,
by (metis latestActless(1) lel le-less-Suc-eq le-less-trans natActl order-refl)
qed

6.2.1 Component Behavior

lemma bhv-hn-ex:
fixes ¢t and t":nat = 'ND and tid
assumes honest tid
and 3n'>n. [[tid|,
and 3n'<n. |[tid|,
and 3 bepin (o4t (tid < t)n). length b > length (be (o4t (tid < t)n))
shows — mining (o4t (tid — t)n) A be (o4gt (tid — t)n) =
Blockchain. MAX (pin (o4qt (tid < t)n)) V mining (o4t (tid — t)n) A
(3b. be (o4t (tid — tyn) = Blockchain. MAX (pin (044t (tid < t)n)) Q [b])
proof —
let ?cond = And. MAX (pin (o444t (tid < t)n)) =
(if (3bepin nd. length b > length (be nd)) then (MAX (pin nd)) else (bc nd))
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let ?check = And. = mining nd A bc nd = MAX (pin (o4t (tid < t)pn)) V mining nd A
(3b. be nd = MAX (pin (o4t (tid < t)n)) Q [b])
from <honest tid> have eval tid t t' 0 (Oy([?cond], —° O [?check]y))
using consensus|of tid - - MAX (pin (o4t (tid < t)n))] by simp
moreover from assms have 3i>0. ||tid||; ; by auto
moreover have (tid < t)g < (tid < t)n by simp
ultimately have eval tid t t' (tid < t), ([?cond], —° Oy [?check]y)
using globEA[of 0 tid t t' ([?cond], —° Oy [?check]y) (tid < t)y] by fastforce
moreover have eval tid ¢t t' (tid < t)n, [?cond],
proof (rule balA)
from 3 n'<n. |[tid||, ,,» show Fi>(tid < t)n. ||tid||; ; using latestAct-prop(1) by blast
from assms(3) assms(4) show Zcond (o4t (tid — t><tid - t)n) using latestActNzt by simp
qged
ultimately have eval tid ¢ t' (tid < t)pn, (Op [?check]y)
using impE[of tid ¢t t' - [?cond], Op [?check]y] by simp
moreover have 3i>(tid — t><tz’d - ltid]|+ 4
proof —
from assms have (tid — t),>(tid < t)p, using latestActNatAct by simp
with assms(3) have (tid — t)p>(tid — t>(tid « t)p using latestActNzt by simp
moreover from 3n'>n. ||tid|, ,» have |tid]|, (tid — t)n, USINg natActl by simp
ultimately show ¢thesis by auto
qed
moreover from assms have (tid <+ t)p < (tid — t)p
using latestActNztAct by (simp add: order.strict-implies-order)
moreover from assms have 3!i. (tid + t)p, < i A i < {tid = t)p A ||tid||s 4
using onlyone by simp
ultimately have eval tid ¢ t' (tid — t)n, [?check],
using nztEA1[of tid t (tid < t)y t' [Pcheck]y, (tid — t)pn] by simp
moreover from 3n'>n. |tid||, ,» have |tid||, (tid — 1)y, Using natActl by simp
ultimately show ?thesis using baEANow|of tid t t' (tid — t)pn, ?check] by simp
qed

lemma bhv-hn-in:
fixes t and t"::nat = 'ND and tid
assumes honest tid
and 3n'>n. |[tid|,
and 3n'<n. |[tid|,
and — (Fbepin (o4t (tid < t)n). length b > length (be (oyqt (tid < t)p)))
shows — mining (o4t (tid — t)n) A be (044t (tid — t)n) = be (oygt (tid < t)p) V
mining (o gt (tid — t)n) A (3b. be (o4qt (tid — t)n) = be (oyqt (tid < t)p) Q [b])
proof —
let ?cond = And. be (044t (tid < t)n) = (if (3 bepin nd. length b > length (bc nd)) then (MAX (pin
nd)) else (be nd))
let ?check = And. = mining nd A bc nd = be (o4qt (tid < t)n) V mining nd A (3b. be nd = be (44t
(tid + 1)) @ [B]
from <honest tid> have eval tid t t' 0 ((Oy([?cond]), —b Oy [?check]y)))
using consensus|of tid - - be (o4t (tid < t)p)] by simp
moreover from assms have 3i>0. ||tid||; ; by auto
moreover have (tid < t)g < (tid < t)n by simp
ultimately have eval tid t t' (tid < t)n, ([?cond], —° Oy [?check]y)
using globEA[of 0 tid t t' [?cond], —° Oy [?check], (tid < t)y] by fastforce
moreover have eval tid ¢ t' (tid < t)p, [?cond],
proof (rule balA)
from Jn'<n. |tid||, ,» show Fi>(tid < t)p. [[tid||; ; using latestAct-prop(1) by blast
from assms(3) assms(4) show Zcond (o4t (tid — t>(tid - t)n) using latestActNzt by simp
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qed
ultimately have eval tid ¢ t' (tid < t)pn, (Op [?check]y)
using impE[of tid ¢t t' - [?cond], Op [?check]y] by simp
moreover have 37> (tid — t>(tz‘d “ o [tid]| ¢ 4
proof —
from assms have (tid — t)p>(tid < t)n using latestActNztAct by simp
with assms(3) have (tid — t)p>(tid — t><tid « ), using latestActNzt by simp
moreover from 3n'>n. ||tid|, , » have |[tid]|, (tid — t)p, using natActl by simp
ultimately show ?thesis by auto
qed
moreover from assms have (tid < t)p < (tid — t)pn
using latestActNztAct by (simp add: order.strict-implies-order)
moreover from assms have 3. (tid < t)n < i A i < (tid — t)n A ||tid||; 5
using onlyone by simp
ultimately have eval tid ¢ t' (tid — t)n, [?check],
using naztEA1[of tid t (tid < tyn t' [Pcheck]y (tid — t)pn] by simp
moreover from 3n'>n. |tid||, ,» have |[tid||, (tid — t)p, USing natActl by simp
ultimately show ?thesis using baEANow|of tid t t' (tid — t)pn, ?check] by simp
qed

lemma bhv-hn-context:
assumes honest tid
and ||tid||; p,
and 3In'<n. |[tid||,
shows I nid’. ||nid'||, (tid « t)n (mining (o4t n) A (3. be (o4qt n) = be (0,4t (tid < t)p) Q
[6]) v
- mining (o4qt n) A be (4t n) = be (0,40t (tid < t)p))
proof cases
assume casmp: 3bepin (oyqt (tid < t)pn). length b > length (be (044t (tid < t)n))
moreover from assms(2) have In'>n. |tid||, /by auto
moreover from assms(3) have In'<n. |tid||, .+ by auto
ultimately have - mining (044t (tid — t)n) A be (04gt (tid — t)n) = Blockchain. MAX (pin (044t
(tid < t)n)) V
mining (o4qt (tid — tyn) A (3 b. be (o4qt (tid — t)pn) = Blockchain. MAX (pin (o4t (tid < t)n))
o 1)
using assms(1) bhv-hn-ex by auto
moreover from assms(2) have (tid — t)n, = n using nztAct-active by simp
ultimately have - mining (o4t (tid — t)n) A be (o4gt n) = Blockchain. MAX (pin (o4t (tid <
tyn)) v
mining (oygt (tid — th)n) A (3 b. be (044t n) = Blockchain. MAX (pin (o444t (tid < t)n)) Q [b]) by
simp
moreover from assms(2) have (tid — t), = n using natAct-active by simp
ultimately have — mining (o4qt n) A be (o4qt n) = Blockchain. MAX (pin (o4t (tid < t)pn)) V
mining (o4t n) A (3b. be (o4qt n) = Blockchain. MAX (pin (o4qt (tid < t)n)) Q [b]) by simp
moreover have Blockchain. MAX (pin (o4t (tid < t)pn)) € pin (o4ygt (tid < t)n)
proof —
from 3n'<n. |tid||, ,» have ||tid|, (tid «— t)n using latestAct-prop(1) by simp
hence finite (pin (044(t (tid < t)n))) using finite-input|of tid t (tid < t)n] by simp
moreover from casmp obtain b where b € pin (044t (tid < t)p) and length b > length (be (o444t
(tid < t)n)) by auto
ultimately show ?thesis using maz-prop(1) by auto
qged
with 3n'<n. |[tid||, ,» obtain nid where |[nid||, (tid « t)n
and be (0,4t (tid < t)n) = Blockchain. MAX (pin (044t (tid < t))) using
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closed[of tid t (tid < t)n, MAX (pin (oygt (tid < t)n))] latestAct-prop(1) by auto
ultimately show ?thesis by auto
next
assume — (Fbepin (o4t (tid < t)n). length b > length (be (oyqt (tid < t)p)))
moreover from assms(2) have In'>n. |tid||, .+ by auto
moreover from assms(3) have In'<n. |tid||, ,,» by auto
ultimately have — mining (o4qt (tid — t)n) A be (044t (tid — t)n) = be (gt (tid < t)n) V
mining (oqt (tid — t)n) A (3. be (o4t (tid — t)n) = be (o4gt (tid < t)n) Q [b])
using assms(1) bhu-hn-inlof tid n t] by auto
moreover from assms(2) have (tid — t)n = n using natAct-active by simp
ultimately have — mining (o4qt n) A be (o4qt n) = be (o4qt (tid < t)n) V
mining (ot n) A (3b. be (gt n) = be (o4gt (tid « t)yn) Q [b]) by simp
moreover from (3n'. latestAct-cond tid t n n'y have ||tid||, (tid « t)n
using latestAct-prop(1) by simp
ultimately show ?thesis by auto
qed

lemma bhv-dn:
fixes t and t"::nat = 'ND and wid
assumes — honest uid
and 3n'>n. |[uid||,
and 3n'<n. ||uid||,
shows — mining (o4t (uid — t)n) A prefix (be (o4t (uid — t)n)) (SOME b. b € pin (0,4t (uid
= £)n) U {be (oygqt {uid < tyn)})
V mining (0,4t (wid = thn) A (3. be (044t (wid = t)n) = (SOME b. b € pin (0,4t (uwid <
D) U {be (@yiqt (uid  n)}) @ [8)
proof —
let ?cond = And. (SOME b. b € (pin (0,4t (wid < t)n) U {bc (054t (wid < t)n)})) = (SOME b. b
€ pin nd U {bc nd})
let ?check = And. = mining nd A prefiz (bec nd) (SOME b. b € pin (0,4t (wid < t)n) U {bc (044t
(uid  fha)})
V mining nd A (3b. be nd = (SOME b. b € pin (044t (uid < t)p) U {bc (o4t (uid < t)p)}) Q
[8])
from <~ honest uid> have eval uid t t' 0 ((Oy([?cond], —° Oy [?check]y)))
using attacker|of uid - - (SOME b. b € pin (0,4t (wid < t)n) U {bc (044t (uid < t)n)})]
by simp
moreover from assms have 3i>0. ||uid|| ; by auto
moreover have (uid < t)g < (uid + t)n by simp
ultimately have eval uid t t' (uid < t)y, ([?cond], —° Oy[?check]p)
using globEA[of 0 uid t t' ([?cond], —° Op|?check]y) (uid <+ t)p] by fastforce
moreover have eval uid t t' (uid <+ t)p, [?cond],
proof (rule balA)
from Jn'<n. ||uid||, ,» show Fi>(uid < t)n. ||uid||; ; using latestAct-prop(1) by blast
with assms(3) show ?cond (o4t (uid — t>(uid - t)n) using latestActNat by simp
qed
ultimately have eval uid ¢ t' (uid < t)pn, (Op [?check]y)
using impE[of uid t t' - [Zcond]y, Op [?check]y] by simp
moreover have 3i>(uid — t><uid “ |wid||¢
proof —
from assms have (uid — t)p>(uid < t)n using latestActNxtAct by simp
with assms(3) have (uid — t)p>(uid — t><uid “ thn using latestActNxt by simp
moreover from 3n'>n. ||uid||, ,» have [|uid|, (uid — ), USINg natActl by simp
ultimately show ¢thesis by auto
qged
moreover from assms have (uid < t)y < (uid — t)p
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using latestActNztAct by (simp add: order.strict-implies-order)
moreover from assms have 3!i. (uid < t)p, < i A i < (uid = t)p A ||uwid||¢ 4
using onlyone by simp
ultimately have eval wid ¢ t' (uid — t)n, [?check]y
using natEA1[of wid t (uid < t)yn t’ [?check]y, (uid — t)p] by simp
moreover from 3n'>n. ||luid||, ,» have ||uid]|, (uid = t)n using natActl by simp
ultimately show ?thesis using baEANow[of uid ¢ t' (uid — t)pn, ?check] by simp
qed

lemma bhv-dn-context:
assumes — honest uid
and |[uid| ¢ ,,
and In'<n. [[uid||,

shows Jnid’. ||nid'||, (uid «— typ N (mining (0 gt n) A (3b. prefiz (be (044t n)) (be (0,4t (wid
tyn) @ [0]))

V = mining (oy;qt n) A prefiz (be (oyiqt 1)) (be (0,4t (uid < t)n)))
proof —

let ?bc=SOME b. b € pin (0,4t (uid < t)n) U {bc (044t (uwid < t)n)}

have be-ex: ?bc € pin (o4t (wid < t)n) V be € {bc (0 gt (uid < t)n)}

proof —
have 3b. be pin (o4t (uid < t)n) U {bc (0,4t (wid < t)n)} by auto
hence ?bc € pin (0,4t (uid < t)n) U {bc (044t (wid < t)n)} using somel-ex by simp
thus ?thesis by auto

qed

from assms(2) have In">n. |uid||, ,» by auto
moreover from assms(3) have In'<n. |luid||, ./ by auto
ultimately have — mining (0,4t (uid — t)n) A prefix (be (0,4t (wid — t)n)) 7bc V
mining (o 4iqt (uid — thn) A (Fb. be (044t (uid — t)n) = 2bc Q [b])
using bhv-dn[of uid n t] assms(1) by simp
moreover from assms(2) have (uid — t)p, = n using natAct-active by simp
ultimately have casmp: = mining (0,4t n) A prefix (be (0,4t n)) ?bc V
mining (o ,;qt n) A (3b. be (oy;qt n) = 2bc Q [b]) by simp

from bc-ex have ?bc € pin (0,4t (wid < t)pn) V 2bc € {bc (0 4iqt (uid < t)n)} .
thus ?thesis
proof
assume ?bc € pin (0,4t (wid < t)n)
moreover from 3n'<n. [|uid||, ,» have ||uid|, (uid + t)n using latestAct-prop(1) by simp
ultimately obtain nid where ||nid|, (uid + t)p, a0d bc (0 pigt (uid < t)p) = ?be
using closed by blast
with casmp have - mining (o4t n) A prefiz (be (o4t 7)) (be (0,4t (wid < t)n)) V
mining (o ;qt n) A (3b. be (oyqt 1) = (be (04t (wid < t)p)) Q [b]) by simp
with <||nid||, (uid « t)n show ?thesis by auto
next
assume ?bc € {bc (0,4t (wid < t)n)}
hence ?bc = be (0,4t (uwid < t)n) by simp
moreover from «3n’. latestAct-cond wid t n n's have ||uid||, (uid « t)n
using latestAct-prop(1) by simp
ultimately show ?thesis using casmp by auto
qged
qed
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6.2.2 Maximal Honest Blockchains

abbreviation mbc-cond:: trace = nat = 'nid = bool
where mbc-cond t n nid = nid€actHn (t n) A (Vnid'€actHn (t n). length (b (o,,,/(t n))) < length

(be (0pig(t ))))

lemma mbc-ex:
fixes t n
shows Jz. mbe-cond t n x
proof —
let PALL={b. InidcactHn (t n). b = bc (o,;4(t n))}
have MAX ?ALL € ?ALL
proof (rule maz-prop)
from actHn have actHn (¢t n) # {} using actHn-def by blast
thus ?ALL#{} by auto
from act have finite (actHn (¢ n)) using actHn-def by simp
thus finite 7ALL by simp
qed
then obtain nid where nid € actAn (t n) A be (0,,;4(t n)) = MAX ?ALL by auto
moreover have YV nid'€actHn (t n). length (be (o,,;,/(t n))) < length (MAX ?ALL)
proof
fix nid
assume nid € actHn (t n)
hence bc (0,,;4(t n)) € YALL by auto
moreover have Vb'€c ?ALL. length b’ < length (MAX ?ALL)
proof (rule maz-prop)
from <bc (0,,;4(t n)) € ALL) show ?ALL#{} by auto
from act have finite (actHn (t n)) using actHn-def by simp
thus finite YALL by simp
qed
ultimately show length (bc (0,4t n)) < length (Blockchain.MAX {b. 3nidcactHn (t n). b = be
(opiat m)}) by simp
qed
ultimately show ?thesis by auto
qed

definition MBC": trace = nat = 'nid
where MBC t n = (SOME b. mbc-cond t n b)

lemma mbc-prop[simpl:
shows mbc-cond t n (MBC' t n)
using somel-ex|OF mbc-ex] MBC-def by simp

6.2.3 Honest Proof of Work

An important construction is the maximal proof of work available in the honest community.
The construction was already introduces in the locale itself since it was used to express some of
the locale assumptions.

abbreviation pow-cond:: trace = nat = nat = bool
where pow-cond t n n’ = Vnid€actHn (t n). length (be (o,4(t n))) < n’

lemma pow-ex:
fixes t n
shows pow-cond t n (length (be (oot n(t 1))))
and Yz’ pow-cond t n ' — z">length (be (oo ¢ n(t 1))
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using mbc-prop by auto

lemma pow-prop:
pow-cond t n (PoW t n)

proof —
from pow-ex have pow-cond t n (LEAST x. pow-cond t n z) using LeastI-ex[of pow-cond t n] by blast
thus “thesis using PoW-def by simp

qed

lemma pow-eq:
fixes n
assumes 3 tideactHn (t n). length (be (oyq(t n))) =
and VY tideactHn (t n). length (be (o44(t 1)) < z
shows PoWtn ==
proof —
have (LEAST z. pow-cond t n z) = x
proof (rule Least-equality)
from assms(2) show V nideactHn (t n). length (be (0,4t 1)) < z by simp
next
fix y
assume Y nidcactAn (t n). length (be (o9t 7)) < y
thus z < y using assms(1) by auto
qed
with PoW-def show ?thesis by simp
qed

lemma pow-mbc:
shows length (be (0 gt nt 1) = PoW t n
by (metis mbc-prop pow-eq)

lemma pow-less:
fixes t n nid
assumes pow-cond t n x
shows PoWtn < x
proof —
from pow-ex assms have (LEAST x. pow-cond t n x) < z using Least-le[of pow-cond t n] by blast
thus ?thesis using PoW-def by simp
qed

lemma pow-le-mazx:
assumes honest tid

and ||tid||¢ 4,
shows PoW t n < length (MAX (pin (44t n)))
proof —

from mbc-prop have honest (MBC't n) and |MBC' t n||; ,, using actHn-def by auto
hence pout (o pgor ¢ nt 1) = be (G BC ¢t nt 1)
using forward globEANow|THEN baEANow[of MBC t n t t' n And. pout nd = be nd]] by auto
with assms <||MBC' t n||¢ > <honest (MBC't n)> have bc (o ygo ¢ nt 7) € pin (o444t n)
using conn actHn-def by auto
moreover from assms (2) have finite (pin (044t n)) using finite-input|of tid ¢t n] by simp
ultimately have length (be (oot nt 1)) < length (MAX (pin (044t n)))
using maz-prop(2) by auto
with pow-mbc show ?thesis by simp
qed
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lemma pow-ge-lgth:
assumes honest tid

and ||tid||;
shows length (bc (oyqt n)) < PoW tn
proof —

from assms have tid € actHn (t n) using actHn-def by simp
thus “thesis using pow-prop by simp
qed

lemma pow-le-lgth:
assumes honest tid
and ||tid||; 5,
and —(3bepin (oygt n). length b > length (be (o4t n)))
shows length (bc (oyqt n)) > PoW t n
proof —
from assms (3) have Vbepin (044t n). length b < length (be (o444t n)) by auto
moreover from assms nempty-input|of tid t n] finite-input|of tid t n]
have MAX (pin (oygt n)) € pin (o4t n) using maz-prop(1)[of pin (044t n)] by simp
ultimately have length (MAX (pin (o4t n))) < length (be (044t n)) by simp
moreover from assms have PoW t n < length (MAX (pin (044t n))) using pow-le-maz by simp
ultimately show ?thesis by simp
qed

lemma pow-mono:
shows n'>n = PoWtn'> PoW tn
proof (induction n' rule: dec-induct)
case base
then show ?Zcase by simp
next
case (step n')
hence PoW t n < PoW t n’ by simp
moreover have PoW ¢ (Suc n’) > PoW t n’
proof —

from actHn obtain tid where honest tid and ||tid||, - and ||tid]|, ( ) by auto

Suc n’
show ?thesis
proof cases

assume 3 bepin (oyqt n'). length b > length (be (o444t n'))

moreover from «||tid|, (Suc n')’ have (tid — t)g,. ,» = Suc n’

using nztAct-active by simp
moreover from «|tid||, ,,» have (tid < t)g,.,» = n'

using latestAct-prop(2) latestActless le-less-Suc-eq by blast
moreover from «||tid|, ,,» have In"<Suc n'. ||tid|, , . by blast

moreover from «||tid|, (Suc n’)’ have 3n'">Suc n'. |[tid||, , by auto

ultimately have bc (044t (Suc n')) = Blockchain. MAX (pin (o4t n')) V
(3b. be (o4qt (Suc n')) = Blockchain. MAX (pin (044t n')) Q b)
using <honest tid> bhv-hn-ez|of tid Suc n’ t] by auto
hence length (be (o4qt (Suc n'))) > length (Blockchain. MAX (pin (o444t n'))) by auto
moreover from <honest tid> «||tid|[, ,»
have length (Blockchain. MAX (pin (o4gqt n'))) > PoW t n’ using pow-le-maz by simp
ultimately have PoW ¢ n’ < length (bc (o4qt (Suc n'))) by simp
moreover from <honest tid) «||tid||, (Suc n')’
have length (bc (044t (Suc n'))) < PoW t (Suc n') using pow-ge-lgth by simp
ultimately show ?thesis by simp
next
assume asmp: ~(3 bepin (o4t n'). length b > length (be (o4gt n')))
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moreover from «||tid|, (Suc n')’ have (tid — t) r = Suc n’

Suc n
using nztAct-active by simp
moreover from «[|tid||, ,» have (tid < t)g,. ., = n'
using latestAct-prop(2) latestActless le-less-Suc-eq by blast
moreover from <th’d||t , have dn’""<Suc n'. th’d||t o' by blast
moreover from <th’d||t (Suc n’)’ have 3n'">Suc n'. ||tz'd||t /" by auto
ultimately have bc (o4t (Suc n')) = be (oygt n') V
(3b. be (o4qt (Suc n')) = be (oyqt n') Q b)
using <honest tid> bhv-hn-in[of tid Suc n’ t] by auto
hence length (be (o4qt (Suc n'))) > length (be (044t n')) by auto
moreover from <honest tid> «||tid||, , » asmp have length (bc (g4qt n')) > PoW t n'
using pow-le-lgth by simp
moreover from <honest tid» <||tz'd||t (Suc n')’
have length (be (044t (Suc n'))) < PoW t (Suc n') using pow-ge-lgth by simp
ultimately show ?thesis by simp
qed
qed
ultimately show Zcase by auto
qed

lemma pow-equals:
assumes PoW ¢t n = PoWtn'
and n'>n
and n'>n
and n''<n’
shows PoW t n = PoW t n” by (metis pow-mono assms(1) assms(3) assms(4) eq-iff)

lemma pow-mining-suc:
assumes hmining t (Suc n)
shows PoW t n < PoW t (Suc n)
proof —
from assms obtain nid where nidcactHn (¢t (Suc n)) and mining (0,,;4(t (Suc n)))
using hmining-def by auto
show ?thesis
proof cases
assume asmp: (bepin (0,4t (nid < t) gye n)- length b > length (be (0,4t (nid < ) sue 1))
moreover from <nid€actHn (t (Suc n)) have honest nid and |[nid||, (Suc n)
using actHn-def by auto

moreover from <honest nid> <mining (o ,;4(t (Suc n)))> <||nid||; ( ) have ||nid| ¢

Suc n
using mine by simp
hence 3 n'. latestAct-cond nid t (Suc n) n’ by auto
ultimately have — mining (o,,;4t (nid = t)guc n) N b (Tpigt (nid — ) gyue n) = MAX (pin (0,4t
(nid < 1) gyc n)) V
mining (0 pigt (nid — ) gye ) A (b be (opigt (nid — t)gye ) = MAX (pin (op;qt (nid «
t) sue n)) @ [b]) using bhv-hn-ez[of nid Suc n] by auto
moreover from «||nid||, (Suc n)’ have (nid — t) gy n = Suc n using natAct-active by simp
moreover have (nid < t)g,., = 7
proof (rule latestActEq)
from ¢||nid||; 5> show ||nid||; ,, by simp
show = (In'>n. n” < Suc n A ||nid||; ) by simp
show n < Suc n by simp
qed
hence (nid < t)g,. , = n using latestAct-def by simp
ultimately have = mining (o,,;4t (Suc n)) A be (o4t (Suc n)) = MAX (pin (o,;4t 7)) V
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mining (o gt (Suc n)) A (3b. be (o9t (Suc n)) = MAX (pin (0,;4t n)) Q [b]) by simp
with <mining (o,;4(t (Suc n)))
have 3b. bc (0,4t (Suc n)) = MAX (pin (0,4t 7)) Q [b] by auto
moreover from <honest nid> <||nid||, (Suc n)’ have length (be (0,4t (Suc n))) < PoW t (Suc n)
using pow-ge-lgth|of nid t Suc n] by simp
ultimately have length (MAX (pin (o4t n))) < PoW t (Suc n) by auto
moreover from <honest nid» <||nid||y > have length (MAX (pin (0,4t n))) > PoW tn
using pow-le-max by simp
ultimately show ?thesis by simp
next
assume asmp: = (Fbepin (0,4t (nid < t) gye n)- length b > length (be (04t (nid < t) gue 1))
moreover from <nidcactin (t (Suc n))> have honest nid and ||nid||, (Suc n)
using actHn-def by auto
moreover from <honest nid> <mining (0,;4(t (Suc n)))> <||nid||; (Suc n)’ have ||nid||;
using mine by simp
hence 3 n'. latestAct-cond nid t (Suc n) n’ by auto
ultimately have — mining (o,;4t (nid — t)gue n) N b¢ (0t (nid = t) gue n) = be (04t (nid
“— B Suc n) V
mining (0 pigt (nid — 1) gye ) N (3b. be (opigt (nid = ) gye n) = be (0 piqt (nid < t) gye n) @ [b])
using bhv-hn-in[of nid Suc n] by auto
moreover from <|nid||, (Suc n)’ have (nid — t) gye n = Suc n using natAct-active by simp
moreover have (nid < t)gucn, = N
proof (rule latestActEq)
from «<||nid||y > show |nid||; ,, by simp
show = (In’">n. n" < Suc n A ||nid||; ) by simp
show n < Suc n by simp
qed
hence (nid < t)g,. , = n using latestAct-def by simp
ultimately have = mining (o,;4t (Suc n)) A be (o4t (Suc n)) = be (0,9t 1) V
mining (o gt (Suc n)) A (3b. be (0,4t (Suc n)) = be (0,4t n) Q [b]) by simp
with <mining (o,;4(t (Suc n)))» have 3b. be (o,,;4t (Suc n)) = be (0,4t n) Q [b] by simp
moreover from «(nid < t)g,. , = 7
have — (3 bepin (0,4t n). length (be (0,;4t n)) < length b)
using asmp by simp
with <honest nids <||nid||y > have length (be (0,4t n)) > PoW tn
using pow-le-lgth[of nid t n] by simp

moreover from <honest nid) <|nid||, ( ) have length (bc (0,4t (Suc n))) < PoW t (Suc n)

Suc n
using pow-ge-lgth[of nid t Suc n] by simp
ultimately show #thesis by auto
qged
qed

6.2.4 History

In the following we introduce an operator which extracts the development of a blockchain up
to a time point n.
abbreviation his-prop t n nid n’ nid’ x =
(In. latestAct-cond nid" t n' n) A |snd z||; (fst ) fst x = (nid' « ),/ A
)

(prefic (be (0 gt ")) (be (0ng ot (fot 2)))) V
(3b. be (0igr(t ') = (be (G ang o(t (st ©)))) @ [8] A mining (5:(t ')

inductive-set

his:: trace = nat = 'nid = (nat x 'nid) set
for t::trace and n::nat and nid::'nid
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where [||nid||; ] = (n,nid) € his t n nid
| [(n',nid’) € his t n nid; Fz. his-prop t n nid n' nid’ ] = (SOME z. his-prop t n nid n’ nid' z) €
his t n nid

lemma his-act:
assumes (n',nid’) € his t n nid
shows ||nid'|[, ./
using assms
proof (rule his.cases)
assume (n’, nid’) = (n, nid) and ||nid||; ,
thus |nid’|, - by simp
next
fix n'' nid’’ assume asmp: (n’, nid’) = (SOME x. his-prop t n nid n"’ nid"" x)
and (n”, nid"”) € his t n nid and Jx. his-prop t n nid n'’ nid" x
hence his-prop t n nid n'' nid"”’ (SOME z. his-prop t n nid n'' nid" z)
using somel-ex|[of Ax. his-prop t n nid n'’ nid"’ z] by auto
hence |snd (SOME w. his-prop t n nid n' nid" z)||, (fst (SOME . his-prop ¢ n nid n”’ nid” z))
by blast
moreover from asmp have fst (SOME z. his-prop t n nid n'' nid” x) = fst (n’, nid’) by simp
moreover from asmp have snd (SOME z. his-prop t n nid n'' nid" ) = snd (n', nid’) by simp
ultimately show ?thesis by simp
qed

In addition we also introduce an operator to obtain the predecessor of a blockchains develop-
ment.

definition hisPred
where hisPred t n nid n' = (GREATEST n”. 3nid’. (n'',nid")€ his t n nid A n"" < n’)

lemma hisPrev-prop:
assumes 3n''<n’. Inid’. (n”,nid")€ his t n nid
shows hisPred t n nid n’ < n’ and 3nid’. (hisPred t n nid n’,nid")€ his t n nid
proof —
from assms obtain n'’ where I nid’. (n"',nid")€ his t n nid A n'’'<n’ by auto
moreover from <3 nid’. (n'';nid’)e his t n nid A n''<n’s
have 3i'<n’. (Inid’. (i, nid") € his t n nid A i’ < n') A (Yn'a. (3nid’. (n'a, nid") € his t n nid A
n'a < n') — n'a < i)
using boundedGreatest[of An'. Inid’. (n",nid")€ his t n nid A n” < n’ n'” n'] by simp
then obtain ¢’ where Vn'a. (Inid’. (n'a, nid’) € his t n nid A n'a < n’) — n’a < i’ by auto
ultimately show hisPred t n nid n’ < n’ and 3 nid’. (hisPred ¢ n nid n',nid’)€ his t n nid
using Greatestl-nat[of An'". Inid’. (n''nid’)e his t n nid A n' < n' n'" i'] hisPred-def by auto
qed

lemma hisPrev-nez-less:
assumes In''<n’. Inid’. (n";nid’)e his t n nid
shows —~(Jz€his t n nid. fst z < n' A fst >hisPred t n nid n’)
proof (rule ccontr)
assume ——(Jz€his t n nid. fst © < n’ A fst z>hisPred t n nid n’)
then obtain n’’ nid’’ where (n"/,nid"")€his t n nid and n"’< n’ and n'">hisPred t n nid n’ by auto
moreover have n''<hisPred t n nid n’
proof —
from <«(n'',nid"”")ehis t n nid> «n"’< n’s have Inid’. (n',nid")e€ his t n nid A n''<n’ by auto
moreover from «3nid’. (n",nid")€ his t n nid A n’’'<n’y have 3i'<n’. (Inid’. (i, nid’) € hist n
nid A i’ < n’) A (Vn'a. (Inid’. (n'a, nid’) € his t n nid A n'a < n’) — n'a < 7'
using boundedGreatest[of An"". Anid’. (n",nid’)€ his t n nid A n"" < n’ n' n'] by simp
then obtain i’ where Vn'a. (3nid’. (n'a, nid’) € his t n nid A n’a < n’) — n’a < i’ by auto
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ultimately show ?thesis using Greatest-le-nat[of An”. Inid’. (n"nid’)€ hist n nid A n" < n’n”
i'| hisPred-def by simp
qged
ultimately show Fualse by simp
qed

lemma his-le:
assumes z € his t n nid
shows fst x<n
using assms
proof (induction rule: his.induct)
case I
then show ?case by simp
next
case (2 n’ nid’)
moreover have fst (SOME x. his-prop t n nid n' nid’ z) < n
proof —
from 2.hyps have 3 z. his-prop t n nid n' nid’ z by simp
hence his-prop ¢t n nid n’ nid’ (SOME z. his-prop t n nid n' nid’ x)
using somel-ex[of Ax. his-prop t n nid n’ nid’ z] by auto
hence fst (SOME . his-prop t n nid n’ nid’ z) = (nid’ < t),/ by force
moreover from <his-prop ¢t n nid n’ nid’ (SOME z. his-prop t n nid n’ nid’ z)»
have dn. latestAct-cond nid’ t n’ n by simp
ultimately show ?thesis using latestAct-prop(2)[of n' nid’ t] by simp
qged
ultimately show ?case by simp
qed

!/

lemma his-determ-base:
shows (n, nid’) € his t n nid = nid’=nid
proof (rule his.cases)
assume (n, nid’) = (n, nid)
thus ?thesis by simp
next
fix n’ nid’a
assume (n, nid’) € his t n nid and (n, nid’) = (SOME z. his-prop t n nid n’ nid’'a x)
and (n’, nid’a) € his t n nid and I z. his-prop t n nid n' nid'a
hence his-prop t n nid n’ nid’a (SOME z. his-prop t n nid n' nid’a z)
using somel-ex[of Ax. his-prop t n nid n’ nid’a x] by auto
hence fst (SOME w. his-prop t n nid n' nid'a ) = (nid'a < t), . by force
moreover from <his-prop t n nid n' nid'a (SOME z. his-prop t n nid n’ nid’a x)»
have dn. latestAct-cond nid’a t n' n by simp
ultimately have fst (SOME z. his-prop t n nid n’ nid'a t) < n
using latestAct-prop(2)[of n' nid’a t] by simp
with «(n, nid’) = (SOME z. his-prop t n nid n' nid’a z)> have fst (n, nid")<n’ by simp
hence n<n’ by simp
moreover from «(n’, nid’a) € his t n nid> have n'<n using his-le by auto
ultimately show nid’ = nid by simp
qed

/!

lemma hisPrev-same:
assumes 3n'<n’”. Inid’. (n',;nid")e his t n nid
and 3n’'<n’. Inid’. (n”,nid")€ his t n nid
and (n',nid")€ his t n nid
and (n'/,nid")€ his t n nid
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and hisPred t n nid n'=hisPred t n nid n'’
shows n'=n"'
proof (rule ccontr)
assume — n'=n"'
hence n’>n'"" VvV n'<n’ by auto
thus Fulse
proof
assume n'<n’’/
hence fst (n',nid")<n’’ by simp
moreover from assms(2) have hisPred t n nid n'<n' using hisPrev-prop(1) by simp
with assms have hisPred t n nid n"’<n’ by simp
hence hisPred t n nid n''<fst (n',nid’) by simp
ultimately show Fualse using hisPrev-nex-less[of n' t n nid] assms by auto
next
assume n'>n’"’
hence fst (n',nid")<n’ by simp
moreover from assms(1) have hisPred t n nid n”’<n'’ using hisPrev-prop(1) by simp
with assms have hisPred t n nid n'<n’ by simp
hence hisPred t n nid n'<fst (n'',nid’) by simp
ultimately show Fualse using hisPrev-nez-less[of n’ t n nid] assms by auto
qed
qed

lemma his-determ-ext:
shows n'<n = (I nid’. (n’,nid")€his t n nid) = (I!nid’. (n’,nid’)Ehis t n nid) A
(3n"<n’. Inid’. (n",nid")€ his t n nid) — (. his-prop t n nid n' (THE nid’. (n',nid")€his t n
nid) ) A
(hisPred t n nid n', (SOME nid’. (hisPred t n nid n', nid") € his t n nid)) = (SOME x. his-prop t n
nid n' (THE nid’. (n’,nid")€his t n nid) z))
proof (induction n’ rule: my-induct)
case base
then obtain nid’ where (n, nid’) € his t n nid by auto
hence 3!nid’. (n, nid") € his t n nid
proof
fix nid’’ assume (n, nid’’) € his t n nid
with his-determ-base have nid’’=nid by simp
moreover from <¢(n, nid") € his t n nid> have nid’=nid using his-determ-base by simp
ultimately show nid’”’ = nid’ by simp
qed
moreover have (In''<n. Inid’. (n",nid")€ his t n nid) — (Jz. his-prop t n nid n (THE nid’.
(n,nid")€his t n nid) ) A\ (hisPred t n nid n, (SOME nid’. (hisPred t n nid n, nid’) € his t n nid)) =
(SOME z. his-prop t n nid n (THE nid’. (n,nid")€his t n nid) z)
proof
assume 3In’'<n. Inid’. (n",nid")e his t n nid
hence 3 nid’. (hisPred t n nid n, nid")€ his t n nid using hisPrev-prop(2) by simp
hence (hisPred t n nid n, (SOME nid’. (hisPred t n nid n, nid’) € his t n nid)) € his t n nid
using somel-ex[of Anid’. (hisPred t n nid n, nid’) € his t n nid] by simp
thus (3 z. his-prop t n nid n (THE nid’. (n,nid")€his t n nid) z) A
(hisPred t n nid n, (SOME nid'. (hisPred t n nid n, nid") € his t n nid)) = (SOME z. his-prop t n
nid n (THE nid’. (n,nid")€his t n nid) z)
proof (rule his.cases)
assume (hisPred t n nid n, SOME nid’. (hisPred t n nid n, nid") € his t n nid) = (n, nid)
hence hisPred t n nid n=n by simp
with «3In''<n. Inid’. (n",nid")€ his t n nid> show ?thesis using hisPrev-prop(1)[of n t n nid] by
force
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next
fix n'' nid” assume asmp: (hisPred t n nid n, SOME nid’. (hisPred t n nid n, nid’) € his t n nid)
= (SOME z. his-prop t n nid n'' nid" x)
and (n”; nid’’) € his t n nid and Ix. his-prop t n nid n'’ nid"” x
moreover have n''=n
proof (rule antisym)
show n'’>n
proof (rule ccontr)
assume (—n'>n)
hence n''<n by simp
moreover have n'’>hisPred t n nid n
proof —
let 2z=MAz. his-prop t n nid n’’ nid"'
from <Jx. his-prop t n nid n'’ nid"’ x> have his-prop t n nid n'’ nid"’ (SOME z. %z x)
using somel-ex|of ?z] by auto
hence n'">fst (SOME z. %z x) using latestAct-prop(2)[of n'' nid" ] by force
moreover from asmp have fst (hisPred t n nid n, SOME nid'. (hisPred t n nid n, nid") €
his t n nid) = fst (SOME z. ?z x) by simp
ultimately show ?thesis by simp
qed
moreover from «3n''<n. Inid’. (n",nid’)e his t n nid>
have —(Jz€his t n nid. fst © < n A fst £ > hisPred t n nid n)
using hisPrev-nex-less by simp
ultimately show Fualse using ¢(n”, nid’’) € his t n nid> by auto
qged
next
from «(n'’, nid"”) € his t n nid> show n’’ < n using his-le by auto
qed
ultimately have (hisPred t n nid n, SOME nid’. (hisPred t n nid n, nid’) € his t n nid) = (SOME
x. his-prop t n nid n nid"" x) by simp
moreover from n''=n> «(n”, nid"") € his t n nid> have (n, nid’") € his t n nid by simp
with «3!nid’. (n,nid’) € his t n nid> have nid”"=(THE nid’. (n,nid’)€his t n nid)
using thel-equality[of Anid’. (n, nid") € his t n nid] by simp
moreover from (3 z. his-prop t n nid n'’ nid" x> «n''=n» <nid"”"=(THE nid’. (n,nid")Ehis t n nid)>
have Jz. his-prop t n nid n (THE nid’. (n,nid")€his t n nid) x by simp
ultimately show ?thesis by simp
qed
qed
ultimately show ?case by simp
next
case (step n’)
then obtain nid’ where (n’, nid’) € his t n nid by auto
hence 3!nid’. (n’, nid’) € his t n nid
proof (rule his.cases)
assume (n’, nid") = (n, nid)
hence n'=n by simp
with step.hyps show ?thesis by simp
next
ﬁx n//// TLZ'd”/I
assume (n'"’’, nid""") € his t n nid
and n'nid": (n’, nid") = (SOME x. his-prop t n nid n'""" nid""" x)
and (n’"”, nid"""") € his t n nid and I z. his-prop t n nid n'""’ nid"""
from «¢(n’, nid’) € his t n nid> show ?thesis
proof
fix nid"" assume (n’, nid”") € his t n nid
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thus nid” = nid’
proof (rule his.cases)
assume (n’, nid’’) = (n, nid)
hence n’=n by simp
with step.hyps show ?thesis by simp
next
fi)( 71/// 71i(i///
assume (n'"’, nid""") € his t n nid
and n'nid’": (n’, nid"’) = (SOME x. his-prop t n nid n'" nid""' x)
and (n'”, nid""") € his t n nid and Jz. his-prop t n nid n'"”’ nid""’ x

moreover have n'''=n'""’
proof —
have hisPred t n nid n’"' = n’
proof —

from n'nid"’ «<3z. his-prop t n nid n'"’ nid""’ o>
have his-prop t n nid n'" nid"’ (n',nid"’)
using somel-ex[of Ax. his-prop t n nid n’"" nid""’ x] by auto
hence n'"’>n’ using latestAct-prop(2) by simp
moreover from «(n'”, nid""’) € his t n nid> have n'"’< n using his-le by auto
moreover from «(n'”, nid"’) € his t n nid>
have I nid’. (n'”, nid") € his t n nid by auto
ultimately have (3n'<n’’. Inid’. (n';nid")€ his ¢t n nid) — (Inid’. (n'"nid") € his t
n nid) A (hisPred t n nid n'’, (SOME nid'. (hisPred t n nid n'"', nid’) € his t n nid)) = (SOME z.
his-prop t n nid n'"’ (THE nid’. (n'",nid")€his t n nid) =) using step.IH by auto
with «n'">n’ «(n’, nid’) € his t n nid> have I!nid’. (n'"’,nid") € his t n nid and (hisPred
t n nid n""’, (SOME nid’. (hisPred t n nid n""’, nid") € his t n nid)) = (SOME z. his-prop t n nid n'"
(THE nid’. (n"",nid")€his t n nid) z) by auto
moreover from «3!nid’. (n'",nid") € his t n nid> <«(n'", nid""’) € his t n nid> have nid""'=(THE
nid’. (n'",nid’)€his t n nid) using thel-equality[of Anid’. (n'", nid’) € his t n nid] by simp
ultimately have (hisPred t n nid n'"’, (SOME nid’. (hisPred t n nid n'", nid’) € his t n nid))
= (SOME z. his-prop t n nid n'"” nid'"” z) by simp
with n'nid"’ have (n’, nid'") = (hisPred t n nid n'”, (SOME nid’. (hisPred t n nid n'”, nid’)
€ his t n nid)) by simp
thus ?thesis by simp
qged
moreover have hisPred t n nid n
proof —
from n'nid’ <3z. his-prop t n nid n"""' nid"""" x> have his-prop t n nid n""" nid"""" (n’,nid’)
using somel-ezx[of Ax. his-prop t n nid n"""' nid""" z] by auto
hence n'""">n’ using latestAct-prop(2) by simp
moreover from «(n'"”'; nid’""") € his t n nid> have n’"’< n using his-le by auto
moreover from «(n'"”') nid""') € his t n nid>
have Jnid’. (n""", nid’) € his t n nid by auto
ultimately have (In'<n’”. Inid’. (n',nid")€ his t n nid) — (I!nid’. (n""""nid") € his t
n nid) A (hisPred t n nid n'""’, (SOME nid’. (hisPred t n nid n'""’, nid’) € his t n nid)) = (SOME «z.
his-prop t n nid n"""" (THE nid'. (n"""',nid")€his t n nid) x) using step.IH by auto
with «n'""">n’ «(n', nid") € his t n nid> have I nid’. (n'"",nid") € his t n nid and (hisPred
t nnid n"", (SOME nid’. (hisPred t n nid n'""’, nid’) € his t n nid)) = (SOME z. his-prop t n nid n"""’
(THE nid’. (n""",nid")€his t n nid) z) by auto
moreover from <Jlnid’. (n'"" nid") € his t n nid> «(n'"’, nid"""") € his t n nid> have
nid""""=(THE nid'. (n""" ,nid")€his t n nid) using thel-equality[of Anid’. (n""", nid’) € his t n nid] by
simp

111 !
=n

1nr

ultimately have (hisPred ¢t n nid n'"”’, (SOME nid'. (hisPred t n nid n'"’, nid’) € his t n
nid)) = (SOME x. his-prop t n nid n'""' nid"""" z) by simp
with n'nid’ have (n’, nid’) = (hisPred t n nid n'"’', (SOME nid’. (hisPred t n nid n"""', nid’)
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€ his t n nid)) by simp
thus ?thesis by simp
qed
ultimately have hisPred t n nid n'"’=hisPred t n nid n''"’ ..
moreover have In'<n’”. Inid’. (n',nid")€ his t n nid
proof —
from n'nid"”’ <3 z. his-prop t n nid n'"’" nid’” x> have his-prop t n nid n'"’ nid""”’ (n’,nid"")
using somel-ex[of Ax. his-prop t n nid n'"" nid""’ x] by auto
hence n'"’>n’ using latestAct-prop(2) by simp
with «(n’, nid’) € his t n nid> show ?thesis by auto
qed
moreover have 3n'<n’”. Inid’. (n',nid’)€ his t n nid
proof —
from n'nid’ <3z. his-prop t n nid n"""' nid""" x> have his-prop t n nid n'"" nid”""" (n’,nid’)
using somel-ex|[of Az. his-prop t n nid n'""' nid""" z] by auto
hence n'""">n’ using latestAct-prop(2) by simp
with «(n’, nid’) € his t n nid> show ?thesis by auto
qed
ultimately show %thesis
using hisPrev-same «(n'", nid""’) € his t n nid> <«(n"""', nid"""") € his t n nid>
by blast
qed
moreover have nid'""=nid"""’
proof —
from n'nid'’ «<3z. his-prop t n nid n'"’ nid'"’ o
have his-prop t n nid n'"” nid""”’ (n’',nid"’)
using somel-ex[of A\z. his-prop t n nid n’"’ nid""’ z] by auto
hence n'"’>n’ using latestAct-prop(2) by simp
moreover from «(n'”, nid""’) € his t n nid> have n'"’< n using his-le by auto
moreover from «(n'”, nid""’) € his t n nid>
have 3nid’. (n""”, nid") € his t n nid by auto
ultimately have 3!nid’. (n'"’, nid’) € his t n nid using step.IH by auto
with «(n'", nid"") € his t n nid> «(n"""’, nid""") € his t n nid> «n""'=n""
show ?thesis by auto
ged
ultimately have (n’, nid’) = (n’, nid"’) using n'nid’ by simp
thus nid”’ = nid’ by simp
qed
qed
qed
moreover have (In’’<n’. Inid’. (n",nid")€ his t n nid) — (Fz. his-prop t n nid n’ (THE nid’.
(n',nid")€his t n nid) ) A (hisPred t n nid n', (SOME nid’. (hisPred t n nid n’, nid") € his t n nid)) =
(SOME z. his-prop t n nid n’ (THE nid’. (n’,nid")€his t n nid) z)
proof
assume In’”’<n’. Inid’. (n",nid")€ his t n nid
hence 3 nid’. (hisPred t n nid n', nid"\€ his t n nid using hisPrev-prop(2) by simp
hence (hisPred t n nid n’, (SOME nid’. (hisPred t n nid n', nid’") € his t n nid)) € his t n nid
using somel-ex[of Anid’. (hisPred t n nid n’, nid") € his t n nid] by simp
thus (3. his-prop t n nid n' (THE nid’. (n',nid")€his t n nid) z) N (hisPred t n nid n', (SOME
nid’. (hisPred t n nid n', nid’) € his t n nid)) = (SOME x. his-prop t n nid n’ (THE nid’. (n',nid’)€his
tn nid) x)
proof (rule his.cases)
assume (hisPred t n nid n’, SOME nid’. (hisPred t n nid n', nid’) € his t n nid) = (n, nid)
hence hisPred t n nid n'=n by simp
moreover from «3In''<n’. Inid’. (n",nid’)e his t n nid> have hisPred t n nid n'<n’
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using hisPrev-prop(1)[of n'] by force
ultimately show ?thesis using step.hyps by simp
next
fix n'' nid’ assume asmp: (hisPred t n nid n’, SOME nid’. (hisPred t n nid n', nid’) € his t n
nid) = (SOME z. his-prop t n nid n'' nid"’ )
and (n”, nid") € his t n nid and Jz. his-prop t n nid n'’ nid""
moreover have n''=n’
proof (rule antisym)
show n’'>n’
proof (rule ccontr)
assume (—n'">n’)
hence n'’<n’ by simp
moreover have n'’>hisPred t n nid n’
proof —
let ?z=MAz. his-prop t n nid n'' nid"'
from <3 x. his-prop t n nid n'’ nid"’ x> have his-prop t n nid n'’ nid"’ (SOME z. %z x)
using somel-ezx|of ?z] by auto
hence n'">fst (SOME z. ?z ) using latestAct-prop(2)[of n'' nid" t] by force
moreover from asmp have fst (hisPred t n nid n', SOME nid’. (hisPred t n nid n', nid’) €
his t n nid) = fst (SOME z. ?z x) by simp
ultimately show ¢thesis by simp
qed
moreover from 3n’'<n’. Inid’. (n",nid’)€ his t n nid>
have —(Jz€his t n nid. fst z < n' A fst x > hisPred t n nid n’)
using hisPrev-nezx-less by simp
ultimately show Fualse using ¢(n”’, nid’’) € his t n nid> by auto
qed
next
show n'>n
proof (rule ccontr)
assume (—n'>n")
hence n'<n’’ by simp
moreover from «(n'/, nid"") € his t n nid> have n”’< n using his-le by auto
moreover from «(n', nid’") € his t n nid> have Inid’. (n", nid’) € his t n nid by auto
ultimately have (In'<n”. Inid’. (n',nid")€ his t n nid) — (I'nid’. (n",nid’) € his t n nid)
A (hisPred t n nid n'', (SOME nid’. (hisPred t n nid n'', nid’) € his t n nid)) = (SOME x. his-prop t n
nid n'' (THE nid'. (n"”,nid’)€his t n nid) ) using step.IH by auto
with «n'<n’s «(n', nid") € his t n nid> have 3!nid’. (n",nid") € his t n nid and (hisPred t n
nid n”’, (SOME nid’. (hisPred t n nid n”, nid’) € his t n nid)) = (SOME z. his-prop t n nid n"' (THE
nid’. (n'',nid’)€his t n nid) =) by auto
moreover from «3!nid’. (n”,nid’) € his t n nid> «(n”, nid'") € his t n nid>
have nid” = (THE nid’. (n'',nid")€his t n nid)
using thel-equality[of Anid’. (n", nid’) € his t n nid] by simp
ultimately have (hisPred ¢t n nid n'', (SOME nid’. (hisPred t n nid n'"’, nid’) € his t n nid))
= (SOME z. his-prop t n nid n'' nid"" x) by simp
with asmp have (hisPred t n nid n', SOME nid’. (hisPred t n nid n’, nid’) € his t n nid)=(hisPred
t n nid n'', SOME nid’. (kisPred t n nid n"’, nid’) € his t n nid) by simp
hence hisPred t n nid n’ = hisPred t n nid n'’ by simp
with <In’'<n’. Inid’. (n”, nid’) € his t n nid> <n'<n’> «(n', nid") € his t n nid> «(n'’, nid")
€ his t n nid» ¢<(n’, nid") € his t n nid> have n’=n’"' using hisPrev-same by blast
with <n’<n’’y show Fualse by simp
qged
qed
ultimately have (hisPred t n nid n', SOME nid’. (hisPred t n nid n', nid’) € his t n nid) =
(SOME z. his-prop t n nid n’ nid"" z) by simp

2
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moreover from «(n', nid"") € his t n nid)> <n"’=n’s have (n’, nid"’) € his t n nid by simp
with «3lnid’. (n',nid’) € his ¢t n nid> have nid"'=(THE nid’. (n',nid")€his t n nid)
using thel-equality[of Anid’. (n', nid’) € his t n nid] by simp
moreover from <Ix. his-prop ¢t n nid n'' nid” > <n"=n"> «nid"’=(THE nid’. (n',nid")€his t n
nid)»
have 3 z. his-prop t n nid n’ (THE nid’. (n’,nid’)€his t n nid) z by simp
ultimately show ?thesis by simp
qed
qged
ultimately show ?case by simp
qed

corollary his-determ-ex:
assumes (n',nid’)€his t n nid
shows Inid’. (n',nid")€his t n nid
using assms his-le his-determ-ext[of n’ n t nid] by force

corollary his-determ:
assumes (n',nid’)€his t n nid
and (n',nid"")€his t n nid
shows nid'=nid'" using assms his-le his-determ-ext[of n’ n t nid] by force

corollary his-determ-the:
assumes (n',nid’)€his t n nid
shows (THE nid'. (n', nid")€his t n nid) = nid’
using assms his-determ thel of Anid’. (n’, nid")€his t n nid] his-determ-ex by simp

6.2.5 Blockchain Development

definition devBC'::trace = nat = 'nid = nat = 'nid option
where devBC t n nid n' =
(if (3nid’. (n', nid")€ his t n nid) then (Some (THE nid’. (n', nid")€his t n nid))
else Option.None)

lemma devBC-some[simp]: assumes |[nid||; , shows devBC t n nid n = Some nid
proof —
from assms have (n, nid)€ his t n nid using his.intros(1) by simp
hence devBC ¢ n nid n = (Some (THE nid’. (n, nid’)€his ¢t n nid)) using devBC-def by auto
moreover have (THE nid'. (n, nid")€his t n nid) = nid
proof
from «(n, nid)€ his t n nid> show (n, nid)€ his t n nid .
next
fix nid’ assume (n, nid’) € his t n nid
thus nid’ = nid using his-determ-base by simp
qed
ultimately show ?thesis by simp
qed

lemma devBC-act: assumes — Option.is-none (devBC t n nid n') shows ||the (devBC t n nid n')|, ./
proof —

from assms have = devBC't n nid n'=Option.None by (metis is-none-simps(1))

then obtain nid’ where (n’, nid’)e his t n nid and devBC t n nid n’ = (Some (THE nid’. (n’,
nid")€his t n nid))

using devBC-def[of t n nid] by metis
hence nid'= (THE nid’. (n', nid")€his t n nid) using his-determ-the by simp
with <devBC t n nid n’ = (Some (THE nid’. (n', nid’)€his t n nid))> have the (devBC t n nid n') =
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nid’ by simp
with «(n’, nid’)€ his t n nid> show ?thesis using his-act by simp
qed

lemma his-ex:
assumes —Option.is-none (devBC t n nid n’)
shows 3 nid’. (n',nid")€his t n nid
proof (rule ccontr)
assume —(Inid’. (n';nid")Ehis t n nid)
with devBC-def have Option.is-none (devBC t n nid n') by simp
with assms show Fualse by simp
qed

lemma devFExt-nopt-leq:
assumes —Option.is-none (devBC t n nid n’)
shows n'<n
proof —
from assms have I nid’. (n',nid’)€his t n nid using his-ex by simp
then obtain nid’ where (n',nid’)€his t n nid by auto
with his-le[of (n’,nid’)] show ?thesis by simp
qed

An extended version of the development in which deactivations are filled with the last value.

function devExt::trace = nat = 'nid = nat = nat = 'nid BC
where [3n'<ns. ~Option.is-none (devBC t n nid n'); Option.is-none (devBC t n nid ny)] = devExt

tnonid ns 0 = be (o4, (devBC t n nid (GREATEST n'. n’<ns A —Option.is-none (devBC t n nid n')))(t
(GREATEST n'. n'<ns A —Option.is-none (devBC t n nid n'))))
| [ (3n'<ns. ~Option.is-none (devBC t n nid n')); Option.is-none (devBC t n nid ns)] = devExt t
n nid ng 0 = [
| = Option.is-none (devBC t n nid n,) = devExst t n nid ng 0 = be (o4, (devBC t n nid ns)(t ns))
| = Option.is-none (devBC't n nid (ns + Suc n')) = devExt t n nid ny (Sucn') = be (04, (devBC t n nid (ns + Suc n/))(

(ns + Suc n')))
| Option.is-none (devBC t n nid (ns + Suc n’)) = devExt t n nid ns (Suc n’) = devExt t n nid ns n’
proof —
show Ang t n nid ns' ta na nida.
In'<ng. = Option.is-none (devBC t n nid n') =
Option.is-none (devBC t n nid ng) =
In'<ng’. = Option.is-none (devBC ta na nida n') =
Option.is-none (devBC ta na nida ny') =
(t, n, nid, ng, 0) = (ta, na, nida, ns', 0) =
be (Uthe (devBC t n nid (GREATEST n'. n’ < ns A = Option.is-none (devBC t n nid n')))t (GREATEST
n’. n' < ng A = Option.is-none (devBC t n nid n'))) =
be (Uthe (devBC ta na nida (GREATEST n'. n' < n,' A = Option.is-none (devBC ta na nida n/)))ta
(GREATEST n'. n' < ng' A = Option.is-none (devBC ta na nida n'))) by auto
show Ang t n nid ng' ta na nida.
In'<ns. = Option.is-none (devBC t n nid n') =
Option.is-none (devBC t n nid ng) =
= (In'<ng’. = Option.is-none (devBC ta na nida n')) =
Option.is-none (devBC ta na nida n,") =
(t, n, nid, ng, 0) = (ta, na, nida, ns', 0) =
be (0 4he (devBC' t n nid (GREATEST n'. n’ < ns A = Option.is-none (devBC t n nid n')))t (GREATEST
n’. n’ < ng A = Option.is-none (devBC t n nid n'))) = [| by auto
show Ans t n nid ta na nida ns'.
In'<ng. - Option.is-none (devBC t n nid n') =

49



Option.is-none (devBC t n nid ngy) =
= Option.is-none (devBC ta na nida ny’) =
(t, n, nid, ng, 0) = (ta, na, nida, ns', 0) =
be (0 ghe (devBC' t n nid (GREATEST n'. n’ < ns A = Option.is-none (devBC t n nid n’)))t (GREATEST
n’. n' < ng A = Option.is-none (devBC t n nid n'))) =
be (Uthe (devBC ta na nida ns") ta ') by auto
show Ang t n nid ta na nida ns’ n'.
In'<ng. = Option.is-none (devBC t n nid n') =
Option.is-none (devBC t n nid ngy) =
- Option.is-none (devBC ta na nida (ns' + Suc n')) =
(t, n, nid, ng, 0) = (ta, na, nida, ns', Suc n’) =
be (0 ghe (devBC' t n nid (GREATEST n'. n’ < ns A = Option.is-none (devBC t n nid n’)))t (GREATEST
n’. n’ < ng A = Option.is-none (devBC t n nid n'))) =
be (0 e (devBC ta na nida (ns' + Suc n'))ta (ns" + Suc n)) by auto
show Ang t n nid ta na nida ns’' n'.
In’<ng. - Option.is-none (devBC t n nid n') =
Option.is-none (devBC t n nid ny) =
Option.is-none (devBC ta na nida (ns' + Suc n')) =
(t, n, nid, ng, 0) = (ta, na, nida, ns', Suc n’) =
be (0 ghe (devBC t n nid (GREATEST n'. n’ < ns A = Option.is-none (devBC t n nid n’)))t (GREATEST
n'. n’ < ng A = Option.is-none (devBC t n nid n’))) =
devEzt-sumC (ta, na, nida, ns’, n') by auto
show/An, t n nid ns’ ta na nida.
= (In'<ng. = Option.is-none (devBC t n nid n')) =
Option.is-none (devBC t n nid ng) =
= (In'<ns’. = Option.is-none (devBC ta na nida n')) =
Option.is-none (devBC ta na nida ns') = (t, n, nid, ns, 0) = (ta, na, nida, ny’, 0) = [| = ]
by auto
show Ang t n nid ta na nida ng'.
= (In'<ng. = Option.is-none (devBC t n nid n')) =
Option.is-none (devBC t n nid ny) =
- Option.is-none (devBC ta na nida ns') = (t, n, nid, ns, 0) = (ta, na, nida, ns', 0) =[] =
be (0 e (devBC ta na nida ns") ta ns") by auto
show Ang t n nid ta na nida ns’ n'.
= (In'<ns. = Option.is-none (devBC t n nid n')) =
Option.is-none (devBC t n nid ny) =
- Option.is-none (devBC ta na nida (ns' + Suc n')) =
(t, n, nid, ng, 0) = (ta, na, nida, ns’, Suc n’) =[] = be
(ns' + Suc n')) by auto
show Ang t n nid ta na nida ngs’ n'.
= (In'<ng. = Option.is-none (devBC t n nid n')) =
Option.is-none (devBC t n nid ng) =
Option.is-none (devBC ta na nida (ns' + Suc n')) = (¢, n, nid, ns, 0) = (ta, na, nida, ng', Suc
n') = [| = devEzt-sumC (ta, na, nida, ns', n’) by auto
show At n nid ng ta na nida ng'.
= Option.is-none (devBC t n nid ng) =
= Option.is-none (devBC ta na nida ng') =
(t, n, nid, ns, 0) = (ta, na, nida, ns', 0) = be (Uthe (devBC' t n nid ns)t ns) = be (Uthe (devBC ta na nida ns") ta
ns') by auto
show At n nid ns ta na nida ng' n'.
— Option.is-none (devBC t n nid ng) =
- Option.is-none (devBC' ta na nida (ns' + Suc n')) =
(t, n, nid, ng, 0) = (ta, na, nida, n,', Suc n') = be (o4, (devBC t n nid ns)t ns) = be

! 1A
(Uthe (devBC ta na nida (ns' + Suc n’))ta (ns" + Suc n’)) by auto

(@ the (devBC ta na nida (ns' + Suc n'))ta
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show At n nid ng ta na nida ng’' n'.
= Option.is-none (devBC t n nid ng) =
Option.is-none (devBC' ta na nida (ns' + Suc n’)) =
(t, n, nid, ng, 0) = (ta, na, nida, ny', Suc n’) = be (o4, (devBC t n nid ns)t ns) = devExt-sumC
(ta, na, nida, ns’, n') by auto
show At n nid ng n' ta na nida ns’ n'a.
= Option.is-none (devBC t n nid (ns + Suc n')) =
— Option.is-none (devBC ta na nida (ns' + Suc n'a)) =
(t, n, nid, ng, Suc n') = (ta, na, nida, ns’, Suc n'a) =
be (0 4he (devBC t n nid (ns + Suc n/))t (ns + Suc n')) = be (a4, (devBC ta na nida (ns’ + Suc n'a))m
(ns’ + Suc n'a)) by auto
show At n nid ng n' ta na nida ns’ n'a.
— Option.is-none (devBC t n nid (ns + Suc n')) =
Option.is-none (devBC ta na nida (ns’ + Suc n'a)) =
(t, n, nid, ns, Suc n') = (ta, na, nida, ns', Suc n'a) = bec (o4, (devBC t n nid (ny + Suc n’))t
(ns + Suc n')) = devExt-sumC (ta, na, nida, ns', n'a) by auto
show At n nid ng n' ta na nida ng’' n'a.
Option.is-none (devBC t n nid (ns + Suc n')) =
Option.is-none (devBC ta na nida (ns’ + Suc n'a)) =
(t, n, nid, ns, Suc n') = (ta, na, nida, ng', Suc n'a) = devErt-sumC (t, n, nid, ns, n') =
devExt-sumC (ta, na, nida, ns', n'a) by auto
show AP z. (Ans t n nid. An'<ns. = Option.is-none (devBC t n nid n’) = Option.is-none (devBC
tnnid ng) = = = (¢, n, nid, ng, 0) = P) =
(Ans t nnid. = (In'<ng. = Option.is-none (devBC t n nid n')) = Option.is-none (devBC t
n nid ng) = = = (¢, n, nid, ns, 0) = P) =
(At n nid ns. = Option.is-none (devBC t n nid ny) = z = (t, n, nid, ns, 0) = P) =
(At n nid ng n'. = Option.is-none (devBC' t n nid (ns + Suc n')) = z = (1, n, nid, ns, Suc
n') = P) =
(At n nid ns n'. Option.is-none (devBC t n nid (ns + Suc n')) = z = (¢, n, nid, ns, Suc n’)
= P)= P
proof —
fix P::bool and z::trace xnatx'nidxnatxnat
assume al:(Ans t n nid. In'<ns. = Option.is-none (devBC' t n nid n') = Option.is-none (devBC
tnnid ng) = = = (t, n, nid, ns, 0) = P) and
a2:(A\ns t n nid. = (In'<ns. = Option.is-none (devBC t n nid n')) = Option.is-none (devBC
tn nid ng) = z = (¢, n, nid, ns, 0) = P) and
a3:(A\t n nid ns. = Option.is-none (devBC t n nid ns) = = = (t, n, nid, ns, 0) = P) and
a4:(A\t n nid ng n’. = Option.is-none (devBC t n nid (ns + Suc n')) = z = (¢, n, nid, ns,
Suc n') = P) and
a5:(A\t n nid ng n'. Option.is-none (devBC t n nid (ns + Suc n’)) = z = (t, n, nid, ns, Suc
n') = P)
show P
proof (cases x)
case (fields t n nid ng n’)
then show ?thesis
proof (cases n’)
case (
then show ?thesis
proof cases
assume Option.is-none (devBC't n nid ns)
thus %thesis
proof cases
assume 3 n'<ng. = Option.is-none (devBC t n nid n’)
with «x = (¢, n , nid, ns, n')» Option.is-none (devBC t n nid ns)> <n'=0> show ?thesis
using al by simp
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next
assume — (In'<ng. = Option.is-none (devBC t n nid n'))
with <z = (¢, n , nid, ng, n')> «Option.is-none (devBC t n nid ns)» <n'=0> show ?thesis
using a2 by simp
qed
next
assume — Option.is-none (devBC t n nid ny)
with «x = (¢, n, nid, ns, n')> <n’=0> show ?thesis using a3 by simp
qged
next
case (Suc n'’)
then show ?thesis
proof cases
assume Option.is-none (devBC t n nid (ns + Suc n'’))
with <z = (¢, n , nid, ns, n’)> «<n’=Suc n'"y show ?thesis using a5[of t n nid ns n'] by simp
next
assume — Option.is-none (devBC t n nid (ns + Suc n”))
with «x = (¢, n, nid, ns, n')» <n’=Suc n'"y show ?thesis using a/[of t n nid ns n’’| by simp
qged
qed
qed
qged
qed
termination by lexicographic-order

lemma devEzt-same:
assumes Vn'"">n’. n'’<n” — Option.is-none (devBC t n nid n'")
and n'>n,
and n'"'<n'
shows n'"">n'=devExt t n nid ns (n
proof (induction n'"’ rule: dec-induct)
case base
then show Zcase by simp
next
case (step n
hence Suc n"""">n’ by simp
moreover from step.hyps assms(3) have Suc n'"”’<n’" by simp
ultimately have Option.is-none (devBC t n nid (Suc n'""’)) using assms(1) by simp
moreover from assms(2) step.hyps have n’""">ng by simp
hence Suc n'"" = ng, + Suc (n'"""—ng) by simp
ultimately have Option.is-none (devBC t n nid (ns + Suc (n""’"—ny))) by metis
hence devExt t n nid ng (Suc (n'"""—ng)) = devExt t n nid ng (n”"'—ns) by simp
moreover from n’"">ng> have Suc (n'""’—ng) = Suc n'""'—n,s by simp
ultimately have devEzxt t n nid ng (Suc n'""'—ng) = devExt t n nid ns (n
with step.IH show ?case by simp
qed

"'—ng) = devEaxt t n nid ng (n'—ns)

/l//)
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—ns) by simp

lemma devExt-be[simpl:

assumes — Option.is-none (devBC t n nid (n’+n’"))

shows devExt t n nid n' n'' = be (04, (devBC' t n nid (n’+n”))(t (n4+n'"))
proof (cases n'’)

case (

with assms show ?thesis by simp
next

case (Suc nat)
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with assms show ?thesis by simp
qed

lemma devFExt-greatest:
assumes 3n'"'<n’+n'"". = Option.is-none (devBC t n nid n'")
and Option.is-none (devBC t n nid (n'+n’)) and = n''=0
shows devErt t nnidn’n" = be (04, (devBC' t n nid (GREATEST n'". n'"<(n'+n’") A =Option.is-none (devBC t n nid n’
(GREATEST n'". n'"<(n'+n'"") A =~Option.is-none (devBC t n nid n'""))))
proof —
let 2P=An"". n"""<(n’+n"") A = Option.is-none (devBC t n nid n'")
let ?G=GREATEST n'". 2P n'"
have Vn'"">n'+n". = 2P n'" by simp
with 3n'’<n’+n'. = Option.is-none (devBC t n nid n'"’)y have In""". 2P n'"" N (Vn'"". 2P n"""
— n'""’<n""") using boundedGreatest[of ?P] by blast
hence 7P ?G using Greatestl-ex-nat[of ?P] by auto
hence —Option.is-none (devBC t n nid ?G) by simp
show ?thesis
proof cases
assume ?G>n’
hence ?G—n'+n' = ?G by simp
with <= Option.is-none (devBC t n nid ?G)» have —Option.is-none (devBC t n nid (¢G—n'+n’))
by simp
moreover from <?G>n’y have G—n'#0 by auto
hence dnat. Suc nat = ?G — n’ by presburger
then obtain nat where Suc nat = ?G—n’ by auto
ultimately have —Option.is-none (devBC t n nid (n'+Suc nat)) by simp
hence devEzxt t n nid n’ (Suc nat) = be (o4, (dewBC t n mid (n' + Suc nat))® (n" + Suc nat)) by
simp
with (Suc nat = 7G — n’ have devErt t n nid n' (G — n') = be (o4, (devBC t n nid (?G—n’—i—n'))(t
(¢G—n'+n"))) by simp
with «(?G—n'+n' = ?G) have devExt t n nid n' (?G — n') = be (o4, (devBC t n nid ?G)(t ?GQ)) by
simp
moreover have devExt t n nid n' (n’ + n' — n') = devExt t n nid n’ (?G — n’)
proof —
from IAn"". 2P n"" A (V0. 2P n"" — n"""'<n’")y have Vn'". 2P n'" — n""'<?G
using Greatest-le-nat[of ?P] by blast
hence Vn'"">?G. n'"'<n’+n" — Option.is-none (devBC t n nid n'") by auto
with <Option.is-none (devBC t n nid (n'+n'’))
have Vn'">?G. n""'"<n'+n"" — Option.is-none (devBC t n nid n'"’) by auto
moreover from <?P ?G) have ?G<n'+n'' by simp
moreover from «?G>n’y have ?G>n’ by simp
ultimately show ?thesis using «?G>n’y devExt-same[of ?G n'+n' t n nid n’ n’+n"] by blast
qed
ultimately show ?thesis by simp
next
assume —?G>n’
thus ?thesis
proof cases
assume ?G=n’
with (= Option.is-none (devBC' t n nid ?G)> have = Option.is-none (devBC t n nid n') by simp
with «=Option.is-none (devBC't n nid ?G)) have devExt t n nid n' 0 = be (o, (dewBC t n nid n/)(t
n’)) by simp
moreover have devExt t n nid n’ n' = devExt t n nid n’ 0
proof —
from 3n"". 2P 0" AN (Wn'". 2P n'""" — n"""<n’""), have Vn'"'>?G. ?P n'" — n'"'<?G
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using Greatest-le-nat[of ?P] by blast
with «?G=n"y have Vn'">n’. n""" < n’ + n” — Option.is-none (devBC t n nid n'"’) by simp
with «Option.is-none (devBC t n nid (n'+n'"))
have Vn'">n’. n'’<n’+n'" — Option.is-none (devBC t n nid n""") by auto
moreover from = n'’=0) have n'’<n’+n’’ by simp
ultimately show ?thesis using devExt-samelof n' n’+n’" t n nid n’ n'+n'"| by simp
qed
ultimately show ?thesis using «?G=n’y by simp
next
assume —?G=n’
with <(=?G>n"y have ?G<n’ by simp
hence devExt t n nid n’ n” = devExt t n nid n’ 0
proof —
from 3n"". 2P n"" A (Wn'"". 2P n'""" — n"""'<n’"), have Vn'"'>?G. ?P n'"" — n'"'<?G
using Greatest-le-nat[of ?P] by blast
with «(=?G>n" have Vn"">n’. n'’<n’+n'" — Option.is-none (devBC t n nid n""") by auto
with <Option.is-none (devBC t n nid (n'+n'"))»
have Vn'">n’. n'’<n'+n’ — Option.is-none (devBC t n nid n""") by auto
moreover from «?P ?G» have ?G<n’+n'' by simp
moreover from (= n’’=0> have n’<n’+n’’ by simp
ultimately show ?thesis using devExt-same[of n’ n'+n" t n nid n’ n'+n'’] by simp
qed
moreover have devExt t nnidn' 0 = be (o, (devBC t n nid (GREATEST n'"". n""

. n''<n’ A =Option.is-none (devBC t n 1
(GREATEST n'". n'"<n’ A =Option.is-none (devBC t n nid n'"))))
proof —
from <— n’’=0) have n'’<n’+n'" by simp
moreover from 3n’". 2P n'" A (V0" 2P 0" — n'""'<n’"); have Vn'">?G. P n'"' —
n'""<?G using Greatest-le-nat[of ?P] by blast
ultimately have Option.is-none (devBC ¢ n nid n’) using <?G<n’y by simp
moreover from Vn''’>?G. ?P n'’" — n'"<?2G) <?G<n’y <n'<n'+n'> have ¥Vn''">n’.
n''<n’+n"" — Option.is-none (devBC t n nid n'"’) by auto
have dn'"'<n’. = Option.is-none (devBC t n nid n'")
proof —
from I n’""<n’+n’. = Option.is-none (devBC t n nid n'"’)> obtain n'"’
where n'’<n’+n'" and — Option.is-none (devBC t n nid n'"’) by auto
moreover have n'"’<n’
proof (rule ccontr)
assume —n'/'<n’
hence n'"">n’ by simp
with «Vn""">n’. n'"<n’+n"" — Option.is-none (devBC t n nid n'"")y «n'"<n’+n'’
<= Option.is-none (devBC t n nid n'"’)» show False by simp
qged
ultimately show #thesis by auto
qged
ultimately show ?thesis by simp
qed
moreover have (GREATEST n'". n"""<n’ A = Option.is-none (devBC t n nid n'")) = ?G
proof (rule Greatest-equality)
from «?P ?G» have ?G < n’+n’ and —Option.is-none (devBC t n nid ?G) by auto
with (?G<n’y show ?G < n’ A = Option.is-none (devBC t n nid ?G) by simp
next
fix y assume y < n’ A = Option.is-none (devBC' t n nid y)
moreover from In'". P n""" A (V0" 2P 0" — n"""'<n"")
have Vn'". 2P n'"" — n'"<?G using Greatest-le-nat[of ?P] by blast
ultimately show y < ?G by simp
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qed
ultimately show ?thesis by simp
qged
qed
qed

lemma devExt-shift: devExt t n nid (n'+n'") 0 = devExt t n nid n’ n”
proof (cases)
assume n’'=0
thus ?thesis by simp
next
assume — (n''=0)
thus ?thesis
proof (cases)
assume Option.is-none (devBC t n nid (n'+n'’))
thus ?thesis
proof cases
assume I n’"’<n’+n’. = Option.is-none (devBC t n nid n'"")
with «Option.is-none (devBC't n nid (n'+n'’))> have devEzt t n nid (n'+n') 0 = bc (o4, (dewBC t n nid (GREATES'
(GREATEST n'". n'"<(n"+n") A = Option.is-none (devBC t n nid n'")))) by simp
moreover from - (n''=0)> «Option.is-none (devBC t n nid (n'+n'))y «<In""<n’+n”. = Op-
tion.is-none (devBC't n nid n'"")) have devExt t n nid n' n' = be (o, (devBC t n nid (GREATEST n"". n""<(n'+n"") A —
(GREATEST n'". n'"<(n'+n"") A =Option.is-none (devBC t n nid n'")))) using devEzt-greatest by
stmp
ultimately show ¢thesis by simp
next
assume - (In’’<n’+n’. = Option.is-none (devBC t n nid n'"))
with «Option.is-none (devBC t n nid (n'+n'’))» have devExt t n nid (n'+n’") 0=[] by simp
moreover have devExt t n nid n' n''=|]
proof —
from <= (In'"<n’+n"". = Option.is-none (devBC t n nid n'"))) n''#0>
have Option.is-none (devBC t n nid n') by simp
moreover from - (In'"’<n’+n'". = Option.is-none (devBC t n nid n''""))
have - (In’"’<n’. = Option.is-none (devBC t n nid n'")) by simp
ultimately have devExt t n nid n’ 0=[] by simp
moreover have devExt t n nid n’ n"=devExt t n nid n’ 0
proof —
from «— (In""'<n’+n"". = Option.is-none (devBC t n nid n'""))>
have Vn'">n’. n'’ < n’ + n'" — Option.is-none (devBC t n nid n'"") by simp
with «Option.is-none (devBC t n nid (n'+n’"))»
have Vn'">n’. n""'<n'+n’" — Option.is-none (devBC t n nid n'") by auto
moreover from <— n'’=0) have n'<n’+n'' by simp
ultimately show ?thesis using devExt-same[of n’ n'+n’" t n nid n’ n’+n"'| by simp
qged
ultimately show ?thesis by simp
qed
ultimately show ?thesis by simp
qed
next
assume — Option.is-none (devBC t n nid (n'+n'’))
hence devErt t n nid (n'+n'") 0 = be (o4, (devBC t n nid (n'—l—n"))(t (n4+n'")) by simp
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moreover from «— Option.is-none (devBC t n nid (n'+n""))
have devExt t n nid n' n'' = be (o, (devBC t n nid (n/+n//))(t (n'+n'))) by simp
ultimately show ?thesis by simp
qed
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qed

lemma devFExt-be-geq:
assumes — Option.is-none (devBC t n nid n') and n">ng
shows devExt t n nid ns (n'—ns) = be (o4, (devBC ¢ n nid n/)(t n’)) (is YLHS = ?RHS)

proof —
have devExt t n nid ng (n'—ns) = devExt t n nid (ns+(n'—ns)) 0 using devEzt-shift by auto
moreover from assms(2) have ns+(n'—ns) = n’ by simp
ultimately have devExt t n nid ng (n'—ns) = devExt t n nid n’ 0 by simp
with assms(1) show ?thesis by simp
qed

lemma his-bc-empty:
assumes (n',nid")€ his t n nid and —~(In"'<n’. Inid”. (n”,nid"”")€ his t n nid)
shows be (0,,;,/(t n') =]
proof —
have — (3 z. his-prop t n nid n' nid’ x)
proof (rule ccontr)
assume — — (Jz. his-prop t n nid n’ nid’ )
hence J . his-prop t n nid n' nid’ z by simp
with «(n',nid")€ his t n nid> have (SOME z. his-prop t n nid n' nid’ x) € his t n nid
using his.intros by simp
moreover from «3z. his-prop t n nid n’ nid’ x> have his-prop t n nid n’ nid’ (SOME x. his-prop t
n nid n' nid’ x)
using somel-ex[of Ax. his-prop t n nid n’ nid’ z] by auto
hence (3 n. latestAct-cond nid' t n' n) A fst (SOME z. his-prop t n nid n' nid’ z) = (nid" < t)
by force
hence fst (SOME x. his-prop t n nid n’ nid’ ©) < n’ using latestAct-prop(2)[of n’ nid’ t] by force
ultimately have fst (SOME x. his-prop t n nid n’ nid’ z)<n' A
(fst (SOME z. his-prop t n nid n’ nid’ z),snd (SOME x. his-prop t n nid n’ nid’ z))€ his t n nid
by simp
thus Fulse using assms(2) by blast
qged
hence Vz. - (I n. latestAct-cond nid’ t n' n) V = ||snd x|, (fst z) ¥ fstx = (nid' < t) Vv = (prefiz

(be (9,,500(t 1)) (b (0 g ot st ) V (3b. be (3,391(t 0')) = (be (0 4ng (¢ (st 2)))) @ [8] A mining
(0,:4'(t n"))) by auto
hence — (3 n. latestAct-cond nid’ t n' n) vV (3n. latestAct-cond nid' t n’ n) A (Vz. = |[snd z||; (Jst )
V o fstx = (nid" < t), vV = (prefiz (be (o,,;,/(tn')) (be (0gpq (T (fst 2)))) V (3b. be (0,,;4/(tn') =
(b (0ng o(t (st 2)))) @ [8] A mining (0,19t 7'))))) by auto
thus ?thesis
proof
assume — (I n. latestAct-cond nid' t n’ n)
moreover from assms(1) have |nid'||, ,; using his-act by simp
ultimately show ¢thesis using init-model by simp
next
assume (3 n. latestAct-cond nid" t n' n) A (Vz. = [|snd x|, (fst z
(prefic (be (0,39:(t 1)) (b (0 gnat ot (st 2)))) V (3. be (05q/( n)
A mining (o, ..(tn')))))
hence 3 n. latestAct-cond nid’ t n’ n and Vz. - ||snd x|, (fstz) vV 7 fst © = (nid’ « t), VvV
(prefiz (be (0,,;4/(t 1)) (be (0gnq £(t (fst 2)))) V (3b. be (o,9:(t n') = (be (0gpq 4(t (fst )))) Q [0]
A mining (o,:./(t n'))) by auto
hence asmp: V. ||snd |, (fst2) — fst x = (nid" < t), — = (prefiv (be (0,,;4/(t n'))) (b
(@ snd 2(t (fst 2)))) V (3b. be (0,,;4:/(t n')) = (be (054 £(t (st 2)))) @ [B] A mining (0,,;4/(t n')))) by

auto

Voo fstx = (nid" < ),V =
= (be (o5pd 4(t (fst 7)))) @ [0]

~——

-
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show ?thesis
proof cases
assume honest nid’
moreover from assms(1) have |nid'||, , using his-act by simp
ultimately obtain nid"’ where ||nid"|, (nid' 1), and mining (ot n’) A (3b. be (0,4t n')
= be (0,90t (nid’ < t),7) Q [b]) V = mining (0,4t n') A be (0,51t n") = be (0,4t (nid" < t),1)
using I n. latestAct-cond nid’ t n' ny bhv-hn-context[of nid' t n’] by auto
moreover from «||nid"|, (nid’ t>n’) have — (prefiz (be (0,,;4/(t n'))) (be (0,4t ((nid" +
) V(30 be (0,,,(tn") = (be (0,5t ((nid" « t),1)))) Q@ [b] A mining (c,,,/(t n'))) using
asmp by auto
ultimately have Fulse by auto
thus %thesis ..
next
assume — honest nid’
moreover from assms(1) have |nid'||, . using his-act by simp
ultimately obtain nid’”’ where |nid", (nid < 1), and (mining (o,;,t n') A (3b. prefiz (be

(0,0t 1) (be (0,0t (nid" < t), 1) Q[b])) V = mining (0,4t n') A prefiz (be (0,4t n") (be (0,47t
(nid’ < t), 1)) using I n. latestAct-cond nid" t n’ ny» bhv-dn-context[of nid’ t n'| by auto

moreover from «|nid"||, (nid’ 1), /) have - (prefiz (be (o,,;,/(t n')) (be (0,,;4(t ((nid" <
)V (30 be (0,,;4/(t ") = (be (0,,,(t ((nid" < t),1)))) Q@ [b] A mining (c,,4/(t n')))) using
asmp by auto

ultimately have Fulse by auto

thus ?thesis ..

qed
qed

qed

lemma devEzxt-devop:
prefiz (devEzt t n nid ns (Suc n')) (devExt t n nid ng n') V (3 b. devExt t n nid ns (Suc n') = devExt t
n nid ng n’ Q [b]) A = Option.is-none (devBC t n nid (ns + Suc n’)) A ||the (devBC't n nid (ns + Suc
) (ns + Suc n') A ns + Sucn’ < n A mining (o4, (devBC t n nid (ns + Suc n'))(t (ns + Suc n')))
proof cases
assume ng + Sucn’ > n
hence —~(3 nid’. (ns + Suc n’, nid’") € his t n nid) using his-le by fastforce
hence Option.is-none (devBC t n nid (ns + Suc n’)) using devBC-def by simp
hence devExt t n nid ng (Suc n’) = devExt t n nid ng n' by simp
thus ?thesis by simp
next
assume —ng + Sucn' > n
hence ngs + Suc n’ < n by simp
show ?thesis
proof cases
assume Option.is-none (devBC t n nid (ns + Suc n'))
hence devExt t n nid ng (Suc n’) = devExt t n nid ngy n’ by simp
thus ?thesis by simp
next
assume — Option.is-none (devBC' t n nid (ns + Suc n’))
hence devEzt t n nid ns (Sucn') = be (o4, (dewBC t n nid (ns + Suc n/))(t (ns + Suc n’))) by simp
moreover have prefiz (bc (0, (dewBC t n nid (ns + Suc n/))(t (ns + Suc n’)))) (devExt t n nid n
n’) Vv (3b. be (04, (devBC t n nid (ns + Suc n'))<t (ns + Suc n'))) = devExt t n nid ny n’ @ [b] A =
Option.is-none (devBC t n nid (ns + Suc n')) A ||the (devBC t n nid (ns + Suc n'))

ns 4 Suc n' < n A mining (0 g, (devBC t n nid (ns + Suc n’))(t (ns + Suc n))))
proof cases

¢ (ns + Suc n') A
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assume In’"'<ng + Suc n’. Inid’. (n",nid’)€ his t n nid
let ?nid=(THE nid’. (ns + Suc n',nid")€his t n nid)
let 2z=SOME x. his-prop t n nid (ns + Suc n’) ?nid
from <— Option.is-none (devBC t n nid (ns + Suc n'))»
have ngs + Suc n'<n using devEzt-nopt-leq by simp
moreover from <— Option.is-none (devBC t n nid (ns + Suc n'))»
have 3 nid’. (ns + Suc n',nid")€his t n nid using his-ex by simp
ultimately have 3 z. his-prop t n nid (ns + Suc n’) (THE nid’. ((ns + Suc n'),nid")€his t n nid)
z
and (hisPred t n nid (ns + Suc n’), (SOME nid’. (hisPred t n nid (ns + Suc n'), nid’) € his t n
nid)) = %z
using In''<ng + Suc n’. Inid’. (n",nid’)e his t n nid>
his-determ-ext[of ns + Suc n’ n t nid] by auto
moreover have b (U(SOME nid’. (hisPred t n nid (ns + Suc n’), nid’) € his t n m'd)(t (hisPred t n
nid (ns + Suc n')))) = devExt t n nid ng n'
proof cases
assume Option.is-none (devBC' t n nid (ns+n'))

have devExt tnnid ns n'= be (Jthe (devBC' t n nid (GREATEST n”. n"'<ns+n’ A =Option.is-none (devBC t n nid n'’)
(GREATEST n'". n''<ns+n’ A =Option.is-none (devBC t n nid n'))))

proof cases
assume n'=0
moreover have 3n''<ns+n’. = Option.is-none (devBC t n nid n'")
proof —
from «3n''<ngs + Suc n’. Inid’. (n",nid’)€ his t n nid> obtain n”’
where n'’<Suc ns + n’ and Inid’. (n'',nid’)€ his t n nid by auto
hence — Option.is-none (devBC t n nid n'’) using devBC-def by simp
moreover from «— Option.is-none (devBC t n nid n'’)»
«Option.is-none (devBC t n nid (ns+n’))» have - n'’'=ns+n’ by auto
with (n”’<Suc ns+n’> have n'’<ns+n’ by simp
ultimately show ?thesis by auto
qed
ultimately show ?thesis using «Option.is-none (devBC t n nid (ns+n’))> by simp
next
assume — n'=0
moreover have 3n''<ng + n’. = Option.is-none (devBC t n nid n'’)
proof —
from 3n"'<ng + Suc n’. Inid’. (n",nid’)€ his t n nid> obtain n”’
where n”’<Suc ns + n’ and Inid’. (n",nid")€ his t n nid by auto
hence — Option.is-none (devBC t n nid n'’) using devBC-def by simp
moreover from <— Option.is-none (devBC t n nid n'")» <Option.is-none (devBC t n nid
(metn))
have — n'’=n,+n’ by auto
with «n”’<Suc ny,+n’ have n''<n,+n’ by simp
ultimately show #thesis by auto
qed
with - (n'=0)> «Option.is-none (devBC t n nid (ns+n'))> show ?thesis
using devExt-greatest[of ns n' t n nid] by simp
qed
moreover have (GREATEST n'. n"'<ns+n’ A =~ Option.is-none (devBC t n nid n'’))=hisPred
t n nid (ns + Suc n’)
proof —
have (An'". n"’<ng+n’ A =Option.is-none (devBC t n nid n'")) = (An”. Inid’. (n",nid’)€ his
tnnid A n' < ng + Sucn’)
proof
fix n”
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show (n”" < ns + n’ A = Option.is-none (devBC t n nid n'")) = (Inid’. (n'", nid’) € his t n
nid A n'' < ng + Suc n’)
proof
assume n’’ < ng + n’ A = Option.is-none (devBC t n nid n'’)
thus (Inid’. (n”, nid") € his t n nid A n' < ns + Suc n’) using his-ex by simp
next
assume (Inid’. (n”, nid") € his t n nid A n"' < ns + Suc n’)
hence I nid’. (n"', nid’) € his t n nid and n"’ < ns + Suc n’ by auto
hence — Option.is-none (devBC t n nid n'’) using devBC-def by simp
moreover from - Option.is-none (devBC t n nid n'")y <Option.is-none (devBC t n nid
(metn?))
have n'#ns+n’ by auto
with «n” < n, + Suc n» have n'’ < ny + n’ by simp
ultimately show n'’ < ns + n’ A = Option.is-none (devBC t n nid n"’) by simp
qed
qed
hence (GREATEST n”. n"'<ng+n' A = Option.is-none (devBC t n nid n'"))= (GREATEST n"".
Inid’. (n",nid")€ his t n nid A n'’ < ns + Suc n’) using arg-cong[of An"". n”’<ngs+n' A = Option.is-none
(devBC t n nid n'") (An”. Inid’. (n"',nid’)e his t n nid A n"’ < ns + Suc n’)] by simp
with hisPred-def show ?thesis by simp
qged
moreover have the (devBC t n nid (hisPred t n nid (ns + Suc n')))=(SOME nid’. (hisPred t n
nid (ns + Suc n’), nid’) € his ¢t n nid)
proof —
from <In"'<ng + Suc n’. Anid’. (n"' nid’)e his t n nid>
have I nid’. (hisPred t n nid (ns + Suc n'), nid")€ his t n nid
using hisPrev-prop(2) by simp
hence the (devBC't n nid (hisPred t n nid (ns + Suc n'))) = (THE nid’. (kisPred t n nid (ns
+ Suc n’), nid")€his t n nid)
using devBC-def by simp
moreover from «3nid’. (hisPred t n nid (ns + Suc n’), nid"\€ his t n nid>
have (hisPred t n nid (ns + Suc n'), SOME nid'. (hisPred t n nid (ns + Suc n’), nid’) € his
t n nid) € his t n nid
using somel-ex[of Anid’. (hisPred t n nid (ns + Suc n’), nid’)€his t n nid] by simp
hence (THE nid’. (hisPred t n nid (ns + Suc n'), nid’)€his t n nid) = (SOME nid’. (hisPred t
n nid (ns + Suc n'), nid’) € his t n nid)
using his-determ-the by simp
ultimately show ?thesis by simp
qed
ultimately show ?thesis by simp
next
assume — Option.is-none (devBC' t n nid (ns+n’))
hence devExt t n nid ns n' = be (04, (devBC t n nid (ns+n'))(t (ns+n')))
proof cases
assume n'=0
with «— Option.is-none (devBC t n nid (ns+n’))> show ?thesis by simp
next
assume - n'=0
hence Jnat. n’ = Suc nat by presburger
then obtain nat where n’ = Suc nat by auto
with - Option.is-none (devBC t n nid (ns+n'))» have devEzt t n nid ns (Suc nat) = be

(Othe (devBC t n nid (ns + Suc nat))(t (ns + Suc nat))) by simp
with «n’ = Suc nat> show ?thesis by simp
qed
moreover have hisPred t n nid (ns + Suc n’) = ns+n’
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proof —
have (GREATEST n'. 3nid’. (n",nid")€ his t n nid A n"" < (ns + Suc n’)) = ns+n’
proof (rule Greatest-equality)
from <~ Option.is-none (devBC t n nid (ns+n’))» have Inid’. (ns + n', nid’) € his t n nid
using his-ex by simp
thus 3nid’. (ns + n’, nid’) € his t n nid A ns + n’ < ns + Suc n’ by simp
next
fix y assume I nid’. (y, nid’) € his t n nid A y < ngs + Suc n’
thus y < ng + n’ by simp
qed
thus ?thesis using hisPred-def by simp
qed
moreover have the (devBC t n nid (hisPred t n nid (ns + Suc n’)))=(SOME nid’. (hisPred t n
nid (ns + Suc n'), nid") € his t n nid)
proof —
from «3n''<ng + Suc n’. Inid’. (n'';nid’")€ his t n nid>
have 3 nid’. (hisPred ¢t n nid (ns + Suc n'), nid")€ his t n nid
using hisPrev-prop(2) by simp
hence the (devBC t n nid (hisPred t n nid (ns + Suc n'))) = (THE nid’. (hisPred t n nid (ns
+ Suc n’), nid")€his t n nid)
using devBC-def by simp
moreover from 3 nid’. (hisPred t n nid (ns + Suc n'), nid’)€ his t n nid>
have (hisPred t n nid (ns + Suc n'), SOME nid’. (hisPred t n nid (ns + Suc n’), nid’) € his
t n nid) € his t n nid
using somel-ex[of Anid’. (hisPred t n nid (ns + Suc n'), nid")€his t n nid] by simp
hence (THE nid’. (hisPred t n nid (ns + Suc n’), nid’)ehis t n nid) = (SOME nid’. (hisPred t
n nid (ns + Suc n'), nid’) € his t n nid)
using his-determ-the by simp
ultimately show ?thesis by simp
qged
ultimately show ?thesis by simp
qed
ultimately have bc (0, 2,(t (fst ?2))) = devExt t n nid ns n
using fst-conv|of hisPred t n nid (ns + Suc n’)
(SOME nid’. (hisPred t n nid (ns + Suc n'), nid’) € his t n nid))
snd-conv|of hisPred t n nid (ns + Suc n’)
(SOME nid’. (hisPred t n nid (ns + Suc n'), nid’) € his t n nid)] by simp
moreover from «3x. his-prop t n nid (ns + Suc n’) ?nid z»
have his-prop t n nid (ns + Suc n’) ?nid %z
using somel-ex[of Az. his-prop t n nid (ns + Suc n’) ?nid x] by blast
hence prefiz (be (0 9p;4(t (ns + Suc n')))) (be (04pq 2:(t (fst 2z)))) V (3b. be (0 9,;4(t (ns + Suc
1)) = (b (7and 7a(t (st 2)))) © [B] A mining (o zusglt (ns + Suc n')))) by blast
ultimately have prefiz (bc (0 2,;4(t (ns + Suc n')))) (devExt t n nid ng n’) V (3b. be (0 2,;4(t
(ns + Suc n’))) = (devEzxt t n nid ng n') Q [b] A mining (o 2,;4(t (ns + Suc n')))) by simp
moreover from 3 nid’. (ns + Suc n',nid")€ his t n nid>
have ?nid=the (devBC t n nid (ns + Suc n’)) using devBC-def by simp
moreover have |the (devBC t n nid (ns + Suc n))||, (ns + Suc n')

/

proof —
from <3 nid’. (ns + Suc n',nid’)Ehis t n nid> obtain nid’
where (ns + Suc n',nid’)€his t n nid by auto
with his-determ-the have nid’ = (THE nid’. (ns + Suc n', nid’) € his t n nid) by simp
with «?nid=the (devBC't n nid (ns + Suc n'))
have the (devBC t n nid (ns + Suc n’)) = nid’ by simp
with «(ngs + Suc n',nid’)€his t n nid> show ?thesis using his-act by simp
qed
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ultimately show ?thesis
using <— Option.is-none (devBC t n nid (ns+Suc n’))y <ng + Suc n’ < n» by simp
next
assume — (IAn’'<ng + Suc n’. IAnid’. (n'",nid’)€ his t n nid)
moreover have (n, + Suc n’, the (devBC t n nid (ns + Suc n’))) € his t n nid
proof —
from «— Option.is-none (devBC t n nid (ns + Suc n')))
have 3nid’. (ns + Suc n',nid’)€his t n nid using his-ex by simp
hence the (devBC t n nid (ns + Suc n’)) = (THE nid’. (ns + Suc n’, nid’) € his t n nid)
using devBC-def by simp
moreover from «3nid’. (ns + Suc n',nid")€his t n nid> obtain nid’
where (ns + Suc n',nid’)€his t n nid by auto
with his-determ-the have nid’ = (THE nid’. (ns + Suc n', nid’) € his t n nid) by simp
ultimately have the (devBC t n nid (ns + Suc n’)) = nid’ by simp
with «(ns + Suc n',nid’)€his t n nid> show ?thesis by simp
qed
ultimately have bc (o, (devBC t n nid (ns + Suc n/))(t (ns + Suc n’))) =
using his-bc-empty by simp
thus ?thesis by simp
qed
ultimately show #thesis by simp
qed
qed

abbreviation devLgthBC where devLgthBC t n nid ny = (An'. length (devExt t n nid ng n'))

theorem blockchain-save:
fixes t::nat=cnf and n,; and sbc and n
assumes V nid. honest nid — prefiz sbc (be (0,;4(t ((nid — t)n,))))
and YV nid€actDn (t ns). length (be (0,;4(t ns))) < length sbc
and PoW t ns>length sbc + cb
and Vn'<ng. Vnid. ||nid|, ,,» — length (bc (0,4t n')) < length sbe V prefiz sbe (be (o,,;4(t n')))
and n>ng
shows V nid € actHn (¢ n). prefiz sbc (be (o,;4(t n)))
proof (cases)
assume she=|]
thus ?thesis by simp
next
assume — sbc=||
have n>n, = Vnid € actHn (t n). prefiz sbc (be (o ,;4(t n)))
proof (induction n rule: ge-induct)
case (step n)
show ?case
proof
fix nid assume nid € actHn (t n)
hence ||nid||; , and honest nid using actHn-def by auto
show prefiz sbe (be (0,4t 1))
proof cases
assume [Act: 3n’ < n.n' > ng A ||nidl|,
show ?thesis
proof cases
assume 3 bepin (0,4t (nid < typ). length b > length (be (0,4t (nid < t)n))
moreover from «||nid|; ,» have 3n">n. |nid||, .+ by auto
moreover from [Act have 3n'. latestAct-cond nid t n n’ by auto
ultimately have - mining (0,4t (nid = t)n) A bc (0,4t (nid = t)n) = MAX (pin (0,4t
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(nid < typ)) V
mining (o ;g (nid — t)yn) A (3 b. be (0,4t (nid — t)n) = MAX (pin (0,4t (nid < t)p)) Q
[8])

using <honest nid> bhv-hn-ex[of nid n t] by simp
moreover have prefix sbe (MAX (pin (0,4t (nid < t)p)))
proof —
from 3 n'. latestAct-cond nid t n n'y have ||nid||, (nid « t)n
using latestAct-prop(1) by simp
hence pin (0,4t (nid < t)n) # {} and finite (pin (0,4t (nid < t)n))
using nempty-input[of nid t (nid < t)y] finite-input[of nid t (nid + t)p] <honest nid> by
auto
hence MAX (pin (0,4t (nid < t)n)) € pin (0,4t (nid < t)p) using maz-prop(1) by auto
with <||nid||, (nid « t)n’ obtain nid’ where ||nid’||, (nid < t)n
and be (o,,;,/(t (nid < t)n)) = MAX (pin (0,4t (nid < t)p))
using closed[where b=MAX (pin (0,4t (nid < t)n))] by blast
moreover have prefiz sbc (be (0,,;,/(t (nid < t)n)))
proof cases
assume honest nid’
with ([|nid’||, (nid « t)’> have nid" € actHn (t (nid < t)p)
using actHn-def by simp
moreover from 3 n’. latestAct-cond nid t n n'> have (nid < t)yp < n
using latestAct-prop(2) by simp
moreover from [Act have (nid < t), > ns using latestActless by blast
ultimately show ?thesis using <||nid’||, (nid < t)n’ step.IH by simp
next
assume — honest nid’
show ?thesis
proof (rule ccontr)
assume — prefiz sbc (be (0,,;,/(t (nid < t)n)))
moreover have 3n'<(nid < t)p. n’>ns A length (devEzxt t (nid + t)pn, nid’ n’ 0) < length
sbe A (Y n'">n’. n"'<(nid < t)p A = Option.is-none (devBC t {(nid <+ tyn nid’ n’’) — — honest (the
(devBC' t (nid < tyn nid’ n'")))
proof cases
assume In'<(nid < t)n. n">ns A = Option.is-none (devBC t (nid <+ t)p, nid’ n') A
honest (the (devBC t {nid < t)n, nid’ n’))
hence In'<(nid + t)n. n">ns A = Option.is-none (devBC t (nid + t)n nid’ n’) A
honest (the (devBC' t (nid < t)n nid’ n')) A (Yn'>n’. n"’<(nid < t)n A = Option.is-none (devBC t
(nid < t)p nid’ n"") — — honest (the (devBC t (nid < t)p, nid’ n”)))
proof —
let ?P=MAn'. n'<(nid < t)n A n’>ns A — Option.is-none (devBC t (nid < t)p, nid’
n’) A honest (the (devBC't (nid < t)p, nid’ n'))
from «3In'<(nid < typ. n">ns A - Option.is-none (devBC t (nid < t)p, nid’ n') A
honest (the (devBC t {nid < t)n nid’ n'))> have In’. 2P n’ by simp
moreover have Vn'>(nid < t)n. = 7P n' by simp
ultimately obtain n’ where ?P n’and V n". 2P n' — n'’<n’ using boundedGreatest|of
2P - (nid + t)p] by auto
hence Vn''>n’. n”<(nid < typ A = Option.is-none (devBC t (nid < t)p nid’ n'") —
= honest (the (devBC t (nid + t)pn nid’ n’’)) by auto
thus ?thesis using «?P n’y by auto
qed
then obtain n’ where n'<(nid < t), and - Option.is-none (devBC t (nid < t)n nid’
n’)
and n'>ng and honest (the (devBC' t (nid < t)p nid’ n'))
and Vn''>n’. n”<(nid + t)n, A = Option.is-none (devBC t (nid < t)n nid’ n'") —
— honest (the (devBC't (nid < t)pn nid’ n'’)) by auto
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hence n'>n, and dishonest: ¥V n'">n’. n"'<(nid < t)n A = Option.is-none (devBC't (nid
— typ nid’ n'") — — honest (the (devBC' t (nid < t)p, nid’ n'’)) by auto
moreover have (nid + t)p<n using «3In’. latestAct-cond nid t n n'y latestAct-prop(2)
by blast
with n'<(nid < t)> have n’<n by simp
moreover from <— Option.is-none (devBC t (nid < t)n, nid’ n')
have |[[the (devBC't (nid < t)n nid’ n")||, ,,» using devBC-act by simp
with <honest (the (devBC t (nid < t)p, nid’ n'))
have the (devBC't (nid < t)p, nid’ n') €actHn (t n’) using actHn-def by simp
ultimately have prefiz sbc (be (o4, (dewBC' t (nid « t)p nid’ n')! n’))
using step.IH by simp

interpret ut: dishonest devExt t (nid < t)p, nid’ n’ An. dmining t (n’ + n)
proof
fix n"
from devExt-devoplof t (nid < t)n, nid’ n'| have prefir (devExt t (nid < t)pn, nid’
n’ (Suc n")) (devEzxt t (nid < t)p nid’ n' n’') Vv (3 b. devExt t (nid < t)p, nid’ n’ (Suc n’’) = devExt
t (nid < t)p nid’ n' n”" @ [b]) A = Option.is-none (devBC t (nid < t)n nid" (n' + Suc n'’)) A ||the
(devBC t (nid < t)p nid’ (n' + Suc n'"))||, (n' + Sue n'y N n' + Suc n' < (nid < typ A mining

(@ the (devBC't {nid < tyn nid’ (n’ + Suc n”))t (n” + Suc n")) .

thus prefix (devExt t (nid < t)p nid’ n' (Suc n'’)) (devExt t {nid < t)n nid’ n’' n")
(3b. devExt t (nid < t)p, nid’ n’ (Suc n'") = devExt t (nid < t)p, nid’ n’ n' Q [b]) A dmining t (n’
Suc n')

V
+
proof
assume prefic (devEzt t (nid < t)n nid’ n’ (Suc n'")) (devExt t (nid < t)p nid’ n’
n//)
thus %thesis by simp
next
assume (3 b. devExt t (nid < t)p nid’ n’ (Suc n'’) = devExt t (nid + t)p nid’ n' n' @ [b])
A = Option.is-none (devBC' t (nid < t)p nid’ (n' + Suc n'")) A ||the (devBC't (nid < t)p nid’ (n’ + Suc
n//))Ht (n" + Suc n") An'+ Sucn” < (nid < t)n A mining (Jthe (devBC' t (nid <+ t)n nid’ (n’ + Suc n”))t
(n’" + Sucn'))
hence 3b. devExt ¢t (nid < t)p nid’ n’ (Suc n'') = devExt t (nid + t)n
nid’ n’ n’” Q [b] and — Option.is-none (devBC t (nid < t)p nid’ (n’ + Suc n'’)) and |the (devBC
t (nid < t)p nid" (n" + Suc n"))||, (n' + Suc n”) and n’ + Suc n" < (nid + t)p and mining

(T the (devBC't {nid < tyn nid' (n’ + Suc n”))t (n’ + Suc n")) by auto
moreover from <n’ + Suc n’” < (nid <+ t)p» < Option.is-none (devBC t (nid < t)p,
nid’ (n’ + Suc n’’))> have — honest (the (devBC t (nid + t)p, nid’ (n’ + Suc n”))) using dishonest
by simp
with «[[the (devBC t (nid « t)p nid' (n’ + Suc n"'))||, (n' + Sucn')’ have the
(devBC' t (nid < typ nid’ (n’ + Suc n'’))€actDn (t (n' + Suc n”’)) using actDn-def by simp
ultimately show ?thesis using dmining-def by auto
qed
qed
from <= Option.is-none (devBC't (nid < t)p nid' n')) have be (o, (devBC t (nid < t)n nid’ n")t
n’) = devExt t (nid < t)p nid’ n’ 0
using devExt-be-geq[of t (nid < t)p, nid’ n'] by simp
moreover from n'<(nid < t)n> <[|nid’||; (nid « t)’> have bc (0,0t (nid < t)p) =
devExt t (nid < t)p nid’ n’' ({nid < t)p—n’)
using devEzt-be-geq by simp
with - prefiz sbc (be (0,,;4/(t (nid < t)n)))> have — prefiz sbc (devExt t (nid < t)p
nid’ n' ({(nid < typ—n')) by simp
ultimately have 3n'". n'"” < (nid < t)p—n' A length (devEzt t (nid < t)p, nid’ n’ n'")
< length sbc
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using «¢prefiz sbe (be (o4, (dewBC' t (nid — t)n nid’ n/)(t n’)))»
ut.prefiz-length[of sbc 0 (nid + t)p—n’'] by auto
then obtain n, where n, < (nid < t)p—n’
and length (devExt t (nid < t)n, nid’ n' n,) < length sbc by auto
hence length (devExt t (nid < t)p nid’ (n’ + np) 0) < length sbc using devExt-shift[of
t (nid < t)n nid’ n’ n,] by simp
moreover from «(nid < t)p>n" n, < (nid < typ—n" have (n’ + n,) < (nid < t)y
by simp
ultimately show ?thesis using «n'>n> dishonest by auto
next
assume —(In'<(nid + t)p. n>ng A - Option.is-none (devBC t (nid < t)p nid’ n’) A
honest (the (devBC t (nid < t)n nid’ n')))
hence cas: Vn'<(nid < t)n. n’>ns A = Option.is-none (devBC t (nid < t)p, nid’ n’)
— — honest (the (devBC't (nid < t)p, nid’ n')) by auto
show ?thesis
proof cases
assume Option.is-none (devBC't (nid < t)p, nid’ ny)
thus ?thesis
proof cases
assume YV n'<ns. Option.is-none (devBC t (nid + t)p, nid’ n’)
with «Option.is-none (devBC t (nid < t)n nid’ ns)» have devExt t (nid < t)pn nid’
ns 0 =[] by simp
with = sbe=[]» have length (devExt t (nid < t)n nid’ ns 0) < length sbc by simp
moreover from [Act have (nid < t)p>n, using latestActless by blast
moreover from cas have Vn'">n,. n''<(nid + t)n A = Option.is-none (devBC t
(nid < typ, nid’ n'’) — — honest (the (devBC t (nid + t)p, nid’ n’")) by simp
ultimately show ?thesis by auto
next
let ?P=XAn’. n'<ng A —Option.is-none (devBC t (nid < t)p, nid’ n’)
let on'=GREATEST n'. ?P n’
assume - (VY n'<ng. Option.is-none (devBC t (nid + t)n, nid’ n’))
moreover have Vn'>n,. = 2P n’ by simp
ultimately have ezists: In’. P n’ A (Vn'. 2P n"— n'’<n’)
using boundedGreatest[of ?P] by blast
hence 7P ?n’ using Greatestl-ez-nat[of 7P| by auto
moreover from «?P ?n'y have |[the (devBC t (nid < t)p nid" ?n')||, 5, using
devBC-act by simp
ultimately have length (bc (o, (dewBC t (nid + t)p nid’ on")t ?n")) < length sbc V
prefiz sbe (be (04, (devBC t (nid « t)n nid’ ?n/)(t ?n"))) using assms(4) by simp
thus ?thesis
proof
assume length (be (o, (devBC t (nid  typ nid’ ')t ?n')) < length sbe
moreover from ezists have —=(3n">?%n’. ?P n’) using Greatest-ex-le-nat[of ?P] by
stmp
moreover from (?P ?n’s have In'<n,. = Option.is-none (devBC t (nid + t)p
nid’ n') by blast
with <Option.is-none (devBC t (nid < t)n nid’ ng)»
have devErt t (nid < t)p nid’ ns 0 = be (o, (devBC t (nid + t)p nid’ ?n/)(t
?n’)) by simp
ultimately have length (devExt t (nid + t)n, nid’ ns 0) < length sbc by simp
moreover from [Act have (nid < t)p>n, using latestActless by blast
moreover from cas have Vn''>n,. n''<(nid < t)y A = Option.is-none (devBC't
(nid < typ, nid’ n'") — — honest (the (devBC t (nid + t)p, nid’ n’")) by simp
ultimately show #thesis by auto
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next
interpret ut: dishonest devExt t (nid < t)p, nid’ ns An. dmining t (ns + n)
proof
fix n"
from devEzxt-devoplof t (nid < t)pn, nid’ ns] have prefix (devExt t (nid + ty)pn
nid’ ns (Suc n”)) (devExt t (nid < typ nid’ ns n'") V (3b. devExt t (nid < t)p, nid’ ns, (Suc n'’) =
devEzt t {nid + t)n nid’ ns n’’ Q [b]) A = Option.is-none (devBC t (nid + t)p, nid’ (ns + Suc n')) A
|the (devBC't (nid < t)p nid" (ns + Suc n"))|l, (ns + Sucn’y N Ms + Suc n' < (nid < t)p, A mining

(@ the (devBC't {nid < tyn nid' (ns + Suc n”))lf (ns + Suc n’)) .

thus prefic (devExt t (nid < t)p nid’ ns (Suc n”)) (devExt t (nid < t)pn nid’ ns
n’) vV (3b. devExt t (nid <+ typ nid’ ns (Suc n'') = devExt t (nid + t)p nid’ ng n” Q [b]) A dmining
t (ns + Sucn”)

proof

assume prefix (devExt t (nid « t)p, nid’ ng (Suc n'’)) (devExt t (nid < t)n nid’
ns n'’) thus ?thesis by simp

next

assume (3b. devExt t (nid « t)p nid’ ns (Suc n’') = devExt t (nid

— typ nid’ ns n'" Q [b]) A = Option.is-none (devBC t (nid < t)p nid’ (ns + Suc n’)) A |the
(devBC t (nid < t)n nid’ (ns + Suc n"))|, (ns + Sucn') N Ms T Suc n'" < (nid < tyn N mining

(@ the (devBC't (nid + t)n nid’ (ns + Suc n"))t (ns + Suc n”))
hence 3b. devEzt t (nid < t)p nid’ ns (Suc n'") = devExt t (nid + t)p nid’ ng
n' @ [b]
and — Option.is-none (devBC't (nid < t)p, nid’ (ns + Suc n”))
and |[the (devBC t (nid < t)p nid’ (ns + Suc n"))||, (ns + Suc n”)
and ns; + Suc n' < (nid < t)p
and mining (o, (devBC't {nid < tyn nid' (ns + Suc n”))lf (ns + Suc n’))
by auto
moreover from «ng + Suc n’’ < (nid < t)p> - Option.is-none (devBC t (nid
— t)p nid’ (ns + Suc n’’))
have — honest (the (devBC't (nid < t)p, nid’ (ns + Suc n'")))
using cas by simp
with «||the (devBC t (nid < t)p nid’ (ns + Suc n”))]l, (ns + Suc n')’
have the (devBC t (nid < t)n nid’ (ns + Suc n'’))€actDn (t (ns + Suc n”))
using actDn-def by simp
ultimately show ?thesis using dmining-def by auto
qed
qed

assume prefir sbc (be (o4, (devBC t (nid « t)n nid’ ?n/)(t n’)))
moreover from ezists have ~(3n’>?n'. 2P n') using Greatest-ex-le-nat[of ?P] by
simp
moreover from (?P ?n’s have In'<n,;. = Option.is-none (devBC t (nid + t)p
nid’ n’) by blast
with «Option.is-none (devBC t (nid < t)n, nid’ ns)» have devEzxt t (nid < t)n nid’
ns 0= b¢ (4o (devBC t (nid « tyn nid’ #n’)(t 70)) by simp
ultimately have prefiz sbc (devExt ¢ (nid < t)n, nid’ ns 0) by simp
moreover from [Act have (nid + t)p>ns using latestActless by blast
with (|[nid’l|; (nid < t)n’ have be (o, (devBC t (nid «+ t)n nid’ (nid + t)n)t (nid
— typ) = devEzt t (nid < typ nid’ ns ((nid + t)p—ns) using devExt-bc-geq by simp
with « prefiz sbc (be (0,,;,/(t (nid < t)n)))> «|[nid’|, (nid « t),’ have — prefix
sbe (devExt t (nid < t)p, nid’ ns ((nid < typ—ns)) by simp
ultimately have 3n'">0. n'"" < (nid < t)p—ns A length (devExt t (nid < t)n
nid’ ns n'"') < length sbc using ut.prefiz-lengthof sbc 0 (nid < t)p—ns] by simp
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then obtain n, where n,>0 and n, < (nid < t)n—n, and length (devExt t (nid
— t)p nid’ ng ny) < length sbe by auto
hence length (devExt t (nid < t)p nid’ (ns + np) 0) < length sbc using devExt-shift
by simp
moreover from [Act have (nid < t)p>n, using latestActless by blast
with «n, < (nid < t)p—ns> have (ng + n,) < (nid < t), by simp
moreover from «n, < (nid < typ—ns> have n, < (nid < t), by simp
moreover have Vn''>n, + n,. n' < (nid < t)n A = Option.is-none (devBC t (nid
— typ nid’ n') — — honest (the (devBC't (nid < t)p, nid’ n'")) using cas by simp
ultimately show ¢thesis by auto
qged
qed
next
assume asmp: - Option.is-none (devBC t (nid <+ t)n nid’ ng)
moreover from [Act have ny<(nid < t), using latestActless by blast
ultimately have — honest (the (devBC t (nid < t)pn nid’ ny)) using cas by simp
moreover from asmp have ||the (devBC t (nid < t)n nid’ n,)||¢ p,
using devBC-act by simp
ultimately have the (devBC t (nid < t)pn nid’ ng)€actDn (t ns)
using actDn-def by simp
hence length (be (O’the (devBC ¢ (nid + t)n nid’ ns)(t ns))) < length sbe
using assms(2) by simp
moreover from asmp have
devBaxt t (nid < t)p nid’ ng 0 = be (o4, (devBC t (nid « t)p nid’ ns)(t ns))
by simp
ultimately have length (devExt t (nid < t)n nid’ ns 0) < length sbc by simp
moreover from [Act have (nid + t)p>n, using latestActless by blast
moreover from cas have ¥V n'">n,. n"’<(nid < t)n A = Option.is-none (devBC t (nid
— typ nid’ n'") — — honest (the (devBC ¢ (nid < t)n nid’ n")) by simp
ultimately show ?Zthesis by auto
qed
qed
then obtain n’ where (nid < t)p>n’ and n'>n,
and length (devExt t (nid < t)n nid’ n’ 0) < length sbc
and dishonest: Y n'">n’. n"'<(nid < t)n A = Option.is-none (devBC t (nid < t)n nid’
n') — = honest (the (devBC't (nid + tyyp nid’ n'')) by auto
interpret ut: dishonest devExt t (nid < t)n nid’ n’ An. dmining t (n’ + n)
proof
fix n”’
from devExt-devop|of t (nid < t)p, nid’ n’l
have prefix (devExt t (nid < t)p nid’ n’ (Suc n'"’)) (devExt t (nid + t)p nid’ n’ n'’) v
(3b. devExt t (nid + t)p nid’ n’ (Suc n'') = devExt t (nid « t)p, nid’ n’ n' Q [b])
A = Option.is-none (devBC' t (nid + t)p, nid’ (n’ + Suc n'")) A ||the (devBC't (nid < t)p nid’ (n’ + Suc
n”))Ht (n' + Suc n”) An'+ Sucn' < (nid - t)n A mining (Uthe (devBC't (nid <+ t)p nid’ (n' + Suc n”))t
(n" + Sucn”)) .
thus prefix (devExt t (nid < t)n nid’ n’ (Suc n'’)) (devExt t (nid < t)n nid’ n’ n'’)
V (3b. devExt t (nid < t)p nid’ n' (Suc n'’) = devExt t (nid « typ, nid’ n’ n” Q [b])
A dmining t (n’ + Suc n’’)
proof
assume prefix (devExt t (nid < t)p nid’ n' (Suc n')) (devExt t (nid < t)p nid’ n' n’")
thus ?thesis by simp
next
assume (3 b. devExt t (nid < t)n nid’ n' (Suc n’’) = devExt t (nid < t)p nid’ n’ n'’ Q [b])
A = Option.is-none (devBC' t (nid + t)p, nid’ (n’ + Suc n'")) A ||the (devBC' t (nid < t)p nid’ (n’ + Suc

n)lg (n" 4+ Suc n”) An'+ Suen” < (nid = t)n A mining (04, (devBC ¢ (nid « t)n nid’ (n’ + Suc n”))t
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(n' 4+ Suc n'))
hence 3b. devExt t (nid + t)p, nid’ n’ (Suc n'') = devExt t (nid + t)n nid’ n’ n’’ Q [b]
and — Option.is-none (devBC t (nid < t)p nid’ (n’ + Suc n"))
and |[the (devBC t (nid < t)p nid" (n' + Suc n"))|, (n' + Suc n'
and n' + Suc n'' < (nid < t)p
and mining (o, (devBC't (nid <+ t)p nid’ (n' + Suc n"))t (n” + Suc n"))
by auto
moreover from «n' 4+ Suc n'’ < (nid < t)p) <= Option.is-none (devBC t (nid + t)p,
nid’ (n' + Suc n'’))»
have — honest (the (devBC t (nid + t)p, nid’ (n’ + Suc n"))) using dishonest by
simp
with <||the (devBC t (nid < t)n, nid’ (n’ + Suc n”))||t (n' + Suc n”)’
have the (devBC t (nid < t)n, nid’ (n’ + Suc n'"))€actDn (¢t (n’ + Suc n'’))
using actDn-def by simp
ultimately show ?thesis using dmining-def by auto
qed
qed
interpret dishonest-growth devLgthBC t (nid < typ nid’ n' An. dmining t (n’ + n)
by unfold-locales
interpret honest-growth An. PoW t (n’ + n) An. hmining t (n’ + n)
proof
show An. PoW ¢ (n' + n) < PoW t (n' + Suc n) using pow-mono by simp
show An. hmining t (n' + Suc n) = PoWt (n’+ n) < PoWt (n’ + Suc n)
using pow-mining-suc by simp
qed
interpret bg: bounded-growth length sbc An. PoW t (n' 4+ n) devLgthBC t (nid < t)p, nid’
n’ An. hmining t (n’ + n) An. dmining t (n’ + n) length sbc cb
proof
from assms(3) (n’>ng» show length sbc + cb < PoW t (n' + 0) using pow-mono|of ns
n’ t] by simp
next
from <length (devExt t (nid < t)p, nid’ n’ 0) < length sbc> show length (devExt t (nid
— t)yp nid’ n' 0) < length sbc .
next
ﬁX n// n///
assume cb < card {i. n"" < i AN i < n' A dmining t (n' + )}
hence ¢b < card {i. n” + n' <iANi<n"" + n' A dmining t i}
using cardshift[of n'’ n'"" dmining t n’| by simp
with fairlof n'' + n’ n'" + n’ ]
have c¢b < card {i. n" + n' <i AN i<n"" + n' A hmining t i} by simp
thus c¢b < card {i. n"' < i AN i < n'" A hmining t (n' + 1)}
using cardshift[of n'’ n'" hmining t n'| by simp
qed
from ¢(nid < t)p>n"> have length (devExt t (nid < t)p nid’ n’ ({(nid + t)p—n')) < PoW
t (nid « t)n
using bg.hn-upper-bound|of (nid < t)p—n'] by simp
moreover from «||nid’||, (nid « t)n’ (nid < t)yp>n"
have be (o, (dewBC t (nid — t)n nid’ (nid « t)n)" (nid < t)p) = devExt t (nid + t)p,
nid’ n' ((nid < typ—n’)
using devExt-be-geq[of t (nid + t)p nid’ (nid « t)p n’] by simp
ultimately have length (bc (0,,,/(t (nid < t)n))) < PoW t (nid < t)p
using «||nid'||, (nid + t)p," PY simp
morefover have PoW t (nid < t)n, < length (bc (0,,;4/(t (nid < t)n))) (is ?lhs < ?rhs)
proof —
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from <honest nid) «||nid||; (nid « t)n

have ?lhs < length (MAX (pin (0,4t (nid < t)p))) using pow-le-maz by simp
also from <bc (o,,;,/(t (nid < t)n)) = MAX (pin (0,4t (nid < t)n))
have ... = length (bc (o,;,/(t (nid < t)p))) by simp
finally show ?thesis .
qed
ultimately show Fulse by simp
qed
qed
moreover from <||nid||; ,» have (nid — t)p=n using nztAct-active by simp
ultimately show ?thesis by auto
qed
moreover from ¢||nid||; ,> have (nid — t)p=n using natAct-active by simp
ultimately show ¢thesis by auto
next
assume — (Fbepin (0,4t (nid < t)p). length b > length (be (0,4t (nid < t)n)))
moreover from «||nid|; ,» have 3n">n. |nid||, .+ by auto
moreover from [Act have 3n'. latestAct-cond nid t n n’ by auto
ultimately have - mining (o,,;4t (nid — t)n) A be (o4t (nid — thn) = be (0,4t (nid

mining (o piqt (nid — t)p) A (3b. be (09t (nid — t)n) = be (opqt (nid < t)n) Q [b])
using <honest nid> bhv-hn-in[of nid n t] by simp
moreover have prefiz sbe (be (0,,;4t (nid < t)n))
proof —
from «3n’. latestAct-cond nid t n n'y have (nid + t),, < n using latestAct-prop(2) by simp
moreover from [Act have (nid < t), > ns using latestActless by blast
moreover from 3 n’. latestAct-cond nid t n n'> have |nid||, (
using latestAct-prop(1) by simp
with <honest nid> have nid € actHn (¢t (nid < t)) using actHn-def by simp
ultimately show ?thesis using step.IH by auto
qed
moreover from ¢||nid||; ,> have (nid — t)p=n using natAct-active by simp
ultimately show ¢thesis by auto
qed
next
assume nAct: = (In' < n. n' > ng A ||nid|, /)
moreover from step.hyps have ny < n by simp
ultimately have (nid — t),, = n using <||nid||; > natAct-eq[of ns n nid t] by simp
with <honest nid> show ?thesis using assms(1) by auto
qed
qged
qged
with assms(5) show ?thesis by simp
qed

nid < t>n

end

end
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